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"Version": "2012-

"Statement": [

{

"Action":
"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec?2:
"ec2:
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

10-17",

[
DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

mwa

iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:ListInstanceProfiles",

m"wa

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeleteObject"”,
"s3:DeleteObjectVersion",
"s3:PutObject",
"s3:ListAl1MyBuckets",



"s3:GetObject",
"s3:GetEncryptionConfiguration",
"kms:List*",
"kms:ReEncrypt*",
"kms:Describe*",
"kms:CreateGrant",
"fsx:Describe*",
"fsx:List*",
"kms:GenerateDataKeyWithoutPlaintext"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "cvoServicePolicy"

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:DescribelInstances",
"ec2?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:TerminateInstances",
"ec2?2:DescribelInstanceAttribute",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2:CreateSecurityGroup",
"ec?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"kms:List*",
"kms:Describe*",
"ec2:DescribeVpcEndpoints",
"kms:ListAliases",
"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",
"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",



"glue:BatchDeletePartition"
I
"Resource": "*",
"Effect": "Allow",
"Sid": "backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketAcl",
"s3:PutBucketPublicAccessBlock",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutBucketAcl",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:DeleteBucket",
"s3:GetObjectVersionTagging",
"s3:GetObjectVersionAcl",
"s3:GetObjectRetention",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:PutObjectVersionTagging",
"s3:PutObjectRetention",
"s3:DeleteObjectTagging",
"s3:DeleteObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls"

1,

"Resource": [



10

"arn:aws:s3:::netapp-backup-*"
I
"Effect": "Allow",
"Sid": "backupS3Policy"

"Action": [
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1,

"Resource": |
"arn:aws:s3:::fabric-pool*"

1,

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

I

"Resource": |

"arn:aws:ec2:*:*:instance/*"

L]



1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec?2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1y

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1y

"Effect": "Allow"

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": |
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"ok

"ok

11
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"Version": "2012-10-17",
"Statement": [

{

by

12

"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "K8sServicePolicy"

"Action": [
"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

"k n



"Action": [
"ec2:CreateTags",
"ec2:DeleteTags",
"ec2:DescribeTags",
"tag:getResources",
"tag:getTagKeys",
"tag:getTagValues",
"tag:TagResources",
"tag:UntagResources"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "tagServicePolicy"



GovCloud (EE)#X

"Version":
"Statement": [

{

"Effect":
"Action":

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2

"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

14

"2012-

lam:

lam:

lam:

lam:

lam:

lam:

10-17",

"Allow",

[
ListInstanceProfiles",
CreateRole",
DeleteRole",
PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",



"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:

DeleteSnapshot",
DescribeSnapshots",
StopInstances",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
:DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"s3
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms

"kms:

"kms:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1,

:GetObject",

ListBucket",

:ListAl1MyBuckets",

GetBucketTagging",
GetBucketLocation",
CreateBucket",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketAcl",

GetBucketPolicy",

Lige®",

:ReEncrypt*",

Describe*",

CreateGrant",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup"

"Resource": "x"

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

fabricPoolPolicy",

: "Allow",

|

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketPolicyStatus",

15
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"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

I

"Resource": |
"arn:aws-us-gov:s3:::fabric-pool*"

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Wk n



"Resource": [

"arn:aws-us-gov:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-us-gov:ec2:*:*:volume/*"

17
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—_

"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",



"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso-b:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",

19



20

"ec2:AttachVolume",
"ec2:DetachVolume"
1,
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

"Wk n



TRERATE X 15

"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

21
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"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",



"ec2:AttachVolume",

"ec2:DetachVolume"

I
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

ANfeIfEEFAAWSHY IR

TFETNNET RS BlueXPARSS EAIIR, MREN AT REEME (REFER R HNR.

BR.

J&EFATF ONTAP B9 Amazon FSX
HEERR & B UL TAPIERFEEAmazon FSx for ONTAP :

* EC2: Describe32fl

* EC2: DescribeSLfR7

* EC2: DescribeZL @1

* EC2: Describe RouteTables
* EC2: Describe

° EC2: CreateTags

* EC2: Describe®

* EC2: DescribeZ£14H4H

* EC2: DescribeM£&1%0

"k n

MikE S =R
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* EC2: Describe ¥

* EC2: Describe

* EC2: Describe DhcpOptions

* EC2: Describe Snapshot

* EC2: Describe KeyPairs

* EC2: Describe;ff

* EC2: DescribetFid

* EC2: Describe laminstanceProfileAssociations
* EC2: DescribefR 8L HIARS

* EC2: Describe VpcEndpoints

* EC2: Describe

* EC2: DescribeBEH

* EC2: Describe PlacementGroup
8 5%

B R

B CreateGrant

>

>

>

* Kms: ListAliases
* FSX: ##iR*
* FSX: List*

Amazon S3 ZEDER A

Connector& A& H LU FAPIIER & IAmazon S31F(EEL

S3 . GetEncryptionConfiguration

EnFIRE
Connector& & LA FAPIIER K EEAmazon S3HRIE !

* S3 . GetBucketLocation

* S3: ListAlIMy#@

* S3 . ListBucket

* 83 . CreateBucket

* S3 | GetlLifeycleConfiguration
* S3 : PutLifeycleConfiguration
° S3 : PutBucketTagging

° S3 . ListBucketVersions

24



° S3: GetBucketAcl

° S3. PutBucketPublicAccessBlock
* NE: R

* RE: R

° S3: GetObject

* EC2: Describe VpcEndpoints

* Kms: ListAliases

° S3 : PutEncryptionConfiguration
EFERERNERESERREREM 4R, ConnectoraZH LA FAPIHEK:

* 83 . CreateBucket

° S3 . DeleteObject

* S3 : DeleteObjectVersion

° S3 . GetBucketAcl

° S3: ListBucket

° S3 . ListBucketVersions

° S3 . ListBucketMultipartUploads
* S3 : PutObject

° S3: PutBucketAcl

* S3 : PutLifeycleConfiguration

° S3: PutBucketPublicAccessBlock
* S3 . AbortMultipartUpload

* S3 . ListMultipartUploadPart

* Athena: StartQueryExecution

° Athena: GetQueryResults

° Athena: GetQueryExecution

* Athena: StopQueryExecution

* |7K: CreateDatabase

* |K: CreateTable

* #hMft: BatechDeletes3 X

EXEF D EADataLock MR RIFET. Connector2%& LA FAPIEK:

° S3 . GetObjectVersionTagging
° S3 : GetBucketObjectLockConfiguration
* S3: GetObjectVersionAcl



* S3 : PutObjectTagging

* S3 . DeleteObject

° S3 . DeleteObjectTagging

* S3 . GetObjectRetention

° S3 . DeleteObjectVersionTagging

* S3 : PutObject

° S3: GetObject

* S3 : PutBucketObjectLockConfiguration

° S3 . GetlLifeycleConfiguration

* S3: ListBucketByTags

° S3 . GetBucketTagging

* S3 : DeleteObjectVersion

° S3 . ListBucketVersions

° S3: ListBucket

* S3 . PutBucketTagging

° S3 : GetObjectTagging

* S3 . PutBucketVersioning

° S3 : PutObjectVersionTagging

° S3 : GetBucketVersioning

° S3 . GetBucketAcl

° S3: BypassGovernanceRetention

* S3 . PutObjectRetention

* 83 . GetBucketLocation

° S3: GetObjectVersion
NREXFCloud Volumes ONTAP &1 ERAWSIHKF 5IREFERABNAWSEKF ARE. M Connectors & A
TAPIEK:

° S3: PutBucketPolicy

* S3: PutBucketOwnershipControls.

VA
Connectork H LA FAPIHE K U EBEBlueXP 5 283241 :

* EC2: DescribeS=fjl
* EC2: Describe LIRS

* EC2: Runlnstances

26



* EC2: &S

* EC2: CreateTags

° EC2: CreateVolume

* EC2: Attach®

* EC2: CreateSecurityGroup

* EC2: DeleteSecurityGroup

* EC2: DescribeZ£144H

* EC2: CreateNetworkinterface

* EC2: DescribeM£&i%0

° EC2: DeleteNetworkinterface

* EC2: DescribeFW

* EC2: Describe

* EC2: CreateSnapshot

* EC2: DescribeiE

* CloudFormation: CreateStack

° CloudFormation: DeleteStack

* CloudFormation: Describelfi%

* CloudFormation: Describe StackEvents
° IAM: AddRoleTolnstanceProfile

° EC2: AssociatelamlnstanceProfile

* EC2: Describe laminstanceProfileAssociations

fEABlueXP73EBY. Connectora & H LU FAPIERFHIHSIEL :

° IAM: AddRoleTolnstanceProfile

* EC2: AssociatelaminstanceProfile
* EC2: Describe laminstanceProfileAssociations
* S3 . GetBucketTagging

° S3 . GetBucketLocation

* S3: ListAlIMy#H

° S3: ListBucket

° S3: GetBucketPolicyStatus

° S3: GetBucketPolicy

* S3 . GetBucketAcl

* S3: GetObject

° IAM: GetRole
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° S3 . DeleteObject

* S3 : DeleteObjectVersion

° S3: PutObject

* STS: AssumeRole

Cloud Volumes ONTAP

Connectorak HUL FAPIER. LUEEAWSHEZFEFEIECloud Volumes ONTAP,

B8y

B EECloud
Volumes ONTAP 52
FIEIIAM B B A1)
BoE 1

IHRBRSE B #H1T
izt

28

Action

IAM
. ListlnstanceProfile

IAM: CreateRole
IAM: DeleteRole

IAM: PutRolePolicy

IAM
. CreatelnstancePro
file

IAM
. DeleteRolePolicy

IAM
. AddRoleTolnstanc
eProfile

IAM
. RemoveRoleFrom
InstanceProfile

IAM
. DeletelnstancePro
file

IAM: PassRole

EC2
. Associatelamlnsta
nceProfile

EC2:. Describe
lamlInstanceProfileA
ssociations

EC2
. Disassociatelamin
stanceProfile

STS
. DecodeAuthorizati
onMessage
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B8y

BRI EK PR
FEEBRIR (AMI)

HIRVPCHBYERH
RIVHATEE)

Z1k. BEhflSES
51

WIER R BN FFH
LR B A g R A
I8 IZE R

fiE
A"WorkingEnvironm
ent"
#"WorkingEnvironm
entld"fRicHRic A

R RATHIRM
pali'y

B2 Cloud Volumes
ONTAP F{EGImRTE
fEIIEBS%E

Action

EC2:. Describe

EC2:. Describe
RouteTables

EC2:. Startlnstances
EC2: Stoplnstances
EC2: Describe3Zf|

EC2: Describe3Zf|
RS

EC2:. Runlnstances
EC2: RimikE

EC2

. Modifylnstance/g
3

EC2: Describe3=fl
B

EC2: CreateTags

EC2:. CreateVolume

EC2: Describe®

EC2
. ModifyVolumeAttri
bute

EC2: Attachi
EC2: DeleteVolume
EC2: #BE

RTaE?
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=M,
=i
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B
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B89 Action FATEE? AT BB FAFHIR?

BlIEFEECloud EC2 =1, — )
Volumes ONTAP By : CreateSecurityGro
Ergc =4 | up
EC2 S =8 =8
. DeleteSecurityGro
up
EC2: Describe?‘f% IEEE,‘JO IEIEE,‘JO TLEIEEl‘Jo
ez
EC2 28, = =
. RevokeSecurityGr
oupEgress
EC2 269, = =
. AuthorizeSecurity
GroupEgress
EC2 =M. ES ES
. AuthorizeSecurity
Grouplngress
EC2 269, 269, %
. RevokeSecurityGr
ouplngress
EBirFRA EC2 =8 S &
JICloud Volumes . CreateNetworklInte
ONTAP IEZfN1EE rface
.
R EC2: DescribeM4& =R =0 &
0O
EC2 S =8 =8
. DeleteNetworklinte
rface
EC2 S =8 &=
. ModifyNetworkinte
rfaceAttribute
FEXEITFMMZL EC2: Describe MW 20, =M, &
PA=1=5L
BEFIR EC2: Describe =1, =M, S
FREXDNSARSS 28 EC2: Describe =8 S &=

#Cloud Volumes DhcpOptions
ONTAP SLAIRIRRIA

152

ACloud Volumes ~ EC2 =/, =0 S

ONTAP HJEBS#%t) : CreateSnapshot

1R BE

IR EC2 S 26, =M,
. DeleteSnapshot
EC2: Describe ES =0 S
Snapshot
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B8y
FEIRMIAN

Z|AutoSupport jH 2

HICloud Volumes
ONTAP izl &

gﬂﬂﬂﬁi%‘%ﬁﬁﬂ’ﬂﬂ

FREXP] FHAWS[X 15(RY

e
EIE5Cloud

Volumes ONTAP 52
5l K BX B FIRBIARIC

JIAWS

CloudFormationt&ix

BIEM B

RTaE?

Action

EC2 28,
. GetConsoleOutput

EC2: Describe =/,

KeyPairs

EC2: Describe;¥fif 2.

EC2: DeleteTags &

EC2: Describefric &

CloudFormation
. CreateStack

CloudFormation
. DeleteStack

CloudFormation
. Describetfii%

CloudFormation
. Describe
StackEvents

CloudFormation

IEREAR

BT HEZRE?

=M,

iyl

FAFER?
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=

iy

iy

iy

iy

iy

iy
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B89 Action FATEE? AT BB FAFHIR?

BlIEFEECloud S3 : CreateBucket =M, =M, —
Volumes ONTAP %
s e N = = Vo = Vo
BEIS3TEE T ER S3: & =8, &=
GetLifeycleConfigura
tion
S3: S =0, =
PutLifeycleConfigura
tion
S3: B =8 S
PutBucketTagging
S3: & =M, &=
ListBucketVersions
S3 & 2. =
. GetBucketPolicySt
atus
S3 ES =i, S
. GetBucketPublicA
ccessBlock
S3: GetBucketAcl & =M, S
S3: & =M, &=
GetBucketPolicy
S3 & =8 S
. PutBucketPublicA
ccessBlock
S3: S =0, =
GetBucketTagging
S3: S =8 B
GetBucketLocation
S3 . ListAllMy#& = = &=
S3 : ListBucket & =8, =
ERAAWSZSAEIER NEB: IR =8 =8 &
55 (KMS)#Cloud , . o - -
Volumes ONTAP E’l kms: E%ﬁ?]ﬂfﬁ ERlYo [==) =
FREHREME NE: R 2, 2, &
ANE: CreateGrant =ZEH =M, &
Kms ZEEE,\JO ZEIEE,‘JO I%l:
. GenerateDataKey
WithoutPlaintext
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=]=y) Action RFEE? BT HEZRE?

E—1MAWSH AKX EC2 =8 B
W AR IMNHAT S | CreatePlacement
MiAfRZ IR EE Group
—PMAWSH T
o TAWSATRIE o, = o,
- . DeletePlacement
Group
BIEIRSE FSX: &iR* S =8
FSX: List* ES =0,
BIEMEES EC2: Describe&g & =M,
#rAmazon EBS3#E 24
abpoES A
EWREHIRE EC2: ModifyVolume & =0,
W5 EF

Connector2 & B LA TFAPIIER. LUETEEERA B EREBlueXPii&E 731

* CloudFormation: Describeifit%
* CloudWatch: GetMetricStatistics

* CloudFormation: ListStack

Kubernetes
Connector& 4 H LU FAPIIER R L IFEEAmazon EKSEEEE !

* EC2: Describe;Ff

* EKS: ListClusters

* EKS: Describefe&

° IAM: GetlnstanceProfile

‘e
{EEBlueXP{EERT. Connectora% H LU TAPIIERFEIEAWSE R EAIIFIC:

* EC2: CreateTags

° EC2: DeleteTags

* EC2: Describefric
* #7128 getResources
* #3128 getTagZ$A

* #ri2: getTagValues
* FRIE: FRIEERIR

* i RIFIEATR

FAFER?

a~
=

Al
&

o

iy

iyl
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EREE

AR . BATEEUTE T RIERXLENR,

2024F3H8H

2R RIS INTE IE LU AR |

EC2: %R FAMXIE

B R HIRARELAIR. RTIRBALZHE. BITEERATRAREREZFAES,
2023%F6H6H

Hl#E. Cloud Volumes ONTAPEZE LI 4R

Kms: GenerateDataKeyWithoutPlaintext

2023%2H514H
H7E. BlueXPERHRZELUTIR:

EC2: Describe VpcEndpoints

Connector FY Azure Y[R

LBlueXPTEAzureE5fConnector VMBS, E&£E—1BEXAEMIINENZVM. M
fEConnectorgEiS B IR 1ZAzurel] [F] R ZRRFIHTZ, ConnectorERMNIEXT % NAzurefRSS
H1TAPIE.

BE X B E
TEETHBEEXABERMHT ConnectorEEAzure ML RV RAIHIZFTE AR,
HiIZMBIlueXPgIZConnectorft. BlueXP£ Brhigitt B E X At~ FHF Connector,

WNERE MAzure MarketplaceZBZEConnector. & TELinuxEH L FEhZEConnector., NMIBEEEHZISEBEX
A,

EEEEAXERBIDT A, BESRLUTIE:

* "JJAzure MarketplaceZBE1& BVFR"
* "R EXRNEIERRR"

* "R E R IRRTAIAR"

* "R BENERICAIR"

BRFERFRABREMN. BRNERLSMRATRINT FHXR,
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"Name" :

"BlueXP

"Actions": |

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

Operator",

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft.

"Microsoft.

Compute/disks/delete",
Compute/disks/read",
Compute/disks/write",

.Compute/locations/operations/read",

Compute/locations/vmSizes/read",

.Resources/subscriptions/locations/read",

Compute/operations/read",
Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",

.Compute/virtualMachines/read",

Compute/virtualMachines/restart/action",
Compute/virtualMachines/deallocate/action",

.Compute/virtualMachines/start/action",

Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",
Compute/images/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",

.Network/virtualNetworks/read",

.Network/virtualNetworks/checkIpAddressAvailability/read",

Network/virtualNetworks/subnets/read",

Network/virtualNetworks/subnets/write",

.Network/virtualNetworks/subnets/virtualMachines/read",

.Network/virtualNetworks/virtualMachines/read",

.Network/virtualNetworks/subnets/join/action",

"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/resources/read",

.Resources/subscriptions/operationresults/read",

.Resources/subscriptions/resourceGroups/delete",
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"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft
ts/read",

"Microsoft
ts/write",

"Microsoft

"Microsoft

"Microsoft

"Microsoft.

Resources/subscriptions/resourceGroups/read",

Resources/subscriptions/resourcegroups/resources/read",

Resources/subscriptions/resourceGroups/write",
"Microsoft.Storage/checknameavailability/read",
"Microsoft.Storage/operations/read",
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/write",

Storage/storageAccounts/blobServices/containers/read",

Storage/storageAccounts/listAccountSas/action",
"Microsoft.Storage/usages/read",
"Microsoft.Compute/snapshots/write",
"Microsoft.Compute/snapshots/read",
"Microsoft.Compute/availabilitySets/write",
"Microsoft.Compute/availabilitySets/read",
"Microsoft.Compute/disks/beginGetAccess/action",

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

"Microsoft.Network/loadBalancers/read",
"Microsoft.Network/loadBalancers/write",
"Microsoft.Network/loadBalancers/delete",

.Network/loadBalancers/backendAddressPools/read",

.Network/loadBalancers/backendAddressPools/join/action",

.Network/loadBalancers/loadBalancingRules/read",

"Microsoft.Network/loadBalancers/probes/read",
"Microsoft.Network/loadBalancers/probes/join/action",
"Microsoft.Authorization/locks/*",
"Microsoft.Network/routeTables/join/action",
"Microsoft.NetApp/netAppAccounts/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/read",

NetApp/netAppAccounts/capacityPools/volumes/write",



"Microsoft

"Microsoft

"Microsoft.

on" ,

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft

"Microsoft

"Microsoft

.NetApp/netAppAccounts/capacityPools/volumes/read",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.Network/privateEndpoints/write",

Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

Storage/storageAccounts/privateEndpointConnections/read",

Storage/storageAccounts/managementPolicies/read",

.Storage/storageAccounts/managementPolicies/write",

"Microsoft.Network/privateEndpoints/read",
"Microsoft.Network/privateDnsZones/write",

.Network/privateDnsZones/virtualNetworkLinks/write",

"Microsoft.Network/virtualNetworks/join/action",
"Microsoft.Network/privateDnsZones/A/write",
"Microsoft.Network/privateDnsZones/read",

.Network/privateDnsZones/virtualNetworkLinks/read",

.Resources/deployments/operationStatuses/read",

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft.

"Microsoft
"Microsoft

"Microsoft

"Microsoft.

"Microsoft

"Microsoft

"Microsoft.
.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",

"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Insights/Metrics/Read",
"Microsoft.

Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/delete",
Compute/virtualMachines/extensions/read",

Compute/virtualMachines/delete",

.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",

Compute/diskEncryptionSets/read",

.Compute/snapshots/delete",
.Network/privateEndpoints/delete",

Compute/availabilitySets/delete",

Compute/diskEncryptionSets/write",

.KeyVault/vaults/deploy/action",

Compute/diskEncryptionSets/delete",

.Resources/tags/read",
.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",
.Network/applicationSecurityGroups/read",
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"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",

"Microsoft.Network/networkSecurityGroups/securityRules/write",
"Microsoft.Network/applicationSecurityGroups/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.ContainerService/managedClusters/listClusterUserCredential/acti

on",
"Microsoft.ContainerService/managedClusters/read",
"Microsoft.Synapse/workspaces/write",
"Microsoft.Synapse/workspaces/read",
"Microsoft.Synapse/workspaces/delete",
"Microsoft.Synapse/register/action",
"Microsoft.Synapse/checkNameAvailability/action",
"Microsoft.Synapse/workspaces/operationStatuses/read",

"Microsoft.Synapse/workspaces/firewallRules/read",

"Microsoft.Synapse/workspaces/replaceAllIpFirewallRules/action",

"Microsoft.Synapse/workspaces/operationResults/read",
"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

"Microsoft.ManagedIdentity/userAssignedIdentities/assign/action",

"Microsoft.Compute/images/write",

"Microsoft.Network/loadBalancers/frontendIPConfigurations/read"

I

"NotActions": [],
"AssignableScopes": [],
"Description": "BlueXP Permissions",

"IsCustom": "true"

WN{aIEE B Azure X IR

UTEBNET AN E 1 BlueXPRRSEANIR, MIREMNATREAENEFTEHRHMNIR. NHEEERR
BR.

Azure NetApp Files
7EfEABlueXP% 233 Azure NetApp Files3UERT. EiESRak HUUTAPIES

* Microsoft.NetApp/netAppAccounts/read
» Microsoft.NetApp/netAppAccounts/capacityPools/read
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* Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write
» Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read

» Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete

HipMiE
Connector& 4 H LU FAPIE R LUHITBlueXP&E D FI1TE :

* microsoft.Storage/storageAccounts"/FIZR /121

* microsoft.Storage/storageAccounts"=%"Read"

* microsoft.Storage/storageAccounts" =¥ "write"

* microsoft.Storage/storageAccounts"(7Zfi#itk 7 )/blobServices/containers/read
* microsoft.Storage/storageAccounts/ListAccountSAS/iE{E

* microsoft.KeyVault/vauls/read

* microsoft.KeyVault/vauls/accessPolicies/write

» Microsoft.Network/networkInterfaces/read

* microsoft.resources/subscriptions/locations/read

» Microsoft.Network/virtualNetworks/read

* Microsoft.Network/virtualNetworks/subnets/read

* microsoft.resources/subscriptions/resources/read

* microsoft.resources/subscriptions/resources/resources/read
* microsoft.resources/subscriptions/resources/write

* MicrosoftiZ A/ BizE/*

* Microsoft.Network/privateEndpoints/write

* Microsoft.Network/privateEndpoints/read

» Microsoft.Network/privateDnsZones/virtualNetworkLinks/write
» Microsoft.Network/virtualNetworks/join/action

* Microsoft.Network/privateDnsZones/A/write

* Microsoft.Network/privateDnsZones/read

» Microsoft.Network/privateDnsZones/virtualNetworkLinks/read
» Microsoft.Network/networkInterfaces/delete

* Microsoft.Network/networkSecurityGroups/delete

* microsoft.resources/deployments/delete

* microsoft.Managedldentity/userAssignedldentities/assign/action
EFERIERMITFRINAERY . Connectora & H LI FAPHEX:

* microsoft.Synape/ T{EZial/E A\
* microsoft.Synape/ T {E%|a]/i5zEX



* microsoft.Synape/workworkeds/delete

* microsoft.Synape/register/action

* microsoft.Synape/checkNameAvailability /#&1E

* microsoft.Synape/workworkeds/operationStatuss/Read

* microsoft.Synape/workscales/firewallRules/read

* microsoft.Synape/workflows/replaceAlllpFirewallRules/action.

» microsoft.Synape/workworkeds/operationResults/Read

* microsoft.Synape/workworkworks/privateEndpointConnectionsApproval/#&{E

PAES

{EFBlueXPH ZRt. Connector&k H LU FAPIERK,

Action AFiEE?

Microsoft.Compute/locations/operat 2y,
ions/read

Microsoft.Compute/locations/vmSiz 2y,
es/read

Microsoft. Compute/operations/read Zp4,

Microsoft.Compute/virtualMachines/ 28,
instanceView/read

Microsoft.Compute/virtualMachines/ 2y,
powerOff/action

Microsoft.Compute/virtualMachines/ 2y,
read

Microsoft.Compute/virtualMachines/ 2y,
restart/action

Microsoft.Compute/virtualMachines/ 2y,
start/action

Microsoft.Compute/virtualMachines/ Z&
vmSizes/read

Microsoft. Compute/virtualMachines/ £#y,
write

Microsoft. Compute/images/read 28,
Microsoft.Compute/disks/delete 28,
Microsoft. Compute/disks/read 28,
Microsoft. Compute/disks/write 21,

microsoft.Storage/;MiX vl B M4/A52EX.  2RY

microsoft.Storage/operations/read 2,
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Action

microsoft.Storage/storageAccounts

"15RIARAE

microsoft.Storage/storageAccounts
"EE“Read“

microsoft.Storage/storageAccounts
"E!Z"Wﬂte"

microsoft.Storage/storageAccounts
"(FEEmK

F)/blobServices/containers/read

Microsoft.Network/networkInterface
s/read

Microsoft.Network/networkInterface
s/write

Microsoft.Network/networkInterface
s/join/action

Microsoft.Network/networkSecurity
Groups/read

Microsoft.Network/networkSecurity
Groups/write

microsoft.resources/subscriptions/lo
cations/read

Microsoft.Network/locations/operati
onResults/read

Microsoft.Network/locations/operati
ons/read

Microsoft.Network/virtualNetworks/r
ead

Microsoft.Network/virtualNetworks/c
hecklpAddressAvailability/read

Microsoft.Network/virtualNetworks/s
ubnets/read

Microsoft.Network/virtualNetworks/s
ubnets/virtualMachines/read

Microsoft.Network/virtualNetworks/v
irtualMachines/read

Microsoft.Network/virtualNetworks/s
ubnets/join/action

Microsoft.Network/virtualNetworks/s
ubnets/write

Microsoft.Network/route Tables/join/
action

RATFIRE?
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Action

microsoft.resources/deployments/o
perations/read

microsoft.resources/deployments/re
ad

microsoft.resources/deployments/w
rite

microsoft.resources/resources/read

microsoft.resources/subscriptions/o
perationresults/read

microsoft.resources/subscriptions/r
esources/delete

microsoft.resources/subscriptions/r
esources/read

microsoft.resources/subscriptions/r
esources/resources/read

microsoft.resources/subscriptions/r
esources/write

Cloud Volumes ONTAP
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B8y
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R MVHDERE

Action

Microsoft.Compute/l
ocations/operations/r
ead

Microsoft.Compute/l
ocations/vmSizes/re
ad

microsoft.resources/
subscriptions/locatio
ns/read

Microsoft.Compute/o &

perations/read

Microsoft.Compute/v
irtualMachines/insta
nceView/read

Microsoft.Compute/v &

irtualMachines/powe
rOff/action

Microsoft.Compute/v &

irtualMachines/read

Microsoft.Compute/v
irtualMachines/restar
t/action

Microsoft.Compute/v &

irtualMachines/start/
action

Microsoft.Compute/v
irtualMachines/deall
ocate/action

Microsoft.Compute/v
irtualMachines/vmSi
zes/read

Microsoft.Compute/v
irtualMachines/write

Microsoft.Compute/v
irtualMachines/delet
e

microsoft.resources/
deployments/delete

Microsoft.Compute/i
mages/read

Microsoft.Compute/i
mages/write
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Action

Microsoft.Network/n
etworklInterfaces/rea
d

Microsoft.Network/n
etworkInterfaces/writ
e

Microsoft.Network/n
etworkInterfaces/join
/action

Microsoft.Network/n
etworkInterfaces/del
ete

Microsoft.Network/n
etworkSecurityGroup
s/read

Microsoft.Network/n
etworkSecurityGroup
s/write

Microsoft.Network/n
etworkSecurityGroup
s/join/action

Microsoft.Network/n
etworkSecurityGroup
s/delete
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B8y
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Action

Microsoft.Network/lo
cations/operationRe
sults/read

Microsoft.Network/lo
cations/operations/re
ad

RTaE?
=i

Microsoft.Network/vir £

tualNetworks/read

Microsoft.Network/vir
tualNetworks/checkl
pAddressAvailability/
read

Microsoft.Network/vir
tualNetworks/subnet
s/read

Microsoft.Network/vir
tualNetworks/subnet
s/virtualMachines/re
ad

Microsoft.Network/vir
tualNetworks/virtual
Machines/read

Microsoft.Network/vir
tualNetworks/subnet
s/join/action
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B89 Action FATEE? AT BB FAFHIR?

BEMEIELEAH microsoft.resources/ 24, 21, &
deployments/operati
ons/read
microsoft.resources/ g4, 21, &

deployments/read

microsoft.resources/ 24, =M,
deployments/write

iyl

microsoft.resources/r £, =M,
esources/read

iy

iy

microsoft.resources/ 28y, 21,
subscriptions/operati
onresults/read

microsoft.resources/ 2, 28, 28,
subscriptions/resour
ces/delete

microsoft.resources/
subscriptions/resour
ces/read

iy

=i

iy

microsoft.resources/ 2/, 28,
subscriptions/resour
ces/resources/read

iy

microsoft.resources/ 2pg4, 21,
subscriptions/resour
ces/write

iyl
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Action

Microsoft.Compute/d
isks/read

Microsoft.Compute/d
isks/write

Microsoft.Compute/d
isks/delete

microsoft.Storage/3
12 BT A 1432 EX
microsoft.Storage/op
erations/read

microsoft.Storage/st
orageAccounts"/FZ
Th/41E

microsoft.Storage/st
orageAccounts”
EJZH Read“

microsoft.Storage/st
orageAccounts”
3 "delete"

microsoft.Storage/st
orageAccounts"
3 "write"

microsoft.Storage/{#
FA 18/5%EY
microsoft.Storage/st
orageAccounts"(#F
filihi
F)/blobServices/con
tainers/read

microsoft.KeyVault/v
auls/read

microsoft.KeyVault/v
auls/accessPolicies/
write

Microsoft.Network/vir
tualNetworks/subnet
s/write

Microsoft.Network/ro
uteTables/join/action
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Action

Microsoft.Compute/s
napshots/write

Microsoft.Compute/s
napshots/read

Microsoft.Compute/s
napshots/delete

Microsoft.Compute/d
isks/beginGetAccess
/action

Microsoft.Compute/a
vailabilitySets/write

Microsoft.Compute/a
vailabilitySets/read

microsoft.Marketplac &

eOrered/OfferTypes/
Publishers/Offers/PI
ans/agreements/Rea
d

microsoft.Marketplac
eOrered/OfferTypes/
Publishers/Offers/PI
ans/agreements/writ
e
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Action

Microsoft.Network/lo
adBalancers/read

Microsoft.Network/lo
adBalancers/write

Microsoft.Network/lo
adBalancers/delete

Microsoft.Network/lo
adBalancers/backen
dAddressPools/read

Microsoft.Network/lo
adBalancers/backen
dAddressPools/join/
action

Microsoft.Network/lo
adBalancers/fronten
dIPConfigurations/re
ad

Microsoft.Network/lo
adBalancers/loadBal
ancingRules/read

Microsoft.Network/lo
adBalancers/probes/
read

Microsoft.Network/lo
adBalancers/probes/
join/action
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Action

Microsoft.Network/pr
ivateEndpoints/write

microsoft.Storage/st
orageAccounts/Priva
teEndpointConnectio
nsApproval/i&1{E

microsoft.Storage/st
orageAccounts/priva
teEndpointConnectio
ns/Read

Microsoft.Network/pr
ivateEndpoints/read

Microsoft.Network/pr
ivateDnsZones/write

Microsoft.Network/pr
ivateDnsZones/virtu
alNetworkLinks/write

Microsoft.Network/vir
tualNetworks/join/act
ion

Microsoft.Network/pr
ivateDnsZones/A/wri
te

Microsoft.Network/pr
ivateDnsZones/read

Microsoft.Network/pr
ivateDnsZones/virtu
alNetworkLinks/read

microsoft.resources/
deployments/operati
onStatuss/Read

Microsoft.Network/pr
ivateEndpoints/delet
e

Microsoft.Compute/a
vailabilitySets/delete
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Action

Microsoft.Compute/d
iskEncryptionSets/re
ad

Microsoft.Compute/d
iskEncryptionSets/wr
ite
microsoft.KeyVault/v
auls/deploy/action

Microsoft.Compute/d
iskEncryptionSets/de
lete

Microsoft.Network/a
pplicationSecurityGr
oups/write

Microsoft.Network/a
pplicationSecurityGr
oups/read

Microsoft.Network/a
pplicationSecurityGr
oups/joinlpConfigura
tion/action

Microsoft.Network/n
etworkSecurityGroup
s/securityRules/write

Microsoft.Network/a
pplicationSecurityGr
oups/delete

Microsoft.Network/n
etworkSecurityGroup
s/securityRules/delet
e

microsoft.resources/t
ags3 read
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agsZwrite
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h5E7F
{EFABlueXPifi%4E7zEt. Connector& &k H LI FAPIERK:

* microsoft.Insights /f5#7/352EX

* Microsoft.Compute/virtualMachines/extensions/write
* Microsoft.Compute/virtualMachines/extensions/read
» Microsoft.Compute/virtualMachines/extensions/delete
* Microsoft. Compute/virtualMachines/delete

* Microsoft.Network/networklInterfaces/delete

* Microsoft.Network/networkSecurityGroups/delete

* microsoft.resources/deployments/delete

Kubernetes
Connector’Z H A FAPHER. UAIFEEAzure Kubernetes Service (AKS)HIia THIEEE !

+ Microsoft.Compute/virtualMachines/read

* microsoft.resources/subscriptions/locations/read

* microsoft.resources/subscriptions/operationresults/read

* microsoft.resources/subscriptions/resources/read

* microsoft.resources/subscriptions/resources/resources/read
» microsoft.ContainerService/managedClusters/Read

» microsoft.ContainerService/managedClusters/ListClusterUserCredential/action

(E2=]

fEFBlueXP{EE R, Connectorak L FAPHERFEIEAzure B R LRITTIC
* microsoft.resources/resources/read
* microsoft.resources/subscriptions/operationresults/read

* microsoft.resources/subscriptions/resources/read

* microsoft.resources/subscriptions/resources/resources/read
* microsoft.resources/tagsZiread

* microsoft.resources/tags@write
nE
7£1&EBlueXP/EB. Connector& & H LU FAPIHEXK,

* microsoft.Storage/storageAccounts"/FI|ZR /121
* microsoft.resources/subscriptions/resources/read

* microsoft.resources/subscriptions/locations/read
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Connector2 B &E121ELH LI TAPHEXK,

* microsoft.Storage/storageAccounts"(7Zfi#itk 7 )/blobServices/containers/read
* microsoft.Storage/storageAccounts/managementPolicies/Read

* microsoft.Storage/storageAccounts/managementPolicies/write

* microsoft.Storage/storageAccounts"=%"Read"

ELSFS
TRINABIRRAIRE. BAPETEU TET PID R LR,

2023%F12H5H
BEHIER D BAzure BIb7ZfER. BlueXPEPMIMERBEELUTIIE:

» Microsoft.Compute/virtualMachines/read

* Microsoft. Compute/virtualMachines/start/action

* Microsoft.Compute/virtualMachines/deallocate/action
* Microsoft.Compute/virtualMachines/extensions/delete

» Microsoft.Compute/virtualMachines/delete

HttBlueXPTFiEARS FEX LR, Rt WMREEEERAXLEHMEFMERS . XEAPRIDIFGRETEConnector
HWEEXAEH,

2023%F5812H
LU TAPREFINEIJSONFERL. EFCloud Volumes ONTAP BIREE X LA R :

» Microsoft.Compute/images/write

* Microsoft.Network/loadBalancers/frontendIPConfigurations/read
E MISONRERFRERLL TR, EATBREXLENR:

* microsoft.Storage/storageAccounts" (& )/blobServices/ A28/ 5 N\
* Microsoft.Network/publiclPAddresses/delete

2023%F3H23H

BlueXP 2R B EE"Microsoft.Storage/StorageAccounts/delete"t R,
Cloud Volumes ONTAP B EZEZ AR,

2023%F1H85H

B RJSONSEER AN LA TR :

* microsoft.Storage/storageAccounts/ListAccountSAS/1Z1E

* microsoft.Synape/workworkworks/privateEndpointConnectionsApproval/i&{E
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BlueXP&E 3R E FEXLEANIR,
» Microsoft.Network/loadBalancers/backendAddressPools/join/action

Cloud Volumes ONTAP ZZEZE R,

i&FF Connector BY Google Cloud tX[R

BlueXPEE7EGoogle CloudHFHITIRIERIN PR, XLEAPRE S TENetAppiR BV B E X A
B, EAREARE T i#BlueXPXTXLEAPRAYER.

ARSI R
TEERNBEENXAEIRMET ConnectorfEGoogle Cloud M4 &I & RAHIZFF BRI R,
BEERILBEX AENATFEEEIConnector VMEYARSZ MK

* "AIREREINIZ E Google CloudiyfR"
* "G EZRIEAIAR"
* "EEAEIRTCAIINER"

BEFEBERRABERNN. EAERLLREFRINT FHR,

title: NetApp BlueXP

description: Permissions for the service account associated with the
Connector instance.

stage: GA

includedPermissions:

- lam.serviceAccounts.actAs

- compute.regionBackendServices.create
- compute.regionBackendServices.get
- compute.regionBackendServices.list
- compute.networks.updatePolicy

- compute.backendServices.create

- compute.addresses.list

- compute.disks.create

- compute.disks.createSnapshot

- compute.disks.delete

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list
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compute
compute
compute

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

deploymentmanager.
deploymentmanager.
deploymentmanager.

globalOperations.get

images.get

images.getFromFamily

images.list

images.useReadOnly

.instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.

instances.

instances

instances.
instances.
instances.
instances.

.instances

addAccessConfig
attachDisk

create

delete

detachDisk

get
getSerialPortOutput
list
setDeletionProtection
setLabels

.setMachineType

setMetadata
setTags
start

stop

.updateDisplayDevice

instanceGroups.get

addresses.

instances.

get
updateNetworkInterface

.machineTypes.get
.networks.get
.networks.list
.projects.get

regions.get

regions.list

snapshots.
snapshots.
snapshots.
snapshots.

snapshots.

create
delete
get

list
setLabels

subnetworks.get

subnetworks.list

subnetworks.use

subnetworks.useExternallp

zoneOperations.get

zones.get

zones.list

.instances.

setServiceAccount
compositeTypes.get
compositeTypes.list
deployments.create
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deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager
deploymentmanager

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deployments.delete
deployments.get
deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
types.list

logging.logEntries.list

logging.privatelLogEntries.list

resourcemanager.projects.get

storage.buckets.create

storage.buckets.delete

storage.buckets.

get

storage.buckets.list

cloudkms.cryptoKeyVersions.useToEncrypt

cloudkms.cryptoKeys.get

cloudkms.cryptoKeys.list

cloudkms. keyRings.

list

storage.buckets.update

iam.serviceAccounts.getIamPolicy

iam.serviceAccounts.list

storage.objects.get

storage.objects.list

monitoring.timeSeries.list

storage.buckets.getIamPolicy

cloudkms.cryptoKeys.getIamPolicy

cloudkms.
cloudkms
cloudkms.
cloudkms.

.keyRings.
keyRings.
keyRings.

cryptoKeys.setIamPolicy

get
getIamPolicy
setIamPolicy

N{alfEEFA Google CloudiX[RE
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- compute, disks.create

- compute, disks.createSnapshot
- compute.disks.delete

- compute, disks.get

- compute, disks.list

- compute.disks.setLabels

- compute.disks.use.

- compute, FirewPs:AiE. create
- compute.firewalls.delete

- compute, Firew[iAi%.get

- compute, Firew[f A3 list

— compute.globalOperations.get

- compute, images. get

- compute, images.getFromFamily
- compute, images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.detachDisk

- compute.instances.create
- compute.instances.delete

— compute.instances.get

— compute.instances.getSerialPortOutput
— compute.instances.list

— compute.instances.setDeletionProtection

— compute.instances.setLabels

— compute.instances.setMachineType
- compute.instances.setMinCpuPlatform

— compute.instances.setMetadata
— compute.instances.setTags

- compute.instances.start
- compute.instances.stop
- compute.instances.updateDisplayDevice

— compute.machineTypes.get

— compute.projects.get

- compute, Snapf&. create

- compute.snapshots.delete

- compute, SnapfR., get

- compute, Snapses.list

- compute.snapshots.setLabels

B89

73 Cloud Volumes ONTAP 6|2 &R,

73 Cloud Volumes ONTAP 6IIZ2RH A IEFRM

LUREUREIRTS o
79 VM SZ{HSREN AR R

BHERIEENBTFF S Cloud Volumes ONTAP HYiEIZ,

BIZEFIMIFR Cloud Volumes ONTAP VM 324,

FIH VM 52,

LURBUESI & BE.

RREKIFHLFIRIFIR,

LGN ERBREFRIF.

BURIIARES o

B2 Cloud Volumes ONTAP B9+ B #1258,

LU NN o EdRE,
FBAAIEFR N ARIIARIC
BnpF1{ZLE Cloud Volumes ONTAP ,

IREVERE qoutas FIIZIER,
UXFFZ I E.
BIEMEE XA IRIR,
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- compute.networks.get

- compute.networks.list

- compute, regions.get

- compute, regions.list

- compute, subnetworks, get
- compute, subnetworks.list

- compute, zoneOperations.get
- compute, zones., get

- compute, zones. list

- deploymentmanager.composite Types.get
- deploymentmanager.compositeTypes.list
- deploymentmanager.deployments.create
- deploymentmanager.deployments.delete
- deploymentmanager.deployments.get

- deploymentmanager.deployments.list
—EPEEIER . JF R get
-BREEIRAREE list

-ZR B E 1228 . operizes.get
-EREEIE 2R operizes.list
-ZREE 1228 Resents.get

-ZBE 1228 Resents list

-ZRE E 1B 25 typeProvider.get

-ZREEIEES typeProvider.list

-EPEETER, types.get

-EPBEIERR. types.list

- loging.logEntrs.list
- loging.privateLogEntrives.list

— resourcemanager.projects.get

- storage.t%> E&.create

- storage.buckets.delete

- storage.bBucbes.get

- storage.t9) E&.list

- storage.bedb¥*, update

- cloudkms.cryptoKeyVersions.useToEncrypt

-oAE, cryptoKeys.get
B, cryptoKeys.list
- keyrings.list

- compute.instances.setServiceAccount
- iam.serviceAccounts.actAs

- iam.serviceAccounts.getlamPolicy

- iam.serviceAccounts.list

- storage.objects.get

- storage.objects.list

—compute.addresses, list
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- compute, backendServices, create

- compute, regionBackendServices.create
- compute, regionBackendServices.get

- compute, regionBackendServices.list

—compute.networks.updatePolicy

- compute.subnetworks.use.
- compute.subnetworks.useExternallp
- compute.instances.addAccessConfig

- container.Clusters, get
- container.Clusters, list

- compute.instanceGroups.get
- compute, addresses.get
- compute.instances.updateNetworkinterface

- monitoring.timeseres.list
- storage.tampeds.getlamPolicy

= AEO cryptoKeys.get
"B .cryptoKeys.getlamPolicy
= AEO cryptoKeys.list
- cloudkms.cryptoKeys.setlamPolicy
-=/AE keyrings.get
-= A keyrings.getlamPolicy
- B keyrings.list
- cloudkms.keyRings.setlamPolicy

EE& E JJaXN

ARG, FITREUTETNHIERXENR,

2023%F2H6H

E NSRBI LA TR :

» compute.instances.updateNetworkInterface

Cloud Volumes ONTAP EZ It Y[R,

2023%F1H27H
B RSN TNR

* cloudkms.CryptoKeys.getlamPolicy
* cloudkms.cryptoKeys.setlamPolicy
* cloudkms.keyrings.get

* cloudkms.keyrings.getlamPolicy

* cloudkms.keyRings.setlamPolicy

B8y
B RmARS U HHAR BT E.

TEHAX BOvPCHIF W L 5z FA A A SRR
EFBlueXP# 2

A H7E Google Kubernetes Engine FizfTHY
Kubernetes $£&%,

7£Cloud Volumes ONTAP HAX L6l ZF1 & Storage
VM,

T R *Google Cloud?Zfi& 3 EHIME B

EBlueXPEMHMMEHERNSHRFEEECNEFRE
BEIH. MARERRIANGoogle BIENMNZZ TR,
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