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AWS region

VPC A VPC B VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4

@ EH e Be)ERS P ik, BT iSCSIpRIFMEE VPC MBEFiRE NAS i8], &R
FEREXLEXREN IP #AERER,

RERMX, AT M VPC SMNRE AT IP 1h18]
NRFBEMIE, "IEE AWS FFERX"AFMR HA XIFRTER VPC 5MERIATR] HA XTR9F 5h IP btk

BRER
FeEEDh IP e, RFABIRREERNEESZ6 P HAERAAERBRR, XEFEFimA LIAE HA X,
MREHN VPC FRFRMRBE—P AR (EBAR) , WiTHS B4 E6 IP RN ZEAR. W
RIEBZKER, WESS HA XMEZFERNRARIEFEEE, B, EERFmAIEETLEARCloud
Volumes ONTAP,

fign, EAIREARN S AERERXEKAFN, NREERBARA, MASHARB, NSKHAK A KEX
BFMRRE A imE] AR HA 3, B5EREEK B KEXRIFRFABIE P sl aeihE.

BXBHKRNESER, BB "AWS X BHEE"
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%E1ZE|NetAppEIETH
EENetAppEET AS5%1 AZ Y HA BcBE—CfER, EEMMEEIED:

1. EFRRAER VPC FEBENetAppBEIRT R, H"EE AWS FEMX", MXATFM VPC SMERIHIRISEEEETE

BORYEE) P sl
2. 7£[@— VPC F&IZENetAppEIET A, HEAS NAS BF mEIMNERBEE,

HA ECE R
TEIRET Z e EAX PR HA SHSENRLAYE: =P NTAXK. =N FM. 5 IP #iikfl— PR &R,

Floating IP addresses in
one or more route tables

Node 1 Mode 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " £l / '\

Availability zone 1 Availability zone 2

Subnet 1 Subnet 2

y
A

Synchronous mirror of
data between nodes

Subnet 3

Mediator

-
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1=H A RIERER
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 "EBEEIEH ARIENNKEK"
* "AWS gy 2B RN"

HXE™R
* "IHIFCloud Volumes ONTAP FYAutoSupportig &"

* "THRONTAPAZRH A" o
#JCloud Volumes ONTAP HA XJi% & AWS £ 151N %
&8 AWS FREWX LI IFIAR HA SR ZE0IPHibE S B HA XFRTERY VPC FhER,
L Cloud Volumes ONTAP HA EEE D EZ N AWS rIAEXEY, FTEZH) IP #tilikA§EM VPC NERIHE] NAS %8
B, WALEHIER, XESTE) P MU E S S 2iaER, BFEM VPC MR TZAHIAN, BIRMFAE IP
HIHHZEEM VPC SMEBRISIRIAIE], (BT RIZEE ShikpERETE,
£ B TRE ORI ANER) SVM 1B LIF th B35 1P ik,

WMRITIEE T AWS FiEx, METLAM HA SERER VPC SMERiEREEN IP Hhitit, XEMkE VPC Z 9N NAS
Z P IEHNetAppBIE T B /] LUARIZED 1P,

THE— ERETHENEEENOFH N VPC R, HA RZELTF—1 VPC H, MEFBMHFS—1 VPC
th, SR/, (EEILUEATTR) IP HULTER 08 EREE NAS %o
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Floating IPs
routed to VPC1
route table
Transit
gateway
i ks 4
,
Floating IPs
Floating IPs ket the
routed to ENIs s,
= Mediator Client
- e
! i VPC 2 (10.100.0.0/16)
. J

VPC 1 (10.160.0.0/20)

TS EGRBRINAIE B R ECE
]
1. "B XFHR VPC MIMERZRX" .
2. ¥ VPC 5&HMXERHRXKEL,
a. 7£ VPC fr$ZH, i Transit Gateway Route Tables,
b. FEAFERAHR,
C. BEXRELY, AFEFCIEXE
d. EEEXENMYE (VPC) , AEREEHEEIEXE
3. BIIEE HA JTHYFESh IP TR iKY ER R P BI B B,
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NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

UTRAEERTPEMENEBRAR, ©8iEE/HE VPC B CIDR REVEBEFCloud Volumes ONTAP{EF

HYPONE D IP st

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q, Filter by attributes or search by keyword

CIDR Attachment Resource type Route type
I 10.100.0.0/16 tgw-attach-06e77bd34e2ff3118 | vpe-0b2bc30eldc8eldb I h "\VP...C‘Z' propagated
10.160.0.0/20 taw-attach-00eba3ea: vpce- A propagated
static
172.23.0.2/32 tgw-attach-00eba3eac3250d7db | vpe-673ae603 FI t. static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 v‘m static
172.23.0.4/32 tgw-attach-00ebadeac3250d7db | vpe-673ae603 LB Addresses ...

4. (AR EIHIP)EIPHEIEAIVPCRIEE R,

a. JFhIPHILERINEREBR AR
b. FKREBEERME HA WEF7E VPC B9 CIDR 1R,

TENRFIEESRT VPC 2 B9ERHER, EFPEIEE| VPC 1 B9RSEFZ D IP ik,
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Route state

active
active
active
active
active

active



Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View All routes -

Destination Target Status Propagated

10.100.0.0/16 local active No

0.0.0.0/0 Igw-072500d01781e67df active No
/PG A4

10.160.0.0/20 1aw-015b7c243661ac279 Ao No
MUY

172.23.0.1/32 1gw-015b7c243661a0279 active No

.

172.23.0.2/32 1gw-015b7c249661ac279 Ek}atlng lp, No
=,

172.23.0,3/32 1gw-015b7c249661ac279 Addresses No
S A

172.23.0.4/32 1gw-015b7¢249661ac279 active No

5.

8
X—FREE, RNETKT VPC ZERIERH,

SEFEBIHIRER IP HUERY VPC N ARIER HA 38 VPC BIEREH R

UTRFIEGRERT VPC 1 RIERER. ©EIEEIF IP #ltAZE A imFRER VPC 2 RIERH, EHIa1EakE

HA XIBS = B a0 IP ARINEI BB R T,

Summary Routes

Subnet Associations Route Propagation Tags
Edit routes
View All routes -
Destination
10.160.0.0/20

pl-68a54001 (com.amazonaws.us-west-2.53, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22)

Target
local

vpce-cb51a0az

0.0.0.0/0 Igw-b2182dd7
10.60.29.0/25 pex-589¢3331

I 10.100.0.0/16 1gw-015b7c248661ac279 I
10.129.0.0/20 pex-17e1396
172.23.0.1/32 eni-0854d4715559¢c3¢db
172.23.0.2/32 eni-0854d4715559¢c3cdb
172.23.0.3/32 eni-0f7668121603108ed
172.23.0.4/32 ni-0854d4715559¢c3cdb

6. ¥ReBIREEHMAN VPC NI RE.
a. EEIBZTT, BEHEFMN*

b. BFERHRRETR, A HANHEP—NFED) IP MUEERFRFRRIIF R,

(9]

- Bl TR

d. FEEFERAE LA

- BE AN,
f 7288, EEFRERE", AREE VPC IP itk
9 BIREFEAN LANAES.

7. fERFTh P iR BRI R P iR,

(0]

EeI LUBE T & SIS E R TRV “Mount Command”ETTEIEH & I EIEFRY 1P tthit,

Status.

active

active

active

active

VBC2

active

Eloating
N —————

acti |B

Addresses

active
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions

8. MNREIEFEHEH NFS &, BELESHRBULER ik VPC BIFM,

"TRRANEIRES" o

PR HER

* "AWS HRyE Al X"
* "AWS HCloud Volumes ONTAPHIRILR & K"
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£ AWS HEEZFIHPEFZCloud Volumes ONTAP HA %

M 9.11.1 fRZASFFI8, AWS iE@id VPC =% #ECloud Volumes ONTAP HA 3, VPC H=E
EIRRVALEES S HAM AWS IKRFHEZFM, EFEAIRE, SN INEEERN AWS IF15,
SRFE1ER APl ZF2 HA X,

M "VPCHZE=", Cloud Volumes ONTAP HA EEEB D ER- MK

* VPC FREEMKF, IHEMLE (VPC. FM. ERHEFFMCloud Volumes ONTAPZ £4H)
- B5&WF, Hh EC2 LAIMEEHZFWH (XEER D HA FRflFNEH)

NFEZ AKX EERCloud Volumes ONTAP HA BCE, HA FNRERENREA SN VPC FiE&KF H
MERBR, SRBEIISEIFMR S A LFIER 1AM A SRR HX LR,

TEERT IEBEFS RBVAM
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
BXILIRENEZFMER, BSH "AWS 3. AFEMIKF REF R KMS &8

4. NRICFEANSE A BIEN CMK, iHE@idiECloud Volumes ONTAP IAM &I ZAAP FEH
CMK By 5ARAR,

WRIETE Cloud Volumes ONTAP LB T #iR 7 BH AL NZEF#ETE Amazon Simple Storage Service
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"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
I
"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

GovCloud ((E) Xig



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-us-gov:s3:::fabric-pool-*",
"Effect": "Allow"

HBEMX



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1y

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",
"Effect": "Allow"

° Cloud Volumes ONTAPS S 14) 58K
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"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud ((E) Xig
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"Version": "2012-10-17",

"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"

BEMX



"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-iso:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"
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"Version":

"Statement": [

{

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso-b:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso-b:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method

° Professional By capacity

Essential

Freemium (Up to 500 GiB)

(0101

Per Node

"BETE AWS FEEHCloud Volumes ONTAP #9435 BE" o
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Li&EIECloud Volumes ONTAPR LR, 1THIASIRTEITIR AWS Marketplace IR EMIN. SRAEIFIZITIA
5 &5 KB LTINS, @EJLME%’EEﬂE’JﬂIﬁ%EzkEXETH},CIoud Volumes ONTAP &%,

p
1. MEMSHSERF, EFFE>EE
2. B RGUTE L, BERNRSHIRRSBIRE.

a. FEFAEEMEIDTE L, BHRESIE>RINTR, ARRBRESRITIR AWS Marketplace HHIED
FREMIARSS

Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
L

Subscribe and then click 5et Up Your Account to configure your account.

,:“E'\] Cloud Manager
L

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method

° Professional capacity R

Essential By S

Freemium (Up to 500 GiB) By v

111

Per Node
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method
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B

1. NREHERITIR, "BXFRNetApp"

2. Bt ZENetApp AERIE P K P IEN—1 2 %N KeystoneiT 5,

3. NetAppEIERIMKF 5, "§EEZ891T1% LA FCloud Volumes ONTAP" .
4 TRSTE L, RHERMAG HIRBS BB,

a. HIFTERWE A AT, i%EEKeystone Subscription YgZE Ao

Select Charging Method

° Keystone

Storage management

g

Charged against your MetApp credit

Keystone Subscription
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Professional capacity S
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Freemium (Up to 500 GiB)

Per Node

M H K
10101
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0 \ Advanced create
You set all of the configuration options, including

specifying performance, networking, security, backups,

( Quick create

Use the recommended and default configuration options. You can
change most of these options later.

and maintenance.

System details

Cloud provider account

Name

ONTAP Credentials

Tags

Deployment and Configuration

Deployment Type

Network configuration

Charging and Services

Marketplace subscription

License

Data services and features

NetApp Support Site account

Summary

Overview

RRFRER

1.
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Instance Profile | Account ID: 2 12
(D Action required
(i) Action required

0 Tags

Single node

US East - N. Virginia | VPC name - 172.31.0.0/16 | Subnet name - *

Sub2-ByCapacityByNodePYGO_delete_after_1234
Freemium (Up to 500 GiB)
Netapp Backup and Recovery

No existing account
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* ONTAPEE* IXLEZECloud Volumes ONTAPSEEEEIE A MK BV EIR, &0] LUF X LEEIERITONTAP
System Manager {ONTAP CLI i%#%|Cloud Volumes ONTAP , &E]LURZERIAM_admin_ A&, HF
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",
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"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "*"

"sSid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",



"ec2:AttachVolume",
"ec2:DetachVolume"
1y
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

HEX

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec?2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec?2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",



"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec?2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",

"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

"3

iam:CreateInstanceProfile",

iam:DeleteRolePolicy",

iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociateIamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",



"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

"ok n
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"Version": "2012-10-17",

"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",
"Effect": "Allow"

oo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",

"Effect": "Allow"

HEMX
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
1y
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

IFF HA X, TNREITRIEFZECloud Volumes ONTAP HA 3, 559 HA NI SRR,



"Version": "2012-

"Statement": [{

"Effect":
"Action":

ec?

"ec2:
:DeleteRoute",

"ec?

"ec2:
"ec2:

ec?2
"ec2

1,

ec?2:

10-17",

"Allow",
[

:AssignPrivateIpAddresses",

CreateRoute",

DescribeNetworkInterfaces",
DescribeRouteTables",
DescribeVpcs",

:ReplaceRoute",
:UnassignPrivateIpAddresses"

"Resource": "*"

4. BIEAEIEET Amazon EC2 B IAM A EHMINEEFIE S B OIZAEREE,

el )aN

55%REM, BRiZAERERIEIEE— IAM A, HCloud Volumes ONTAPT I8 E—1 IAM A,
IHF HA 3 SRR, BROZAITHEHSMRIEIZE— IAM s, ACloud Volumes ONTAPT Ri& & —
MNIAM A, I HAFMGE—D IAM s (NREEEIRE HA X)

EERE:

BT 8 RIEEFIRY, HIUEFEHARIE IAM AR, HEMIEFIEEIEECloud Volumes ONTAP R4 HY
, f&ELLi%EECloud Volumes ONTAPHY IAM S8, I3F HA XF, f&EB]LATESIEECloud Volumes ONTAP AL
ETJihCloud Volumes ONTAPFI HA 7YY IAM I,

SIE 3. 188 AWS KMS

WREREEIE Amazon INE 5Cloud Volumes ONTAPLEEfER, BHARAE AWS ZHREIEIRS (KMS) WE

Ko
p

1. BRERKFSEM AWS KPP REFEBEMHEF EEA (CMK),

CMK RILLZ AWS BIER) CMK SREFP EIEM CMK,

2. IR CMK i F5#&+%IEBZ Cloud Volumes ONTAP B9 REIHY AWS AR, MIEEFRENZZREAN

ARNo,

BlI#£Cloud Volumes ONTAP&RZ:iRY, EEEMEITHIS1H ARN,

3. BILBIR IAM BEFINE CMK FZEER P 5IZ&RA,
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X¥gFiEH| & CMK FICloud Volumes ONTAP B FR,

TR 4. 2EFHEREHIKERH G
EFFAEARITHI &7 AWS FEFZCloud Volumes ONTAPZ B, A MLEHIGERFISGRIE, SfERF4a
BEEAHZIFE (B3ECloud Volumes ONTAP) RHIE B HRTR.

S
1. FREXEIEBMAN (CA) FEH). KARFALIREY (PEM) Base-64 4Rf3 X.509 IXAIRIER, BFERE
FR1E4A 40 A B SR ANFE = LUK BGE o

3FF AWS Secret Cloud X33, &L7i% _Ef&% "NSS Root CA 2 I+, XIF Top Secret Cloud,
(D) “Amazon Root CA4'iEH, MRINLIEXEAEBMARE ME, IEBFEXHRA, LET8E
REM. MBEEEMES, EAUMELE, WF—SHR.

TREMEEIRER LEIER, =H88T HTTPS M AWS kX ERIERZEEIIER.

2. BopEH SRS
a. #EITH A9 AWS Intelligence Community Marketplace i,
b. FEBENX BN F L, EEM EC2 126 & B ah L HIAYED,
C. IR RECE LA,

& LIRS E R AT EI:

* FR{ 13 t3.xlarge.

* BSOS ENRE BIEH 1AM .

* IEROZAR BROATF BRI,

* IEHISRIBFTERRVERE S VAT . SSH. HTTP M HTTPS,
3. MELHIBEEENENZETH S

a. FTAMLERIEESFHEAN <a href—"https //<em>ipaddress</em>" class="bare">https://<em>ipaddress</
em></a>HEM <em>ipaddress</em> @& ETH| S CIER Linux EHLHY IP ik,

b. ¥8EATIEE AWS RESHIRIERS

C. HEEESE 1 hIRENIER,

d. BEIRRSEFRRS.
" AAFAER . BRI A RENZMAENATET.
" AIEBERAF: NRANEEERAF

ZRAPIKPERSGAMIEIT, TiE@ESiEH & EEE auth0 ARSS.

* HiZ BIRFAES, BRI, RAEEEHRE”
e. B5ER CAERBIEBMLE, BM EC2 2Hl & BB TSI & IELH,
4. ERIeREEREDE, CREELERNSTRIENEESRFKFAER
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FES5: (A) KEMBRIVED

3FF AWS Secret Cloud # Top Secret Cloud X1, It ERr%R, HENREERT L—PhRENRIERZ
HNEBEMIEBN A ZERITHSE,

PSIE
1. 5| BB RENER,
a. BUE occm A28 dockerid (FRIRE#R“ds-occm-17) , FIEITUATHZ:
docker ps
b. BN occm A28, BEITUTHS:
docker exec -it <docker-id> /bin/sh
c. EM“TRUST_STORE_PASSWORD'IFEZE 2UERT, EETUTHS:
env

d. BFILEEETHREELRNIES, BEETUTHLHER L —SRENED:

keytool -list -v -keystore occm.truststore

2. FIMEH,

a. BUE occm Bes dockerid (FRIREAFR“ds-occm-1”) , BIBITUA TSRS

docker ps

b. BN occm A28, BEITUTHS:

docker exec -it <docker-id> /bin/sh

RHRENER X HREFEEH.

c. M TRUST STORE_PASSWORD'IFIETEUNER, EEITUTHS:
env

d. ERNEBRMINEERE, BETUATHTHER L—FHHEE:
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keytool -import -alias <alias-name> -file <certificate-file-name>
—-keystore occm.truststore

e BERNBIIPREERE, HIETUTHL

keytool -list -v -keystore occm.truststore -alias <alias-name>

HRH occm Bes, BT THL:

exit

9. EEFE occm A28, BEBEITUTHS

docker restart <docker-id>

TR 6: MIEHISAINFAIIE

WNRIEMNetAppMIE 7 AE, WEERERNEIZHS, UEELIERBICIoud Volumes ONTAP AL AT IEHE
ZAFATE. 7R RIIES#RYCloud Vqumes ONTAPRGAXEXZHI, BT RIEFERS RS,

R
1. MEMS MRS, #%EF Licenses and subscriptions*s
1£ * Cloud Volumes ONTAP* EiR £, %R BE,
7£ * Cloud Volumes ONTAP* &I~ £, 4% IFeNE>EF T R B9 AT,
BEHERDE
BEHERINAKRDECRIFRIIE S
WNTFRIEN YIS 8 L EIFrIEX M
WMRBITEEIFRNEXE, MEEM netapp.com Fof_EEFRIIEX .
a. FifE"NetApp el IE XA R 28 " HEE A HINetApp 2 it R IR E Ro
b. FMNEHNE, EFENTME, ANFYIS, MIAMEEIRIRHEZRIABE, AERERRKS
C. REFLREHEET B FHPH I EHE T EIEUL serialnumber.NLF JSON X4
8. BEHRINFRIE,

N o o & w0 N

“

EH e FNERIARS RS, BEIEEESHAICloud Volumes ONTAPR S XEL, SR LITEALMSAR
X EM Licenses and subscriptions> Cloud Volumes ONTAP > && > i A[if F&EZ/FAIIE,
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S 7. Miz4|& B51Cloud Volumes ONTAP

BRI LUES 7RIS & P e BT R 45K 1T AWS Secret Cloud # Top Secret Cloud H/E%fICloud Volumes ONTAP
SRS

Faz Al
MF HA R, FEZFAIERBAF HA PITETFERB SSH 431,

PIE
1. ERETELE, BHFMERS
2. 7x“6IE" T, %E$ECloud Volumes ONTAP,

ITF HA: £ 88 T, 3% Cloud Volumes ONTAPE Cloud Volumes ONTAP HA,

3. SERASHHFE LB EICloud Volumes ONTAP &4,

BEESHITIEERN, BABEAFE RS TR HIERMNS ST &R T MiEE
B8, (NEFERERREY, HRFRESEERFEMAEMED, AWS Secret Cloud 1 Top
Secret Cloud KIFAZIHFFECE R, WNRIEF, BB IEEK.

EZ N AXFEZECIoud Volumes ONTAP HA B EEIN
SR HA X S5 E LT EI,

* EZ A AKX (AZ) FEBECloud Volumes ONTAP HA BY, ERIZECE—MEHMX. BXA, EER"E
B AWS FRFERIX",

* BF % %RBYT AWS Top Secret Cloud FREWR N AT AKX, FEiEEMN T ARAHEBLE:
TR 1 ARAKA
o FH 2 ATAXB
° ARG ATAXIH AR B

FET S HA BT 24 EZCloud Volumes ONTAP H3E E 10
SERESMETE TSN

* BMNIZREBROAETUAEREMRI R 2H,

FiE X By 2£H B & Cloud Volumes ONTAPRUINEITARFEHIMN, MREFFEAECHFER, AIUSETH
& 2AER.

s IBATOEIRTEES AWS IFERGIZERM 1AM A,
* KB AWS R ZEAE R FH)1ACloud Volumes ONTAPE,

TR LN RS RFE R BRI E LR,
* AWS HEEBYERESHAE R /VEX.

BN ZE R RE B IR P BITE M REME R\ B X EBS HREREZIFAES, B AWS 3,
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HAERNB ARG LB HERIFIAKR .

() wRCWERERREGAL, WEUERERS BETRARERREEANIRNES,

Cloud Volumes ONTAPSEIEB5h, Ee]UE B I NmEEREHE,

TR 8. RERMESENREIES

BEBEFHRELRDIIPAEETE AWS Secret Cloud #1 Top Secret Cloud XiEH B AEIES B

Fraz Al

1.

2.

elliE S3 FhiEid.
@ MR FERRATIHERIZK fabric-pool-. ffl¥l *fabric-pool-testbucketo

REBELRERRIES “step 4’ EF),

p

1.
2.
3.
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SHIELZENRIERPIINEA step 4o
£ CLI ££hiE#ZFICloud Volumes ONTAP& %,
REIRIER, ErJgEFREE ENTER ZREN:

security certificate install -type server-ca -cert-name <certificate-

name>
HIERE, WMAERINEIA, EiF -—--—- BEGIN CERTIFICATE ----- Bl - END
CERTIFICATE —--——- o

REE CA RN FIE PRI UG RS E,
fREE CA BFFFLEBFFIS,
79 AWS Secret Cloud #1 Top Secret Cloud KIFECEXM RFfE: set -privilege advanced

-confirmations off

BT S RECE N RIF o

FiE Amazon RIEZFR (ARN) #3Z LA -iso-b, 40 arn:aws-iso-bo 40, WREFIFE
@ EHFXIFHAI ARN, IFF Top Secret Cloud, BEFERMUTHRBLE us-iso-b " WF -
server &M, ¥F AWS Secret Cloud, A ‘us-iso-b-1o



storage aggregate object-store config create -object-store-name
<S3Bucket> -provider-type AWS S3 -auth-type EC2-IAM -server <s3.us-iso-
b-1.server name> -container-name <fabric-pool-testbucket> -is-ssl

-enabled true -port 443

9. BIENREEES ERINEIE: storage aggregate object-store show -instance

10. BHREFFEMMNIRE, W FENFTNREAENESIIRIE: storage aggregate object-store
attach -aggregate <aggrl> -object-store-name <S3Bucket>

77



RS B

HRINFRE © 2026 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESLBEITFA, ANAEPZIMRIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23k, SRERAEENGTE, ZFBERaEL, WAREFE, BMRESR
FHIRFARIBIN EE BT ERABE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELHIE, ZEBRXERIPENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 http://www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.

78


http://www.netapp.com/TM

	开始使用 Amazon Web Services : Cloud Volumes ONTAP
	目录
	开始使用 Amazon Web Services
	AWS 中的Cloud Volumes ONTAP快速入门
	在 AWS 中规划您的Cloud Volumes ONTAP配置
	选择Cloud Volumes ONTAP许可证
	选择支持的区域
	选择支持的实例
	了解存储限制
	在 AWS 中调整系统大小
	查看默认系统磁盘
	准备在 AWS Outpost 中部署Cloud Volumes ONTAP
	收集网络信息
	选择写入速度
	选择卷使用情况配置文件

	设置网络
	为Cloud Volumes ONTAP设置 AWS 网络
	为Cloud Volumes ONTAP HA 对设置 AWS 传输网关
	在 AWS 共享子网中部署Cloud Volumes ONTAP HA 对
	在 AWS 单可用区中为Cloud Volumes ONTAP HA 对配置放置组创建
	Cloud Volumes ONTAP的 AWS 安全组入站和出站规则

	设置Cloud Volumes ONTAP以在 AWS 中使用客户管理的密钥
	为Cloud Volumes ONTAP节点设置 AWS IAM 角色
	在 AWS 中设置Cloud Volumes ONTAP许可
	免费增值
	基于容量的许可证
	Keystone订阅
	基于节点的许可证

	使用快速部署在 AWS 中部署Cloud Volumes ONTAP
	在 AWS 中启动Cloud Volumes ONTAP
	开始之前
	在 AWS 中启动单节点Cloud Volumes ONTAP系统
	在 AWS 中启动Cloud Volumes ONTAP HA 对

	在 AWS Secret Cloud 或 AWS Top Secret Cloud 中部署Cloud Volumes ONTAP
	步骤 1：设置网络
	步骤 2：设置权限
	步骤 3：设置 AWS KMS
	步骤 4：安装控制台代理并设置控制台
	步骤 5：（可选）安装私有模式证书
	步骤 6：向控制台添加许可证
	步骤 7：从控制台启动Cloud Volumes ONTAP
	步骤 8：安装数据分层的安全证书



