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/opt/application/netapp/service-manager-2/agent-maint-console
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./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK
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./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK —--proxy http://proxy.company.com:8080
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./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK --certs /path/to/certl.pem,/path/to/cert2.pem
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./agent-maint-console proxy add --help
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./agent-maint-console proxy add --help
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./agent-maint-console proxy get
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./agent-maint-console proxy add -c /home/ubuntu/myCAl.pem
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./agent-maint-console proxy update -c /home/ubuntu/myCAl.pem
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BUER #1

"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

"iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:ListInstanceProfiles",

m"wa

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeletelObject"”,
"s3:DeleteObjectVersion",
"s3:PutObject",
"s3:ListAl1MyBuckets",



"s3:GetObject",
"s3:GetEncryptionConfiguration",

"kms :
"kms :
"fsx:
"fsx:

"kms:

1,

ReEncrypt*",
CreateGrant",
Describe*",
List*",

GenerateDataKeyWithoutPlaintext"

"Resource": "*",
"Effect": "Allow",

"Sid":

"cvoServicePolicy"

"Action": [

"ec2:
"ec?2
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:

"ec2:

StartInstances",

:StopInstances",

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",

TerminateInstances",
DescribeInstanceAttribute",
DescribeImages",
CreateTags",

CreateVolume",

:CreateSecurityGroup",

DescribeSubnets",
DescribeVpcs",

DescribeRegions",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"ec2:

"kms:

DescribeVpcEndpoints",
ListAliases",

"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartitions"

1,

"Resource": "*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
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"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:

1,

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketAcl",
PutBucketPublicAccessBlock",
GetObject",
PutEncryptionConfiguration",
DeleteObject",
DeleteObjectVersion",
ListBucketMultipartUploads",
PutObject",

PutBucketAcl",

:AbortMultipartUpload",
:ListMultipartUploadParts",

DeleteBucket",
GetObjectVersionTagging",
GetObjectVersionAcl",
GetObjectRetention",
GetObjectTagging",
GetObjectVersion",
PutObjectVersionTagging",
PutObjectRetention",

:DeleteObjectTagging",

DeleteObjectVersionTagging",
GetBucketObjectLockConfiguration",
GetBucketVersioning",
PutBucketObjectLockConfiguration",
PutBucketVersioning",

:BypassGovernanceRetention",

PutBucketPolicy",
PutBucketOwnershipControls"

"Resource": |

"arn:aws:s3:::netapp-backup-*"

1,

"Effect": "Allow",

g el
by
{

"backupS3Policy"

"Action": [

"s3:
"s3:
"s3:
"s3:

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",



"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1y

"Resource": [
"arn:aws:s3:::fabric-pool*"

1y

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Action": [

"ec?2:StartInstances",

13
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BUER #2

"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"k



"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec?

"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

:CreateTags",

DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",
"Effect": "Allow",

"Sid":

"tagServicePolicy"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2

"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

lam:

lam:

lam:

lam:

lam:

lam:

ListInstanceProfiles",
CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",



"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:StopInstances",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",
"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"s3:GetObject",

"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:CreateBucket",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"kms:ReEncrypt*",
"kms:CreateGrant",

"ec2:AssociatelamInstanceProfile",

"ec2:DescribelamInstanceProfileAssociations",

"ec?2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",

17
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by
{

"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::fabric-pool*"

]

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": [
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Resource": |

"arn:aws-us-gov:ec2:*:*:instance/*"

"ok



"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-us—gov:ec2:*:*:volume/*"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",



"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",

21
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b
{

"ec?2:DetachVolume"
I
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

Yo
"Resource": [
"arn:aws-iso-b:ec2:*:*:instance/*"

]

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

L]



HEMX

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",
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"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",



"ec2:DetachVolume"

1,

"Condition": {
"StringLike": ({

"ec2:ResourceTag/WorkingEnvironment": "*"

}
by

"Resource": [

"arn:aws-iso:ec2:*:*:instance/*"

]
by
{

"Effect":
"Action":

"Allow",
[

"ec2:AttachVolume",

"ec2:DetachVolume"

1,

"Resource": |

"arn:aws-iso:ec2:*:*:volume/*"
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"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",

"Sid": "K8sServicePolicy"
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

by

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

2024%F5H9H

Cloud Volumes ONTAPIIEEZELLTINIR:

"k n
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VM ARIBIREEIEZ Azure 1TIHPHRFREFRIZNAIR, CIEFEBNRITZ Azure AR
17 AP AR,

EEFENRELRILBEXABIRTENFHEE.

MNetApp ConsoleZfE
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» HEEDELEMN. ZABNEH SIRESIEZ Azure TTIRANZRIRIZFARIAIR. HREFARN,
ABHNRFRRERT. EAFENRELIRILABHEEEN.

FRHEFEM Azure HIZEE

HEM Azure TIHEENEE Linux EN EFohREAEN, BFEETREEEXABHAEERECRIE
PER,
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* EEEFRAXERBRND P WA, FSREUTIE:
° "GE Azure TIAERERIRR"
° "G B A HERERIANR"
° "% B REIRTCAIAR"

"Name": "Console Operator",

"Actions": [

37


https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-azure-marketplace.html#step-3-set-up-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/zh-cn/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

Compute/disks/delete",
Compute/disks/read",
Compute/disks/write",
Compute/locations/operations/read",
Compute/locations/vmSizes/read",

.Resources/subscriptions/locations/read",
.Compute/operations/read",

Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",
Compute/virtualMachines/restart/action",
Compute/virtualMachines/deallocate/action",
Compute/virtualMachines/start/action",
Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",

.Compute/images/read",
.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",
.Network/virtualNetworks/checkIpAddressAvailability/read",
.Network/virtualNetworks/subnets/read",

.Network/virtualNetworks/subnets/write",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",
"Microsoft.Network/virtualNetworks/virtualMachines/read",
"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/resources/read",
"Microsoft.Resources/subscriptions/operationresults/read",
"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Storage/checknameavailability/read",
"Microsoft.Storage/operations/read",
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/write",



"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Storage/storageAccounts/blobServices/containers/read",
Storage/storageAccounts/listAccountSas/action",
Storage/usages/read",

Compute/snapshots/write",

Compute/snapshots/read",
Compute/availabilitySets/write",
Compute/availabilitySets/read",
Compute/disks/beginGetAccess/action",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen
ts/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write",

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/loadBalancers/read",
.Network/loadBalancers/write",
.Network/loadBalancers/delete",
.Network/loadBalancers/backendAddressPools/read",
.Network/loadBalancers/backendAddressPools/join/action",
.Network/loadBalancers/loadBalancingRules/read",
.Network/loadBalancers/probes/read",
.Network/loadBalancers/probes/join/action",
.Authorization/locks/*",
.Network/routeTables/join/action",
.NetApp/netAppAccounts/read",
.NetApp/netAppAccounts/capacityPools/read",
.NetApp/netAppAccounts/capacityPools/volumes/write",
.NetApp/netAppAccounts/capacityPools/volumes/read",
.NetApp/netAppAccounts/capacityPools/volumes/delete",
.Network/privateEndpoints/write",

"Microsoft.Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

on",

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

Storage/storageAccounts/privatekEndpointConnections/read",

.Storage/storageAccounts/managementPolicies/read",

Storage/storageAccounts/managementPolicies/write",

.Network/privateEndpoints/read",
.Network/privateDnsZones/write",
.Network/privateDnsZones/virtualNetworkLinks/write",
.Network/virtualNetworks/join/action",
.Network/privateDnsZones/A/write",
.Network/privateDnsZones/read",

Network/privateDnsZones/virtualNetworkLinks/read",

.Resources/deployments/operationStatuses/read",

Insights/Metrics/Read",
Compute/virtualMachines/extensions/write",
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"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft
"Microsoft
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

Compute/virtualMachines/extensions/delete",
Compute/virtualMachines/extensions/read",
Compute/virtualMachines/delete",

.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",
.Compute/diskEncryptionSets/read",

Compute/snapshots/delete",

.Network/privateEndpoints/delete",

Compute/availabilitySets/delete",

.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",

Compute/diskEncryptionSets/write",

.KeyVault/vaults/deploy/action",

Compute/diskEncryptionSets/delete",

.Resources/tags/read",
.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",
.Network/applicationSecurityGroups/read",

"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",

"Microsoft
"Microsoft
"Microsoft
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

.Network/networkSecurityGroups/securityRules/write",
.Network/applicationSecurityGroups/delete",

.Network/networkSecurityGroups/securityRules/delete",

Synapse/workspaces/write",

Synapse/workspaces/read",

Synapse/workspaces/delete",

Synapse/register/action",
Synapse/checkNameAvailability/action",
Synapse/workspaces/operationStatuses/read",
Synapse/workspaces/firewallRules/read",
Synapse/workspaces/replaceAllIpFirewallRules/action",

.Synapse/workspaces/operationResults/read",

"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

1,

"Microsoft
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft.
"Microsoft

.ManagedIdentity/userAssignedIdentities/assign/action",

Compute/images/write",

.Network/loadBalancers/frontendIPConfigurations/read",

Compute/virtualMachineScaleSets/write",
Compute/virtualMachineScaleSets/read",

.Compute/virtualMachineScaleSets/delete"

"NotActions": [],
"AssignableScopes": [],
"Description": "Console Permissions",



"IsCustom": "true"

W{AIEA Azure 1R

IATEBD TR T NI & NetAppFiE R S BIRR S EANIR. NRENQTBERME REFEIRENR
, MEREREER.

Azure NetApp Files

L1&{FEFANetApp Data Classificationi3#iAzure NetApp Files#iERS, RIESAH LT APl IEXK:

NetApp. NetApp /netAppAccounts/read

NetApp. NetApp /netAppAccounts/capacityPools/read
NetApp/netAppAccounts/capacityPools/volumes/write

NetApp/netAppAccounts/capacityPools/volumes/read

NetApp/netAppAccounts/capacityPools/volumes/delete

NetApp Backup and Recovery

LUF& TR T NetApp Backup and Recoverydl{al{ERENIR,

NetApp Backup and RecoveryiX[§

EHIERESLZHUT APHER UL E ZARBINetApp Backup and RecoveryIigE:

Microsoft.Storage/storageAccounts/listkeys/action
Microsoft.Storage/storageAccounts/i%EX
Microsoft.Storage/storageAccounts/write
Microsoft.Storage/storageAccounts/blobServices/containers/read
Microsoft.Storage/storageAccounts/listAccountSas/action
Microsoft.Resources/iT IR/ & /i52EX
Microsoft.Resources/iT [/ JR£H /152X
Microsoft.Resources/iT [/ Z IR£R/#E IR/ EX
Microsoft.Resources/iTi#)/ZRIRLH/E N
Microsoft.Storage/storageAccounts/managementPolicies/i%EX
Microsoft.Storage/storageAccounts/managementPolicies/write
Microsoft.Authorization/locks/write

Microsoft.Authorization/locks/read

UTRATEOMMENBENRE, efEANNRELD, STREBES!
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" id" :
"/subscriptions/{subscriptionId}/providers/Microsoft.Authorization/roleDef

initions/{roleDefinitionGuid}",

"properties": ({
"roleName": "Custom Role",
"description": "Minimal permissions required for Backup and

Recovery.",
"assignableScopes": [
"/subscriptions/{subscriptionId}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}/providers/Microsoft.Storage/storageAccounts/
{storageAccountNameWithObjectLockPreprovisioned}"
1y
"permissions": [
{
"actions": [
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",
"Microsoft.Storage/storageAccounts/listAccountSas/action",
"Microsoft.Resources/subscriptions/locations/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Storage/storageAccounts/managementPolicies/read",
"Microsoft.Storage/storageAccounts/managementPolicies/write",
"Microsoft.Authorization/locks/write",
"Microsoft.Authorization/locks/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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SRENMRENR

EHIGREAH LT APHER, UKMBEENNRERIEUNERNEINEE, XENRAITFERMSE. =
HENZESD:

Microsoft.KeyVault/fR & FE/ih R SR E&/ B N
Microsoft.KeyVault/{R & FE/i5ZEX

Microsoft. ManagedIdentity/userAssignedidentities/4) Bt/1&1E
Microsoft.Network/networkInterfaces/ff|B&
Microsoft.Network/M£&$% /35 EX
Microsoft.Network/networkSecurityGroups/fifiB&
Microsoft.Network/privateDnsZones/i%EX
Microsoft.Network/privateDnsZones/5 N\
Microsoft.Network/privateEndpoints/iszEY
Microsoft.Network/privateEndpoints/5 A\

Microsoft.Network/virtualNetworks/join/action

Microsoft.Resources/SFZ/filFs

M RE BIBhRAX R

Wiw
NS

ZR51ThEE, A REXENIR:

Microsoft.Synapse/ TEX/S N\

Microsoft.Synapse/ T {EX /355X

Microsoft.Synapse/ T X /flbs

Microsoft.Synapse/;:fift/ie{E
Microsoft.Synapse/checkNameAvailability/ig{E
Microsoft.Synapse/ T{EX/operationStatuses/i52BX
Microsoft.Synapse/ T{EX /B A3EFL M /33=EX

Microsoft.Synapse/ T{EX/replaceAlllpFirewallRules/{&1{F
Microsoft.Synapse/ T{EX /1 {F4E R /158X

Microsoft.Synapse/ L{EX/privateEndpointConnectionsApproval/i&{E

NetApp Data Classification
LIGERMED KR, RERAHUT APIEK,

BRI BFi&E? BFBR&iEE?
Microsoft.Compute/fiI BE/12{EAEZEY =2 =

ERRRMMEINEN, AEBEILHUUT APIIER, RBTE 2025 F 2 BRI v2 R 2ZRIEAT Bk
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1B1E

Microsoft.Compute/{il &/vmSizes/
JREX

Microsoft. Compute/#&{F/35ZEX

Microsoft.Compute/virtualMachines/
instanceView/i52EX

Microsoft.Compute/virtualMachines/
powerOff/action

Microsoft.Compute/EE#/1/3E£EX

Microsoft.Compute/ R/ E B /1%
3

Microsoft.Compute/virtualMachines/

BENARIE

Microsoft.Compute/virtualMachines/
vmSizes/iEX

Microsoft.Compute/ R\ 1/S N\
Microsoft. Compute/El{&/15ZEX
Microsoft. Compute/F 52 /M bR
Microsoft.Compute/f&£2 /3% EX

Microsoft. Compute/F&5/5 N\

Microsoft.Storage/checknameavaila
bility/3152BX
Microsoft.Storage/i® /35 EX

Microsoft.Storage/storageAccounts/
listkeys/action

Microsoft.Storage/storageAccounts/
3EY

Microsoft.Storage/storageAccounts/
write

Microsoft.Storage/storageAccounts/
blobServices/containers/read

Microsoft.Network/MI£& /3% EX
Microsoft.Network/M£&#Z /5 )\

Microsoft.Network/networkInterface
s/join/action

Microsoft.Network/networkSecurity
Groups/iEX

Microsoft.Network/networkSecurity
Groups/SE \
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11 RATFIRENS? BTHEEE?

Microsoft.Resources/iTIRAMIER =& =
HY

Microsoft.Network/locations/operati 2 =2
onResults/read

Microsoft.Network/{I E/AE{EAREY =& =
Microsoft.Network/virtualNetworks/ 2 =2
2EY

Microsoft.Network/virtualNetworks/c 2 =
hecklpAddressAvailability/i52EX

Microsoft.Network/virtualNetworks/ £ =2
F/352EX

Microsoft.Network/virtualNetworks/ 2 =2
FM/virtualMachines/i%EX

Microsoft.Network/virtualNetworks/v 2 2
irtualMachines/izEX

Microsoft.Network/virtualNetworks/ 2 &
FW/OIN/ARAE

Microsoft.Network/virtualNetworks/ 2 &
FRIEN

Microsoft.Network/routeTables/join/ 2 &
action

Microsoft.Resources/ZBBAR{FIE =& =
HY

Microsoft.Resources/ZBE/3%EX = =
Microsoft.Resources/ZBE/5 N = £
Microsoft.Resources/Z& JR/3%EEY p= =
Microsoft.Resources/subscriptions/ 2 =2
operationresults/read

Microsoft.Resources/subscriptions/r 2 &
esourceGroups/delete

Microsoft.Resources/iTIR/ZRRE/ =2 =
AN

Microsoft.Resources/iTIR/ZERE/ =2 =
ZIR/EEY

Microsoft.Resources/iTIR/ZERE/ = S
EPN

Cloud Volumes ONTAP

ZARIBEZB LT AP EKLUTE Azure HEREFIEIECloud Volumes ONTAP o
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FRIFEERRIBRES], SNEHMMERABEELUTNIE:

* Microsoft.Synapse/ T{EX/E A\

* Microsoft.Synapse/ T{EX/i52EX

* Microsoft.Synapse/ T{EX/Mif&

* Microsoft.Synapse/s /A& E
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* Microsoft.Synapse/ L{EX/operationStatuses/3%EX

* Microsoft.Synapse/ T{EX /R A &N /152EX

* Microsoft.Synapse/ T {EX/replaceAlllpFirewallRules/}&{E

* Microsoft.Synapse/ T{EX /4% {FL5 R /152EX

* Microsoft.Synapse/ T{EX/privateEndpointConnectionsApproval/ig{E
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* Microsoft.Storage/storageAccounts/i%EX
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* Microsoft.Storage/storageAccounts/managementPolicies/35%EX
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#%& Google Cloud APtk 1R

title: Console agent deployment policy
description: Permissions for the user who deploys the Console agent
stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

- compute.zones.get

- compute.zones.list



config.deployments

config.operations.
config.
config.
config.
config.
config.
config.deployments
config.deployments
config.previews.ge
config.previews.li
config.
config.resources.l
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager
deploymentmanager
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager

compute.instances.

iam.serviceAccount

.buckets.

.buckets.
storage.

storage
storage ge
objects.
folders.

objects.

storage.

storage. 1i
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deployments.
deployments.
deployments.
deployments.
deployments.

iam.serviceAccountKeys

.Create

get

delete
deleteState
get
getState
list
.update
.updateState
t

st

revisions.get

ist
compositeTypes.get
compositeTypes.list
create
delete
get
list

deployments.
deployments.
deployments.
deployments.

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get

.types.list
resourcemanager.projects.get

setServiceAccount

iam.serviceAccounts.actAs

s.create

iam.serviceAccounts.list

.Create

create

t

create
create

st
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title:

description:

NetApp Console agent

Permissions for the service account associated with the

Console agent.

stage: GA

includedPermissions:

cloudbuild.
cloudbuild.
cloudbuild.
cloudbuild.

builds.get

connections.list
repositories.accessReadToken
repositories.list

cloudquotas.quotas.get

cloudkms.
cloudkms.
cloudkms
cloudkms.
cloudkms.

config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.

config.

compute.
compute.
compute.

compute.

compute

compute.

compute.

.keyRings.get
keyRings.getIamPolicy
keyRings.setIamPolicy

artifacts.import

deployments.
deployments.
deployments.
deployments.
deployments.
deployments.

deployments
deployments

create
delete
deleteState
get

getLock
getState

.update
.updateState

previews.upload

revisions.get

revisions.getState

deployments.
deployments.
deployments.

getLock
list
lock

operations.get

previews.get

previews.list

resources.list

cryptoKeys.getIamPolicy
cryptoKeys.setIamPolicy

regionBackendServices.create
regionBackendServices.get
regionBackendServices.list
regionBackendServices.update
.networks.updatePolicy
addresses.createlnternal

addresses.deleteInternal
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compute.
compute.
compute.

compute

compute.

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute
compute
compute
compute

compute

compute.

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute.
compute.
compute.

addresses.list

addresses.setlLabels

addresses.uselnternal

.backendServices.

disks.create

disks.delete
disks.get
disks.list
disks.setLabels
disks.use

firewalls.create
firewalls.delete

firewalls.get
firewalls.list

forwardingRules.
forwardingRules.
forwardingRules.
forwardingRules.

forwardingRules

create

.disks.createSnapshot

Create
delete
get
setLabels

.update

.globalOperations.get
.healthChecks.create
.healthChecks.delete
.healthChecks.get
.healthChecks.useReadOnly
compute.

images.get

images.getFromFamily

.images.list

images.useReadOnly

instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.

instances.

instances

.instances.

instances.

instances

instances

addAccessConfig
attachDisk

create

delete

detachDisk

get
getSerialPortOutput
list

setLabels
setMachineType
setMetadata
.setTags

start

stop
.updateDisplayDevice
.use

setDeletionProtection
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compute.
compute.
compute.
compute.
compute.

compute.addresses.

compute.
compute.

instanceGroups.
instanceGroups.
instanceGroups.

instanceGroups.

instances.

instances.

create
delete
get

update

instanceGroups.use

get

updateNetworkInterface

setMinCpuPlatform

compute.machineTypes.get

compute.networks.get

compute.networks.list

compute.projects.get

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute
compute.
compute.
compute.
compute.
compute.
compute.
compute
compute.
compute.zones.get
compute.

compute.

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager
deploymentmanager

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

snapshots.
.snapshots.
snapshots.
snapshots.
snapshots.

zones.list

instances.

regions.get

regions.list
regionBackendServices.delete
regionBackendServices.use
resourcePolicies.create
resourcePolicies.delete
resourcePolicies.get

create
delete
get

list
setLabels

subnetworks.get
subnetworks.list
subnetworks.use
.subnetworks.useExternallIp

zoneOperations.get

setServiceAccount
compositeTypes.get
compositeTypes.list
create
delete
get
list

deployments.
deployments.
deployments.
deployments.

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list



- deploymentmanager.types.get

- deploymentmanager.types.list

- logging.logEntries.list

- logging.privateLogEntries.list

- logging.logEntries.create

- logging.logEntries.route

- monitoring.timeSeries.list

— resourcemanager

- storage
- storage
- storage
- storage

- storage.
- storage.
- storage.
- cloudkms.
- cloudkms.
- cloudkms.
- cloudkms.

objects.
objects.
objects.

objects

.projects.get
.buckets.
.buckets.
.buckets.
.buckets.
- storage.

create
delete
get
list
Create
delete
list

.update
cryptoKeyVersions.useToEncrypt
cryptoKeys.get
cryptoKeys.list
keyRings.list

- storage.buckets.update

- iam.serviceAccounts.actAs

- lam.serviceAccounts.create

- ilam.serviceAccounts.get

- lam.serviceAccounts.getIamPolicy

- iam.serviceAccounts.list

- iam.serviceAccountKeys.create

- storage.objects.get

- storage.objects.list

- storage.buckets.getIamPolicy
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config.deployments
.Create

config.deployments
.delete

config.deployments
.deleteState

config.deployments
.get

config.deployments
.getLock

config.deployments
.getState

config.deployments
Jdist

config.deployments
lock

config.deployments
.update

config.deployments
.updateState

config.operations.g
et

config.previews.get

config.previews.list

config.resources.list

config.revisions.get
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compute.disk.creat
eSnapshot
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compute.forwarding

Rules.update

compute.globalOpe
rations.get

HERERICERE

compute.healthChe
cks.delete

compute.healthChe
cks.get

compute.healthChe
cks.useReadOnly

compute.images.ge
t

compute.images.ge
tFromFamily

HREEGYIx

compute.images.us
eReadOnly

compute.instances.
attachDisk

compute.instances.
detachDisk

compute.instances.
create

compute.instances.
delete
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1B21E
compute.instances.
get

compute.instances.

getSerialPortOutput

compute.instances.|

ist

compute.instances.
setDeletionProtecti
on

compute.instances.
setLabels

compute.instances.
setMachineType

compute.instances.
setMinCpuPlatform

compute.instances.
setMetadata

compute.instances.
setTags

HEISEAIFFIE

compute.instances.
stop

compute.instances.

updateDisplayDevic

e

compute.instances.
use

compute.machineT
ypes.get

compute.projects.g
et

AR O
REE

compute.resourceP
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° /opt/application/netapp/cloudmanager/docker occm/data/log

3 4k FhEy B ERMA X RS MEEH 6 RIE LEITaEH G IRSHIFAES.

izl & RIERRSS

s IEH A RIERS B ocem,
* occm ARSBHAF T MySQL ARSS

YR MySQL RS XH], AB4A occm FRZBEXH.
7|
IETE Linux EN EERUTIHO:
* 80 AF HTTP ifia]

* 443 FiF HTTPS ifiA]

TEEEMIGERIR AR E

NRETEE EBMIGEARBY AN Linux N EFHRETIZHERE, WERMUTERE, "7#aXItLx

ENEZER" o

* RERFREXMGRATFIUTUE:
/opt/application/netapp/ds

* BEXHEEEUTXHERA:
/var/lib/docker/volumes/ds occmdata/ data/log
b S rh gy B SR M E Xz & L2 Docker BUERVIFAE 2o

* FTB RS & Edocker B 88IGTT
XLEAR S H Fdockernz TR AR S RYIETT

* RIETE Linux EM EFERLTHO:
° 80 FAF HTTP ifja]
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