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BUER #1

"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

"iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:ListInstanceProfiles",

m"wa

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeletelObject"”,
"s3:DeleteObjectVersion",
"s3:PutObject",
"s3:ListAl1MyBuckets",



"s3:GetObject",
"s3:GetEncryptionConfiguration",

"kms :
"kms :
"fsx:
"fsx:

"kms:

1,

ReEncrypt*",
CreateGrant",
Describe*",
List*",

GenerateDataKeyWithoutPlaintext"

"Resource": "*",
"Effect": "Allow",

"Sid":

"cvoServicePolicy"

"Action": [

"ec2:
"ec?2
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:

"ec2:

StartInstances",

:StopInstances",

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",

TerminateInstances",
DescribeInstanceAttribute",
DescribeImages",
CreateTags",

CreateVolume",

:CreateSecurityGroup",

DescribeSubnets",
DescribeVpcs",

DescribeRegions",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"ec2:

"kms:

DescribeVpcEndpoints",
ListAliases",

"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartitions"

1,

"Resource": "*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
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"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:

1,

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketAcl",
PutBucketPublicAccessBlock",
GetObject",
PutEncryptionConfiguration",
DeleteObject",
DeleteObjectVersion",
ListBucketMultipartUploads",
PutObject",

PutBucketAcl",

:AbortMultipartUpload",
:ListMultipartUploadParts",

DeleteBucket",
GetObjectVersionTagging",
GetObjectVersionAcl",
GetObjectRetention",
GetObjectTagging",
GetObjectVersion",
PutObjectVersionTagging",
PutObjectRetention",

:DeleteObjectTagging",

DeleteObjectVersionTagging",
GetBucketObjectLockConfiguration",
GetBucketVersioning",
PutBucketObjectLockConfiguration",
PutBucketVersioning",

:BypassGovernanceRetention",

PutBucketPolicy",
PutBucketOwnershipControls"

"Resource": |

"arn:aws:s3:::netapp-backup-*"

1,

"Effect": "Allow",

g el
by
{

"backupS3Policy"

"Action": [

"s3:
"s3:
"s3:
"s3:

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",



"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1y

"Resource": [
"arn:aws:s3:::fabric-pool*"

1y

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Action": [

"ec?2:StartInstances",

11
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BUER #2

"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"k



"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec?

"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

:CreateTags",

DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",
"Effect": "Allow",

"Sid":

"tagServicePolicy"

13
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2

"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

lam:

lam:

lam:

lam:

lam:

lam:

ListInstanceProfiles",
CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",



"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:StopInstances",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",
"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"s3:GetObject",

"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:CreateBucket",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"kms:ReEncrypt*",
"kms:CreateGrant",

"ec2:AssociatelamInstanceProfile",

"ec2:DescribelamInstanceProfileAssociations",

"ec?2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",

15
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by
{

"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::fabric-pool*"

]

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": [
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Resource": |

"arn:aws-us-gov:ec2:*:*:instance/*"

"ok



"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-us—gov:ec2:*:*:volume/*"

17
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",



"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",

19
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b
{

"ec?2:DetachVolume"
I
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

Yo
"Resource": [
"arn:aws-iso-b:ec2:*:*:instance/*"

]

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

L]



HEMX

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

21
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"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",



"ec2:DetachVolume"

1,
"Condition": ({
"StringLike": ({
"ec2:ResourceTag/WorkingEnvironment": "*"
}
by

"Resource": [
"arn:aws—-iso:ec2:*:*:instance/*"
]
b

{
"Effect": "Allow",

"Action": [
"ec2:AttachVolume",

"ec2:DetachVolume"

1,
"Resource": |

"arn:aws-iso:ec2:*:*:volume/*"
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Eﬁﬂﬁ@ﬁﬁﬁlﬂﬁﬁ?%l, ZMINetApp Backup and Recovery "B HRZLU TR, XLLERRE MATTERIZERE 5
* kms:FlIFR*
* kms:HEiR*
* athena: FFIAEIEMIT
© FED: RENEIRLER
© B RENEIEIAT
* athena: FLEEIFHIT
© Rk BIEEUERE
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T NetApp Console RNE Z1FNetAppii5E1Z A K Kubernetes SEEBEAI A TIAIEIE, EIMARAXIHAIERES #2
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"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",

"Sid": "K8sServicePolicy"
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

by

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

2024%F5H9H

Cloud Volumes ONTAPIIEEZELLTINIR:

"k n

33



ec2: HRAAXIE

2023%F6H6H

Cloud Volumes ONTAPIREEE LU TAYPE

kms: 4 AR BR X B EUEE 3R

2023F2H14H
NetApp Cloud TieringIl EEZE LU AR :

ec2: 3R Vpcim =

1TE 8B Azure IR

Y NetApp Console?Et Azure FEITHIERIEN, EB— P EEXABKIE VM, %
VM ARIEREEIEZ Azure 1TRPHZFEFRZHNIR. RIBERNRIZ 1 Azure AR
£#1T AP AR,

EEFENRELZRILBEXABIRTENFHEE.

MNetApp ConsoleZfE

YHEERIEHISTE Azure FEIZNEEMIN, ERBRA "AANENREMAEEIL, IEZEEXAR
, HEEDELEMN. ZABNEH SIRESIEZ Azure TTIRANZRIRIZFARIAIR, HREFARN,
ABINRFRERR. EFEENNERLAGHEEER.

FoPEFEM Azure HIFHEE

HIEM Azure IZEBEBRIEHTE Linux EV EFohRERIER, EREEBTREBEXABHEEMERETIE
PEBRE,

EEERFRABERRNE, RARSREAFZRNFERIE. WRFBEMHINE, SN TBELRITHEBEHYIH,

* EEEFAXERBND P HA, BRI TIIE:
° "GE Azure TIHERERIRR"
° "G BRI ERIANR"
° "G B REIRTCAIALR"

"Name": "Console Operator",

"Actions": [
"Microsoft.Compute/disks/delete",
"Microsoft.Compute/disks/read",
"Microsoft.Compute/disks/write",
"Microsoft.Compute/locations/operations/read",
"Microsoft.Compute/locations/vmSizes/read",

"Microsoft.Resources/subscriptions/locations/read",
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"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Compute/operations/read",
Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",
Compute/virtualMachines/restart/action",
Compute/virtualMachines/deallocate/action",

.Compute/virtualMachines/start/action",

Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",
Compute/images/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",
.Network/virtualNetworks/checkIpAddressAvailability/read",
.Network/virtualNetworks/subnets/read",
.Network/virtualNetworks/subnets/write",
.Network/virtualNetworks/subnets/virtualMachines/read",
.Network/virtualNetworks/virtualMachines/read",
.Network/virtualNetworks/subnets/join/action",
.Resources/deployments/operations/read",
.Resources/deployments/read",
.Resources/deployments/write",
.Resources/resources/read",
.Resources/subscriptions/operationresults/read",
.Resources/subscriptions/resourceGroups/delete",
.Resources/subscriptions/resourceGroups/read",
.Resources/subscriptions/resourcegroups/resources/read",

.Resources/subscriptions/resourceGroups/write",

Storage/checknameavailability/read",
Storage/operations/read",
Storage/storageAccounts/listkeys/action",
Storage/storageAccounts/read",
Storage/storageAccounts/delete",
Storage/storageAccounts/write",
Storage/storageAccounts/blobServices/containers/read",

.Storage/storageAccounts/listAccountSas/action",

Storage/usages/read",
Compute/snapshots/write",
Compute/snapshots/read",
Compute/availabilitySets/write",
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"Microsoft.
"Microsoft.

Compute/availabilitySets/read",
Compute/disks/beginGetAccess/action",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen
ts/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write",

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

Network/loadBalancers/read",

.Network/loadBalancers/write",
.Network/loadBalancers/delete",
.Network/loadBalancers/backendAddressPools/read",
.Network/loadBalancers/backendAddressPools/join/action",
.Network/loadBalancers/loadBalancingRules/read",
.Network/loadBalancers/probes/read",
.Network/loadBalancers/probes/join/action",

Authorization/locks/*",

Network/routeTables/join/action",

.NetApp/netAppAccounts/read",
.NetApp/netAppAccounts/capacityPools/read",
.NetApp/netAppAccounts/capacityPools/volumes/write",
.NetApp/netAppAccounts/capacityPools/volumes/read",
.NetApp/netAppAccounts/capacityPools/volumes/delete",
.Network/privateEndpoints/write",

"Microsoft.Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

on" ,

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

Storage/storageAccounts/privateEndpointConnections/read",
Storage/storageAccounts/managementPolicies/read",
Storage/storageAccounts/managementPolicies/write",

.Network/privateEndpoints/read",
.Network/privateDnsZones/write",
.Network/privateDnsZones/virtualNetworkLinks/write",

.Network/virtualNetworks/join/action",

Network/privateDnsZones/A/write",
Network/privateDnsZones/read",

.Network/privateDnsZones/virtualNetworkLinks/read",
.Resources/deployments/operationStatuses/read",

Insights/Metrics/Read",
Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/delete",

.Compute/virtualMachines/extensions/read",

Compute/virtualMachines/delete",
Network/networkInterfaces/delete",

.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",



"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",

"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

1,

"NotActions":
"AssignableScopes":

"Description":

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft

"Microsoft

"Microsoft.
"Microsoft.

"IsCustom":

Compute/diskEncryptionSets/read",
Compute/snapshots/delete",

.Network/privateEndpoints/delete",

Compute/availabilitySets/delete",

.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",
.Compute/diskEncryptionSets/write",
.KeyVault/vaults/deploy/action",

Compute/diskEncryptionSets/delete",

.Resources/tags/read",
.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",
.Network/applicationSecurityGroups/read",

.Network/networkSecurityGroups/securityRules/write",
.Network/applicationSecurityGroups/delete",

Network/networkSecurityGroups/securityRules/delete",

.Synapse/workspaces/write",

Synapse/workspaces/read",
Synapse/workspaces/delete",
Synapse/register/action",
Synapse/checkNameAvailability/action",

.Synapse/workspaces/operationStatuses/read",

Synapse/workspaces/firewallRules/read",
Synapse/workspaces/replaceAllIpFirewallRules/action",

Synapse/workspaces/operationResults/read",

.ManagedIdentity/userAssignedIdentities/assign/action",

Compute/images/write",

.Network/loadBalancers/frontendIPConfigurations/read",

.Compute/virtualMachineScaleSets/write",

Compute/virtualMachineScaleSets/read",
Compute/virtualMachineScaleSets/delete"

(1,
(1,

"Console Permissions",

"true"
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AR BT T S35 NetAppFiE RSN BUREAR S EANIR. MIRENATBERME REFEIHRHNR
, MERZREER.

Azure NetApp Files
YIEfEANetApp Data Classificationf3$iAzure NetApp Files#iiEaT, RIES&LHE LT API 53K

* NetApp. NetApp /netAppAccounts/read
* NetApp. NetApp /netAppAccounts/capacityPools/read

* NetApp/netAppAccounts/capacityPools/volumes/write
* NetApp/netAppAccounts/capacityPools/volumes/read

» NetApp/netAppAccounts/capacityPools/volumes/delete

NetApp Backup and Recovery

LU F& T2 T NetApp Backup and Recovery#l{a{E IR,

NetApp Backup and RecoverytfR
FHIERIESZHUT AP EKR LI E4SHINetApp Backup and RecoveryIhgE:

» Microsoft.Storage/storageAccounts/listkeys/action

* Microsoft.Storage/storageAccounts/i%EX

» Microsoft.Storage/storageAccounts/write

» Microsoft.Storage/storageAccounts/blobServices/containers/read
» Microsoft.Storage/storageAccounts/listAccountSas/action

* Microsoft.Resources/iT 5/ & /3%:EY

* Microsoft.Resources/iT 5/ JR4H /3% EY

* Microsoft.Resources/1T 5/ R4/ JR/IREX

* Microsoft.Resources/iTi#/ZIRLE/B N

* Microsoft.Storage/storageAccounts/managementPolicies/i52EX

» Microsoft.Storage/storageAccounts/managementPolicies/write

» Microsoft.Authorization/locks/write

» Microsoft.Authorization/locks/read

TR TEOMMENBENRE, efEANNRED, SCRBRES!

38



" id" :
"/subscriptions/{subscriptionId}/providers/Microsoft.Authorization/roleDef

initions/{roleDefinitionGuid}",

"properties": ({
"roleName": "Custom Role",
"description": "Minimal permissions required for Backup and

Recovery.",
"assignableScopes": [
"/subscriptions/{subscriptionId}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}/providers/Microsoft.Storage/storageAccounts/
{storageAccountNameWithObjectLockPreprovisioned}"
1y
"permissions": [
{
"actions": [
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",
"Microsoft.Storage/storageAccounts/listAccountSas/action",
"Microsoft.Resources/subscriptions/locations/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Storage/storageAccounts/managementPolicies/read",
"Microsoft.Storage/storageAccounts/managementPolicies/write",
"Microsoft.Authorization/locks/write",
"Microsoft.Authorization/locks/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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EHSRIEREUT APHEKR, UEMESREDHIMERIEURIERNMEIRE, XENRAITFEENLSE. B
HEMRES D!

* Microsoft.KeyVault{RE FE/iH 0 ZRE&/ B N\

* Microsoft.KeyVault/{R & Z/3%=EY

* Microsoft.ManagedIdentity/userAssignedldentities/4) /121

* Microsoft.Network/networkInterfaces/filf&

* Microsoft.Network/M£&$%& (/352X

* Microsoft.Network/networkSecurityGroups/ftlB&

* Microsoft.Network/privateDnsZones/1%EX

* Microsoft.Network/privateDnsZones/E \

* Microsoft.Network/privateEndpoints/i%EX

* Microsoft.Network/privateEndpoints/5 \

* Microsoft.Network/virtualNetworks/join/action

* Microsoft.Resources/SFZ/flf&

HPMREBIIBhRAXFR

HEERERMIMEINGEN, REILHUT APIHER, RBTE 2025 F 2 BR5IARAE v2 X 2Za1EA T Bk
ZREI0RE, A FBEXLENR:

* Microsoft.Synapse/ T{EX/E N\

* Microsoft.Synapse/ T{EX/i%EX

* Microsoft.Synapse/ T EX /b

* Microsoft.Synapse/s: /e

* Microsoft.Synapse/checkNameAvailability/4&{E

* Microsoft.Synapse/ L{EX/operationStatuses/3%EX

* Microsoft.Synapse/ T{EX/Ff A &N /152EX

* Microsoft.Synapse/ Z{EX/replaceAlllpFirewallRules/i&{E

* Microsoft.Synapse/ T{EX /3R {E4E R/%EEX

* Microsoft.Synapse/ T{EX/privateEndpointConnectionsApproval/4&{E

NetApp Data Classification
LIERBURS KR, KIEBESAHUT APIIEXK,

1B1E BFi&ES? BTBE&®IEE?
Microsoft.Compute/fi E/12{EEE = =
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Microsoft.Compute/{il &/vmSizes/
JREX

Microsoft. Compute/#&{F/35ZEX

Microsoft.Compute/virtualMachines/
instanceView/i52EX

Microsoft.Compute/virtualMachines/
powerOff/action

Microsoft.Compute/EE#/1/3E£EX

Microsoft.Compute/ R/ E B /1%
3

Microsoft.Compute/virtualMachines/

BENARIE

Microsoft.Compute/virtualMachines/
vmSizes/iEX

Microsoft.Compute/ R\ 1/S N\
Microsoft. Compute/El{&/15ZEX
Microsoft. Compute/F 52 /M bR
Microsoft.Compute/f&£2 /3% EX

Microsoft. Compute/F&5/5 N\

Microsoft.Storage/checknameavaila
bility/3152BX
Microsoft.Storage/i® /35 EX

Microsoft.Storage/storageAccounts/
listkeys/action

Microsoft.Storage/storageAccounts/
3EY

Microsoft.Storage/storageAccounts/
write

Microsoft.Storage/storageAccounts/
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Microsoft.Network/MI£& /3% EX
Microsoft.Network/M£&#Z /5 )\

Microsoft.Network/networkInterface
s/join/action

Microsoft.Network/networkSecurity
Groups/iEX

Microsoft.Network/networkSecurity
Groups/SE \
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Microsoft.Resources/iT I8/ & /3%

EX

Microsoft.Network/locations/operati
onResults/read

Microsoft.Network/{iL & /3 {E/iZEX
Microsoft.Network/virtualNetworks/
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Microsoft.Network/virtualNetworks/c
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Microsoft.Network/virtualNetworks/

FRININ/ARLE
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operationresults/read

Microsoft.Resources/subscriptions/r
esourceGroups/delete
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Microsoft.Compute/
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Microsoft.Compute/
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%NTAP?EE%EE Microsoft.Compute/v 2 &
irtualMachineScaleS
ets/1%=EX
Microsoft.Compute/v. & &
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LIZIEENetApp Cloud TieringBd, KESAHELUT APl IEXK,
* Microsoft.Storage/storageAccounts/listkeys/action
* Microsoft.Resources/iT 5/ F4R/15EX
* Microsoft.Resources/iT 5/ & /3%EY
EH AR B BRIER L LT APLEK,
» Microsoft.Storage/storageAccounts/blobServices/containers/read

* Microsoft.Storage/storageAccounts/managementPolicies/i%EX

» Microsoft.Storage/storageAccounts/managementPolicies/write

* Microsoft.Storage/storageAccounts/i%EX

EHE
LRMABBRNIRES, HAIRE FEAES hE.

2025F118118
AT —TBEEX JSON KB, ZRE&AI T RA]ge/ LRV R R AT g8/ \ATSEE
PR E AR &/ NE R HIRENRTIRF:

» Microsoft.Authorization/locks/write

» Microsoft.Authorization/locks/read

BRFEERNZIBRERS], SNEHMMEFBFEUTNR:

* Microsoft.Synapse/ T{EX/E N

* Microsoft.Synapse/ T{EX/i%EY
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* Microsoft.Synapse/checkNameAvailability/t&1E
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* Microsoft.Synapse/ L{EX/operationStatuses/3%EX

* Microsoft.Synapse/ T{EX /R A &N /152EX

* Microsoft.Synapse/ T {EX/replaceAlllpFirewallRules/}&{E

* Microsoft.Synapse/ T{EX /4% {FL5 R /152EX

* Microsoft.Synapse/ T{EX/privateEndpointConnectionsApproval/ig{E

TFREZEHSEHMMENRED, BARNEEFTEXLENR:

» Microsoft.Storage/storageAccounts/listkeys/action

* Microsoft.Storage/storageAccounts/i%EX
* Microsoft.Storage/storageAccounts/write
» Microsoft.Storage/storageAccounts/blobServices/containers/read

» Microsoft.Storage/storageAccounts/listAccountSas/action
* Microsoft.Resources/iT 5/ & /35=EY

* Microsoft.Resources/iT 5/ F4R/5EEX

* Microsoft.Resources/iT 5/ R4R/#5 IR/ IEREX

* Microsoft.Resources/iT i/ ZRA/S N

* Microsoft.Storage/storageAccounts/managementPolicies/i%EX
» Microsoft.Storage/storageAccounts/managementPolicies/write
202459H59H
HFEH S FABXFAINMER Kubernetes 5£8%, LM JSON SKEEHMIBR T LUTFAGR :
* Microsoft.ContainerService/managedClusters/listClusterUserCredential/4&{E
* Microsoft.ContainerService/managedClusters/i%EX
2024%8H22H

LITAPRE FINZE] JSON ZFKE&gH, EHNEAN1ECloud Volumes ONTAPZ 35 M MR EFF N E

* Microsoft.Compute/virtualMachineScaleSets/5 X\
* Microsoft.Compute/virtualMachineScaleSets/i5:EX

* Microsoft.Compute/virtualMachineScaleSets/ff|f#

2023F12H5H
BEIEENDE Azure Blob 77T, NetApp Backup and Recovery "B EE LI TR :

* Microsoft.Compute/RE X 41/35ZEX
* Microsoft.Compute/virtualMachines//a &h/4%{E
* Microsoft.Compute/virtualMachines/fi#kx 2 Bo/i%
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* Microsoft.Compute/virtualMachines/i F&/fB&
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Htzhl 5 FiERS TEX LR, FILNMREEAEMEMERS, EMNDBRETAENBEEXBEF,

2023F5812H
UTFARERINEI JSON K&, EAEN1=ECloud Volumes ONTAPEIZFAERY:

* Microsoft.Compute/E&/S N\

* Microsoft.Network/loadBalancers/frontendIPConfigurations/i3:EX

UFIREM JSON SREERMIFR, RARBREEN]:

» Microsoft.Storage/storageAccounts/blobServices/containers/write

* Microsoft.Network/publiclPAddresses/flF&

2023%F3H23H
BB D LR BEE Microsoft.Storage/storageAccounts/delete 1R,

Cloud Volumes ONTAP{BPAZ E LAY PR,

2023F1H5H
LUITAPRE ARINE] JSON ZREg:

» Microsoft.Storage/storageAccounts/listAccountSas/action

* Microsoft.Synapse/ T{EX/privateEndpointConnectionsApproval/4&{E
NetApp Backup and Recovery& &iX AV,

* Microsoft.Network/loadBalancers/backendAddressPools/join/action

Cloud Volumes ONTAPZBEEE IR,

1= 8 1CIER Google Cloud YR

IEHl e LIEFENPRZ BETE Google Cloud F#1TH(F, XEMNREETENetAppiRHERYE

EXABR, TNz T BRABEERXENRET 40
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&%& Google Cloud Atk 1R

title: Console agent deployment policy
description: Permissions for the user who deploys the Console agent
stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

- compute.zones.get

- compute.zones.list
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- config.deployments
- config.operations.

- config.deployments.
- config.deployments.
- config.deployments.
- config.deployments.
- config.deployments.

- config.deployments
- config.deployments
- config.previews.ge

- config.previews.1li

.Create

get

delete
deleteState
get
getState
list
.update
.updateState
t

st

- config.revisions.get

- config.resources.1l
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager
- deploymentmanager
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.

- deploymentmanager

ist
compositeTypes.get
compositeTypes.list
deployments.create
deployments.delete
deployments.get
deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get

.types.list

- resourcemanager.projects.get

- compute.instances.

setServiceAccount

- lam.serviceAccounts.actAs

- iam.serviceAccount

s.create

- iam.serviceAccounts.list

- iam.serviceAccountKeys.create

- storage.buckets.create

- storage.buckets.ge

t

- storage.objects.create

- storage.folders.create

- storage.objects.1li
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 storage.objects.create

* FEX M REIE

* FRENRYIER

* jam.serviceAccount.actAs
 config.deployments.create

 config.operations.get
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* cloudbuild.connections.list

* cloudbuild.repositories.accessReadToken
¢ cloudbuild.repositories.list

* cloudquotas.quotas.get

« config.artifacts.import
 config.deployments.deleteState

« config.deployments.getLock
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 config.deployments.getState

+ config.deployments.updateState
» config.previews.upload

« config.revisions.getState

* BERERFBEE
 storage.objects.create

* FENSRBIER

* FRENRERN

* iam.serviceAccounts.get
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* cloudbuild.builds.get
 config.deployments.delete
 config.deployments.deleteState
 config.deployments.get
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+ config.deployments.list

+ config.deployments.update

« config.deployments.updateState
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« config.resources.list
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e jam.serviceAccounts.create
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« compute.healthChecks.delete



« compute.healthChecks.get

» compute.healthChecks.useReadOnly

» compute.instanceGroups.create

» compute.instanceGroups.delete

» compute.instanceGroups.update

» compute.instanceGroups.use

* compute.instances.use

» compute.regionBackendServices.delete
» compute.regionBackendServices.update
» compute.regionBackendServices.use

* HRRRRRE
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» compute.resourcePolicies.get
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 config.deployments.create
 config.deployments.delete
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* config.revisions.get

« config.deployments.lock

 config.operations.get
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* cloudkms.cryptoKeys.getlamPolicy
* cloudkms.cryptoKeys.setlamPolicy

* cloudkms.keyRings.get

72



* cloudkms.keyRings.getlamPolicy

* cloudkms.keyRings.setlamPolicy
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