RN BERZEE D iR
NetApp Copy and Sync

NetApp
December 16, 2025

This PDF was generated from https://docs.netapp.com/zh-cn/data-services-copy-sync/task-prepare-
object-storage.html on December 16, 2025. Always check docs.netapp.com for the latest.



H=x

ERM Bz B EiE
S EIRARIELITENetApp Copy and SyncHRI X R 17 2 [8][E)5 $3E
7ENetApp Copy and SyncH gIZREH X%
N ERUMARFLERP xR
BIEEMEANEL X R
MNetApp Data Classificationfl| Z2[E]% x %
7ENetApp Copy and SyncFi M SMB HZ=E 1 ACL
KEEHIFREL USSR ACL
£ SMB HZE a1 FapE | ACL
fEANetApp Copy and SyncHRIEUEZMIMNZEREL NFS £#1E
IR R RINZN TIERIE
S #5HY NFS higzs
RIEARSS 23R H
NIFRER
EREHIEERMEZRD NFS #iE
G EHIRIELH LI7ENetApp Copy and SyncHfEA4MEE HashiCorp Vault
EEREE
EEBIRELEANA
ERREEFINZRIEFNREL XA

N G U G O O G
O© O O O W N N DN =~ a2 -



TR BIrZ8[E 2 2

HEEFIEARIELITENetApp Copy and SyncH I RIZfE 2 [8][E
EIE

SNRZ 1T X7ENetApp Copy and SyncHREIEM T RIEFHEED BN REFME (Bla0, M
Amazon S3 [EZ % Azure Blob) , NIFEEEIERT XA ZAEFEIEAEL,

RFUIES
NTEEHEAEYE, EFREIIENNVEE, NRTMENEKE, EAgSERIIEY XRIERER.

ez Al

BT REBEMNREFEED BN REFENSIERIEEAN ZREEXELBNET X R, IRBIEAEAEETRR
KEREFXRFR (B0, NFS F NFS S REMES SMB) , NXLREDSXANMEERGERZ R A ER M,

PSIE

1 BRUEHFES .

2. NESIFIES S, SR SRR,

> {0

4. EHRINERE:
N A e
b, A IGHIZIRE B,

5. iR G— R,

ZR
EHINRES EMERIEANRE,

T—FEHA4?
AR R IR ST R A2 BRI X 5
7ENetApp Copy and SyncH RlIEZERF X &

LIEBIERPS X ZRE, NetApp Copy and Synce2 X EMNREFIZIBEIT. FIREFIG,
SHMETE 24 /NEIT —REAEREIEIR,

HERIRRLABNRES X R 2H, EESETREENetApp ConsoleF I — R4
NFERENRSRLZR T XA
MREREAUTEA—TRIRAS X R, BALCHEBEWERLNAS:

* IEHTFONTAP BYAmazon FSx


https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html

» Azure NetApp Files
* Cloud Volumes ONTAP

* ZRHIONTAPSEE

B

1. "ERUEFHMEL"

2. SIS AMALS,
° "Bll#Amazon FSx for ONTAP &R 4"
o "G B AIAzure NetApp Files"
° " AWS HZECloud Volumes ONTAP"
° "{£ Azure FI/Z5Cloud Volumes ONTAP"
° "£ Google Cloud FE%fICloud Volumes ONTAP"
° “ARINIEBICloud Volumes ONTAPZ 4"
° "R IONTAPEEE"

3. B RATIE
4. JES EEYIHERREAR TR RS,
o. ERRED BBRIRIER R,

@ Canvas

CloudVolumesONTAP
Cloud Volumes OMNTAP

51 GiB
Capacity aws

@ Add Working Environment @

(W)

CloudVolumesONTAP @ @ ®

u 0n

Compliance
m Off

Monitoring
B On

File Cache
m O4F

Sync
= On

I Enable

(= Sync data from this location
€) Sync data to this location

(B view Dashboard

559.16TB s
Data Synced %-%

6. EFMILUBRSEIE S EH EIEIIAIE", ARRBRTEERS XR.



https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-login-copyandsync.html
https://docs.netapp.com/us-en/bluexp-fsx-ontap/start/task-getting-started-fsx.html
https://docs.netapp.com/us-en/bluexp-fsx-ontap/start/task-getting-started-fsx.html
https://docs.netapp.com/us-en/bluexp-fsx-ontap/start/task-getting-started-fsx.html
https://docs.netapp.com/us-en/bluexp-fsx-ontap/start/task-getting-started-fsx.html
https://docs.netapp.com/us-en/bluexp-fsx-ontap/start/task-getting-started-fsx.html
https://docs.netapp.com/us-en/bluexp-fsx-ontap/start/task-getting-started-fsx.html
https://docs.netapp.com/us-en/bluexp-fsx-ontap/start/task-getting-started-fsx.html
https://docs.netapp.com/us-en/bluexp-fsx-ontap/start/task-getting-started-fsx.html
https://docs.netapp.com/us-en/bluexp-fsx-ontap/start/task-getting-started-fsx.html
https://docs.netapp.com/us-en/bluexp-azure-netapp-files/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-azure-netapp-files/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-azure-netapp-files/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-azure-netapp-files/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-azure-netapp-files/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-azure-netapp-files/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-azure-netapp-files/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-azure-netapp-files/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-azure-netapp-files/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-azure-netapp-files/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-azure-netapp-files/task-quick-start.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/us-en/bluexp-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/bluexp-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/bluexp-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/bluexp-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/bluexp-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/bluexp-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/bluexp-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/bluexp-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/bluexp-ontap-onprem/task-discovering-ontap.html

SIREMERNET XA

XL IS SRR BIsk A2 BFRAmazon FSx for ONTAP. Azure NetApp Files. Cloud Volumes
ONTAPZZS#IONTAPEEEE 2 MU I FMERE, UTHBIRET —MRAl, BR7TII&EM NFS RS
235 S3 FEEMRELT X K.

1. #ENetApp Console™d, %3 FF,
2 T EXES XA AL, EFRMBT.

IS BRR M T ARG M NFS BRS328%! S3 FERBIED X REIR Al

MF5 5erver

AWS 53

3. 7£ NFS IR 22 TTE L, MAERSE AWS BY NFS IRSZ 28/ IP it e 2 REs 2,

4. I EEERIBA TIE £, IRBIRRTE AWS. Azure B¢ Google Cloud Platform g ZEEENIBENN], E
FEMAEH Linux N _ERELHIRRER G

MTEEZIFE, BSHUTIE:

° " AWS gl E IR IE"
° "TE Azure FREIZEEIBLIE"
° "f£ Google Cloud H gl EIEHIE"


https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-aws.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-azure.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-gcp.html

° "f£ Linux EH L RELHHRAE"
O REMIERIEE, W Uk

@ MF5 Server o Data Broker Group @ Directories @ AWS >

Select a Data Broker Group

1 Data Broker Group Q
N
,\\(;-_-/ ] Data Broker Group 1 @
2 1.81 KB/s 1 (%) 2 Active
Data Brokers Transfer Rate Relationships Data Brokers Status

6. HERTHL, ERMEERIFER.
MREFNRAT T ACRS L, HEFFHRMFEHBAN NFS FHEIZ,

(D wResRS NFS BSBLENSER, NARERRERIVMIRS X5,

7. £ AWS S3 Bucket T1H L, EF—Fi#ElE:
° | T EREN BUEERFERR AV E X K SE R S EF AR N eI 4 3,
° EFRMEIFIR LUER SR AWS P RKEER S3 178, "3 S3 TR AR ERIR" o
8. f£*Bucket Setup*TiHE L, IKEFEMR:
©EERTRM S3 FEEINE, AEEE AWS KMS B, B\ KMS ZHH ARN sUEHE AES-256 I

X

° Ve S3 FFfEE, "BEZIFFHIFEEI" .

Bucket Setup

Selected 53 bucket:

i appsinstall

O Activate 53 Bucket Encryption ® 53 Storage Class

Standard v
Encryption type:

‘ }AWS KMS encryption: select a key @J

AWS KMS encryption: select 3 key

AWS KMS encryption: enter a key ARN

AES-256 encryption



https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
https://docs.netapp.com/zh-cn/data-services-copy-sync/task-installing-linux.html
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-requirements.html#s3
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes
reference-supported-relationships.html#storage-classes

9.

FIRE AL, EXIEEBARMIERD M4EPIRS RIS %

el
ERREKEZHWEEHVHXART itk ErIUZHE 1 DHHEP —REE,
Gt

EXNREZEIREN DI NEERERRTH, EFRINRTESNECESIERS .

A
fEEREISIE X R B ENtAppiEHl S BB A ORINERINR T B, ErIUERHIERT M. HER
TR MANEIERE L BUHATE A

e
E X EFMEP EBE XA Z AN B R L AR,

ELRY

TREERIP R, EFMREL TR S3 F#i@3 Google Cloud Storage Ffigt@ LT, HEASE
AT UEHFERES B BiT. T HIREBINE R E)EFREFHER.

I B RIECIRRED X RE LI EIEM S3 7Z iR EL Google Cloud Storage [E4 %l Azure Blob 17
fiE. CIFS. Google Cloud Storage. IBM Cloud Object Storage. NFS. S3 #IStorageGRID *Z* M
Azure Blob 7Zfi&E % 2 Azure Blob 77fi. CIFS. Google Cloud Storage. IBM Cloud Object Storage
« NFS #1StorageGRIDA] F,

IRBALIKE, BRI THEMIEE:
° BFIHHERR.
* UTMSEMENERIME: RFEN. SrErIXEHMIER B,
° WNR S3 BIR, MWIRANTIERRXEERENH MABREFES) HEK.
© RACEE, REEMEIMFFRR. EREPRILRT. BEKENEERS,

AU SN EEECIRIESERTS X R, A, BB TP BIRE:
I BFRESMEBTEEBINB B Google Cloud T4 8,

i. HEEEFEE-IRE>TEEIRS W,

iii. S8 local.json SXf4:

{

"protocols": {
"ng": {
"storage-account-email": <storage account email>

v. EFEEIERIE:



A. sudo pm2 {ZLEFRE
B. sudo pm2 BriFrE
V. 5EXINBEHERAIBIFERT XA,

@ BT SMBEEREBELFD X ANSERER T Z5HH B P EEREIES
—MNELED KR

EbiR iz
ERTHEXHNERECEERHNERELH, ERNRY SN LRFELERE,

BMEEEUHERXERE, “EFMETHa@BINERRIE. XHEXNMXGHRFRS BIRHTER. 0
REEAEN, BAERRAPXEXHNER.

A LBt R UA TR AR R AERERNED

° mtime: X4HRGEENETE, LWEMXNFEREN.
° uid. gid #] mode: Linux B9 PRITE,

HREH]

B FRILLIETI AT & HlI RIFMETTEIBAINR S . SIRAA BN TR LR, W ERMRS 2ET—KE
THEFIZNER, BMRAAERTFELANE (MARKIEESS) , WERNRS FRET—REL
PEFIZITR.

BIEXRE, ETEREBIED,

LA Azure Blob 3§ S3 & ifm (S3. StorageGRIDE, IBM Cloud Object Storage) A BIrHIRET x&H
FEHIIRE

UTERRRZEN SRR XAZFE R TEE:
> AWS S3
> Azure Blob
> Google Cloud Storage

> IBM Cloud Object Storage
o StorageGRID

BRI B
EEHRETE RS Z BT X o

MIBRIR S 14

T EFNNETBXHEFZERIER, EEMNFEUERPFN . LETEFESIERERIING, RN
XA EER WM.

NRBRALLED, EEFEEEIEIE LR local json XHHEE, FTHAXHHHITITER:



{

"workers": {
"transferrer": {
"delete-on-source": true
}

}

}

T local.json X /G, EBRIZEMBEN: pm2 restart allo

IR B AR
NRXHENRMUERER, MEEMBIRMUIERERX 4. BOIANRERMTMBERIERERS .

S
EXERASTEOSIXELL: Xtk B, HSmHEEEE.

@ (SR T AL 2 NFS B NFS X&R. AP BRIREA— MG — i
WHE, HESELAMEERIET

HEF M B2

BEAX A BB HL Enter FIEEBEM RS FHFFHIENRANE XA B, Fl0, A log 5
Jog KHEER *log Xffe SN BRBAFFEDRAT. UTHSHRM T — M EERER:

RS X RIS RS
() Regex EMFAR SEERT glob FARFR. LIheE X ERTFEMFER,

HFFER

BT MANE RS H R BERFEFIZ Enter, I5EEHZ 15 NEMET FHIBFRMIENRIEARNZE R, FIA
&R F, .copy-offioad. .snapshot. ~snapshot B R#HERo

() Regex EMFAR SEERT glob FARFR. LIhee X ERTFEMRER,

R
ERBZFREXM, TeEX/), HXETREXRISEERBIX .

(EEe=E

EEFIB XM, TieHKEIEREHNE, EREHERRZE. FEBHZaEE N EeE RSN
B o

SIZEHA

Y SMB ArSZ2RENIRET, WWIREFEEBEPERERMZE. BEBPZATERESEE ZEEIE
B o


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7f957dbf-9215-41ea-a705-b24c010b2212

ACL—ipinlfEHl 53R

}Eﬁ&ﬁﬂ@%%ﬁﬁﬁﬂﬁ?&%)ﬁ%ﬁﬁiﬁﬁ, M SMB Ar5881XEHI ACL. XERIXHEERI ACL F1X

10. EHEAHETTE L, EREDRHRENRENEEET) S3 FHBIMEXHIINE, HERTNRAEX
R ECTTEIERERN

< <2 Bucket @ Settings © rev/venda @ Review

Relationship Tags

Cloud Sync assigns the relationship tags to all of the files transferred to the 53 bucket.
This enables you to search for the transferred files by using the tag values.
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ACL - Access Control List

! Copying ACLs can affect syne performance. You can change this setting after you create the relationship

Mtention If the sync relationship indhudes Clowd Volumes GNTAR of an on-prom ONTAR dustor and you seliected NFSwd of
Later. then youl need to enable NFSwd ACLS on the DNTAP system. This is required to copy the ACLs
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Relationship Metadata

Cioud Sync assigns the relationship metadata to all of the files transferred to the 53 bucket.

() Save an Oblect’s Tags @ Save On Object's Metadata
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@ +dd Relationship Metadata Optional Field | [Up 1o 5]
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NRENEIERNT 2K, Er]LIfERNetApp Copy and SyncHEVEE(ZIaINES 3K
[ NFS #i#E, LEIhRESZFFM—1 NFS BRSZ28EI5E—1 NFS RS 28 AR MAZure
NetApp FilesEIAzure NetApp Fileso

Bian, EAEREEMTARMEZEFRHFEN NFS iRS2EZERTD B, HEXEREE FNHXIELSME
HiAzure NetApp Files_ERYEIE,

HHRERMEZRN TIFRE

3 NFS BEEM MUBREZ BIET WA LEN, HEERMNEZEINEHITNE. FTEER TN NFS RS
SR PN EIEAEZERXR:
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[ —+ — -
—] S — — = o —]
Source NFS Server Source Data Broker Target Data Broker Target NFS Server

e

—MUERERY_LEE . SFERTHEN, ecmsm—MENRE (BI_Erss ) RIXERER, 2
EAERRD 443 ERITIER. MRFE, ERIUEREMIKED, EFSOOEZIKEORREMIRSER,

540, SNREFGEHIEMASHE NFS BRSSBRL FIET B NFS BRSSE8, WA LUEZRM SRR MmERBR
AR R R OE IR Ko

MASIMENLIERENT:

1. QIR XRGE, REERSHMEIERERIIMEZEE,
REUEAIEGER TLS 1.3 MNE KRB IRIEIE.

- AlE, B MERFHRELXE B SiERE,

- BRBUEARIEERBIE R E S B IR Z AT 1 THE R

- RERlE, ERINREYE 24 /NREDS —REMERNEIE. MREHEFERT, WiZIBMLEES
H iR R E N E 1A,

2
3
4
5

NREFEEMEMBL IR, "ER UEEEXREENER" -

F1E89 NFS fzs

* 31F NFS BRS528, NFS R4S 3. 4.0. 4.1 F 4.2 ZiFHUREHMNZ,
* XFFAzure NetApp Files, NFS hi7s 3 #1 4.1 Z3FEEEREMNER,

2RSS 25BR A
MREQZMERDS XFR, WNEHIEGED HTTPS Rix, HELEBEIRIERS A,

UNEIZiEE
EHRRAE U TG

* M NFS RS 28"EA B 2K "M F W XI5 BIAzure NetApp Fileso
* BRSS2HY IP KT RE B,
* IR IENMENIE,

ERILUERIBNIMIERE, BEELARILEE, BiERELRE— MR SRENAE,
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NREHEARFZBHERE, FEEHEAEER, HTFEETRNRERE, BSOHNENKZER, HHE
FERB RO 443 B IEREN B BN iG = "R L AR,

B AWS R

° "&BE Azure LiEReview Azure installation"

"f2& Google Cloud &&"

"FOZ Linux AR

fEREIEEMMERD NFS i

£ NFS fR5328 2 [B18Azure NetApp FilesZ BIBIEZHMRIZ X R, BRAISIEED, ARRRRTHT
1215,
p

1. "B RUEHMEL" o
2. EEFEBIEIRES

3. J% NFS ARS32s #e BRI BMBEMRAIE, 0§ * Azure NetApp Files* BRI BN BATIE, RAEEEF
2 LB AEEERNE,

4. IR RIEXRAR:

a.

b.

NFS B3528/* Azure NetApp Files*: 1% NFS k7, FAISHEEMBY NFS IRSGERIMA MRS 28

TEXEIEAIERINRE . E XM EEAET RO L ImERER AN e RIERohiEE. RIEEHM
LRERMHIERE,

HHREARE: REBRRTAIREIEAESEEI AN EIEAE.
BEERUTEI:

" IREERNAENEIERIES, MZABNRE—MUERE, MBEYXAFRIFEPHNS N
EAE,
* IRFHRIERETR L RIS, BACYDIE— M HRESERE,

* NREEEFHEIRMIE, Copy and Sync SR EREWE, EAIUESPIELHIERIE, A
LUAEECH Linux TN FTHRERZ,

BR: EdEEE BRUE T B ERFERRERERTHB R,
PR T RIREXN R RIELE XN E BRI E R D M4ERIE S RN E,
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Select Directory

= Filter Source Objects

N Q

All Directories

0 /mnt/kingkong

Y

e. gﬁgﬁ NFS fR528/E1TAzure NetApp Files: % NFS frZs, ZAEMAFR NFS BATSEERIMEARS

. BAREIEAE. RERIRTANIREERESEEFENENSERE,
IREMBIEAER SRS, BACBIE—THEVEIERE,
LUF 2 BRSUE AN M S REiR TRl SEEHEE ROBNED,

Select a Provider

9
e aws a2 =

Microsoft Azure Amazon Web Services Google Cloud Platform On-Prem Data Broker
Data Broker Name Port
listener-data-broker 443

a. BirER: &FEMEER, M FHINLLEFIE FEREESHPEIERXHEX,
b. $E: EXUEEBIMIERF MR RES M HEF,
C. Btz HRZASXANFMAER, AREFCIRXES




Review Sync Relationship

[l —p — [_en)
—] - — P » —]
J L a b ! 5t D Tar NF: =
tigror {Li e
NFS Server: 10.60.3.102 NFS Server: 18.204,145.190
NES Directory:  10.60.3.102 /mnt/kingkong NFS Directory:  18.204.145.190 /disk1/data
Data Broker: AWS Data Broker | ip-10-60-3-38.ec2.internal Data Broker: - AWS Data Broker | ip-172-31-1-241 .ec2.internal

Data Broker Port: 443

“

EFNRZ FHEIRFNRT X R, TG, EFENFRPEE UEEEXHIXRNFAES.

18 B HIERIELH LITENetApp Copy and SyncH{E A YMB
HashiCorp Vault

LIEBIEFEE Amazon S3. Azure 8§ Google Cloud EIEMEIF X R, EEEE

iZNetApp Copy and SyncFAF RE DL AP| I8 EXLEER, B—MAEBIRELUEIEALL

BHIZMIMNEE HashiCorp Vault IH81ERE (8] #%28 )

LtIngE@E EHIFEL APl 23, RPXRFE Amazon S3. Azure T Google Cloud &k,

o HEERERE

BT E URL RAESREUEEEARAREEE. REEFWER URL AHUL Creds .

9 HEEHIEELEANA

ESEAR S MURRENAMEEN M, EEHRIEAIEEMINIMRICZERENEE.

e £ API BIEERIF X &
ME—DREIKETTEE, BRI LULIE AP ABXLEERENRIREREWZNED X &R

HEREE

TREERIRUEFMED FIERIRICEPRIMER URL, BTIREXLE URL KEZRERF. EFEENEITLICIE

HREIZ XA RS NENBMKERERN URL.

15



URL AIRII T A HIRE
/<path>/<requestid>/<endpoint-protocol>Creds

Bz
MERRIRIRR. XA AR R SRR —RIE,

BEX ID
BEEEMRIEK ID, SIEFRD XA, EFEEE API POST 5 KBIEFA—MrkFizH D,

i R X
REXYITEIY Z — "7 post relationship v2 324" S3. AZURE 8 GCP (1M E#RMATE)

EH

URL AT Creds 452,
Al
UTFREIERTHZERN URL.

EIEAY5EEE URL FNERR R
\ http://example.vault.com:8200/my-path/all-secrets/hb312vdasr2/S3Creds

FWEETRAFERN, Bi&ER1ZRE /my-path/all-secrets/, &K ID & hb312vdasr2, RifmE S36

EfREIERY5EE URL FERERRGI
\ http://example.vault.com:8200/my-path/all-secrets/n32hcbnejk2/AZURECreds

HIZRER1Z A /my-path/all-secrets/, XK ID 7 n32hcbnejk2, Biximm g Azureo

EEHIRELAA
BB AR SN EIBRIENAECE X4, EEHIERIEEAMINBREEREUEIE,
T

1. @it SSH E AP EIERIE,

2. {REE{ITF /opt/netapp/databroker/config 1Y local.json X154

3. BERIEE N true FI&E external-integrations.hashicorp FHIECE S F RN T :

=z
° BX{H: truelfalse

° KA HRE

° BRIAME: false

° IEffs: BIRLZLE AMNEESHIIMEE HashiCorp Vault SREXH1Z
° HHR: BUBNIEREIIEHEEEAMEREES
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http://example.vault.com:8200/my-path/all-secrets/n32hcbnejk2/AZURECreds

3k
° KA. FIIR
° {E: SMERMREER URL
path
° KA. FIIH
° E: FERENEIEHENBRNGIREEZ
B4R EIRN
° MERTH BHIERIBELREBRNNVIMNIMREE
° A f/RE
° BRIAME: false
BN =*
° BUBRIERERMBMIIESE, BTMIMNMRERIREEIE
° A FFIH
° HME: “aws-iam” / “role-app” / “gcp-iam”
=R R
° A FFIH
o BHNABRT (NREFEA aws-iam 3§ gep-iam)

Secretid # rootid
o KA. FRE (WREFERA app-role)

HE
C KB FHE

o EHERTIE) (MNRFBE, BRI X-Vault-Namespace #53k)

h=

4. AR EREMBEAEEEXESE,

aws-role S50 IER?
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“external-integrations”: {
“hashicorp”: {

“enabled”: true,
“url”: “https://example.vault.com:8200”,
“path”: ““my-path/all-secrets”,
“reject-unauthorized”: false,
“Yauth-method”: “aws-role”,
“Yaws-role”: {

“role-name”: “my-role”

gcp-iam F 131G

{
"external-integrations": {
"hashicorp": {
"enabled": true,
"url": http://ip-10-20-30-55.ec2.internal:8200,
"path": "vl/secret",
"namespace": "",
"reject-unauthorized": true,
"auth-method": "gcp-iam",
"aws—-iam": {
"role-name": ""
b
"app-role": {
"root id": "",
"secret id": ""
by
"gcp-iam": |
"role-name": "my-iam-role"

fEF gep-iam B3 IIERNIEENR
WRIEFER gep-iam BRRIESZE, MEEREBEXTIEGLT GCP NR:
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- lam.serviceAccounts.signdwt

"FA T fRERHEAUIERY GCP REK" 6

FERGFREEFHNZLIERNRL X &
ME—IEEIRE T, ErlLlkix AP EEREIEFERENREREERBNZNES X Ko
FAREHIFNFES RESTAPI XHX%.

Headers:

Authorization: Bearer <user-token>

Content-Type: application/json

x—account-id: <accountid>

x-netapp-external-request-id-src: request ID as part of path for source
credentials

x-netapp-external-request-id-trg: request ID as part of path for target
credentials

Body: post relationship v2 body

* BEREVEP S REFERINetApp Consoletk P 1D, "EZ# AR TE" o
C ATEBEGEREFEM, "£% relationships-v2 AP EHE" o

Nl

POST i&KTHI:
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url: https://api.cloudsync.netapp.com/api/relationships-v2
headers:

"x-account-id": "CS-SasdW"
"x-netapp-external-request-id-src": "hb312vdasr2"
"Content-Type": "application/json"
"Authorization": "Bearer eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCIsImtpZCI6Ik.."
Body:
{
"dataBrokerId": "5e6elll1d578dtyuul555sa60",
"source": {
"protocol": "s3",
"s3": |
"provider": "sgws'",
"host": "1.1.1.1",
"port": "443",
"bucket": "my-source"
br
"target": {
"protocol": "s3",
"s3": |

"bucket": "my-target-bucket"
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