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"Name": "Azure Data Broker",
"Actions": |
"Microsoft.Resources/subscriptions/read",

"Microsoft.Resources/deployments/operationstatuses/read",
"Microsoft.Resources/subscriptions/locations/read",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Resources/subscriptions/resourceGroups/write",

"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/deployments/validate/action",

"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Resources/deployments/cancel/action",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Compute/disks/delete",
"Microsoft.Network/networkInterfaces/delete",
"Microsoft.Network/publicIPAddresses/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/networkSecurityGroups/join/action",
"Microsoft.Compute/disks/write",
"Microsoft.Network/networkInterfaces/write",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/publicIPAddresses/write",
"Microsoft.Compute/virtualMachines/write",
"Microsoft.Compute/virtualMachines/extensions/write",
"Microsoft.Resources/deployments/read",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/publicIPAddresses/read",

"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Network/publicIPAddresses/join/action",



"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft
/action",

"Microsoft.Network/networkInterfaces/join/action",

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

Storage/storageAccounts/read",

.EventGrid/systemTopics/eventSubscriptions/write",

.EventGrid/systemTopics/eventSubscriptions/read",

.EventGrid/systemTopics/eventSubscriptions/delete",

.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action",

.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes

.EventGrid/systemTopics/read",
.EventGrid/systemTopics/write",

EventGrid/systemTopics/delete",

.EventGrid/eventSubscriptions/write",

Storage/storageAccounts/write"

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/read"

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write"

"Microsoft.Network/networkSecurityGroups/securityRules/read",

1,

"Microsoft.

"NotActions": [],
"AssignableScopes": [],
"Description": "Azure Data
"IsCustom": "true"

=
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Network/networkSecurityGroups/read",

Broker",

"ELRTIZE"M Azure BIZ— M oEEUENRS XA

° “Microsoft.Storage/storageAccounts/read”,

° “Microsoft.EventGrid/systemTopics/eventSubscriptions/write”,

° “Microsoft.EventGrid/systemTopics/eventSubscriptions/read”,

° 'Microsoft.EventGrid/systemTopics/eventSubscriptions/delete’,
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° 'Microsoft.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action’,

° “Microsoft.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes/action”,

° “Microsoft.EventGrid/systemTopics/352EX”,

° “Microsoft.EventGrid/systemTopics/write”,

° “Microsoft.EventGrid/systemTopics/flFR",

° “Microsoft.EventGrid/eventSubscriptions/write”,

> “Microsoft.Storage/storageAccounts/write”
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° “Microsoft.Network/networkSecurityGroups/securityRules/352EX”

° “Microsoft.Network/networkSecurityGroups/i5zEY”
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6. NRBIMIRET, BEREM Microsoft K, MNREHRT, HERER Azure”
ZREH Microsoft IEHITE. EREREKRIEMHLANtAPP,

7. EFRHEARENUEF NG XEMNERFAER.

Location Connectivity
Subscnption Vi Narme

RELAEOOats B ke

Azure P.r-g'-:,n Ulsaér Marme
databeakar
Widet Authentication Method:
® Password Public Key

Envter Passward

Subret
Resource Groupe
Pubdi
& Generate a new group Use an existing group
Enable
Security group:
Drana Broker Role . T 2
% Generate a new group Use an exsting group

Craate Custom Role

Maotice: Unly redevant for conbinuous sync relationships

from Azure Users can also manually create this later,

C) MREHXIEIFIERT R FR, WBANSIEARESEEEX AR, XUAUELIRAER
FETEMo

8. 18 VNet Y Internet IFRIZENRIE, BiEERIEBRE,
9. L, NREAEBMEGERIERM S3 AR, BHMNEH AWS iHEIF 15,
10. EF ARG HFRIFEITH, BEIZETH.
LA RRZUESE 7 9.
M. ZEFMEL S, —BHIERIEATA, HEFHRE,
12. SERREISHFRTTEUSIERNEY X%,
“
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9NR Microsoft BMEFEEESIHE, RAEHMEDSFEAKREHRARPHNFRIIIR, BALE
PR

1. EREH AD BIER N ERME LU TAR:

£ Azure 1, %% BIBF( > Azure AD > AP HMAE > AFISE HER AP LIEENBIEFRR
kI AR €=

2. FEREMAD BEERRAREREFRLUT URL (X2EEGARERS) CloudSync-
AzureDataBrokerCreator:

\ https://login.microsoftonline.com/ {TELLAMEE ZRYFEF ID}/v2.0/adminconsent?client_id=8ee4ca3a-
bafa-4831-97cc-5a38923cab85&redirect _uri= https://cloudsync.netapp.com&scope=https://
management.azure.com/user_impersonationhttps://graph.microsoft.com/User.Read

WURLFRT, FABINBFZFURLRE https://cloudsync.netapp.com , NFATERFZEF ikIDE8eedca3a-
bafa-4831-97cc-5a38923cab85,

BRBHERREEMEIFEER
SHIFES AU FRETE Azure FRIRIBIBNRIE,

Node.js &AM
v21.2.0

VM 28
FE DS4 v2

FE#A CPU
8

RAM
28 GB

R1ERS
Rocky Linux 9.0

HEE AR/ NFIER
64 GB =R EISELE

% Google Cloud #/JNetApp Copy and SynctZHT IR

7INetApp Copy and SyncBZHHVEIRIELERY, 15:%#F Google Cloud Platform 1£
Google Cloud VPC FRYFTRE IS H LB EIEMRIEE 4. NetApp Copy and Synci§is
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SRR RIRE, BHNEEEETERMPE, UEBEMTRRES,
BRI USRI RIRE AL Linux TH EREMIEARIR, "TRES" .

& #8 Google Cloud X1z
ST KX,

RoottXfR
?&?ET‘%EHT’-“FE Linux ¥l EBBILL root B1E1T. LA root BRIEITEREIBRIBIRIEMNNEL M. Fla0, =H

HE,

PIEER
* SIEREFEHMLERMNER, UEEALLUET RO 443 RIEHIMNRTES,
& Copy and Sync 7 Google Cloud FEBHIERIEN, ERCIE— I LLARBAMKEHLHIGRERE,
NRFERGI L ubERE, BSR"SEAERANRRTIER
* NetAppBINECEIR. BRMHIEAIELIERMLSIEMIY (NTP) BRSS. = MAMZEIR Bl ERET57

o

7 Google Cloud FEREEIREIEFTHE IR
HREPEEIEIER Google Cloud AP &5 LUTFAR:

- compute.networks.list

- compute.regions.list

- deploymentmanager.deployments.create
- deploymentmanager.deployments.delete
- deploymentmanager.operations.get

- iam.serviceAccounts.list

ARSS K P PR TR RN R
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- logging.logEntries.create

- resourc
- storage

- storage

- storage.
- storage.
- storage.
- storage.
- storage.
- storage.
- storage.

- iam.ser
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- storage

emanager.projects.get
.buckets.get
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objects.create
objects.delete
objects.get
objects.getIamPolicy
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objects.setIamPolicy
objects.update
viceAccounts.signdwt
subscriptions.consume
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subscriptions.delete
subscriptions.list
topics.attachSubscription
topics.create
topics.delete
topics.list
topics.setIamPolicy
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- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list
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1 XIS EHIERIE LR SMEB HashiCorp fREQEER A FHE ‘iam.serviceAccounts.signdwt 1R,

2. RHEITRITEM Google Cloud Storage EIS5— M aEEUENRT X R LERAEEELILEN, 4%
E“pubsub.*"#“storage.buckets.update”N PR, "7 #EE XIFLET IETNEZER" .

3. (X HEIRITEBEHF Google Cloud Storage 7@ L FEAEF BB KMS ZiRY, 7%
E“cloudkms.cryptoKeys.list"#1“cloudkms.keyRings.list" AR,

BIEBURAE

BI\VMAAERUSIRTRNEBIENE, UTSBRER T EEIRED XRIYUIFI7E Google Cloud FAREHIENIE,

p

1. "ERUERMEL"
2. EEFQEIRES

S IEXAS XA TE L, EFERMBMR, AREEFE U

FTEAXESE, BEREBIEZL AL TH,

4. I HIRRL AA TIE b, EIFOIEEBIREL AN, SAREF Google Cloud Platform*,
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5.
6.

Select a Provider

= aws 3

Microsoft Azure Amazon Web Services

Google Cloud Platform

On-Prem Data Broker

TP €AW SR P v 2 =

NIRRT, BEMREH Google KA E R,

ZREH Google HEHIE. BHNEIERIEMLENetAPP.

1. EF—IIBEMRSKF, AREEHIERENGUE, SEEEERANEAA P thit,

MREKBEBRALH P, BALFEE T —THhEXNIERSSE.

Project
Project

OCCM-Dev

Service Account

test

Select a Service Account that includes these permissions

Basic Settings

Location
Region

us-west]

Zong

us-west1-a

VPC

default

Subnet

default

Public IP

Enable

8. 1R VPC P EBWILNHRENRE, FEENRELE.
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1. $TFF Google Cloud Platform =& & 102; Cloud Storage AR
ERERERERD X RPRRI B ARNFERNE T,
AR,
R,
W SIERIEMNARSS K B E R,
EFREUTIRENARS EE 2 RRER,
EEMRT
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“t

HRBERP XA, MR LUERZEFEBIEARD X RZPIIRE BT,
B RIEREER IV FIRIFAER

SHEIFE LS ERUTEEE Google Cloud F IR,
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v21.2.0
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Rocky Linux 9.0

HAE AR\
20 GB HE£2 pd-1RE

£ Linux =¥ EZ&EFHFNetApp Copy and SyncBIEIERIE

7INetApp Copy and SynctlZEHBIEIRCIELERY, 15i%EHF On-Prem Data Broker JEI{EZS
#h Linux ENHZHFEIINE Linux EH ELRFHIELIEIH, NetApp Copy and Synciits
SEERTEIE, BELEETERMPE, UBBEHMITFLEES.
Linux EHEX
* Node.js &AM v21.2.0
* BRERG:
° Cent0S 8.0 #1 8.5

CentOS Stream A&,

° Red Hat Enterprise Linux 8.5. 8.8. 8.9 #19.4

o Rocky Linux 9

° Ubuntu Server 20.04 LTS, 23.04 LTS #1 24.04 LTS
o SUSE Linux Enterprise Server 15 SP1

7% 'yum update £ & EHIERIEZ AIL T EN _LIETT,

Red Hat Enterprise Linux 2447 Red Hat iTIRAEIEF M. MRKIM, REBTEIHIOEHEERE
TR BRI = A

* A7F: 16 GB

* CPU: 4#%

* AJARWE=E: 10 GB

* SELinux: FATENETEEN _LEA SELinux.

SELinux 3R ITIRIE SRR ERBVERES, H A USRI R ERIETAENRR.

RootiY[E
?&?Eﬁﬁ?r’ﬂ#?’f Linux AL EBBILL root B19151T. LA root BE1TREUBRIBIRENMESR M., Hlw, =H

HE,
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1. fERAEIE IAM 3B "NetAppiE (HAYEEE"

"&EE AWS "
2. QI EARZIRERE IAM AR,
"EE AWS "

BESBER AWS B, RAEFEEAEREMBEAERGRIEEEN .

B EX Google Cloud Yifia]

WREITRIFEREE Google Cloud Storage fZEFHIEIY X ZIVEIRMIE, BALERIZAES Linux LA
Google Cloud i4irl, REHIERERN, EEENABRENRIARS KA IZEZEH,

P$IE
1. INREILEHE Google Cloud fRSSHKF, BLIE—MNEBEFHEEEANERN Google Cloud ARSS K

2. BIELL JSON WX FRENRS KA E A,
"&%& Google Cloud j%HE"

BZXHELNEEUTREMYE: “project id’. “private_key Fl“client_email”
() ymoRmes, HRatmt TR L,
3. & JSON XXHARTFE! Linux EAHo
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- EHERREATTIE L, SR eIRMIERE, ARERAHREE"

Microsoft Azure Amazon Web Services

Select a Provider

aws A

Google Cloud Platform

On-Prem Data Broker

()  REZEFFZA On-Prem Data Broker, BEEATHEFHEMSARH Linux THl,

. BINSURRIER R MFEEHE

HEATTERRMENH. EFEBEBEXEHA - EI188 THRERREF N,

6. EiRBATIE £

a. ERIEE RN AWS. Google Cloud T & RIiHIA,

b. WEFRFEWI: TAE. ERARERS SN EAHEESHRIEAIERSS,

() zRPuRREHRRR. TEHERP.

C. AL THHREMERLE,

%o
d. FTHZERER:
* TR

curl <URI> -o data broker installer.sh

* EANIEARSSEE:
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curl <URI> -o data broker installer.sh -x <proxy host>:<proxy port>

* ERHA S NEIERRIERS S

curl <URI> -o data broker installer.sh -x
<proxy username>:<proxy password>@<proxy host>:<proxy port>

URI

SHMBESSERANE L ETRLEXHN URI, HIERBIZTREFE On-Prem $UEHRIER, %
TUASNE,, Z URI A2EREES, RATEERSERNFBREFER—R, HEUTHTEM
SHIFFEZL FIREX URI

e IIREBRAF, ERERFAIRITHRERMF:

@ TEIIENE N e LEEE AWS 1i8)F] Google Cloud IAiRIFESE, ZER i ADIERYE
B RBEETIREVERRI A <L

* TRERE:

sudo -s

chmod +x data broker installer.sh

./data_broker installer.sh -a <aws_access_key> -s <aws_secret_key> -g
<absolute path to the json file>

* RERCE:

sudo -s

chmod +x data broker installer.sh

./data broker installer.sh -a <aws_access_key> -s <aws_secret key> -g
<absolute path to the json file> -h <proxy host> -p <proxy port>

* HE BRI IEECE

sudo -s

chmod +x data broker installer.sh

./data_broker installer.sh -a <aws_access_key> -s <aws_secret key> -g
<absolute path to the json file> -h <proxy host> -p <proxy port> -u
<proxy username> -w <proxy password>

AWS %A

XS Z AP ESHNRIAZELUTHE, AWS BIAFMESIENRIEL, ZRIBEEHA
i’fb:@z:\ﬂ%qﬂl_ﬁo NetAppAMEREIEMIE Z MR,

JSON X%
X2 EEMNIZESITFIARS KA ZHEY JSON XL LT A,

7. —BRUERIERTA, BEERIED i g,
8. FEMMSHHTIELULIEMNES X &Ko
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