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Kubernetes & LIA
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Filter By 7]

Clusters (2)
Name T Overall Saturation (34) CPU Saturation (26) Memory Saturation (6] Storage Saturation (3%) Nodes Pods Namespaces Workloads

self 56 25 56 31 z 63 18 68
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FilterBy - namespace | kube * X
Create wildcard containing "kube"
kube-public
kube-system

None
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FilterBy ~ namespace ciclickhouse X | X ¥ X
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Kubernetes v1.20 2 5B 5 kR as Kubernetes . i0/0OS = Linux
Rancher + catt.io fEATE4RHE /Kubernetes & catt.io/OS = Linux
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* BiIEEE. NRERILLE T NetApp Kubnetes Monitoring Operator. F B IF{E{ER A4 TRIAPIAIE) S
R MIBME IS RRRY SRR B ohE IR AFBY/RIFTBIAPIA R k&,
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TR LIERRERFREER MU TS mEILER:

kubectl -n netapp-monitoring edit AgentConfiguration
BT S EIRERREA RS X FAgentConfiguration. BBEITU TSRS

kubectl get crd agentconfigurations.monitoring.netapp.com
MRIEBEBEI ' Error from server (NotFound)”
HE, MADEHLIRIER, SAEAEFERAgentConfigurations

AR =PA- Tl -8 SV L S
INREERET (2. BE BEXFHEREEER Openshift. BFAARUTEN,
SIBFBRIERAE 1R,
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1. AYBTAFIEE httos_proxy 1 / B¢ http_proxy IFIZT &
a. MNRBEENRIELZEEMIIE(BF &/, BETUTHR<S:

export https proxy=<proxy server>:<proxy port>

. NREFREMNRIEEEGEMEIE (AFRR/EWE) . BEETUTHL

export

http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

EffFKubernetesf£8¥5Cloud Insights IFE@EFMERANARIE. BERIRTAE X LR EELENetApp
Kubernetes i51F12ER,

7EEFZE NetApp Kubernetes Monitoring OperatorZ g I&{Eoperator-config.yamIHEE & AgentConfigurationdJ{t
IBEBS

agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled
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* NetAppl4#&
* Kube-RBAC-1{Ig

* Kube-state-metrics

* BBiR
* distroless rootFB
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RIBEERIE AV RER, FFiRIEST Docker BGHEEEIERIFAR / 243 / &Mk Docker ZfiEE, HRTFIERE XL
BRABREATIEH] B REB1F 5 Cloud Insights 77 EHRIBRER—E,

fEoperator-DEPLOYAMLH 4R Emonitor-operatorgf&E. FHIECAPR B % 5| FA LUERFAB DockerfZ i,

image: <docker repo of the enterprise/corp docker repo>/kube-rbac-
proxy:<kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

‘miEoperator-config.yamlfHBJAgentConfiguration LA B Docker repofii B, AFAETZHEESIEH
AJimagePullSecret, B X EZiFMZ 2, 15EN_https://kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/



agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShift 1588

MRIETITHIROpenShift 4.6 Eshkas. MMATTE_operator-config.yamlF4g4EAgentConfiguration USRS
FB_run¥t K&

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true
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T\https://kubernetes.io/docs/reference/access-authn-authz/rbac/
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kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure 3 Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (..M dM) A e ST Pl Production Best Practices i@

Installation Instructions Need Help?

Please review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow these steps.

Define Kubernetes cluster name and namespace
Provide the Kubernstes cluster name and specify a namespace for deploying the monitoring components.

Cluster Mamespace

ustername netapp-monitoring

o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes a unique access key that is valid for 24 hours.



o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.
s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

7Z Kubernetes &3 NetApp Kubernetes M51z12ERIER S B :

1.

.°°.\‘.°’.U"

MANE—EEBEZIMMaRTE,. MRERE F% EAFIFIKubnetes Operatord. 15 FAHERIIEEE R FRH
R =TIE,

BNXLERE G, Er]LEDownload CommandXiE R E &R MEiR,

R RS B REEE] bash BOFRHNIT. LEEPR T & OperatorkEX . HER. WWHBHREBHE—H
B, BRURN24/8T,

MREEBEXHIBFHEE. WEE%UTLE’JE%T%?EHXT‘EE%Q EEAENEE] bash_ shellFHHITIZAE
B, IZERMEE. BHESDEHAEEHEE, B8 MHSERNIRISHX kL, B _operator-
DEPRAYAML_H AR L,{&_operator-conflg.yaml_':F'E’JDockerT—?—ﬁ%J’ﬁlzﬁo

NRFE. FEEVTANEEERD. fINREREAEEELE. EIURREXNESER "EEE,
EEE. i3 & Hlkubeclaby N2 AR/ NVERRREFZE Operator. A TEHAITIZIZIE,
LTRGEHIT. TG, BE_Next 1%,

RETHGE. BE_Next 2. B, BESORIRHELEMZME_operator-F4E . yamI> 5o

THREZER ERRERE

THREZ(ERE ERABEX/FAB DockerfFfi#i o

TE L #ENetApp Kubnetes Monitoring OperatorBt. BRIAER F=BKubnetes EMSHEWESE . BEEREGEZEH



Itk ge. B EKubernetesEEBHIF (S B TEINERRMEK M ERH. AREUEEE"BEWE",

kubernetes

Modify Deployment

Kubernetes

Cluster Information

Kubernetes Cluster Log Cellection
k3s-2nodes Enabled - Online
Deployment Options Need Help?

Log Collection

Cancel

EREESERYe BSKERS. UTEA8IRES:

- B2A

* enabled

* Enabled (BERA)—EEHITRE
* Enabled (BE/EH)—RiH

* Enabled (ERF)-BXH

* FHIR- APIZEANRTR B

FHeR

FR I EFHINetApp Kubernetes !5 15121ER

EﬁmﬂxﬁOperatorE 5#77EAgentConfiguration (1R &M EE & B ERIABI_NetApp-monitoring _. TEEAE
RZByen# =S [E]):

kubectl -n netapp-monitoring get agentconfiguration netapp-monitoring-
configuration
MREFEAgentConfiguration:

* ZE AR LSRR,
° BIREBVRTE IRINGEHMI A S RE NRERNZE B E X EFERE.

N8 AgentConfiguration N 1F71E :

* 12 FCloud Insights FJiRFIBVEEEF B FR(ANRE G 2 TRIREIIARINetApp iaiE. B RMEN I E =iE))
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kubectl -n netapp-monitoring get agent -o

jsonpath='{.items[0] .spec.cluster-name}'
* RAIBOperatorBliEEFH (MNREHRTEIFAEEIANNet App
R, IEEIRMENdR R =E) -

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
2 <<to—remove—the—netapp—kubernetes—monitoring—operator,ﬁﬂ§ﬁ>>
MBEBRIER,

* <<installing-the-netapp-kubernetes-monitoring-operator, &Z>>

BAAIEE T

° IBERMERSEER M,

° TEimHHIOperator YAMLX /5. 1EEFEZFI. RffEagent_backup.yamIFIXEINFRE BE X IR ERE
EI T #E M operator-config.yaml,

° HIRICAVRTS IR A SRR SREARZ B E X FFEE.

{Z1EF1E5NetApp Kubernetes i515121E 5

E{F1ENetApp Kubernetes i1 1ESI. IEHITLATIRIE!

kubectl -n netapp-monitoring scale deploy monitoring-operator

--replicas=0
ESHfINetApp Kubernetes!SIFIEER. BRITLUUTIRE:

kubectl -n netapp-monitoring scale deploy monitoring-operator —--replicas=1

IETEENE

fiF&NetApp Kubernetes!a1Z12{E R

1 EE. NetApp Kubernetes i1 {E G HIEAIA 85 8 = 8] 0 "netapp-monitoring”, ¥IREEIREB SR STIE)
, TBEXLERSHMAAE EEam TGP E R IZGHE 6.

FILAER LA T o L EN AR iR AN B i i E 53

kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

NRGERFRBETECHTAGRTEP. BRIt E=E:

11



kubectl delete ns <NAMESPACE>

NRE—NanRE " RILFFR". BIRBLAT R BENE RAR AR SR 5o

RIRFHITUTE NS, RIEESRNTERR. HhRELa LA aE=iRE'object not found "HE. AIMUEE

72 BRIXLETH B
kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl
kubectl
kubectl

metrics-

delete crd agents.monitoring.netapp.com

-n <NAMESPACE> delete role agent-leader-election-role

delete clusterrole agent-manager-role agent-proxy-role agent-
reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role

<NAMESPACE>-cluster-role-privileged

kubectl

delete clusterrolebinding agent-manager-rolebinding agent-proxy-

rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl
kubectl

delete <NAMESPACE>-psp-nkmo
delete ns <NAMESPACE>

NRLAFIENE T R L FXEAOR:

kubectl

delete scc telegraf-hostaccess

*FKube-state-metrics

NetApp Kubernetesiziz1@E SR = B iR EKube-state-metrics; TRAF X Eo

Kube-state-metrics i1T4%28

B LU EEIR X L Kubbe RS TEIR T EIEE G B .

—_

uA%

© © N o g k~ W D

12

. "ConfigMap #&#%"
"DemonSet }E15"
"BRE AT

REPN T

[EFEAT"

" RIEAT

"KA SRR
A NS ERER
"POD 515"


https://github.com/kubernetes/kube-state-metrics/blob/master/docs/configmap-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/configmap-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/configmap-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/configmap-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/configmap-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/daemonset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/daemonset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/daemonset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/daemonset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/daemonset-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/deployment-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/ingress-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/namespace-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/node-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolume-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/persistentvolumeclaim-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md
https://github.com/kubernetes/kube-state-metrics/blob/master/docs/pod-metrics.md

10. "ReplicaSet 515"
1. "HZEHF"
12. "BRSIEAR"
13. "StatusSet 15"

== Configuring the Operator

TERFARASHIEE AT, BILfE AgentConfiguration HENXKBRTEEREEBHRNIEE. &7
LUBIE R4S operator-
config.yaml XHREBEBREQZHIRELRFR, EXHEE—LEFREMEETRE, BEERY)

R xref:{relative path}telegraf agent k8s config options.html[ "E_Ufﬁlyﬁ"
N FERAARARIERE TFo

TR LIERERER AU T o S HmIBILL IR

kubectl -n netapp-monitoring edit AgentConfiguration

BT CEERIRERRAE S 2 fAgentConfiguration. HBITUA TG

kubectl get crd agentconfigurations.monitoring.netapp.com
NREEER " Error from server (NotFound)”
HE, WA HRIRER, RETE 'ﬁﬁﬁAgentConfigurationo

FeERIEZHF

ERENetApp KubernetesisiTi#(FS. R LIEFMEFRIM- MIBEEANRE, XEREBERAGRUZRBN. 1
AL IRRY:

* ERITRERBRE(ER"curt Hia B E2FEARIEERITZHF RN A SAEREEICloud Insights IF1E
* BiFKubernetes® &% 5Cloud Insights I 1E i@ {SFrERI IR

MRENE D —INERITIRIEERRIE. NELRENetApp Kubernetesi2Elaizgs. HIEHRIENRIZECEE
AR LS Cloud Insights IME#1TRIFEIBE. WREE—MIE. HEATUMNEREIIZ(ERIRS2S/VMIE
ia]Cloud Insights « MERIERIGEE IEFECE.

X FFAFZENetApp KubernetestZ{EISIT2SMIMIE. ELREIRERZHI. AR
%_http proxy/https_proxy_environment® =, XFRLMIBIFIE, ErlfERFEEIRE no_proxy environment_
TE,

ZRBETE. FEENRSK LT TR NetApp KubernetesiTiTIRIER Z BT HITUU T E:

1. NYBIAFILE httos_proxy F 1 5 http_proxy IFE L& :
a. MNBEERBENRIBEESNRIE(AFB/ER). BETUTHS:
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export https proxy=<proxy server>:<proxy port>

.. NRBIGENMRIEEGSHIIE (AFR/ZE) . BETUTHS:

export

http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

E{FEKubernetes& 8 5Cloud Insights IFE@EFMERANARIE. BERIRTAAE XL AELENetApp
Kubernetes i51F12ER,

7EEBZENetApp Kubernetes Monitoring OperatorZ gil. J&{Eoperator-config.yamI-FEEE AgentConfiguration#y{t,
BE .

agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

fEF B E X% FDockerfZfi&

ZHABER T, NetApp Kubrenetesis#512 {5248 MCloud Insights T2 iEETIREINA 25M1&, NREEE
MKubornetesSEEBFAEIEIE B R, HEZEHEE MM BENXHFAEDockerfZiEEN Ay MR PIRENA S
&R, MATECE X NetApp Kubornetes 51512 E R FR B A 280934 1A R,

MNetApp Monitoring OperatorZ 2 NEiz1T" Image Pull Snippet", LhEs <& RZICloud Insights Z&RE. 1R

BURERRIPAEIRGIRHIX R, 7A/G7EHCloud Insights 7, HIMRREY. MARMNFHEEIREZL, 1t
LR THIREREANFIERG. SERNEENME, BSRUTRE. THEXEEGRETWLEINEE,
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%R {ERTNEEAKubornetes 1%

* NetAppl&iz

* CI-KKube-RBAC-{{E
* CI-KSM

- ClH(ERREE

* distroless rootF

E =

* Cl-A#afu

* Cl-Kuber-netes-event-exporter

Po£ 14 REFN AR &Y

» Cl-net-observer

RIBEERIE IV RER, FFiRIES Docker BGHEEEIAIFAR / 23 / Ml Docker ZiEE, HRTFIERE XL
BHBEATIZH] B RE&E 5 Cloud Insights T EHRIBE— .

ffoperator-DEPLOYAMLH 4R Emonitor-operatorgf&E. FHIECAPRH % 5| FA LUERFAB Dockerfz i,

image: <docker repo of the enterprise/corp docker repo>/kube-rbac-
proxy:<ci-kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

“miBoperator-config.yamIf#JAgentConfiguration A iz B FrfIDocker repofii &, NABEEMEELIEH
AJimagePullSecret, B X EZiF¥ME 2, 1S I_https://kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/_

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

15



OpenShift 3% F3

WMREEITRIROpenShift 4.6 EShRAs. MAMTE_operator-config.yamlF4wiEAgentConfiguration LAz
F_run$FtR_I8E

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true

OpenShiftA] IS E =L 2% 5. M el gEPE LIEX F e Kubernetes£B 4RI 0]

XTFREeEEFD

EMBENetApp Kubernetes iEiT1RE RTEEEHTCEINE BN ZIINIR. BEZTEZHIM _operator-setup.yamIX
R IBR AT 2R

ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-clusterrolebinding

NRBAR. BRI MERPRIFRZHIR:

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-

clusterrolebinding

MBREAT"TEDH". iEIEER_AgentConfiguration_B}_operator-config.yaml_LAEGHE B change-management
#8493, FHfEchange-managementf4 FE3E kindsTolgnoreFamWatch: "secnes" . 12 FUb{TH &S| SFIXNG|
SHEEMAE,

# change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'

I$3F Kubernetes #3500
Cloud Insights RIEBLRERFSHITREMKNE, ERLEAFREFEEREINATHNTE ZaiTECH

Wik, BHITNTHIRE (SRANTHMLERFER) , XLEAPAUREM U FREBIRER S H
PRERERY "install" 31,
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BRIBLUT S RIRE:

1. ¥BRIHBAE HI| Agent ZEFRFAIIH ER.
2. BB BRI XA REET, MARSEMMRHSEOF,
3. Men<LHMIBRESE -install"s
4. NXARIESREFIE aT,
5 IifE, BEMMIGSED (EIEERYP) HiET.
° Download and install (FHEHZRZE) (BN

installerName=cloudinsights-rhel centos.sh .. && sudo -E -H
./$installerName --download —--install

o AT
installerName=cloudinsights-rhel centos.sh .. && sudo -E -H
./SinstallerName --download

N THBSRMEFMRNTIEM Cloud Insights FTHEITEER, XLEMBBEERETF:

© BRI

* IR

* YAML 1§

* FRREHH ( SHA256.signed )

* BFERWIER PEM X% ( netapp_cert.pem )

REEMAS, IFEXHF YAML XA R] LUED B E#H 1T,
AT L@ A PEM XEBIES LI T RSB RIRIE PEM X4

1A918038E8E127BB5C87A202DF173B97A05B4996
BRI,

openssl x509 -fingerprint -shal -noout -inform pem -in netapp cert.pem

BILAER PEM XHIDIER R ARILH S

openssl smime -verify -in sha256.signed -CAfile netapp cert.pem -purpose
any

EXMFIETIRE#ITARSMNNIEE, B ETU TaRLERMERE:
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sudo -E -H

BEHEER

IR TEIEENetApp Kubernetes i1z 12 E R BB 2 ja) 7.

B2 ;

FHAREZ Kubernetes kA% SHENEHRFEEIREZ
[BIAYEBEEIE / EHE, MY Kubernetes kA B EHTE
fiBIR S 2RNENBHITRE,

HEAEHEINTER:

E0901 15: 21: 39.962145 1 refinder.go: 178]
K8s.io/Kube-state-metrics/Internal. store/Builder

: 352 LAY

» Vv1.MutatingWebhankConfiguration: ARZ328+AZ!
EREIR

E0901 15: 21: 43.168161 1% 5J28.GO: 178]
K8s.io/Kube-state-metrics/Internal / store/Builder

: 352: FTiETIH* vi.Lease: BRSZEFHAIEKRHE
JR(get leased.coELH1 k8s.io)

&
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./<installation script name> --install

BEEIHBITUTRE:

BRI TRE:

REBL TS BHNEHIMEMN Telegraf KIB, AREHE
E=#H Telegraf (KIE, EAAEHTelegraf 2.0 F
ShRas. FHECloud Insights 24 E BhISIEIE
BIKubernetes&EB¥ 12 1%,

MR IEEITHEKube-state-metricsh452.0.03 E S Ak
7. TMKuberneteshRZ~{EKT1.20. NIPTHES H B iX LESH
I%\O

EIREXKubneteshit4s. 1BHITLUTFIZE:
kubecthRZs
EIREVKube-state-metricshii4s. 1EHITLL TR (E:

kubecl get Deploy /kube-state-metrics -0
Jjsonpath="{..image }'

ATHHIEHEIXLEE S, BF e LEEKube-state-
metricsEZPE L2 LA TFHLY:

mutatingwebbankconfigurations
validatingwebbankconfiguration
volumeAttachmentsiz &
EAAMIE. MITETERU T TRESE:
RFE=IIEZRZIERK. ECEMRST. cronjobs. FiF1E
F. BE. mm. KEHEEDT BERF. RE. F
A, PREEE. =iE. WEREE. TR, HASE #FA
MIE. Pod. EfIEE. EFiTHE. RRHE. M
. RS REE. FiE=ZE

BRINFIRY RN

"IONER ZiEK. ECEMRST. cronjobs. SFIFTERE. EP
2. s, K¥FpodAutocalers. i, Rk, FHF.
FRHISERE. mutatingwebhankconfigurations. ZE. M
fﬁ%ﬁ% TR, BAME. E41%. podrisbudationE
Eo\ Pod. J\/}_$ ’U(n_.\;lﬁ%u%g\ ﬁﬁ%\ %%ﬁ\ H&%s
BEAM IiEwebfokconfigurations, & Hif4"



)

HETIRETelegrafiEi1RE S W TFiR~. {ETelegraf
LB EhHIETT:

10811814 23: 41 1P-172-31-39-47 systemd[1]:

BapEtIRchEARSS FRIE. LUEMInfluxDBHR &5

*/-J_‘o

Oct1114 : 23 : 411P-172-31-39-47 cailaf[1827] :

time="2021-10-11T14 : 23 : 41Z" level=error

msg="failed to create cache directory"

o letc/tedlaf/.cache/snowlkp. ¥&i%: mkdir

/etc/tedlaf/.ca

CHE: UPR#ZIELE, BEZEE\n" func="gosnowsclap.
(*DEPLOADER).Errorf" file="log.go:120"

10811814: 23: 411P-172-31-39-47 TELABE[1827]

¢ time="2021-10-11T14: 23: 41Z" level = error

msg="failed to open.B 288, $TF/etc/iE i

3/.cache/snowspache/ocsp_response_cache.json

. no sitt &N

XA E F\n" func="gosnowsclap.
(*DEPORTLogger). Errorf" file="log.go:120"

108 11814: 23: 411P-172-31-39-47. 4Fh1K[1827]

: 2021-10-11T14: 23: 41Z 1! [Bzh Telegraf 1.19.3

fEKubelnetes . FMTelegraf PodiRes LA T 5iR:
"fhIEEmountstats{E BT HEE: FTiEFTFmountstats XX
% /hostfs/proc/1/mountstats. f&i%: ¥
FF/hostfs/proc/1/mountstats: FXPR#EIELE"

7EKubelnetes . FkAITelegraf ReporticaSet Podk s
LUFEEIR:

[inputs.prometheuslfffFEiR: T AMNEZ A
Ft/etc/Kubernetes/pki/etcD/server.crt

. letc/Kubernetes/pki/etcD/server.key: ¥J
FF/etc/Kubernetes/pkiletcD/server.crt: Tt XL E
R

HEIR TR
XE2— 1 EHpniER, ESW "It GitHub X E"

BXFAEE: RE Telegraf B&hFHiniT, AFPFA
PR B X L IRE B

WNR B AFHREISLHESELinux. N ATRESPELE Telegraf
PodifirlKubelnetes T /= _EHY/proc/1/mountstats X 4
EARILERES]. BEREREREHBA N KB,
BXEMEE. ESM: hitps://docs.netapp.com/us-
en/cloudinsights/
task_config_telegraf_agent_k8s.html#openshift-
instructions,

Telegraf ReplicaSet Pod ZTEISE N ETI R eted T3

= 51T, MR ReplicaSet Pod kEEHP—MH S E

1B17, BRREIXLEIR, MEEHE feted TRESR
BERETSNEM, NRE, BER4ENSHERNE
Telegraf ReplicaSet , B Teleaf-RS A,

40, 4R4E"System..."
kubect-rs edit rsfEHik-rs

L HREENBERMBFEHR, A, EMEH
ReplicaSet Pod o
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)

RIEANZEPSP/PSAIFIR,
E5;?

XER

ZEIMEB TR

BREZIHEBENKMOOR &R 0], HEIETE(E
FHPSP/PSA.

grep -i psp (M EREKKEMEARE)

NRIEIE BE XK E ADockerfZfigE. BiEE

¥ NetApp Kubernetes s izt EFRACE N IEMIRG)1ZE
fifEE. Mg HIXEEEIR, HEEZHNE XFAH
BE X/FAErepo.

ﬁﬁﬁiiETLﬁFﬁ@E’\ﬁﬁtﬂ\ AR RARA SR

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl
<monitoring-operator-pod> --all

-n netapp-monitoring logs

-containers=true
kubectl -n netapp-monitoring logs
<telegraf-pod> --all

-containers=true
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BRI LT RE:

NREBIKubernetes S BHET TR BIREPod R £
BZ(PSP)ZPodZ 2 HEN(PSA). MATFALLEI R
HINetApp Kubernetesizizi@ER. RBUTTEAHK
B HFPSP/PSAR R T — e IR BhAE R |

1. BN = aaiEigfEa:

kubect delete agent agent-monitor-NetApp -n NetApp-
monitoring

kubect-delete ns ns-monitoring

kubecBX % ffiB&crd agents.monitoring.netapp.com
kubect-delete 52 8¥ f f2agent-manager-Role agent-
proxy-Role agent-metrics-reader

kubeca delete cluster rolebingagent-manager-
rolebingagent-proxy-rolebingagent-cluster-admin-
rolebing

2. 2 mITEENNRMRA.
1. fERU T2 mERIE:

kubect -n <name-space>4R4E1{IE

2.3%"security-policy-enenabled "fRig A "false"s LLIR1E
BRAPodLLRIIPodREEN. FHAIFNKMO.E
R T THIA:

kubecol get PSP (I ERPod&Z £ HRESEMIFR)
kubect get all -n <namespace>

IR ImagePullBackoff"5i%

KIEFSEBRITRERRERA . MERUEXERN
ﬁﬁﬁ%iﬁﬁﬁ?ﬂﬂo
EKMO® & =ial#. Net-Observer (Workload Map)

Pod{iIFCrashLoopBackOfffa



)

XLEEPodRt W F A F- MR BT W ER 1 AU T 1F 1 2BREY EHE
WegRER. FEI AT RIE:
AEEP—PodtI B EURIARERZARZE, FI90

— {"cifBFid": "Your -enfH Fid". "cUiEE FREEEF"

. "Your -K8s-cluster-name". "% #": "prod". "level
: "error's "msg": "KIFARM. RE: WiZhR73.10.0
RFRIEAIZIRZS4.18.0". "time": "2022-11-09T08

1 23: 082" —

Net-observer PodEXKLinuxiZhir 2~ 212 94.18.00
fEAd< "uname -r "WEWZMAE. HARE(]>=
4.18.0

MEKSSERT A EHENRE, AT ERHITEZ
FEIRIR S . SRZUERINE A MLEBT B Y (NTP) S E 2
WZE B Bl Y (SNTP)[EE Agentit E Al _ERYBTE],

Net-observer@—1"DemonSet. 7EK8sERMEF T
/lﬁxj:ii'/f?_/l\PODo

JETFATFEFEIRSHPOD, HNBETCERBE
TCPUZNENZ RIOEHR, BMETSTEEFFRE
RIRNTEFCPU,

BE. REELTETHIZERB_craaf-RS_POD
7£_KSM_PODEmIZEIBEIN. ASEBRIES, Ff
BPodia Tla. XLEHEBNELL,

IIEZAIKubberneteshiR 4 (Bl kubectl version

) o HNIRBV1.20xHEMARA. MXZFAEABIPRH.
KENetApp Kubernetes & 151¢E 53 20 E AKube-state-
metricshRZ51X 3z #5v1.cronjob. ¥t FKubernetes 1.2.x5
BE{EhRZAS. cronJobiZi&{ii Fv1beta.cronJobo

Itt. Kube-state-metrics#7<Z|cronJob&iRo

BEIR LT I2E:
PodIEfEKMO®s & = [B]HIETT(FAIAE: netapo-

monitoring). BEEIEF. UIRAS BRI EAHMRET
#RE Kuborneteststniiiz
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awk {print $1}'
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- key: LOG_FILE
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installed-by:
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spec:
# # You can modify the following fields to configure the operator.
# # Optional settings are commented out and include default values for
reference
# # To update them, uncomment the line, change the value, and apply
the updated AgentConfiguration.
agent:
# # [Required Field] A uniquely identifiable user-friendly
clustername.
# # clusterName must be unique across all clusters in your Cloud
Insights environment.
clusterName: "CLUSTERNAME PLACEHOLDER"

# # Proxy settings. The proxy that the operator should use to send
metrics to Cloud Insights.

# # Please see documentation here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#configuring-proxy-
support

# proxy:

# server:
port:

NOProxy:

username:

password:
isTelegrafProxyEnabled:
isFluentbitProxyEnabled:
isCollectorsProxykEnabled:

H H= H H H= FH H

[Required Field] By default, the operator uses the CI repository.

+H =
+H =

To use a private repository, change this field to your repository
name.

# # Please see documentation here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: 'DOCKER REPO PLACEHOLDER'

# # [Required Field] The name of the imagePullSecret for dockerRepo.

# # If you are using a private repository, change this field from
'docker' to the name of your secret.

{{ if not (contains .Values.config.cloudType "aws") }}# {{ end -}}

dockerImagePullSecret: 'docker'

# # Allow the operator to automatically rotate its ApiKey before
expiration.

# tokenRotationEnabled: '{{
.Values.telegraf installer.kubernetes.rs.shim token rotation }}'

# # Number of days before expiration that the ApiKey should be



rotated. This must be less than the total ApiKey duration.
# tokenRotationThresholdDays: '/{{
.Values.telegraf installer.kubernetes.rs.shim token rotation threshold day

s !

telegraf:
# # Settings to fine-tune metrics data collection. Telegraf config
names are included in parenthesis.
# # See
https://github.com/influxdata/telegraf/blob/master/docs/CONFIGURATION.md#a
gent

# # The default time telegraf will wait between inputs for all plugins
(interval) . Max=60

# collectionInterval: '({{
.Values.telegraf installer.agent resources.collection interval }}'

# # Maximum number of records per output that telegraf will write in
one batch (metric batch size).

# batchSize: '{{

.Values.telegraf installer.agent resources.metric batch size }}'

# # Maximum number of records per output that telegraf will cache
pending a successful write (metric buffer limit).

# bufferLimit: '{{
.Values.telegraf installer.agent resources.metric buffer limit }}'

# # Collect metrics on multiples of interval (round interval).

# roundInterval: '{{

.Values.telegraf installer.agent resources.round interval }}'

# # Each plugin waits a random amount of time between the scheduled
collection time and that time + collection jitter before collecting inputs
(collection jitter).

# collectionJitter: '{/{

.Values.telegraf installer.agent resources.collection jitter }}'

# # Collected metrics are rounded to the precision specified. When set
to "Os" precision will be set by the units specified by interval
(precision) .

# precision: '{{ .Values.telegraf installer.agent resources.precision
!

# # Time telegraf will wait between writing outputs (flush interval).
Max=collectionInterval

# flushInterval: '({{

.Values.telegraf installer.agent resources.flush interval }}'

# # Each output waits a random amount of time between the scheduled
write time and that time + flush jitter before writing outputs
(flush jitter).

# flushJditter: '{{

.Values.telegraf installer.agent resources.flush jitter }}'
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# # Timeout for writing to outputs (timeout).
# outputTimeout: '{{
.Values.telegraf installer.http output plugin.timeout }}'

# # telegraf-ds CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/
dsCpulLimit: '{{
.Values.telegraf installer.telegraf resources.ds cpu limits }}'
dsMemLimit: '{{
.Values.telegraf installer.telegraf resources.ds mem limits }}'
dsCpuRequest: '{{
.Values.telegraf installer.telegraf resources.ds cpu request }}'
dsMemRequest: '({{
.Values.telegraf installer.telegraf resources.ds mem request }}'

# # telegraf-rs CPU/Mem limits and requests.
rsCpulimit: ' {{

.Values.telegraf installer.telegraf resources.rs cpu limits }}'
rsMemLimit: '{{

.Values.telegraf installer.telegraf resources.rs mem limits }}'
rsCpuRequest: ' {{

.Values.telegraf installer.telegraf resources.rs cpu request }}'
rsMemRequest: '{{

.Values.telegraf installer.telegraf resources.rs mem request }}'

# # telegraf additional tolerations. Use the following abbreviated
single line format only.

# # Inspect telegraf-rs/-ds to view tolerations which are always
present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# dsTolerations: ''

# rsTolerations: ''

# # Set runPrivileged to true if SELinux is enabled on your Kubernetes
nodes.
# runPrivileged: 'false'

# # Collect NFS IO metrics.
# dsNfsIOEnabled: '{{
.Values.telegraf installer.kubernetes.ds.shim nfs io processing }}'

# # Collect kubernetes.system container metrics and objects in the

kube-system|cattle-system namespaces for managed kubernetes clusters (EKS,
AKS, GKE, managed Rancher). Set this to true if you want collect these
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metrics.

# managedK8sSystemMetricCollectionEnabled: '{{
.Values.telegraf installer.kubernetes.shim managed k8s system metric colle
ction } 1}

# # Collect kubernetes.pod volume (pod ephemeral storage) metrics.
Set this to true if you want to collect these metrics.

# podvVolumeMetricCollectionEnabled: '({{
.Values.telegraf installer.kubernetes.shim pod volume metric collection

P!

# # Declare Rancher cluster as managed. Set this to true if your
Rancher cluster is managed as opposed to on-premise.

# isManagedRancher: '({{
.Values.telegraf installer.kubernetes.is managed rancher }}'

# kube-state-metrics:
# # kube-state-metrics CPU/Mem limits and requests. By default, when
unset, kube-state-metrics has no CPU/Mem limits nor request.
# cpulimit:
# memLimit:
# cpuRequest:
# memRequest:

# # Comma-separated list of metrics to enable.

# # See metric-allowlist in https://github.com/kubernetes/kube-state-
metrics/blob/main/docs/cli-arguments.md

# resources:
'cronjobs, daemonsets,deployments, ingresses, jobs, namespaces,nodes,persisten
tvolumeclaims, persistentvolumes, pods, replicasets, resourcequotas, services, s
tatefulsets'

# # Comma-separated list of Kubernetes label keys that will be used in
the resources' labels metric.

# # See metric-labels-allowlist in https://github.com/kubernetes/kube-
state-metrics/blob/main/docs/cli-arguments.md

# labels:
'cronjobs=[*],daemonsets=[*],deployments=[*], ingresses=[*], jobs=[*], namesp
aces=[*],nodes=[*],persistentvolumeclaims=[*],persistentvolumes=[*], pods=]
*]1,replicasets=[*], resourcequotas=[*],services=[*],statefulsets=[*]"

# # kube-state-metrics additional tolerations. Use the following
abbreviated single line format only.

# # No tolerations are applied by default

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'
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# tolerations: "'

# # Settings for the Events Log feature.
# logs:
# # If Fluent Bit should read new files from the head, not tail.
# # See Read from Head in
https://docs.fluentbit.io/manual/pipeline/inputs/tail
# readFromHead: "true"

# # Network protocol that Fluent Bit should use for DNS: "UDP" or
"TCP" .
# dnsMode: "UDP"

# # Logs additional tolerations. Use the following abbreviated single
line format only.

# # Inspect fluent-bit-ds to view tolerations which are always
present. No tolerations are applied by default for event-exporter.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# fluent-bit-tolerations: ''

# event-exporter-tolerations: ''

# # Settings for the Network Performance and Map feature.
# workload-map:
# # net-observer-14-ds CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources—-containers/
# cpuLimit: '500m'
# memLimit: '500Mi'
# cpuRequest: '100m’
# memRequest: '500Mi’'

=

# Metric aggregation interval in seconds. Min=30, Max=120
# metricAggregationInterval: '60'

# # Interval for bpf polling. Min=3, Max=15
# bpfPollInterval: '8

# # Enable performing reverse DNS lookups on observed IPs.
# enableDNSLookup: 'true'

# # net-observer-14-ds additional tolerations. Use the following
abbreviated single line format only.

# # Inspect net-observer-14-ds to view tolerations which are always
present.

# # Example: '{key: taintl, operator: Exists, effect:
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NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'
# l4-tolerations: '

# # Set runPrivileged to true if SELinux is enabled on your Kubernetes
nodes.

# # Note: In OpenShift environments, this is set to true
automatically.

# runPrivileged: 'false'

# change-management:
# # change-observer-watch-rs CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources—-containers/
# cpulLimit: '500m'
# memLimit: '500Mi’
# cpuRequest: '100m'
# memRequest: '500Mi’'

# # Interval in minutes after which a non-successful deployment of a
workload will be marked as failed
# failureDeclarationIntervalMins: '30'

# # Frequency at which workload deployment in-progress events are sent
# deployAggrIntervalSeconds: '300'

+=

# Frequency at which non-workload deployments are combined and sent

=

nonWorkloadAggrIntervalSeconds: '15'

# # A set of regular expressions used in env names and data maps whose
value will be redacted

# termsToRedact: '"pwd", "password", "token", "apikey", "api-key",
"jwt"l

# # A comma separated list of additional kinds to watch from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: 'authorization.k8s.io.subjectaccessreviews'

# additionalKindsToWatch: "'

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: 'networking.k8s.io.networkpolicies,batch.jobs'

# kindsToIgnoreFromWatch: ''

# # Frequency with which log records are sent to CI from the collector



# logRecordAggrIntervalSeconds: '20'

# # change-observer-watch-ds additional tolerations. Use the following
abbreviated single line format only.

# # Inspect change-observer-watch-ds to view tolerations which are
always present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecutel}'

# watch-tolerations: ''----
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Shared Resources Namespaces Workloads

Namespaces (5)

Name 4 CPU Usage (cores) Memory Usage (GiB) Workload Count
netapp-menitoring 0.25 0.38 4
kube-system 0.01 0.03 3
kube-public 0.00 0.00 0
kube-node-lease 0.00 0.00 ]
default 0.00 <0.01 1
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Shared Resources Mamespaces Worldoads

Workloads (8)
Name CPU Usage Memory Usage Mamespace
(cores) (GiB)

telegraf-rs-fogg 0.24 0.24 netapp-monitoring
telegraf-ds-k957c 0.01 0.10 netapp-monitering
nginx 0.00 <0,01 default
monitoring-operator-6fcf4755ff-p2csk =0.01 0.02 netapp-monitering
metrics-server-Tb4fsb595-f7jof =0.01 0.01 kube-system
local-path-provisioner-64d45Tc435-289gx =0.01 0.01 kube-system
kube-state-metrics-7995366f3c-t8c49 =0.01 0.01 netapp-monitoring
coredns-5dE9dcT5db-nkwSp =0.01 0.01 kube-system
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© kubernetes Configure Data Acquisition

O Revizw Kubernetes cluster information and choose additional data to collect.
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Kubemnetes Cluster Network Performance and Map Events Log
stream8 Disabled Disabled

Need Help?

Deployment Options

Network Performance and Map

Events Log
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Summary Network Pods & Storage
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src_workload... src_namespace src_workload_...  throughpu... | connections_t...  latency_rtt (ms) tcp_retransmit...
netapp-fitnes...  locust Deployrment 14,193,748.78 653.19 3.74 2,578.00
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Metdpp PCS Sa... [ Kubermetes @‘\ d-dema-ot / @ netapp-fitness-.. @l frookend

Filter By 7]

2 2 2 0 Namespace Type Date Created
A netapp-fitness-store-01 Deployment Apr11,2023 11:34 AM
Up-to-date  Unavailable
Pods: Current | Desired

Labels

26_0mc 0.17cie 0.00gis

Mamory Total PVC Capacity claimed

179 359 17%
wa. Limit vi. Reguest v, Limit
L300 me) 0.50 GiBij 1.00 GiE
) ’\/\_\/\/\,’z\/\ . /\A’\_/\/\‘—/\/\
o o
24 May 12:00 FM 24 May 1200 FM
= Request = Limit = Request = Limit
Highest CPU Demand by Pod Highest Memory Demand by Pod
132.76m: frontend-7...5f8f-284kb 0.02GiB frontend-T..2f6f-284kb
127.55m frontend-7..578F-gd8mk 0,08 GiB frontend-T...5f8f-gd3mk
Pods (2)
PodName T Status Healthy Containers cpu_usage_nanocores {mc) memory_rss_bytes [GiB)
frantend-Ticed3fEf284kb Heslthy Running toft 132 0.02
frontend-Ticcdsfaf-gddmbk Heslthy Running 1ofi 128 0.0%
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NetApp Cloud Insights Demo [/ Kubernetes [

Filter By = Kubernetes Cluster ci-demo-01

Alerts As ©O2

Timeline

B @ fontend >

. @ catalog >

Compare to: @

Workloads
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Kubernetes Resources

|7 Mamespace (8}
8 Changes and B Alens

[e]

TUESRYE A0k

5Cloud InsightsBIFR A THAE
TERIF TIEAHME. HEIBE

[l ShatS N

Deploys

=

R

ok Dec 14, 2023

Change Analysis 10-29 AM - 10:35 AM

» X Workload Name frontend

~x@e

» X MNamespace netapp-fitness-store-01

o 1 o Kind Health Pods Storage Labels
Deployment Unhealthy 2f2 ] 5

Reset Zoom  Bucket: 20 seconds
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W
1 v 1 | i 1 1 1 T
10:30 AM 10:31AM 10:32 AM 10:33 AM 10:38 AM 10:35 AM 10:36AM 10:37 AM 10:38 AM
Changes Last updated 12/14/2023 1:29:55 PM
Type Summary Start Time Duration Triggered On : name Status
© AL-z79510 Workload CPU Throttling 12/14/2023 10:35:00 AM Deployment: Active
catalog
© Deploy 5 attributes changed 12/14/2023 10:30:01 AM 5minutes Deployment: Complete
catalog
@ AL-279476 Workload Network Latency-  12/14/2023 10:04:00 AM 27 minutes Deployment: Resolved
RTT High frontend
A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM 1 minute Deployment: Resolved
catalog
A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM Deployment; Active
catalog
A AL-279497 Workload CPU Throttling 12/14/2023 10:28:00 AM 1 minute Deployment: Resolved
catalog
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Filter By = Kubernetes Cluster stream-54 ¥ X Namespace | kube-system X ¥ | X Workload Name = coredns v I o
Kind Health Pods Storage Labels
0 8 0 0
fleits o Bebloy= Deployment Healthy 11 0 3
Timeline Bucket: 6 minutes
Wil AR S AR SRR A R . N 000
I ' | | ' 1 i i 1 ) ' '
12:30PM 12:45PM L1:.00 PM LI1SPM L30PM 1:A45PM 2:00 PM 215PM 230 PM 2:45PM 3:00PM 3:15PM
Compare to: @ Changes Last updated 11/28/2023 3:17:05 PM
Type Summary Start Time Duration Triggered On : name Status
O AL-2982983 once Workload Down copy ~ 11/28/2023 3:07:00 PM 1 minute Deployment: Resolved
coredns
© 212982989 once Workload Down copy  11/28/2023 3:07:00 PM Deployment: Active
coredns
© AL-2932887 once Workload Down copy ~ 11/28/2023 3:01:00 PM 1 minute Deployment: Resolved
coredns
© A1-2982837 once Workload Down copy ~ 11/28/2023 3:01:00 PM Deployment: Active
coredns
O AL-2982782 once Workload Down copy ~ 11/28/2023 2:57:00 PM 0 milliseconds Deployment: Resolved
coredns
© A1-2982782 once Workload Down copy ~ 11/28/2023 2:57:00 PM Deployment: Active
coredns
O AL-2982441 once Workload Down copy ~ 11/28/2023 2:32:00 PM 1 minute Deployment: Resolved
coredns
O AL-2982441 once Workload Down copy ~ 11/28/2023 2:32:00 PM Deployment: Active
coredns
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E. FR"Status"& B ImiLes. JAGIEE " Filed"s

Oz s

Deploys
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Top 3 Workloads
with Most Alerts

S RER

5 @ catalog

Analyze:

Changes and Alerts
Change Analysis (here]

Infrastructure
Kubermetes Exmilorer

Dependency and Flow
Workload Map

Log Analysis
Event Logs
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& Deploy Failed X

Summary
Start Time End Time Duration
10/18/2023 2:40:01 PM 10/18/2023 2:50:02 PM 10 minutes

Triggered On : kind
Deployment

Triggered On

@ ci-demo-01 »

@ netapp-fitness-store-01 >

@ billing-accounts »

Failure Detail

Reason For Failure
ProgressDeadlineExcesded - ReplicaSet "billing-accounts-6ddc7df546" has timed out progressing,

Message
Failed deploy

Changes (2)

Attribute Name

spec.template.spec.containers]
0].image

metadata.annotations.deploy
ment.kubernetes.io/revision

All Changes Diff

Previous

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.0

2064

MNew

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.09

2965

Associated Events

EventLogs

Etf. EFERAEHEXERNOFAEE. BEMAERN SRR UM ERER AN ELHNER.
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