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1. NHBETAFIRE https_proxy F1 1 = http_proxy BT
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export https proxy=<proxy server>:<proxy port>

. IRBIRENREEESHRIE BRR/E) . BEITUTHL

export

http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>
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7EEFE NetApp Kubernetes Monitoring OperatorZ g I&{Eoperator-config.yamIH & AgentConfigurationdJ{t
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agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true
isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled
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image: <docker repo of the enterprise/corp docker repo>/kube-rbac-
proxy:<kube-rbac-proxy version>

image: <docker repo of the enterprise/corp docker repo>/netapp-
monitoring:<version>

‘mi5operator-config.yamIfBJAgentConfiguration LAz B IDocker repofii &, HIEIZMEERIEH
AimagePullSecret, X B ZIFMEE, 1S N_https://kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/



agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation for
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repositoryl[using a custom or private docker repository].

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShift 15 FH
WREIBITHIEOpenShift 4.6 EE kA, MHAIRTE_operator-config.yamlFh4giEAgentConfiguration LAS
FB_run¥t K&

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true
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Z#EKubnetes Monitoring Operator

kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure 3 Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (...wEMNdM) A e e ST P S Production Best Practices i@

Installation Instructions Nesd Help?

Flease review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow thess steps.

Define Kubernetes cluster name and namespace
Provide the Kubernetes cluster name and specify a namespace for deploying the monitoring compenents.

Cluster Mamespace

clustername netapp-monitoring

o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes o unique access key that is valid for 24 hours.



o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
operator-secrets.yaml - Create secrets holding your AP key.

s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

7£KubeNet % %:Kubenetes Monitoring Operator{{I290 1% :

1. NE—RERZ RS RTIE, MNREIEEHHEKELFIAKubbernetes Operator. JEEREREIREE R
FrF e & =iE)o

2. NXEERBGE. &8 L%Download CommandfXid R E &2 MbR.

3. WU BRAENEE] bash BOHRHMNIT. PR THOperatorZEX . EEE. WHABHREBHE—/
A, BREAN24/ 08,

4. MNREEEEXHIBEFMEE. iﬁE%UTLE’Jﬂ%%hHﬂﬁE%ﬁ BEKNEE bash_ shellFHRITIZAED
B, 1ZERMEE. BHESDEHAEEMEE, 55 MHSERNRSHX k4, B _operator-
DEPRAYAML_H AR L,{&_operator-conflg.yaml_':F'E’JDockerT—?—ﬁ%J’ﬁlzﬁo

NRFE. BFEEVANEEERD. GINKEREAEEEIRE. EIURREXNESER ILEED,
EEIE. i3 EHllkubecliabt Bz ABY/NERREBEOperator. FAE N EHHHIITIZIREIE,
LTRGEHIT. TG, BE_Next 1%,

RETHGE. BE_Next 2. B, BESORIRHELEMZME_operator-F4E . yamI> 5o
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* SEHEMR
* LR MEREFNAR ST (RTE)
* EHAE(ANE)
* TEDH(RIE)
Eﬁ\KubernetesH&%%%%‘BAF%.I:L.T;JH# MREHRER M EBRESATEEMEG. W

_.lel_li-'?rﬂrL * Kubernetes > Collectors *# MESAMULESEN"=1R"KEFIEE_Modify Deployment _E
ZRItLAH

NetApp / Observability / Collectors

Data Collectors Acquisition Units 0 4] Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation [ [l GG N C o (YTl = Filter...

Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated @ 1.1540.0 O 13470 @ 11620
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B

oom-test A\ Outdated © 1.1555.0 N/A (i ] l.@ BodiviDEplovient

IRBERETSMMAENEFIRES. HATEREFTENZKESERIBERAY.

£3 kubernetes MOdlfy Dep[oyment

Kubernetes

Cluster Information

Kubernetes Cluster Network Performance and Map Event Logs Change Analysis
ci-demo-01 Enabled - Online Enabled - Online Enabled - Online

Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis

Cancel
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&R LUE@IE DIl KubnetesUi 5228 Tl F+£kKubnetes Monitoring Operator, S EFARAVERSINMRE. AT
it Upgrade_, REGRIIFMMEER. NHEFIRECIBREBHUITHSR. E/LA#HA. BEEIRERRKRSE
#HE. HEIUpgrade in Progress to latest, JIREZIFEIR. ErILUEFRBIRREUTHREZFMEE. HBRT
E IR FH R PEHEPR TR

ERLBFEEHTIRER AR

NREHIREFREEBENERT AFMEE. BHRIETIRERFENAIERGNREEZYAIEENEFHEESE
o MIRFEAKIIZFBER DGR, IFFERNMEIEFEESR. ARERARER. EFEGER L
AERFRERE. BIROTARERKSER LA, BRASEANE: FRMEREG LEIENLEFEE-BGIRE
WA BRPIEENFIERG LEER

cosign copy example.com/src:vl example.com/dest:vl

#Example

cosign copy <DII container registry>/netapp-monitoring:<image version>
<private repository>/netapp-monitoring:<image version>

IEEEPREIF RIS TRIMR A

R EERLHARINEEHTT T AR HEEAREECRNIBEES HAHRESIRAAEXBEMARE. WeTUGEA
FRIEPRIRAVIRIRME R B FeRiBI TS, BEERIRIISEEZUIRE. ARIERE_Rollback o
FrhFR

ffaE I B Operator@ & fF1EAgentConfiguration (JN1RERYERE =B R ERAIARY_NetApp-monitoring _. 15
Rayen =S (E)):

kubectl -n netapp-monitoring get agentconfiguration netapp-ci-monitoring-
configuration
WNEFEAgentConfiguration:

* ZEMBBEFT LNRIEE.
* NRIEEANEBE XFEE. FHRRERIEMHN S SBREGERZ,

IR AgentConfiguration R1F1E :

* I8 THUEEMZMRAR IR RIS R MR EN R ZE A Z2EIARNetAppialE. FE AN AT

=ial):

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0] .spec.cluster-name}'
* R BoperatorflE&EH (WRENGHRATBIREEIARNetApp
BT, FEMAENANREE)



kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, & >>MERIER.
2 <<installing—the—kubernetes—monitoring—operator,3( S >BHIEES.

° IREAERRIEE BT,

° TEERFBOperator YAMLX 4 f5. 7EBFZE Z81. &7Eagent_backup.yamlF 3k EIBIFE BE N IREBIE
EI T & Moperator-config.yamls

© NREFEBNZBEEXFMEE. BHRERNEMNASZREGERNZ.

{Z1E# /2 51Kubnetes Monitoring Operator

E{Z 1k Kubenetes Monitoring Operator:

kubectl -n netapp-monitoring scale deploy monitoring-operator
--replicas=0
FBnfKubenetes Monitoring Operator:

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

IETEENEL

ffiB*Kubnetes Monitoring Operator

B AR, Kubbernetes Monitoring OperatorB9#XIA 858 i8] 1"netp-monitoring". MREBIKEH KB TiE
, EEXL SRR ESH S X HHhERZHn S TiE,

BILAEA A T ep S BN S BRThR AN AU S AT 1R 1 5
kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete

clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

NRBERFREZETEECHTAMBTEP. BHERISE=E

kubectl delete ns <NAMESPACE>
‘;i' MRE—PEnIR[E]"No Resources Found” (RIKEIHRE
, TBIRER LA T BBENE AR B AR A BV IS 3T 12 E R

RIRFHITUATE NS, RIBEHRINRE. HpRLa<SagESiRME " object not found (RILEIR)"HRo
AR ZBXEE R,

10



kubectl
kubectl
kubectl
kubectl

metrics-

-n <NAMESPACE> delete agent agent-monitoring-netapp

delete crd agents.monitoring.netapp.com

-n <NAMESPACE> delete role agent-leader-election-role

delete clusterrole agent-manager-role agent-proxy-role agent-
reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role

<NAMESPACE>-cluster-role-privileged

kubectl

delete clusterrolebinding agent-manager-rolebinding agent-proxy-

rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl
kubectl

delete <NAMESPACE>-psp-nkmo
delete ns <NAMESPACE>

NRLAFIRNE T R E FXEAOR:

kubectl

delete scc telegraf-hostaccess

*FKube-state-metrics

NetApp Kubernetes AiTI2ER 2R EH 2 MKube-state-metrics. LUBE G SERIE I & 43R

B XKube-State-Metricst{E 2, iFEN"LhT

BCE/BEMIRIER
LS BEERERIRERRE. FARE. (A8 EXFAGDocker?F iEER ERAOpenShiftiIfE R,

e & I

RBIERENIZE ] LITE_AgentConfiguration B E MR RHHITEE., EoJLUBIIYRIE operator-config.yamlX
HRESFBIRERZAIRIBL R, XS FIFENRERG. EXIRERNRIRE. 555K TH

BE"

TR TS B R E R R ER U T o SRIBILHER:

kubectl -n netapp-monitoring edit AgentConfiguration

ERELIENRERRAEE X FAgentConfiguration. BIBITUTR<:

kubectl get crd agentconfigurations.monitoring.netapp.com
NRIEBEF " Error from server (NotFound)”
HE, WA HRIRER, AETE '@FﬁAgentConfigurationo

11
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* ERITREMBE(ER"CURL REIZERIE. UEERITILRBERN RS EEEIData Infrastructure
InsightIf 1%
* BiTFKubnetes&E & 5Data Infrastructure Insightif &&= FrEHILIE

NREFHEAP— XA NFEFERARIE. )”JEZ'E%Kubornetes Operating Monitor. A& FRFENAER

Ao & FAEf% 5Data Infrastructure InsightifiE# 1T RIFA@ERE, MREE—MIE. HBETUMEZRE Operator
AIARS328/VMifiia]Data Infrastructure Insight. N U,‘@E’J'f‘tﬁ_] EEEMiLE.

I FAFLEKubersnetes Operating MonitorfJ{{IE, T:T:i'i”{\%OperatorZE'ﬁ\ iﬁix
E_http_proxy/https_proxy_EnvironmentZ £, XFRLEMIEIFIE, EOIgERFEIZE_no_proxy environment_

TE,
EGETE, 5T "R EKubernetes Monitoring OperatorZ BI*fE &2 EHRITU TS E:

1. AHFIAFIRE https_proxy 1/ 5% http_proxy L&
a. MRBIZENNRIELE SMWIEARFR/ZR). HETUTHS:

export https proxy=<proxy server>:<proxy port>

. IRBIREMNRIEEGSHRIE ARR/E) . BEITUTHL:

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po

rt>

E{FKubennetesE B FR{E AR IE 5Data Infrastructure InsightiFIE#HITIBS. BEEIFIEAAEXLIHBARR

#Kubennetes Monitoring Operator,

7EZFZEKubernetes Monitoring OperatorZ Bil. i&{Eoperator-config.yamIFEZ & AgentConfigurationBY{LIEZR 73
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agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>
password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

£ B E X 3 % FBDockerfzfi&/%E

BIAMERT. Kubnetesa#521E514% MData Infrastructure Insight?Zi&EE P IREVA 250%, SNREIGHE
MKubornetesEEBFAEGITBEir. HEZERIE XM BE X HFABEDockerfFiEEH Azs MR PIZEN A 25
BR{R. NIATERE WtKubornetes MizieE AFR B A 2 HYIA AR R,

—%=n

MNetApp Monitoring Operator& 2Nz 1T"Image Pull Snippet", It#8<$15§& R 3 |Data Infrastructure Insight?F
. IREURIERMFIEMUYSKEIX R, SRS MData Infrastructure Insight/ZiEE T M, HIMIRRET. MNE
HITEMEEIRE D, oS FTHIREAFERNFAEIREG. SEHENEENIREG, BENUTRA. THRXT
Bl BFHLEThEE,

%2 {ERIhEEFKubornetes ¥ 1%

* NetAppl&iz

* CI-KKube-RBAC-{{E

* CI-KSM

* C{(EFm@(E

* distroless rootFl
E4AE

* Cl- i

* Cl-Kuber-netes-event-exporter

PO£E 1 BER AR S
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e Cl-net-observer

RIBEAE AL RER, 512 1ER Docker BRIGHEXEIIEHIFAT / 45t / 2k Docker fFf#FE. MafRTFEAEZEHIXLEMR
BHIBREFRICH] B F &2 5Data Infrastructure InsightfZfiEEFHIBEIRICH B FRE2—F.

f£operator-DEPLOYAMLHA Zg4Emonitor-operatorZhE. HIEXFrE %S| B LUERFAE DockerfZ i E.

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>

image: <docker repo of the enterprise/corp docker repo>/netapp-
monitoring:<version>

“miBoperator-config.yamIfBJAgentConfiguration LA iz BFr#IDocker repofii &, RIBIEMEERIZEH
BimagePullSecret, B X EZIFMEE, 1HEN_https://kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShift it FH
WMRETEITHIROpenShift 4.6 EShR4s. MATTE_operator-config.yamlF4giEAgentConfiguration LUz
FA_runftX_IgE:

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes
runPrivileged: true

OpenShiftA] LISEEE s Z 2K 5. MRl 8EFE LEX FE EKubernetes2H 4RI A],
RENTY)

netapp-Cl-tentlaf-ds_. netapp-Cl-fluent-bit-ds_#_netapp-Cl-net-oboder-L4-DS DemonSetsiA T £ E
MR ETR—1POD. LEERBEMRET R EHHIE, 12ERERENARFELERFIBERTERY NRE
EPNRERBETEABENTE, MMELEPodEES N TR EIETT, MEI XL SZEIE toleration*"
7£_AgentConfiguration_", INRBRFBEENTRMAFEEFNFAET R WENKRERIERSPEBRIMNERN
FHEE. WEALITRIFRITIRIERPOD,
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telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html

T i#B XKubbernetestE ZE B " HEFLE",

iR[EE]"NetApp Kubernetes M1 {F R &2 E"

KTFREEEF

EffiBRKubernetes Monitoring OperatorfESEEHSCREINEE VI ZEIIN R, BTELEEZ F5IM_operator-setup.yamIX
BRI T EIR:

ClusterRole/netapp-ci<namespace>-agent—-secret
ClusterRoleBinding/netapp-ci<namespace>-agent-secret

NRBFAR. BRI MERPRIFRZIR:

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-

clusterrolebinding

WMRBAT"TES". 151EEL_AgentConfiguration_3¥_operator-config.yaml_LABXE FFEchange-management
Z84y. FH1Echange-managementdf4) FE31E_kindsTolgnoreFamWatch: "secnes" o ig FILITHES|SHING]
SHNEEMAE.

change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'

I9FKubnetes SiTIRERERIEE R

12E R R HEREM A ARG HNetAppE B, ERIUTELEZ HiERAKESEE T EFhISIrIRE.
el U EEE KubornetesizE N1THl28. BXIFHESE, SN "Kubernetes 314"

BT IRIFEERE RN AT ZSAE £ Monitoring Operator" L3NG 7] 3% FHEERRG L ERIEMALET
EE>EBREZAHEZH THE

EFRIERGER. BRITUTIE:

1. EFIHIETTIREIREN &
2. IRIERRERIFH N EEED
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3. FEEGER AHRZH(REIF AdI-image-signing.pub)
4. FRKEEZWIEER, BSRUTHKEERRERG

$ cosign verify --key dii-image-signing.pub
--insecure-ignore-tlog <repository>/<image>:

--insecure-ignore-sct
<tag>

Verification for <repository>/<image>:<tag> --

The following checks were performed on each

- The cosign claims were validated

of these signatures:

- The signatures were verified against the specified public key

[{"critical":{"identity":{"docker-

reference":"<repository>/<image>"}, "image": {"docker-manifest-

digest":"sha256:<hash>"},"type":"cosign container image

signature"}, "optional":null}]

BEHEER

7£1& EKubnetes Monitoring OperatorBTiB 2 RIRART, &=t I Ti2E:

B ;

FHAEZ Kubernetes 7k A% SHENEHRFEEIREZ
[BIAYEBEEIE / EHE, MY Kubernetes kA 4B EHRTE
fEIRSZ SN EN B FITAE,

I'm sing messages in the logs sikingZIM A FRABTHE
B E0901 15: 21: 39.962145 1 refinder.go: 178]
K8s.io/Kube-state-metrics/Internal /store/Builder: 352
. failed to list *v1.MutatingWebhankConfiguration

. the server could not find the requested resource
resum.go (IO.lease.178) s/source.leasing.k8kv1/io

. unfleasing.go to the resum.go inters.go list
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BEEIA A TIRIE:

REBL TS BHNEHIMEMN Telegraf KIB, AREHE
R Telegraf (XIE, B AEMTelegraf 2.05(E
BhRas. F HData Infrastructure Insight@4Zi £ 5hia
1EKubernetesEBF 12 1%,

NRITITITHI EKube-state-metricshiz4x2.0.05 B = AR
Zs. fMKuberneteshRZAS{EF1.20. MATgE= X LEH
Eo. EIREY Kubernetes hRZA:  kubectl version LAIREX
Kube-state-metrics k4. kubectl get deploy/Kube-
state-metrics -o jsonpath=""{ ..image} 'EFFlEX
EXEHE, AP A LUERE Kube-state-metrics ZB&
MZBLITHEY: mutatingwebconfigurations

_webhook , E{RBILUFERUTEEC

resources=certificatesigningrequests , configmaps

, cronjobs , demonsets , Z&E, Umm, KF
podautoscalers , ingeses , {Ell, FRFICEHE, HE=T
8, WEREE, =, EFE, FAME, poddisH
, 7SR, &, fFfiliss, &, T7iEs8, 77(Es8, 778
, &, Trfifids, frfifids, TRffiss, Tfifiss, Fhlss, &F
fitgs, fFhities, T7fties, 7Fflss, &, T7iE88, T7MEs
, 7B, 7B, 7B, 7B, 7B, 77fEs:
, T7fifigs, 77(E88, 17h#s8, 773, 7Fflss, 77
, T7fifigs, 72588, FhEs8, &, 7F0EsE, FhEss, &
fitgs, frfiids, frfifids, Trfifids, Tfifiss, Fhlss, &
fites, f7hities, &, 7B, T7E88, 77(E88, 77fEsE
, 17fi&28, 77#28, IIE webhookconfigurations ,
volumeattachments



)

HETIRETelegrafiEi1RE S W TFiR~. {ETelegraf
HSLEEhHIETT: 10811814: 23: 41 1P-172-31-30-
47 systemd[1]: BaiEHFIREIAIARS IR, LUE
MmInfluxDBiR &15HR. 108 11814: 23: 41 IP-172-
31-39-47E31E[1827]. time="2021-10-11T14: 23

. 41Z" level = error msg="failed to create cache
directory, /etc/trendelaf/.cache/snowsclap, err: mkdir
/etc/trendaf/.ca che: permission denied. ignored\n”
func="gosnowscale.(defaultLogg).Errorf"
file="log.go:120" OCT11 14: 23: 41 IP-172-31-39-
47 trendelaf[1827]. time="msg-10:23=11Z"]F 55
iR, BB, #T
Fletc/trendelaf/.cache/snowsclap/ocsp_response
_cache.json: TItXHFzER\n"
func="gosnowsclap. ( defaultLogger).Errorf"
file="log.go:120" OCT11 14: 23: 41 IP-172-31-39-47
trendaf[1827]: 2021-10-11T14: 23: 41Z 1! 35
Telegraf 1.19.3

7 Kubernetes £, FHY Telegraf Pod R& LI T HEIR:
" IR mountstats {5 2ETHEE: /AT H mountstats
X% [hostfs/proc/1/mountstats , f&i%: open
/hostfs/proc/1/mountstats : IPR#IELE "

£ Kubernetes £, 3B Telegraf ReplicaSet Pod 1Rk &

LUF$8IR:  inputs.prometheus] {5 $51R: TTEMEE
$AZRAY /etc/Kubernetes , PKl/etcd/server.crt :
letc/Kubernetes , crt/etcd/server.key : ¥JF
/etc/Kubernetes , pki/etcd/server.key : open
letc/Kubernetes , pki/etcd/serverkey : no IthZEX4
HER

HEANEPSP/PSAIfIR, XERBRT MK IEITIE

ER?

REZABBIRERMNERIRR. HBREERE
FAPSP/PSA,

BRI LT RE:

XZ2— AE',%DE’JIﬂLJﬁ?EELo "Ith GitHub X E"H X1F4H
1|:|4u\s BB, RE Telegraf BahHiz1T, AFPHA
/L,\Eglzjtbg 155/ﬁ,§\o

WNRBAFHREISEMESELinux. M ATRESPE LE Telegraf
Podifiia]Kubelnetes¥s = _EAY/proc/1/mountstats 315
B RIEIRS]. 1EREREBIEH B BrunfFil 128,
BEXEZIFMEE, 15BIR OpenShift i BH,

Telegraf ReplicaSet Pod RZTEISE N ETI R eted T3

= 51T, MR ReplicaSet Pod kEEHF—MH S E
17, ,ull—rllﬂl | IXLESER, WELMNE /eted TRES

BERETSNEM, NRE, BER4GENSERNE
Telegraf ReplicaSet , Bl Teleaf-RS 1, 530, 4wiE
ReplicaSet kubectl edit RS ceaaf-rs ... FEE LM
BEANEFEFR. AR, ZEHE5E ReplicaSet Pod

o

IR EBIKubornetesE Bz THYEPod Z 2 5 A& (PSP)
FPodLEAEN(PSA). MATFARE =
AYKubornetes Monitoring Operator, ZFBLU TS B
K3 HPSP/PSAR YA Operator: 1. EH1E fBIAVISIE
iIZEfF: kubect delete agent agent-monitoring-
ngubect NetApp delete ns NetAppiziTkubect delete
crd agents.monitoring.kubec.com kubect delete
NetApp NetApp delete-manager-roole agent-proxy-
roxy-role-metric-reator kubect delete cluster cluster-
manager-rolebingagent-proxy-rolebingagent-
rolebingagent-roleb % 2= Ex H R A B9 ME 4T 1R RT o

1fEBUTHSHRIEBARIE: kubect -n <name-space>
edit agent 2.}%"securtion-policy-enabled"#xig /g
"false"s ﬁi%?fﬁﬁPod;zé%ﬁﬁﬂPodffé)&)\\ Hn
TFRIERHITERE . FRAUTaH<THITHIA: kubectl
get PSP (2 /R~Pod Security Policy Removed)
kubectl get all -n <namespace> grep -i PSP (M ER%
HREMERRE)
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H " ImagePullBackoff"{&i%

FIETEARE MIT IR MRS R « 1T = A Y
RSB,

Operatorfn & =8| fYNet-Observer (Workload Map)
Podfil FCrashLoopBackOfff

PodIEfEOperatoran & = [B] IS T(FAIAE: netapo-

BEEIR AT IRIE:
MRIEEE BE N ERDockerfZFfEE. BifE

¥ Kubornetes Monitoring OperatorEt & J7 1EFfaIR 5!

T, WARESHIMXLREIR, HIEEZHNAXTHEE
/% FArepofit &o

ﬁé’%ﬁiiﬂ?&?ﬁ’%ﬂ’\]iﬁtﬂ\ AR ARRAS A

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl
<monitoring-operator-pod> --all

-n netapp-monitoring logs

—-containers=true
kubectl -n netapp-monitoring logs
<telegraf-pod> --all

-containers=true

XLEPodXT [ F A TS AT MR 14 B9 T 1F th 2 BRET E3E
EERR, B TIRE: -REHP—PodBAE
MIAERIRAZARES, Bla0: --- {"cifEFid": "Your
-enfl Fid". "cCollector cluster-cluster-": "Your -K8s
-cluster-name". "R %": "prod". "level ": "error"

A T

< "msg": "IIERK, FEHE: PWIZkRZA3.10.0{fF &K
NiZhRZ54.18.0". "time": "2022-11-09T08: 23: 08Z"
} ---+Net-observer PodERLinuxR#Zhr 2=/
$94.18.0, {EFA®<"uname -r "B RZAREAS. FHERE
©1i1>=4.18.0

CEKSSER TR EHINENRE, AT ERMHITEHZ

monitoring). BEZEIWH. UIFAZERITIEREREG MEWERS. 22BN ERMSKEE I (NTP)EE £

8iKubeNettStRRYEfAIERHE

Operatorfn & == a] P Y E LENet-observer Pod4tk
FPendingikZs

L& KubernetesIiFiTiRER . HWA
Finputs.prometheus]PIZ B B/RIATARAR: [HTTPEE
IRHEMHF . M\tep.sve.cluster-local:8080/metrics &
Hhttp://kube-state-metrics <namespace>i&REfH
. get \tcp.svc.cluster-local:8080/metrics http://kube-
state-metrics: #4k¥J<namespace><namespace>

. LOOKUP Kupe-state-metrics.tcp.svc.cluster-local:

no s FhEA
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LR B Y (SNTP) A Agentit B4/l _ERIRTE],

Net-observer@—"DemonSet. TEK8sEENEMNT
= EBT—1POD, -2 FATFEFERSHPOD,
RETEEIBI T CPUAENZRRBTHER, HR
TR EBEFRENREFEFCPU,

BE. REETETHEERA_craaf-RS_POD
7£_KSM_PODEmIZHIBEIN. A2EBRIERE. Ff
BPodiz{Tla. XEHENMELE,


http://kube-state-metrics​：​拨​打<namespace><namespace>​：LOOKUP
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)

f_%iﬁﬁ B NEEDPBKubnetes CronJobsUt&E{E{a15
Mo

RERERR. ZIFHIKDS Podi#
ACrashLoopBackOff. #HPODHEIER"su
. authentication failure"(su: S 1PI8IELM),

.JrﬁT:ETelegrafEuq:'E JEEI&HELL/(-F%E-L*lﬁlé\: E!
[agent]%')\;n;Outputs http: POST "\https

. Illace/rest/v1/lace/ingest/EMixdb"BY i §4 :
YEEJJ:Ej‘lEﬂ(<tenant url>,  FRFRLBTEBEY)

i D —LLEHHER volvedobject #iE.

A AKBRH N ISITIRIERPoJIEEIETT. — %
JINetApp-Cl-monitoring operator-Pod <pod>. 55—
4 amonitoring operator-Pod? <pod>

FBIKubbernetesE 4 ESMZ LA Data Infrastructure
InsightiR &5

@i T

grep event-exporter

sed 's/event-exporter./event-exporter/”

Ilt 2 FRRZ 79 "NetApp-Cl-event-exporter "¢ "event-
exporter, ¥EF TR, HEBHIERIE kubectl -n
netapp-monitoring edit agent, Fi&Elog_file
E, URRE E—FSPIRBINENSEHFHEEPOD
B, BEAEMMIT, log_filei&E
J9"Ivar/log/containers/NetApp-Cl-event-exporter .log"
I} "/var/log/containers/event-exporter . log"

fluent-bit:

- name: event-exporter-ci

substitutions:

- key: LOG_FILE

values:

- Ivar/log/containers/netapp-ci-event-exporter.log

B, BETLEE BT EEEAE,

BRI LT RE:

IIFERIKubberneteshRAS(BP kubectl version)s
MRBV1.20. xHBIRARA. NXZFAHARIR,
fEKubernetes Monitoring OperatorZfZfIKube-state-
metricshRZs1X 3z #5v1.cronjob. X FKubernetes 1.2.x%
BERARA. cronJobZIR{iFv1beta.cronJob, H

Ilt. Kube-state-metrics3{AE|cronJobi&Ro

#mi8_AgentConfiguration HRY"$FRI K "2y, F
# dockerMetricCoIIectionEnabled"ix%?ﬂfalse0 ax
FAER, BSRIEERN TEE RN FE: .

-Z#F: Docker run-mode: - DemonSet
Bt N -X¥ZF: Docker UNIS sdoc_ s fiI
T {&: UNIX: ///run/Docker, sk......

w35 _AgentConfiguration_ FREY"HFHIK" 2R3, FH
¥ outputTimeout 1EZINE107), BXIFHAER, S
FRER Y AL E R

HIREIRIR LARER D RS BFHITIR(E TR

H2023FE10812H#C. Data Infrastructure Insight¥$iz
N FEHTTEN. UBIFAARRS;, ExeXAX
LTERIRIEZEER. SR ZEEHT,

OREMFHEEPodRIRTR:

"kubectl -n netapp-monitoring get
pods

awk {print $1}'

FAMKubenetes B iT12ER B ERPODREZ R EM
BRH.
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a] A ;

BXIEZEIEMCPUN/FARERFINER. 15
DlKubornetes Monitoring Operator"fif & 17£17 ",

4*?5% i:_F E:j:)'_\'i;r )Iklt_.\o 1@5&1&[@6%&?@%\ iE
[E]NetApp-Cl-Kube-state-metrics Pod,

SR FEEPod,

&2 Operator agentconfiguration 3% event-exporter
maxEventAgeSonds(f5Ig. 60%Y). event-exporter
kubeQPS(f5I30. 100)F1_event-exporter kubeBurst _(
0. 500)1@2'7][@]0 BEXXLAERNE ZIFHE
B BB BRI TIH,

SUENNEKBIRER ST = Telegraff] BiE NIFHIFR
Hlo WIRAFBEMES]. BEHRNLMORIBEEH

& _Unproted_1&EH_true, XFF1ERTelegraf f=1d T
BYENAER. HTFREZNNZ R RERIRTIHERE.

ALX eI fE T REZ 2N, BERFELEATNEBIE
RFHIFEFRIT. BX_UnprotECE_FCEIXTAYE

ZIFMER. FBRA TLE S T,

3 FKubnetesiziTiRER. XEEEHERARTER
/ur] _.I-L/Lﬁ&’b\i{ﬂu_.\mgo jz% ‘m_.[uiﬁ
EHAgentConflguratlonEF'E’J"tendraf"“l!ﬁj\ F¥ runDs

TH KB Atrue, BRIFMEER, BERIREFREE
I,
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BRI LT RE:

TR/ D BRG AR B T = S BINetApp-Cl-Kube-state-
metrics PodTo A Boha /E&MLE. IMTE. StatefulSet
215517, FBEEEEHNKRNFFNetApp-CI-KUE-
STATE-MErics Pod,
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sudo sysctl
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sudo sysctl
fs.inotify.max user watches (take

note of setting)

sudo sysctl
fs.inotify.max user watches=<somet
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fs.inotify.max user instances=<so
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fs.inotify.max user watches=<some
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AgentConfiguration3 {477

LUF2_AgentConfiguration_ {47341,

iR

change-obSt & Zl-Watch—DSHIFINE E, NIRRT
BTHR. Tffl: " {key: tint1. operator: exists

. effect: NoSchedule} . {key: tint2. operator

. exists. effect: NoExecute} "

apiVersion: monitoring.netapp.com/vlalphal

kind: AgentConfiguration

metadata:
name: netapp-ci-monitoring-configuration
namespace: "netapp-monitoring"
labels:

installed-by:

spec:

nkmo-netapp-monitoring

# # You can modify the following fields to configure the operator.

# # Optional settings are commented out and include default values for

reference

o

To update them, uncomment the line, change the value, and apply

the updated AgentConfiguration.

agent:

t

[Required Field] A uniquely identifiable user-friendly

clustername.

# # clusterName must be unique across all clusters in your Data

Infrastructure Insights environment.

clusterName: "my cluster"

# # Proxy settings.

The proxy that the operator should use to send

metrics to Data Infrastructure Insights.

# # Please see documentation here: https://docs.netapp.com/us-

en/cloudinsights/task config telegraf agent k8s.html#configuring-proxy-

support

# proxy:

#

H H= H H H= H H

server:
port:

NOProxy:

username:

password:
isTelegrafProxyEnabled:
isFluentbitProxyEnabled:

isCollectorsProxyEnabled:
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# # [Required Field] By default, the operator uses the CI repository.
# # To use a private repository, change this field to your repository
name.

# # Please see documentation here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: 'docker.cOl.cloudinsights.netapp.com'

# # [Required Field] The name of the imagePullSecret for dockerRepo.

# # If you are using a private repository, change this field from
'netapp-ci-docker' to the name of your secret.

dockerImagePullSecret: 'netapp-ci-docker'

# # Allow the operator to automatically rotate its ApiKey before
expiration.

# tokenRotationEnabled: 'true'

# # Number of days before expiration that the ApiKey should be
rotated. This must be less than the total ApiKey duration.

# tokenRotationThresholdDays: '30'

telegraf:
# # Settings to fine-tune metrics data collection. Telegraf config
names are included in parenthesis.
# # See
https://github.com/influxdata/telegraf/blob/master/docs/CONFIGURATION.md#a
gent

# # The default time telegraf will wait between inputs for all plugins
(interval) . Max=60

# collectionInterval: '60s'

# # Maximum number of records per output that telegraf will write in
one batch (metric batch size).

# batchSize: '10000"

# # Maximum number of records per output that telegraf will cache
pending a successful write (metric buffer limit).

# bufferLimit: '150000'

# # Collect metrics on multiples of interval (round interval) .

# roundInterval: 'true'

# # Each plugin waits a random amount of time between the scheduled
collection time and that time + collection jitter before collecting inputs
(collection jitter).

# collectionJitter: '0Os'

# # Collected metrics are rounded to the precision specified. When set
to "0Os" precision will be set by the units specified by interval
(precision) .

# precision: '0Os'

# # Time telegraf will wait between writing outputs (flush interval).



Max=collectionInterval

# flushInterval: '60s'

# # Each output waits a random amount of time between the scheduled
write time and that time + flush jitter before writing outputs
(flush jitter).

# flushJitter: '0Os'

# # Timeout for writing to outputs (timeout).

# outputTimeout: '5s'

# # telegraf-ds CPU/Mem limits and requests.

# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/

# dsCpulLimit: '750m’

# dsMemLimit: '800Mi'

# dsCpuRequest: '100m’

# dsMemRequest: '500Mi’

# # telegraf-rs CPU/Mem limits and requests.

# rsCpulLimit: '3'

# rsMemLimit: '4Gi'

# rsCpuRequest: '100m'

# rsMemRequest: '500Mi’

# # Skip second run of processors after aggregators
# skipProcessorsAfterAggregators: 'true'

# # telegraf additional tolerations. Use the following abbreviated
single line format only.

# # Inspect telegraf-rs/-ds to view tolerations which are always
present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# dsTolerations: ''

# rsTolerations: "'

# If telegraf warns of insufficient lockable memory, try increasing
the limit of lockable memory for Telegraf in the underlying operating
system/node. If increasing the limit is not an option, set this to true
to instruct Telegraf to not attempt to reserve locked memory pages. While
this might pose a security risk as decrypted secrets might be swapped out
to disk, it allows for execution in environments where reserving locked
memory 1s not possible.

# unprotected: 'false'

# # Run the telegraf DaemonSet's telegraf-mountstats-poller container
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in privileged mode. Set runPrivileged to true if SELinux is enabled on
your Kubernetes nodes.

# runPrivileged: '({{
.Values.telegraf installer.kubernetes.privileged mode }}'

# # Set runDsPrivileged to true to run the telegraf DaemonSet's
telegraf container in privileged mode

# runDsPrivileged: '{{
.Values.telegraf installer.kubernetes.ds.privileged mode }}'

=+

# Collect container Block IO metrics.
# dsBlockIOEnabled: 'true'

=

# Collect NFS IO metrics.
dsNfsIOEnabled: 'true'

=

# # Collect kubernetes.system container metrics and objects in the
kube-system|cattle-system namespaces for managed kubernetes clusters (EKS,

AKS, GKE, managed Rancher). Set this to true if you want collect these

metrics.
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# managedK8sSystemMetricCollectionEnabled: 'false'

# # Collect kubernetes.pod volume (pod ephemeral storage) metrics.
Set this to true if you want to collect these metrics.
# podVolumeMetricCollectionEnabled: 'false'

# # Declare Rancher cluster as managed. Set this to true if your
Rancher cluster is managed as opposed to on-premise.
# isManagedRancher: 'false'

# # If telegraf-rs fails to start due to being unable to find the etcd
crt and key, manually specify the appropriate path here.

# rsHostEtcdCrt: '

# rsHostEtcdKey: ''

# kube-state-metrics:
# kube-state-metrics CPU/Mem limits and requests.
cpuLimit: '500m’'

#

#

# memLimit: '1Gi'

# cpuRequest: '100m'
#

memRequest: '500Mi’

# # Comma-separated list of resources to enable.

# # See resources in https://github.com/kubernetes/kube-state-
metrics/blob/main/docs/cli-arguments.md

# resources:
'cronjobs, daemonsets,deployments, ingresses, jobs, namespaces, nodes,persisten



tvolumeclaims, persistentvolumes, pods, replicasets, resourcequotas, services, s
tatefulsets'

# # Comma-separated list of metrics to enable.

# # See metric-allowlist in https://github.com/kubernetes/kube-state-
metrics/blob/main/docs/cli-arguments.md

# metrics:
'kube cronjob created, kube cronjob status active,kube cronjob labels, kube
daemonset created, kube daemonset status current number scheduled, kube daem
onset status desired number scheduled, kube daemonset status number availab
le, kube daemonset status number misscheduled, kube daemonset status number
ready, kube daemonset status number unavailable, kube daemonset status obser
ved generation, kube daemonset status updated number scheduled, kube daemons
et metadata generation, kube daemonset labels,kube deployment status replic
as, kube deployment status replicas_available, kube deployment status replic
as_unavailable, kube deployment status replicas updated, kube deployment sta
tus observed generation, kube deployment spec replicas, kube deployment spec
_paused, kube deployment spec strategy rollingupdate max unavailable, kube d
eployment spec strategy rollingupdate max surge, kube deployment metadata g
eneration, kube deployment labels, kube deployment created, kube job created,
kube job owner, kube job status active,kube job status succeeded, kube job s
tatus failed, kube job labels,kube job status start time, kube job status co
mpletion time, kube namespace created, kube namespace labels, kube namespace
status phase, kube node info, kube node labels, kube node role, kube node spec
_unschedulable, kube node created, kube persistentvolume capacity bytes, kube
_persistentvolume status phase, kube persistentvolume labels, kube persisten
tvolume info, kube persistentvolume claim ref, kube persistentvolumeclaim ac
cess mode, kube persistentvolumeclaim info, kube persistentvolumeclaim label
s, kube persistentvolumeclaim resource requests storage bytes, kube persiste
ntvolumeclaim status phase, kube pod info, kube pod start time, kube pod comp
letion time, kube pod owner, kube pod labels, kube pod status phase, kube pod
status ready, kube pod status scheduled, kube pod container info, kube pod co
ntainer status waiting, kube pod container status waiting reason, kube pod c
ontainer status running, kube pod container state started, kube pod containe
r status terminated, kube pod container status terminated reason, kube pod c
ontainer status last terminated reason, kube pod container status ready, kub
e pod container status restarts total, kube pod overhead cpu cores, kube pod
_overhead memory bytes, kube pod created, kube pod deletion timestamp, kube p
od init container info, kube pod init container status waiting, kube pod ini
t container status waiting reason,kube pod init container status running, k
ube pod init container status terminated, kube pod init container status te
rminated reason, kube pod init container status last terminated reason, kube
_pod init container status ready, kube pod init container status restarts t
otal, kube pod status scheduled time, kube pod status unschedulable, kube pod
_spec_volumes persistentvolumeclaims readonly, kube pod container resource

requests cpu cores, kube pod container resource requests memory bytes, kube
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pod container resource requests storage bytes, kube pod container resource
requests ephemeral storage bytes, kube pod container resource limits cpu co
res, kube pod container resource limits memory bytes, kube pod container res
ource limits storage bytes, kube pod container resource limits ephemeral st
orage bytes,kube pod init container resource limits cpu cores, kube pod ini
t container resource limits memory bytes,kube pod init container resource
limits storage bytes,kube pod init container resource limits ephemeral sto
rage bytes,kube pod init container resource requests cpu cores, kube pod in
it container resource requests memory bytes,kube pod init container resour
ce requests storage bytes,kube pod init container resource requests epheme
ral storage bytes, kube replicaset status replicas, kube replicaset status r
eady replicas, kube replicaset status observed generation, kube replicaset s
pec replicas, kube replicaset metadata generation, kube replicaset labels, ku
be replicaset created, kube replicaset owner, kube resourcequota, kube resour
cequota created, kube service info, kube service labels, kube service created
, kube service spec type, kube statefulset status replicas, kube statefulset
status replicas current, kube statefulset status replicas ready, kube statef
ulset status replicas updated, kube statefulset status observed generation,
kube statefulset replicas,kube statefulset metadata generation, kube statef
ulset created, kube statefulset labels,kube statefulset status current revi
sion, kube statefulset status update revision, kube node status capacity, kub
e node status allocatable, kube node status condition, kube pod container re
source requests, kube pod container resource limits,kube pod init container

_resource limits,kube pod init container resource requests'

# # Comma-separated list of Kubernetes label keys that will be used in
the resources' labels metric.

# # See metric-labels-allowlist in https://github.com/kubernetes/kube-
state-metrics/blob/main/docs/cli-arguments.md

# labels:
'cronjobs=[*],daemonsets=[*],deployments=[*], ingresses=[*], jobs=[*], namesp
aces=[*],nodes=[*],persistentvolumeclaims=[*],persistentvolumes=[*], pods=]
*]1,replicasets=[*], resourcequotas=[*],services=[*],statefulsets=[*]"

# # kube-state-metrics additional tolerations. Use the following
abbreviated single line format only.

# # No tolerations are applied by default

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecutel}'

# tolerations: ''
# # kube-state-metrics shards. Increase the number of shards for
larger clusters if telegraf RS pod(s) experience collection timeouts

# shards: '2"

# # Settings for the Events Log feature.



# logs:

# # Set runPrivileged to true if Fluent Bit fails to start, trying to

open/create its database.
# runPrivileged: 'false'

# # If Fluent Bit should read new files from the head, not tail.

# # See Read from Head in
https://docs.fluentbit.io/manual/pipeline/inputs/tail

# readFromHead: "true"

# # Network protocol that Fluent Bit should use for DNS: "UDP" or
"TCP" .
# dnsMode: "UDP"

# # DNS resolver that Fluent Bit should use: "LEGACY" or "ASYNC"
# fluentBitDNSResolver: "LEGACY"

# # Logs additional tolerations. Use the following abbreviated single

line format only.

# # Inspect fluent-bit-ds to view tolerations which are always
present. No tolerations are applied by default for event-exporter.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# fluent-bit-tolerations: ''

# event-exporter-tolerations: ''

# # event-exporter CPU/Mem limits and requests.

# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/

# event-exporter-cpulimit: '500m'

# event-exporter-memLimit: '1Gi'

# event-exporter-cpuRequest: '50m'

# event-exporter-memRequest: '100Mi'

=

# event-exporter max event age.

# # See https://github.com/jkroepke/resmoio-kubernetes-event-exporter

# event-exporter-maxEventAgeSeconds: '10'

# # event-exporter client-side throttling

# # Set kubeBurst to roughly match your events per minute and
kubeQPS=kubeBurst/5

# # See https://github.com/resmoio/kubernetes—-event-
exporter#troubleshoot-events-discarded-warning

# event-exporter-kubeQPS: 20

# event-exporter-kubeBurst: 100
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# # fluent-bit CPU/Mem limits and requests.

# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources—-containers/

# fluent-bit-cpulLimit: '500m’

# fluent-bit-memLimit: '1Gi'

# fluent-bit-cpuRequest: '50m'

# fluent-bit-memRequest: '100Mi'

# By default, the Fluentbit DaemonSet will mount the /var/log and
/var/lib/docker/containers host paths to access/read the

# Kubernetes container logs. If Kubernetes has been configured to
place container logs in a non-default location, use

# this option to modify the Fluentbit DaemonSet to mount the non-
default path.

# fluent-bit-containerLogPath

# # Settings for the Network Performance and Map feature.
# workload-map:
# # netapp-ci-net-observer-14-ds CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/
# cpuLimit: '500m'
# memLimit: '500Mi'
# cpuRequest: '100m'
# memRequest: '500Mi’

=

# Metric aggregation interval in seconds. Min=30, Max=120
# metricAggregationInterval: '60'

# # Interval for bpf polling. Min=3, Max=15
# bpfPollInterval: '8

# # Enable performing reverse DNS lookups on observed IPs.
# enableDNSLookup: 'true'

# # netapp-ci-net-observer-14-ds additional tolerations. Use the
following abbreviated single line format only.

# # Inspect netapp-ci-net-observer-14-ds to view tolerations which are
always present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# l4-tolerations: ''

# # Set runPrivileged to true if SELinux is enabled on your Kubernetes
nodes.
# # Note: In OpenShift environments, this is set to true
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automatically.
# runPrivileged: 'false'

# change-management:
# # change-observer-watch-rs CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources—-containers/
# cpulimit: '1'
# memLimit: '1Gi'
# cpuRequest: '500m'
# memRequest: '500Mi’'

# # Interval after which a non-successful deployment of a workload
will be marked as failed, in seconds
# workloadFailureDeclarationIntervalSeconds: '30'

# # Frequency at which workload deployments are combined and sent, in
seconds
# workloadDeployAggrIntervalSeconds: '300'

# # Frequency at which non-workload deployments are combined and sent,
in seconds

# nonWorkloadDeployAggrIntervalSeconds: 'l5'

# # A set of regular expressions used in env names and data maps whose
value will be redacted

# termsToRedact: '"pwd", "password", "token", "apikey", "api-key",
"api key", "jwt", "accesskey", "access key", "access-key", "ca-file",
"key-file", "cert", "cafile", "keyfile", "tls", "crt", "salt",

".dockerconfigjson", "auth", "secret"'

# # A comma separated list of additional kinds to watch from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"authorization.k8s.io.subjectaccessreviews"'

# additionalKindsToWatch: ''

# # A comma separated list of additional field paths whose diff is
ignored as part of change analytics. This list in addition to the default
set of field paths ignored by the collector.

# # Example: '"metadata.specTime", "data.status"'

# additionalFieldsDiffToIgnore: ''

# # A comma separated list of kinds to ignore from watching from the

default set of kinds watched by the collector
# # Each kind will have to be prefixed by its apigroup
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# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

# kindsToIgnoreFromWatch: ''
# # Frequency with which log records are sent to CI from the collector

# logRecordAggrIntervalSeconds: '20'

# # change-observer-watch-ds additional tolerations. Use the following
abbreviated single line format only.

# # Inspect change-observer-watch-ds to view tolerations which are
always present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# watch-tolerations: ''
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Summary . order
Netwark + B v B
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®
order Go to Asset Page
- uSers
order-posigres

HE. B L3THFFAEE S EER. BEIiEEE Summary . _Network B{_Pod & Storage &I,

frontend

Go to Asset Page Last 3 Hours »

Summary Network Pods & Storage
Metwork Activities - Inbound (1) B
src_workload... src_namespace src_workload_...  throughpu... | connections_t...  latency_rtt (ms) tcp_retransmit...
netapp-fitnes...  locust Deployrment 14,193,748.78 653.19 3.74 2,578.00
Network Activities - Outbound (4) B
. dst_workloa... dst_namespace dst_workload_... throughpu... | connections_t...  latency_rtt (ms) tcp_retransmit...
: catalog netapp-fitness-... Deployment 14,166,417.02 2,425.07 149,37 13,850.00
cart netapp-fitness-... Deployment 12,479.90 633.97 65.10 0.00
order netapp-fitness-... Deployment 4,515.16 161.34 65.07 0.00

' ra ~ [ ~w e w———— e e

Bfa. 1%EF Go to Asset Page BFTH TIEAEHAEMEA~E R H,
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Metdpp PCS Sa... [ Kubermetes @‘\ d-dema-ot / @ netapp-fitness-.. @l frookend

Filter By 7]

2 2 2 0 Namespace Type Date Created
A netapp-fitness-store-01 Deployment Apr11,2023 11:34 AM
Up-to-date  Unavailable
Pods: Current | Desired

Labels

26_0mc 0.17cie 0.00gis

Mamory Total PVC Capacity claimed
179 359 17%
ws. Limit vs. Request vs. Limit
L300 mc) 0.50 GiEj 1.00 GiB
) ’\/\_\/\/\,’z\/\ . /\A’\_/\/\‘—/\/\
o o
24 May 12:00 FM 24 May 1200 FM
= Request = Limit = Request = Limit
Highest CPU Demand by Pod Highest Memory Demand by Pod
132.76m: frontend-7...5f8f-284kb 0.02GiB frontend-T..2f6f-284kb
127.55m frontend-7..578F-gd8mk 0,08 GiB frontend-T...5f8f-gd3mk
Pods (2)
PodName T Status Healthy Containers cpu_usage_nanocores {mc) memory_rss_bytes [GiB)
frantend-Ticed3fEf284kb Heslthy Running toft 132 0.08
frontend-Ticcdsfaf-gddmbk Heslthy Running 1ofi 128 0.0%

Kubnetes T E 9 #7

KubnetesZE BN AR T — T — A UAE. BTEBKSSHIRIRMEE, TR

ENEMF I, EEIRESH. ERIIRES M EIBNREEE. FRHHESK8sRSS.

B ZR MR BRI TR A SRR R EX,

LB’

* TSP KubnetesiF i, AR TFRBERYNERT AL, TESMETRE—DPERREBNX
BTERENETRRNEEER. MTAMTEIX—®&. XAEATHESKubbernetes FEH1TA
FEHERR

EEFEKubernetesTE . 1BFANE)* Kubernetes > E
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ok Dec 14, 2023

NetApp Cloud Insights Demo / Kubernetes / Change Analysis 10-29 AM - 10:36 AM

Filter By = Kubernetes Cluster ci-demo-01 » X MNamespace netapp-fitness-store-01 » X Workload Name frontend

~x@e

Kind Health Pods Storage Labels
Alerts As o 2 Deploys 01 0 Deployment Unhealthy 22 o 5
Timeline Reset Zoom  Bucket: 20 seconds
. @ frontene > m
[ ] @ catalog > ] 00 De— e
W
1 1 1 1 I 1 1 1 1
10:30 AM 10:31 AM 10:32 AM 10:33 AM 10:34 AM 10:35 AM 10:36 AM 13T AM 10:38 AM
Compare to: @ Changes Last updated 12/14/2023 1:29:55 PM
Type Summary Start Time Duration Triggered On : name Status
Workloads
© AL-z79510 Workload CPU Throttling 12/14/2023 10:35:00 AM Deployment: Active
|| order catalog
frEnaEs anc0 ens 0 Deploy 5 attributes changed 12/14/2023 10:30:01 AM 5minutes Deployment: Complete
catalog
catalog
4 Chariges and 18 Alerts @ AL-279476 Workload Network Latency-  12/14/2023 10:04:00 AM 27 minutes Deployment: Resolved
RTT High frontend
[ point-of-sale A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM 1minute Deployment: Resolved
Changes and 4 Alzrty catalog
Kubernetes Resources A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM Deployment; Active
catalog
|7 Mamespace (8} " .
A AL-279897 Workload CPU Throttling 12/14/2023 10:28:00 AM 1 minute Deployment: Resolved
8 Changes and B Alens
catalog

RX)

—
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—_
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E=RYE AL
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1

it
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Filter By - Kubernetes Cluster =~ stream-54 ¥ X Namespace | kube-system X ¥ |X - Workload Name = coredns

xBEe

Kind Health Pods Storage Labels
0 8 0 0
dleit o ety Deployment Healthy 171 0 3
Timeline Bucket: 6 minutes
Wil AR S AR SRR A R . N 000
I ' | | ' 1 i i 1 ) ' '
12:30PM 12:45PM L1:.00 PM LI1SPM L30PM 1:A45PM 2:00 PM 215PM 230 PM 2:45PM 3:00PM 3:15PM
Compare to: @ Changes Last updated 11/28/2023 3:17:05 PM
Type Summary Start Time Duration Triggered On : name Status
O AL-2982983 once Workload Down copy ~ 11/28/2023 3:07:00 PM 1 minute Deployment: Resolved
coredns
© 212982989 once Workload Down copy  11/28/2023 3:07:00 PM Deployment: Active
coredns
© AL-2932887 once Workload Down copy ~ 11/28/2023 3:01:00 PM 1 minute Deployment: Resolved
coredns
© A1-2982837 once Workload Down copy ~ 11/28/2023 3:01:00 PM Deployment: Active
coredns
O AL-2982782 once Workload Down copy ~ 11/28/2023 2:57:00 PM 0 milliseconds Deployment: Resolved
coredns
© A1-2982782 once Workload Down copy ~ 11/28/2023 2:57:00 PM Deployment: Active
coredns
O AL-2982441 once Workload Down copy ~ 11/28/2023 2:32:00 PM 1 minute Deployment: Resolved
coredns
O AL-2982441 once Workload Down copy ~ 11/28/2023 2:32:00 PM Deployment: Active
coredns

(FSES/S

TENKIE T ABTZERANETRSR. ENEERYEE

HMEE),

R, BNEFR Active_alerts. 15 /"Status"IRE Tfikas. AFIEF"Active”s

As ©17

Alerts

LEAAE S EREBERS. BiE. RWAERE R _started_.

E. FR"Status"& B ImiLes. JAGIEE " Filed"s

Oz s

Deploys

HEEF B35 _Active iR f1_B R &

_complete_#_failedZBERIITE. BEXEE_failedSp

TP RERRZVFBTINIEAH. SN TEAESINABRFTRRASZIEMEBEXNERE, 25T
{ECA I FEE AT S B 2R 44 (Kubernetes Explorer).

EKHMKR(TEAHMRE)HAEDITEHET).
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Changes and Alerts
Change Analysis (here]

Infrastructure
Kubermetes Exmilorer

Dependency and Flow
Workload Map

Log Analysis
Event Logs
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€ Deploy Failed

Summary

Start Time
10/18/2023 2:40:01 PM

Triggered On

@ ci-demo-01 »

End Time

10/18/2023 2:50:02 PM

Triggered On : kind

Deployment

@ netapp-fitness-store-01 >

@ billing-accounts »

Failure Detail

Reason For Failure

Duration

10 minutes

ProgressDeadlineExcesded - ReplicaSet "billing-accounts-6ddc7df546" has timed out progressing,

Message
Failed deploy

Changes (2)

Attribute Name

spec.template.spec.containers]
0].image

metadata.annotations.deploy
ment.kubernetes.io/revision

All Changes Diff

Associated Events

EventLogs

Previous

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.0

2064

MNew

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.09

2965

Etf. EFERAEHEXERNOFAEE. BEMAERN SRR UM ERER AN ELHNER.

-
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