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TRV HERERBAX ONTAP API IE AR, XBEFE—NEHEIBKE, HEBLERNR,
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1. Feazai, EATER Administrator kP& REI ONTAP , FBEMIEA diagnostic-level commands,
2. FRAUTHSERRIRAR,

security login role create -role ci readonly -cmddirname DEFAULT -access
readonly

security login role create -role ci readonly -cmddirname security
-access readonly

security login role create -role ci readonly -access all -cmddirname
{cluster application-record create}

3. FERUTHESERRIEMAF, HIT create i, RARKRRERALLEFHZE,

security login create -username ci user -application ontapi
—authentication-method password -role ci readonly

YNERER AD/LDAP K, MIEE<R A

security login create -user-or-group-name DOMAIN\aduser/adgroup
-application ontapi -authentication-method domain -role ci readonly

IR B E B STIANEHE :

security login rest-role create -role ci readonly rest -api
/api/network/ethernet -access readonly

security login create -user-or-group-name ci user -application http
—authmethod password -role ci readonly rest

ERNAENARERERN TR, KirmtrIse=EmRE:



BEEHEER

IR HIRIRER HINER, BEIRRITIUTIRIE:

L

B R TRIE:

Role Command/ Access
Vserver Name Directory Query Level

clusterl ci readonly DEFAULT read only
clusterl ci readonly security readonly

clusterl:security login> show

Vserver: clusterl

Authentication Acct

UserName Application Method Role Name

ci user ontapi password ci readonly

Locked

YR ONTAPIHIRIIEHIIRBEARIERM. MData Infrastructure Insight RESTIHERIBER K. MM
@ HREHIELITIR, Fla. NREELHIEEMIEERAR WSS EBA T ZIhEE. BRHKED
BEONTAP LHIAR. MIRERKK, Lo WMRFEFEEONTAPLEX ARG, MEER

INREST APIZhEE. EHMRRE _http_ARINEILEAEH,

HEU 401 HTTP MARZER 13003 ZAPI $EiR1KE3, ZAPI &R P BE IR RR,
BE " IR " 5 " RIS S

SBHRANTF 8.1 EBTIFNRRRARN 8.1 o AR ZIFMN RTINS,

ZAPI R[] "cluster role is not cluster_mgmt LIF" AU RFESEEEIE IP #1TBE. 0T IPHRESFE
B AHM P

IR " AEEF 7 B 7EEsE NRFERILEIRENEESS R I 7 IR 7E(E2s, NITTRES
REXMIER, 5 IP BXONIEMA cdot 8,

FiXfE, ZAPI 6S%KK AU SE£EHBEHINRE, MEMLS, mOSH IP i

AU Foi&iBid HTTP &#2El ZAPI

WBELM, FHEI SSLException

it BAENZIEM AU HBENIEL1TIETH <,

W& ZAP| iR ERERAXA, 1R AU Zidm SSL

ERFREMA, WEEHRW.

AU EEEZRIRAFfEEE LR AR R IX SSL . 1

& ZAP| isZ21EX SSL R 2 fEAH MR,



1= BRI LT RE:

HMEZEIR: ZAPI MNAYEIRMCEER 13001 , " ¥ EWL, mEASH IP k. BRIENEIM AU It
BERITF " ZAPI 812134 60 , MBS "API &k BN NG LITETHS

RBY5ERY " ZAPI IR &2 "initialize_session ()

ReturnD NULL environment " ZAPI 41245525 14007

, MRZE2E "Node is not healthy"

£33
E] . BRI TRME:
FTEM ZAPI WS ERE " $HIR XEEREN RS RET. EEITTRESHUT

<. > system node systemshell -node *
-command "spmctl -h cmd — stop ; spmctl -h cmd —
exec

BXHMER, BN SZH NEE SRR ESE IR

NetApp ONTAP REST#UEUREE S

ZEGREUE LR FER REST APl B MIZITONTAP 9.14.1 NESRAHNTEZERSHFEVE
@\ EMS EIL:\*D &L\b*&?go ijaZEﬂHHﬁZKEIJONTAP%éﬁ) -lﬁﬁﬁaga: ZAPI E’J“NetApp
ONTAPEURE BN A I G288 EY,

ONTAP RESTUWER AT AT ERLATETONTAPIRURESS, Hlt. WESIRSMFEITEIRETZIE
@ E2F. BXONTAPIFIRESTZ BIERHIFMEE. 1HEI"ONTAP 9.14.1 ONTAPIZ|RESTHIR%L
EIR =R

E:PN
BB R SRR E RN RN T

* B RESIHIR R BRI RARINAFKA . HEE. IRFNRESTRF/ ARNEEEEINIR,

° MIhge bR, BUEEMZBRMRARNETERHIRENER. EEBONTAPETEM. FE—LEEAKIR. 15
S TEN_KFRREEET .

* ONTAP 9.14. 15 E = k4o
IwROAEK: 443
BRNRRYERE

R FIF SRR IR TAZRAIONTAPE BIREM K I TSR ONTAPITH 2. FALLE iR ESESRECER S
PR A B AERIH SR SIERE R,

BESBRNBIEEMZENSER DS EBAMIK, . BEAEHEEEESRAR /B EREIONTAP, A
EONTAPARSS 28 LIHITIA Fan<:

1. FFeaZ R, BATER Administrator P &R E| ONTAP , HEME A diagnostic-level commandso
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2. {FRIEE A _admin_KVserverfI R iR, EIGEELGSHERILLRZR,

vserver show -type admin

. ERUTHLEIZAR:

security login rest-role create -role {role name} -api /api -access
readonly

security login rest-role create -role {role name} -api
/api/cluster/agents -access all

vserver services web access create -name spi -role {role name} -vserver
{vserver name as retrieved above}

3. ERALUTHLIZRIBMAP. BT create B</E, RARRTERMALARNEL, BEIE. EUTHS
F. BAMTREABIKEETRN_Cl_readonly _, IREE LARPEIRCIZET — M2 AERAE. BRALE
EX AR,

security login create -user-or-group-name {username} -application http
-—authentication-method password -role {role name}

WEREA AD/LDAP M, NS

security login create -user-or-group-name DOMAIN\aduser/adgroup
-application http -authentication-method domain -role ci readonly

ERNBENBRERERBN TR LRt rIsgsBrARR:



security login

rest-role show

-vserver <vserver name> -role restRole

Role Access
Vserver Name API Level
<vserver name> restRole /api readonly
/api/cluster/agents all

2 entries were displayed.

security login show -vserver <vserver name> -user-or-group-name restUser

Vserver: <vserver name>
Second
User/Group Authentication Acct
Authentication
Name Application Method Role Name Locked Method
restUser http password restRole no none
MREE, EAILUCE spi AEYIR:
**Vserver:> vserver services web access show -name spi
Vserver Type Service Name Role
<vserver name > admin spi admin
<vserver name > admin spi csrestrole

2 entries were displayed.**

T

EMICHIBIONTAP (ontapi)2IEUNEE 25T 2 EIFTRIONTAP RESTURE 2. 1BHITLUTIRIE:
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AINRESTU SRR, BIBMANBAFRERESN E—MESREENAFAR. . R LENRED RIS
THRAF

2. HE E—PURERRR. FEFBHREREIIE,
3. ILFTHIRESTIREE SR RELIEE L3008, RRIEIEAEIAR BN ER "B EREIE.

4. KREHEE. FBERESTURER S M LR E SR,

MRFE.

BNIZ=EBFIBIERFRE.
Ea A AEERE IR AR E—UkERES,
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 IEHISMEE TN B EX BB AL AR ZNESE, XF 7- EBXEEUTABIEE:
° "api-*" : {EALLESEILIE OnCommand Insight $117FiE NetApp 7£0# API 855,
° "login-http-admin" : FALLE<L A LA OnCommand Insight 3@ HTTP ZE1% ] NetApp 71,

° "security-api-vfiler" : fEALLEFS A LAE OnCommand Insight #11T NetApp 7Zfi& APl < RI0Z vFiler
BITER.

° "cli-options" : ALK A IRENIFiE RF0IEDL,

° "CLI-LUN" : FRXLRSUEE LUN . 2R E LUN I LUN 2REPRE (LUN BBER, K/, B/
RAVRSHMEZRE) -

° cli-df . fELLEDR] 2R o] A =IE),
° cli-ifconfig : ERALLEF <A ERZEOM IP ik,

&

FE BirA

EERZAHAE NetApp ZERFHY IP it e R EHZ
BR& NetApp FERFAMAF E

=53 NetApp ZiERFZRED

SE P HA Boxd T madtit HA EExd 5 B9 IP ik e 2 PRE A
£8P HA R B RAR & HA Bo3 5 B &

B HA BC X2 2R RS

HA BC3t 15 R BV Z2E

SRECE

FE WiER

ARRIERE (%) FRE BEIBBYEIRR. FRINMEAN2090 $H.

JES it HTTPS ¢ HTTP & B/ RE IR0

BEEERO RN, BEAEREEFRPIIIANED, S

PEaeRImEIRE (7))

FiERpER

NEfERRERE RO
PEaE Iz [BlRVBdiE]ElfR. RAINEI300%,

BR T ER L EIERERNINNEERRA R 29, EIERTLIEETE NetApp FHEAZ ENAFEEEENR, UEL

IEULER 2R PTLAM NetApp 72 R A IRENEIE.

BiEET NetApp FHERS:, FEERINEFEARSAFAENE pfiler FHEER A HE MU T FHRMA:

* AR AIITF viiler0 (1R7EfE28 /pfiler ) Lo
FRERKEERESE pfiler BYKEMN,

* LT LEX T RFATIEE:
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° "API"—*: {FERItf<RIfEData Infrastructure InsightHl1TFIE NetAppEEAPIER <,
EfF ZAPl , FTEFALGHES,

° login-http-admin: fEMALLIEIA] 2 Data Infrastructure Insighti@EHTTPZEZEINetAppiEfit. EfEH
ZAP| , EEFERALtHS,

° secure-API-Vfiler: {FF It < A ELHIBRREMZIMER ST 1TNetAppEiEAPIdE 2 KL RviilerB TE Eo
° cli-options : FF "options" #5<, FAFESXT IP BB AIFrIE,.

° "CLI-LUN" : FRXLRSUEE LUN . 2R E LUN I LUN ZREPRE (LUN BBER, K/, B/
AR SHMEZRE) -

° cli-df : FBF "df-s", "df-r", "df-a-r" &<, BFERABETIEL
° cli-ifconfig : AT "ifconfig -a " 8<%, FFIRENTEf#ss IP ik,

° cli-rdfile : FTF "rdfile /etc/netgroup" 5%, FATIRENMLELA,

° cli-date : R/~ date @8%, FIF3IKEX Snapshot &IZ4sHY5EEE HHR,

° cli-snap : FAF "snap list" &8, FIFIRBEX Snapshot &4,

AR FKIEMH cli-date T cli-snap IR, MBI LSEREE, BRIk Snapshot 87,

BERINAE 7- BB RAEFMAR LAERES, ENERAUTHSFHHEZ—EXARAG®, ILLT)h
ME N FRHBREF— T F IR AR

* login-http-admin , api-*, security-api-vfile , cli-rdfile , cli-options , cli-df , cli-lun, cli-ifconfig , cli-
date , cli-snap, _

* login-http-admin , api-*, security-api-vfile , cli-

BEEHEER

IR HGRIRER HIA, BERAITIUTIRIE:

L

pER R TIRIE:

UL 401 HTTP MARZEL 13003 ZAPI $&iR1XFS, ZAPI KERFP I LU EF R,
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