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[root®ci-ga-xitij-cis52-285941linau binl# ./securityadmin -1

Select Action:

9

Backup
Restore

Register / Update External Key Retrieval Script

- Rotate Encryption Keys

Reset to Default Keys
Change Truststore Password
Change Keystore Password
Encrypt Collector Password

Exit

Enter your choice: I

1.~ &~

NEEFARBRMNERNFMEEEZE— &M zipX Mt HaXHRETERAFEENUESMU TRIAMIE:

Windows - C:\Program Files\SANscreen\backup\vault
Linux - /var/log/netapp/oci/backup/vault
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iR SecurityAdmin T&,
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MBELTFRLFIRBOBRIFEH, WATRRH cisys_A. BRIEENAERE AP ETSecurityAdmin TR,
Ak, EEINFEREAUR A HIE IR /4

* ERAPIRCIZEZF FHEIAURSH HITHEESE.

o MEB—RMUEEBINSHL, 53 ILAPI Swagger>X#4(_Admin > API Access_F#3%#% API Documentation_
§EHE). PAFRHE get /au/oneTimeToken _ APIEE453,

° 185 HEE. 15ER_get /aulinstallers/ {Platform} / {version} _APITHZERFEXH., EEERH
I & (Linux3Windows ) A K R A FhR A,

* B TFHENREREFXHEREIAURSHFESE.
* SMEEEXEXHHXHR. AEUoot AR FNEITRERR. HisEAFMA:

./cloudinsights—-install.sh <User> <Group>



NRIEERAPM/HAREFE. WSIBXLERFMN/EAE, BAPRERRRISecurityAdmin THE,

IETE BT MBRACEE
SecurityAdmin LR AFIKEFZMFFRERETHNRIEER. HEREBITAEE—pr SHWIA:

[root@ci-eng-linau binl# ./securityadmin -pr
usage: securityadmin -pr -ap <arg> | -h | -rp | -upr <arg>

The purpose of this tool is to enable reconfiguration of security aspects
of the Acquisition Unit such as encryption keys, and proxy configuration,

etc. For more information about this tool, please check the Cloud Insights
Documentation.

-ap, ——add-proxy <arg> add a proxy server. Arguments: ip=ip
port=port user=user password=password
domain=domain

(Note: Always use double quote (") or single
quote (') around user and password to escape
any special characters, e.g., <, >, ~, °, %,

|
For example: user="test" password="t'!<@l"
Note: domain is required if the proxy auth
scheme is NTLM.)

=h,==help

—-Irp, ——remove-proxy remove pProxy server

-upr, ——update-proxy <arg> update a proxy. Arguments: ip=ip port=port

user=user password=password domain=domain

(Note: Always use double quote (") or single
quote (') around user and password to escape
any special characters, e.g., <, >, ~, ~, %,

|
For example: user="test" password="t'!<@1l"

Note: domain is required if the proxy auth
scheme is NTLM.)

Bign. ZMPRAE. BEITU TSRS

[root@ci-eng-linau bin]# ./securityadmin -pr -rp

BITMYE. DANEMNBIRERTT,

EEMAE. BEARS



./securityadmin -pr -upr <arg>

SMEREAE AR ITH

NRERM T UNIX shellfilZ, MIRERTRIUBITZRA. UWEBNBREERRAPRT T AEBF M AHE
A%

BRRETA. Cloud Insights¥EHITiZIZAS. HEERNESE key id 1 _key type. Key id AIRATFIRIRZEAE
BRFEFNEH, _Key type"AH"H"FAE", WNRZHIE A" public". MIHANITREIAHZER, INRZHSL
B9 prival'. MAREIE BZ A,

BERERREERER T, MARBITISERITENEAR AR L. RS IHTED onlyfREimtHBIRBT; TEETE
AR P TEMERE M, FIERMNBRITENERERLEGE. FACIUR EH BRIBHAME0; EAEMIER
IR ERSEYISE- o

AIERSecurityAdmin TE AR E R T EMZMA. ZTEABSRERT—ERITIZIIZ, ZBEARHNT I root
P #"cisys"FIF BHE _read #_execute MR, WNRIEEMSEELT shellffid. N4 EEREBIshellfiiz<E
FUEMEIRE R T,

WANSE. BHD BT AP EREERRPINRAERIIEAITIRT.
WASE BIAXE RHEHFB,
fath IR RV A TENZIAR AR R B RIS$52048

IRSAZ R, HIRMIRA LU TR HITRIDAFTED-

FAEAE (- PEM, DER#®IZPKCSS8 PrivateKeylinfo
RFC 5958

NHZAKR R - PEM, DERZRIZAYX.509 Subject
PublicKeylnfo RFC 5280

RS BHABAZRTAY. FAEEMRLESTARK,
RS PR Ei&ﬂztal‘é\iﬁﬂrootﬁﬁ F#0"cisys"F8 7 BB REFIHITIX
B& LEREEHT. BEAT-

Ivar/log/NetApp/Idinsessations//s5} EIE
Fisecurityadmin.log

Ivar/log/NetApp/= = &= m/acQ/acq.log
INZEZAPIR{EANERS

I8 ARV IS ZRDHITINE . FAREI LUBTAPHIE I 3% 40 SRS 23.

R BB B&ISecurityAdmin TR, FARERIEING: MNE Fi,



securityadmin.sh -1

AGRRTERAENEZENENE, 518, ERANFHAERERREL.
HIRREY. EFfENEE,

HE. WREEFEMAFERGSL. BEMLITLER_sRadmin.sh_"-enc"S#. ZERMEZREZN:

securityadmin -enc mypassword
image:SecurityAdmin Encrypt Key API CLI Example.png/| "CLII"]

MEZNRETERS L, EFBENFNH, SEEASHEMRTS,

[root@ci-eng-srivardh-learn bin]# securityadmin.sh -i
Select Action:

Backup
Restore
Change Encryption Keys
Reset to Default Keys
Check for Default Encryption Keys
Change Truststore Password
Change Keystore Password
Encrypt Password
Exit
Enter your choice: 8
Please enter your password to encrypt:

Please confirm your password to encrypt:

Your Encrypted Password below

c1YJAMpdEncBsLQwF2gobbiER14Jrwb7tLWOfYhu@dERGZZU3L+uWfcCXdNSXTWreSFuumwsWVFib3h78vnMAs6vM7G/2k1Bd8gqgliQ+tS/1ZkmI6XKgTDcf3LGn8UqzQy
RnOv53JBGipenCysrt9dapsEiRVHrMIVr8btGYbb4Zoz62qudMfiwouQdm3qyzSKbIYOLOANSIYDPCOkDkaXreyL fpju0G5UmeZz1lKGCTOaBTggri/JIYyyr4w2ZLnGOw21l
LGm59vor70GU01KZYabLd+7LpsdCCBi1eF86BCj2RkxX00f891sHN+E7zTvZEofdGVNepc7b/HNah5XiXgVklviCZ/WakyQ==

BENZRREEA XD EEERESS. B LUIERASEEWREAPI, LtEAPIFISwaggerf]E*Admin > API Access*H1$k F
, SAIEEEEE"API Documentation"(APIS )5 g, R "$IBEWEE "APIZEEY, 7E£_data_cCollection
o data_Collectorfr@ . F7s/R~fi%#E_ /Collector /datsources_ POST API,
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data_collection.data_collector ~

POST /collector/datasources Creale a dala collector ~ B

Create a data collector

Parameters Try it out

Name Description

preEncrypted

boolean Optional, defaults to false. If preEncrypted query parameter set to true, directs server to treat all passed secret values as already encrypted
{guery)

Default value : false

Request body application/json ~

Example Value Schema

¢
{
"acquisitionUnit": {

"additionalPropl"”: "string",

YNRFKE_prePed AT EN_True . MEZAPISs SLERERZIBEFAR AN EINE; APIRSERMELL
£, WRAPIE, RFERITRIMNE R Z G ZABN L & RIA
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https://[<TENANT URL>/rest/vi1/collector/datasources?preEncrypted=true

{

"vendorModelld": 1",
"packages": [
{

"id": "foundation"”,

"attributes": {
"RELEASESTATUS": "OFFICIAL",
"enabled": true,
"ip": "10.62.219.30",

"user": "admin",
"password":

"J8bepjwz9oNknfs6mcqbz3zuEThZQp1VyTk+1wE05gWwmmj1u0CB688nfONB 1xnIBVsAWYLmMORxFAw
vcDCvGbTraqp/+nT0k94L0O8Z27Q0415KghHfTVINGU54S41VLWiMIFj8kSU4RhMvNNNqg5Tarz0gJZhWR+
4RoNF+84R/uFFGwKeblrwfHxWZZMoW7pEJ2kzL FBtBzx2mUvRPOknB6AFbyS4+DM2YTPQkSk3W2Gzc
+nfPDDyH8Tq6AMSWsVCKgnZAa2ZlY 1FXMKKT7iFt50iYnl93ka7 OrQimM9QAyPoyw/JTOnXHDuf683uE
K32yn9CgxNGXy5NcNzRurdFNbSw=="
}
}!
{

"attributes": {
"password": "this will not be encrypted on the server side”
}
!
]

13
"acquisitionUnit": {
i [o kit
}
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