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Red Hat Enterprise Linux 7.x. 8.x 64{il. SELinux

CentOS 7.x 641i[. SELinux

CentOS 8 Stream. SELinux

Ubuntu 2022 6411

Rocky 8.x 64il. Rocky 9.x 64{il. SELinux
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Add an Agent X

Cloud Secure collects device and user data using one or more Agents installed on local servers
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Which Operating system are you using ?

CentO5 | ‘ RHEL

3. WIFIERSSRETHRERBEEAEK,
4. BITIRIBIRSBRER FEGITESXIEM Linux hkZs, &8 T versions supported (i) o
S MNREHIMEFERRIEIRSES, BREREISDPMIHEIREREBRS S FAE R



Add an Agent X

Cloud Secure collects device and user data using one or more Agents installed on local servers.
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Agent Server Requirements

Linux Versions Supported: @)  Minimum Server Requirements:

Installation Instructions Need Help?

Open up a terminal window and run the following commands:

1. If a proxy server is usad, please enter these proxy server settings after editing in your prosxy
variables. @

This snippet has 3 unigue key valid for 2 hours and for one Agent only.

6. BEERIFIFNERERUAERIREH L.
7. ERHEEOPIZTRED D
8. REMINTHE, RERETUTES:

@ New agent detected!
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BEERE "AF BRESE"
BEBRE— RS TR ERS.
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BUNBIROSEE, 5190 35000 -

p

35100 . &1 SVM EERE MR,

1. sudo firewall-cmd -perf¥FA -zone=public -add-port=35000-55000/tcp

2. sudo firewall-cmd -reload
RIBENFESHITUTTE:

° CentOS 7.x /RHEL 7.x * :
1. sUdo iptables-save | grep 35000

Tl

-A IN public allow -p tcp -m tcp --dport 35000:55000 -m conntrack

-ctstate NEW, UNTRACKED —j ACCEPT
* CentOS 8.x / RHEL 8.x * .

1. sUdo firewall-cmd -zone=public -list-ports | grep 35000 (&FTF CentOS 8)

TG

35000-55000/tcp

MNAEBR T ERR
TRNAT ENRE KR EERT o

)/

RIBLET AR
Jopt/netapp/cloudsecurity/agent/logs/agent.log X {43
, FH install.log XA REERIEXEE,

RIBRERK, HER FFHUL Linux iiZds, [ETER
HZE,

RIBRELXN, HEREIR:
command not found"

"-bash : unzip :

IR E:

ERsIERRE A £ IR, IHEIRFARIEREREX
Hh, ANEERSEFRBHZEIRYE. EiRE
BEEAENERE, HFAFEA jlogalctl -u

cloudsecure-agent.service SIS ERZHEF

AR, Itap <R AT H—D X PR H I THEH R,

MREZHEFRZFHNRSG LREAE. NI
iR /RN EENR,

LE unzip , AEBRGITREHRS. IRITEN LR
7 Yum , EZIR " yum install unzip " UL EREEYSE
B, Ala, MUEERE Ul PFEHREFILGSHIEHE
MRS SITTREP UERRITRE,
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REEREHEREET. BER, REERARFL,

TR 50 A EREIEREE S,

Ul 7= Agent &F not_connected K7,

I8 VM fiiF Zscaler RIEBZjg, RIEBLELK, B
FZscalerRIBRISSLIGE. TEMEHZRIIHES
T_:‘E_Zscaler CAZ BB ERER. AEREBEFAREEE

=o

RENEN, REFERESEREEE,

NR IR EEREER] SaaS , 15M NetApp SZFER
ITJRUERZRGI, 1R Cloud Insights 515 LABIERZSA,
FZIRI IR B E M EIZ= 5,

fRIRTT !

BT SSHIERFINEITEN,. BIENERSAR
& sudo systemctl status cloudsecure-
agent.service., 1.HMEBEHEREBETHER " TEBH
THRAHZETIFHIZRS" 2. 10& Agent I EAH
BETETE cssys AP, A root RRZEMAITIA T
<, HKE cssys AR AR T FTo

sudo id cssys

sudo groups cssys 3.WMRAEFE. NEPK T
SREEFATREE MIPRcssysAP. 4. BT Ta<Foel
3B cssys FAFPM4A,

"sudo useradd cssys

“sudo groupadd cssys 5. T T a<. AEEMHBH
RIEARSS

“sudo systemctl restart cloudsecure-agent.service 6.
MREMREIT. BREEMKFERFRED,

—MMRIERBEARNN 50 MBS, XAILZEFER
28R AIMA S, 590 Active Directory , SVM FMH
g3,

SMERIENSE, 1. 83 SSH EZFINIETE
Mo 2. ATUU T s LEFHBNAIEARSS . sudo
systemctl restart cloudsecure-
agent.service 3.081d sUdo systemctl status
cloudsecure-agent.service KEMRIERSHIKR

So 4. RENLTEERINS.

£ Zscaler f{I2HZH *, .cloudinsights.netapp.com
URL B9 SSL 1%, 1R ZscaleerliTSSLIOEHE i
IR, MITERHT SR RER,

"chmod 755 -rf " s KM, MRRIBREHRSHIE
root sudo AAFIETT, MZAFHXEGAUFIEERS
, BFES—1TEF, #ELTEBEHRXLEHRINRE, N
SR K, BHTF chmod SR, HELERE
H1T. 1. BIE—NE N cloudsecure B R, 2. #
BiZBER. 3. EFIFMNETEER "token=...... ...
JIcloudsure-agent-install.sh" &3t dn<$#3% Enter

B, 4. RENBEMEIHTT,

B EEMMEIZRG: 1.8 root RPEHITLLTRIZAFHF
HEHHXH ( cloudsure-agent-symps.zip ) o

% /opt/netapp/cloudsecurity/agent/bin/cloudsecure-
agent-symptom-collector.sh 2.7E root #fR FiZE M A1T
UTa<, HEZHM, &ID cssys b.4H cssys c.cat
/etcl/os-release



)

cloudsecure-agent-symptom-collector.shEfl As5 .
ETRUTEHEIR R@ITE
Htmp]#/opt/netapp/cloudsecurity/agent/bin/cloudsecu
re-agent-symptom-collector.shit AR 3 B EUREN A
12 H EWEN R B RINRS KRS REBIRINAIEE R
CEMIRER. ... °
- lopt/netapp/cloudsecurity/agent/bin/cloudsure-
agent-smp-collector.sh: 1752: zip: command not
found error: failed to create /tmp/cloudsecure-agent-
symptoms.zip

RIBLRELXY. FHE/Ruseradd: FTABIEE
F/home/cssys

REFNIERIEIT. _systemctl status cloudsecure-
agent.service_2RUTAZR: [root@demo ~#
systemctl status cloudsecure-agent.service
agent.service— L{EfA R IETIFH#HIZRSZ EMNE
: BANEi(/usr/lib/systemd/system/cloudsecure-
agent.service,BEA; HNEETIL: BE2H)Active:
BeER(BohERB)(ER: BHAE)ECloudue 2021-
08-03 21: 12: 26 PDTiz,; BRHFIIE#HIZ: dbash
/dbash /netapp=25bash /bash /bash: /dcc=bash:
25889 (code=exited. status=126). Aug 03 21: 12

. 26 demo systemd1]: cloudsecure-agent.service:
main process exited. code=exited. status=126/n/a
Aug 03 21: 12: 26 demo systemd1]: unit
cloudsecure-agent.service entered.Aug 03 21: 12

. 26 demo systemd1]: cloudsecure-agent.services<
Mo

RESYZEIRERSIFERN. RIEZEREE

fRRFTE:

REHzipTHE, BT822 "yum install zip "k zip T
B, AEBRia1Tcloudsecure-agent-symptom-
collector.sh,

MEBFHR IR EE/ home FRIEAFNERE
F. Melges R EMHEIR, IGIFRRE BERUTS
2elEcssys P HFARMEZRER: sudo
useradd user_name -m -d home_DIR-m: d1RAF
FERAEFRE. BUEZAFPNEER. d: &
Fhome_DIRTENAFERERNELIEHNBF. fl
#0. _sudo useradd cssys -m -d /cssys_ = I1—F

F_cssys HfEroot FRIEEERE R,

AR IERTRES KM, A /9_cssys AP AIEER B RN
FR, #NSR/opt/netapp@NFSHEE. M _cssys AP TN
HAtE S T, MREFKRK, _cssys RLIERHEHE
LREREFCENAMAF. ZAF RN ARES
HNHE=Z, ERELRA. ETURIAER_cssys AR
5 ia)/opt/netapp/cloudsecurity/agent/bin/cloudsure-
agento NRIR[E]"permission denies". MZ IR ER
T;?’fo TRATENAMHNE R E. MABERNX G

& 0] LU 4REBagent.properties LURINA IR IFAE B, 15

RER, W, RIERSF[EEN. NAERRENAR HRUTIRIEE. 1. BB SRBIEXHRIX X

HAcE?

BRI H L2 RIE

. cd /opt/netapp/cloudsecurity/conf 2, {FREEZEH
XAYmiE2s. FTFF_agent.properties {4174

1o 3NMEIEEUATT

. agent_proxy_host=scspa1950329001.vm.netapp.co
m agent_proxy_port=80 agent_proxy_user=pxuser
agent_proxy_password=pass1234 4 {R1FX{%. 5.8
#rashftIE: sudo systemctl restart cloudsecure-
agent.service

MR TR E R 2RIER . B MFRSIZ IR REXRIFAE BRI EE RS,

10
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@ MIBRCIER MR 5 Z IR X EXRIFR B BN SRS, MR RIFERAEMRIEREIUEWRESS, N
N TEMIFR LR Z il Data Collector EZ& Al &9

ez Al
1. RN ITEAR HEZ 2 TP PGS AR XEXBIFRA SR SRS,

AR RFTA REXRIURE 23 ERL T stopped AT, BRBRILTE,

BB ALIRE I
1. 3T SSH IEEEIIR VM FHRITU TS, HIUERE, By s,

sudo /opt/netapp/cloudsecure/agent/install/cloudsecure-agent-
uninstall.sh
Uninstall CloudSecure Agent? [yIN]:

2. B THRAHR M>>I
AR ETREEENENYIR.

3. BEEMFRIAIZANETRE,
4. B MR o

RGRER * BIFRAE * TTE,
o. B * MIER * IAMIER.

ACE Active Directory (AD) FF B RUkES:
B LU TR R 2 MECE 9 MActive Directory RS 28 E A P B 1%,

FHaZ
s BRITIES, BAFZ Cloud Insights BEIE R FRIEE.
s BB BIEE Active Directory IRSS25HIARSS 2849 IP itk
* EEEERFP BREESRZE, DL IRERE,

FCERF BRWERNTE

1. #Workload SecuritysZ&d, &
g 23> P B RUkEEEE>+F P B RUkE 88 i *Active Directory

AGRETRAMIAFRERER.

BETE RPN SIEREER - BRSS!
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BFR
BFR
R
ARS32% 1P/ &

MBR

4B7E DN

GPTEFRT
il

| m|

54 BA
BFRBERE—2FR, 5140 GlobalADCollector
MFIRPIEF—BEE IR

£ Active Directory FIARSS 2809 IP it T2 REE
% (FQDN)

B REMBIMET. MBMZIFU TR xyz
= SVM EHEFERE, 5la0:
hg.companyname.com] dc=x , DC=y , DC=z= 18
XA HEZFR (Flg0: DC=HQ , DC=
CompanyName , DC=com) , EERILUIEENLL
TWZA: OU=engineering, DC=HQ , DC=
CompanyName , DC=com [#Z457E OU engineering
#170%i%] CN=username , OU=engineering ,
DC=CompanyName , DC=NetApp , DC=com [{X
M OU <engineering>] F3REXAH <username> BIFF
TR, compcn=Acrobat FHF, CN=Users,
DC=HQ , DC=com , DC=All Users,

AVFEERERIAF. fi:
username@companyname.com 3,
username@domainname.com

tesh, EFREE RIRNR,
BARP®%IER 2 _read-only Domain Controllers_AY
,ﬁﬁo

BERRSBEM (BNGE DN FREARIAF &%)
LDAP , LDAPS , Idap-start-tls
RO

YNRETE Active Directory FIEEXEAIABIE R, BMALUTERIRSBAAFRELE. AZHIBERT, XEBMER
MRTE Active Directory FR#ERZ not {EERRY, EXMERT, EREXSERBMIANBIERFREIA,

B%
BRAR

SID
BR#&

BHEERNER LRI MEAEE:

B%

FEF BBt
FHiE S
=)

ER / X

12

BRBESH[/HINBEMERR
B ¥R
IR SID

sAMAccountName

B RARSSEFREIERR
RS

BiERS

AN

CO



=B =B

BRR ThumbnailPhote.
ManagerDN ‘&1me

i 5

Wi AF B RRERECE

1SR LAEFA LA #2591E LDAP AP RAEMEX :
* AU TR LEIETEREREMLDAPAFXR:

ldapsearch -o ldif-wrap=no -11 -x -b "dc=netapp , dc=com" -h 10.235.40.29 -p
389 -D Administrator@netapp.com -W

* £ AD BREIERESMAD 2URE, EEMNREMNEN, TENER, EENREN, RITERMNER,
A R EX LR H EHMITXEEER,
o I AD HIREIEZE" AlIERER AD BRSS28HY1E(R] Windows I EH Lo
° £ AD BRIREZ2BVAF B | BIDEEE AD iRE25.
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& Active Directory Explorer - Sysinternals: www.sysinternals.com
File Edit Favorites Search Compare History Help

IR

Path: |

@ Active Directory Explorer " I Syntax

E Metd 4 Connect to Active Directory e
Aty

(@) Enter & name for an Active Directory database to which you
want to connect. If you previously saved a connection, you
do not need to enter a database name.

Connect to: | ad.domainname. com |

User: | username |

Password: | sesnnnes |

() Enter the path of a previous snapshot to load.

Path: C:\ADExplorer\AD-DE\MetAppHQAD _DB.i| ...

If you want to save this connection for future use, select Save
this connection, and then enter a name faor the saved connection.

[ ] save this connection

Marme:

Cancel

XA B RWEREERRHITHRERR
TERNMAT ERESREERE R ENERPIEMBRTT A

1 fRRTT A
IR BRERBSSE Error' R3S HIRHEEBAN RENAFPRNEZERER. REHREERNARR
" 79 LDAP AR5 23RV EIETL " o MEZ,

AR EREERESH Eror ' KRS, HIRET:  REHMMBIRRER. HFEHIRHEBHMEZIT
" TARRBEAME TR R DN=DC=HQ ,
DC=DOMAINNAME , DC=com M¥RAIFH R, "
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)

HAFPHNERBERETEIFAHREAPEEXH
TIEHFo

IR E RS THEIRIRES, HE/R "Failed to retrieve
LDAP users. KR E: T EERS2: EiEix, EiEN

Zan
T

AIRAF BREE

2SS ‘Error ' RS,

FINAF B RIEESZISBHIM retrying ' RS BR
IR " TEEXWERBIRE, [FE TCP &<
Connect (localhost : 35012, None, List () ,
some (, seconds) , true) 1%k, EAH
java.net.ConnectionException:Connection #E, "

AINAFPBRIEERSSH Error ' RS, $HIZHERN
" o RS LDAP EIE ",

WIAFBEREZSBZESH Error ' KT HIRET:
"TAEMEGE. RE: SEREEHE. BARRE:
/connector/conf/application.conf : 70 : Idap.ldap-
port has type string rather than number "

BRAMBERIENTF, AREEAERIRT. AMIFJE
Bitfa, TEM AD REXAEE 1 EUE.

ENEmESERE, ANIHTAD RP?

FIF#04B M AD 153 CloudSecure o B HIFRER
12

User Directory %1228 253 ‘Error ' 1IR3, " Eik234
FHIRIRE. IRSEBHFR: usersLdap » KMER: T

%K% LDAP P, %MERE: 80090308 : LdapEr
. DSID-0C090453 , 7#%: AcceptSecurityContext

fRIR, #UE 52e , v3839"

fRRTT*:
XA RERENTE CloudSecure NN ENIER MR TR

5 Active Directory FHISLIRE MR IFARILED, HiEFH
RIBIERIER SRR,

B Restart HHEFHBEIUNERS.

WRAFMETER (ARSSEs, MBFR, 48E DN, HBEE
1B) RETERE. HRIRYE DN BNBLLL
‘Administrator@ <domain_forfA _name>' S{EGIHE
12 APRAY A P ik P B9 iR

73 AD ARS5231RHEY IP 5 FQDN FIEH. fRiBH IR
IERBRY IP #3iksK FQDN o

79 AD BRSS2RIR(HAY IP B FQDN RiEHE, 4miBFHiR(t
IEFARY IP #ilitsk FQDN ,

RMERIROEFRER. SfER AD IRS2EHIA IR
EEERNEOS,

XE]REEENTE CloudSecure FFINMBEIEREE S
Active Directory FRYSCIRE 4R IFAILES, 4miEFHiE
HIEMRYRMEDE REE 142 o

WEBRENBDE, FILA#HTTAD X, REXALY
30 A TNAFRHNARPSIBARATEE 15 2%, HEE 12
\BS B BRHET—Ro

INRARIF, BAPEIERERR 13 1R, MRMERER
s MUERIENE 15 BRo

RUBNMBITARER. B2 L, THRINARHEER
BIME R,
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AJ . fRRTT A

KEAPEREXHRIEHIEFTEIESHE, XIRPIRE 2T Active Directory 727E /@ 145 7]
o, 1. JREEM Active Directory IREVEF E BRISE
Active Directory E28, H IR, EAEEMET, F
EXRR " EBIESHS " BRETE! Active Directory B4 ‘FBIE
S, 4. WMTE, BHEA LR Active Directory FHIRE
IE2S T B3%% Active Directory HEEEHHEMLR
o 3. HA{R7E Active Directory FE—1REH
‘telphonenumber ' WEM, ZEMHHEEERAFE
ESHS, 5. FA1ILAM, T Active Directory 7, EE
{&L479 ‘phonenumber ' . 6. #Af54w4E CloudSecure A
FERIWESR. ENHEBEUHSH, ¥
‘telphonenumber ' 29 ‘phonenumber ', 7. {17
Active Directory W& 285, WESSRIERZohHIREX
BARNRIESH, HERFEEEXSREY ERERN
BIESH,.

WNR £ Active Directory (AD)IRSS 25 LB A T INZIIE EiCERF BRWERZE1Z2H AD BRSZ23(M%E, 1B
F(SSL). IITEAHZE2AFRERKESRTEEE BPEFEAGERE, ZFMEERE 13 1TMEARER. W

EIADARSS 280 RERNBFPIFMEERG AD IRSEBMTERE, XS
1REX AD HETAIMNARF . BEEHIRN. SEEHAFE
RUEREREEIAD,

3R BActive Directorydy 77 F CloudInsights Z8ER MCloudIinsights Security? fflB&Active Directory

Security®, FEMCloudinsightsHIBRFIERFE HBAFEE. ZRERLEF,. SEMRENEF.

YA Ye]

A2 LDAP BRARS 28R
BRI B TIERH Rt E NMLDAPE RIS B WERF B,

FraZ Al
* BRITIHES, BAFZ Cloud Insights BIER MK FRIE S,
* B AEE LDAP BRIRS MRS M P ol
* HFECE LDAP BRIERBZAI, BHSEERIE,

FCERFBRWERNTE

1. TEWorkload Security3z8r, &
Wege2s>FF B RIKE >+ P B RN HiEIF*LDAPE RARS 28

AGRETRANIBFRERER.

BT FRPMAFMRIUEREER - BRIESS:

B2 PiBA

BFR AR BRWNM—RT, 5140 GlobalLDAPCollector
RIE MINRFPIEZE—ERENHIE

AR5 28 IP/ 155 ¥ LDAP BRRS2BHARSBH IP it 52 RE

1% (FQDN)
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BRE

487 DN

—IK P
— John
4B EZY
X
%0

LDAP AR5 2818 REMIERESZ LU T Mg t:
x.y.z= SVM EEZEE®, Hu0:
hg.companyname.com] dc=x , DC=y , DC=z = #8
XA HFZFR (FIg0: DC=HQ , DC=
CompanyName , DC=com ) , EERILIEEALL
TWZA: OU=engineering , DC=HQ , DC=
CompanyName , DC=com [$#Z457E OU engineering
#170%1%] CN=username , OU=engineering ,
DC=CompanyName , DC=NetApp , DC=com [{X
M OU <engineering>> RBX < B & > B9 ERF)
_CN=Acrobat B, CN=Users, DC=HQ,
DC=com , DC=AllUsers, DC=US,

AVFIERBRAF, 190: UID=LDAPUser ,
CN=Users , CN=accounts , dc=domain ,
dc=CompanyName , dc=com uid=john , cn=users
» cn=accounts , dc=drep , dc=company.
dc=com .
john@dorp.company.comdorp.company.com

-users
-Anna

BRARSSRZD (BILEE DN RIEANAFRRIED)
LDAP , LDAPS , Idap-start-tls

iR

YNRETE LDAP BRIRSZLFFEENNBMERR, BRAUTERRSHEMTFRME. RSEERT, XERE%
B RTE LDAP BRARSZZZFERZE not ELXRY, EXMBERT, BREFLSERIINBERIEIR,

B%
BRAR

UNIX ID
BR#&

BHEERNERE LRI MEAREE:

Bk

B TR {4 sttt
BiESH

2 o)

E=xR / #X
=i

BR
ManagerDN

BRIRSZEPHEEZIT
BT

uidNumber

uiD

BRIRSEPHEERTT
G

BiERS

v

CO

RS

RA

EIE3R
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mailto:john@dorp.company.comdorp.company.com

Lzl B

pali

MiXA A BRWGESREE
BT LU LU I #2503 LDAP R P IRFB M E X |

* EAUTHLEIET FHHZT2MLDAPAFXR:

ldapsearch -D "uid=john

, cn=users, cn=accounts,dc=dorp, dc=company,dc=com" -W -x -LLL -o 1ldif-
wrap=no -b "cn=accounts,dc=dorp,dc=company,dc=com" -H
ldap://vmwipaapp08.dorp.company.com

* £ Lpap RIREIERSH LDAp

HIERE, EENREMNRENE, EENR, EENREN, HITERNER, EAIUREXEELR

HEMIITXERR,

o 4 L DAP HIREIE2E of Java LDAP RIEEIES AIEIER LDAP AR 25891E1" Windows & L,

° f£F3 LDAP BRIRSZBNAF B / BHIEREE] LDAP ARSS 25,

Configuration

Configuration | Server | Connection | Option | SSLTLS |

User DN ' cn=admin,d | Anonymous login
Password kb v Store password
Use S5L port |
i) Yes fw Ncl
Use TLS ) (TLS is only used
|} Yes & No on non SSL ports)
Base DN 'dc=workgro | Guess value |

Test cunnectiun|

Ok \ ®Aﬂnuler

3t LDAP B RUNEEFACE IR HI TS HER
TRNB T EWESRE BRI e R EHE MR @ARR G %:
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AJ .

70 LDAP B RIEZB[BZ T Error ' KT HIRHS
73" 79 LDAP AR5 2stRBIEIBL " o

/JJJD LDAP B REHIZBZ 2SS ‘Error' RS, BIRETR
ToRIREVE MBI EAY DN=DC=HQ ,
DC=DOMAINNAME , DC=com XMNAIF KR, "

HAFNNERERETEIFAHREAPEEXH
TIE o

HIBWE S THIRIRE, HER "Failed to retrieve
LDAP users. kMR EA: TATERS 28 LiEE, &EiEN

ZIn
T

780 LDAP B RiE1ESB(=F ‘Error ' K&

=

70 LDAP BREZBSSHEIN retrying ' RS, &
T iE51R "Failed to determine the health of the collector
hence retrying age"

70 LDAP BB, ERUTHEIR. "TEE2 RE
HAREWESRNEITIOR, BEMEHEHBEIRE
28 (85iRh2: AGENTO008) "

A0 LDAP B REZBEJIHEIN retrying ' K& £
IR " TEEXWESRIRES, FE TCP e
Connect (localhost : 35012, None, List () ,
some (, seconds) , true) 1%k, HAR
java.net.ConnectionException:Connection #1E48, "

7NN LDAP BRERBSSH ‘Error ' KT #HIRHR
A" AL LDAP EE .

0 LDAP B RERESBSSH ‘Error ' R $HIRETR

TEMEIRE, RHA: #ERRELSE. BARRA
. /connector/conf/application.conf : 70 : Idap.ldap-
port has type string rather than number "

BAMBERIENTF, AREEAERETIT. MIANE i
BitfE, TEM AD 1R EE 4 EE.

EfEcIERE, FAIIS#HTT LDAP F37?

BRFP#IEEM LDAP [ 2 CloudSecure » {alBSfflfR
BIE?

fRRTTE:

TR ftBI48%E DN,
HIEFRIES.

RENERETER. RIBHIRMEEBIMZTR,

HEZIHIELRERIER. HiBHIE

XA RERE NTE CloudSecure RN ENIER MR TR
5 Active Directory FHILIRE MR IFARILE, FEX
PARNE, YRIEFHIRHIEHAIRTIERE 4R R,

B Restart HHEFHBEIUNERR.

[l
P
&

WERAFRTFE (ARsS28, M, 4E DN,
1E) RETERE. HBIRGIE DN BNBLELL
uid=ldapUser , cn=users , cn=accounts ,

dc=domain , dc=CompanyName , dc=com FYFZZ{

et
HtRIR (I 7 IEMRRIARSS 28 IP FHEZREE 1/

4B

R T EHRIARSS 28 1P A8 RE

79 AD IRSS2RIR(HAY IP B FQDN RiEHE, 4miBFiR(t
IEFBRY IP #iaitay FQDN o ///

79 LDAP BRS5281211AY IP 2§ FQDN RIEH. ‘miEHIZ
HIFHERY IP ik FQDN » SRR OEFREf.
SN EABRIAROERERA LDAP RS 8BI%OS,

RIEAIHROERER, SER AD IRS2EHIA NGO
EEIERNEO S,

XA RERENTE CloudSecure FARMMBNIERES
Active Directory FRIPRE 4B FFRILED, fmiEFHiIE
HIEMRYAMADE AER 1B o

WEBRENBohE, BIEI#HTT LDAP X, ZEXK
2930 A TRAFPHAPBIERNEE 15 21, HESE
12 /MBS B BRI —Ro

SNRARIFT, BPEHIERERE 13 B, MEBIERER
s MRS 15 BRo
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)

LDAP B Ri&#E

fRRTT A
ZFEUError KT, " EEBATH RENMBFARER. BENLEX, THNFARMEIER

BIRES. IREBBR: usersLdap o« KWER: TiEl  BIMBFR,

Z LDAP P,
DSID-0C09045

SLWIRE: 80090308 : LdapErr :
3, A AcceptSecurityContext &

1%, #E 52e, v3839"
AEAPEEXHIEFIETEIESH. XIRAIAE 2T Active Directory 7L /@ 14 BRET ]

M, 1. 4mEEM Active Directory IREXNFR P E BRI E
Active Directory U538, 1HFR, EHEEMT, F
ERZ#R " EBIESHY " BREYE Active Directory B4 ‘BEIE
S, 4. BTE, B LR Active Directory FHIRE
IEBR T AN LDAP BERIRSHBHEEERNEMS
R 3. HafR LDAP BRFE—1HE A ‘telphonenumber
"HNEY, ZEMHIEERFAMNEBIESE, 5. ¢
LDAP B RIS EERXH "phonenumber" . 6. FAIG4R
4§ CloudSecure AP BRUEE2R, EELAEMER7

» 1§ ‘telphonenumber ' ###2/9 ‘phonenumber ', 7. f&
7% Active Directory Yi&e2sfa, WSS EMBohHIR
ERAFWNRIESH, HERFEEXSIEY ERER
HEBIES T,

gN5R7EActive Directory (AD)BRSS288 LB TMEIE  EERERF BRUESRZAIEA AD BRS58BI1E, 1=EX
FH(SsL). WIEh#HLeAFREBRWERTEEE BAPEFAGERE, ZFAGEEREE 13 TARER. Wl

FIADRRSS 28

ECE ONTAP

RERNAFPFAEEE AD RSB ERE, WA
#REX AD FETAINAR. BEHEN, FE2FAFE
RUREERZEIAD o

SVM ZiEUREE RS

TRAER 2 EREERESR Mg REX MR hRE.

ez Al

* R R R TR LT ThiE:
° Data ONTAP 9.2 REEhRANKIGREERE. EEA9.13.1. LA EAYData ONTAPARZS,
° SMB#MY3.1 X% ERARZ,
° NFS ¥ 4.0 RE SRR

° ONTAP

9.4 MEERASZHF FlexGroup

° ZHFONTAP Select
* XZRHERE SVM . AZFRBELREN SVM .
* SVM BZNFHE, Hh, X% defaultsync_sourcesync_destination .
* IR "UIUHTTICE" AEA Aefc B BRI R 25,

* BIffREIEMACE User Directory Connector , ZNEMETE " JEIEUE " TEHHPERRIENAERZ, MA
SXLPrAF R (fFf#7E Active Directory #1) o

* NTIREBmEMRE, B2 FPolicy REZ 23 BE NS EFHEAFAN T R—FMH,
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* R ER LT EZ—A I SVM
° (FREE IP, SVM BRMMUNERSIERFZNEE, . XEBINNA X, _
* SVM EI5 ONTAP R ETRHNEMT2ER, HFAXAIKNE,
° {Ef SVM SVM B2 IP , AP &5

° NREFREHAFAREFEATEEERER /SVM BIZAFRZMNERS, WA UG- MMURBRRNEEX
BF, WMFAmA " X FAREERE ™ 8853, BILAY SVM BEEHLR eI B E X B

* o EIEAILIMEREBEE/VEE csrole IEMNAEHNAD BF, WTFEM " AR " —THFnk, BiE
2 "ONTAP SC1%",

* AT TE<, HR7N SYVMIRE T EWNN AR

clustershell::> security login show -vserver <vservername> -UsSer-or

-group-name <username>

Nz

Vserver: svmname

Second
User/Group Aunthentication Aoot Aunthentication
Name Application Method Role Name Locked Method
vsadmin http password vsadmin no none
vsadmin ontapi password vsadmin no none
vsadmin ssh password vsadmin no none

3 entries were displaved.

* ffa{R SVM B ECE CIFS fRs328: clustershell : : > vserver cifs show
AS5IR[E] Vserver 2R, CIFS IRE£BZMAMEMFES,

* 79 SVM vsadmin BPIRERE, NREAEEXAFRNEHEERAR, BdP R, clustershell © :

. >ssecurity login password -username vsadmin -vserver svmname

* f#5{ SVM vsadmin B LUEITINERIGIE). SNRERABEX AR REHEESAR, BHikdty

0%, clustershell : : : >ssecurity login unlock -username vsadmin -vserver svmname
* WMafREUE LIF BIBGAIESRERISE N ‘mGMT ' (MAE data') . SAREREREE LIF R0 SVM , BBk
Lt &, clustershell : : : >network interface modify -1if <SVM data LIF name>

-firewall-policy mgmt
* BRAMAERE, BIHEX—TRE, LUAITFER Data ONTAP #iEUEE SRR 1% 5 TCP A&,

BB REER BXEERER, FEN. LERTSAESHNERENREBEREERT.

* 7£ AWS EC2 L& IR LUEEIE Cloud ONTAP SVM BY, RIBFMFELTGIFR—1 VPC A, WIRE
MMIFARB VPC &, N VPC Z BB BMHIERER.

PELEF AR RYRTER 5 14
BIREUTRE "ARIERELE"
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BEITHREERIETT. FEEFHRIINEE,
MREERANREBHEERE. WAFEEAFHNR,

NREERBEX AR (FIW_CSUser ) AENZAFETHIR. FRBUTTIBATRAH LT 2R TN
PRIAPBLERF o

X TFEBEFIEN CSUser , 15M ONTAP a5 2 THITIATRIE:

security login role create -role csrole -cmddirname "vserver export-policy
rule" -access all

security login role create -role csrole -cmddirname set -access all
security login role create -role csrole -cmddirname "vserver cifs session"
—access all

security login role create -role csrole -cmddirname "vserver services
access-check authentication translate" -access all

security login role create -role csrole -cmddirname "vserver name-mapping"

—-access all

BRINRAYER

BT R BB IRIP R NNETHIAR :

MRETEAERAEFHEEEES AP AT TERHRTEMIHRIONTAP SVMEUEERE. WETLIgIE—1 &
79"CSUser'tV#iAAF. HABIWTHLMTR. BIENHReHERERKENERAEHEIEIPH. 7
ﬁﬁ"CSUSGF"E"JﬁHF%*U"CSUSGF"E@’EEEO

BEIRMAR, BEASHEEEENAAR / BIREREI ONTAP , AJS7E ONTAP fRSS28 EHITUA T a<:

security login role create -role csrole -cmddirname DEFAULT -access
readonly
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security login role create -role csrole -cmddirname "vserver fpolicy"
—access all

security login role create -role csrole -cmddirname "volume snapshot"
—access all -query "-snapshot cloudsecure *"

security login role create -role csrole -cmddirname "event catalog"
—access all

security login role create -role csrole -cmddirname "event filter" -access
all

security login role create -role csrole -cmddirname "event notification
destination" -access all

security login role create -role csrole -cmddirname "event notification"
—access all

security login role create -role csrole -cmddirname "security certificate”
—access all

security login create -user-or-group-name csuser -application ontapi
—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application ssh
—authmethod password -role csrole

@id* Vserver Management IP*ZRNBTAYALER :

NRETEERAEHEEEERAFR AT LERHR2MIHEONTAP SVMEIEIRSERE. NAILUEIEZ—E
7"CSUser'tV#iAAF. HABIWTHLMTR. BIFhHRTeHEREREIE NEMAVserverERIPH, B(E
F3"CSUser"BYAF & #"CSUser"BIZ o

ZOEMBAR, BERAEHEEEIEGAF R | BiERE ONTAP , JAJRTE ONTAP ARZ 2 EHITULTa<,
RNTHE, EBXLpSERRINARERZT, HiE <vservername> B NIERY Vserver BFR, AIGTE
ONTAP LEHITXLER<:

security login role create -vserver <vservername> -role csrole -cmddirname

DEFAULT -access none

security login role create -vserver <vservername> -role csrole -cmddirname
"network interface" -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
version -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
volume -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname

vserver -access readonly



security login role create -vserver <vservername> -role csrole -cmddirname
"vserver fpolicy" -access all
security login role create -vserver <vservername> -role csrole -cmddirname
"volume snapshot" -access all

security login create -user-or-group-name csuser -—-application ontapi

—authmethod password -role csrole -vserver <vservername>

ONTAP B F B = 3R 1RIPHIA R
MREFEANREHEEEIE. WAEETFIHINE,

MREERBEXBF (5190_CSUser ) EBEAZAFETHNE. BRBRUTTBATEHRHZTSHIR TN
PR. LUEMONTAP INESARPHEXHIEE,

NFEEEERIEN_CSUser_. i5MONTAP s S1THITULTR(E:

security login rest-role create -role arwrole -api /api/storage/volumes
—access readonly -vserver <cluster name>

security login rest-role create -api /api/security/anti-ransomware -access
readonly -role arwrole -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role arwrole

BEXFAER. BT "50NTAP B E#hZE M RIFEER"
ONTAPI; R PR#FIELE
NREREESIEEERMData Collector. NMFTEEFHINPE,

NREABEXAF (B0, -CsUser ) ARMMESRHR T ZAPNR. BREUTIBANTEHHZ2MRT
EONTAP ML 171" FE 4 PR TR HIAR R

JFFEE _cluster- EEHICsUser. MONTAPERLITHIITU T, 1 EE. _csrestrolle_EBEXAE. M
-CsUser 2ONTAPBEENXFF,

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrestrole

FHFEHEN_svm_BICsUser. MONTAPESL1THITU Fan<:
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security login rest-role create -role csrestrole -api

/api/protocols/fpolicy -access all -vserver <svm name>

security login create -user-or-group-name csuser -application http

—authmethod password -role csrestrole -vserver <svm name>

BXIFAER. BFEIE "SONTAPERA RIRIELE"

FCE SR SR 2R
ESR

1. LBEEAEKFFAEESHERINER Cloud Insights IFiE,

2. 2R THRAHR MRS >+ IR ER"
Z 408 R ] ARV EEIR SR 2R,

3. B RARRETE * NetApp SVM BN b, ABFERT * + 5T *,

AR ER ONTAP SVM ECETNE. NETFRINFERE.

FEE
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BYEIE P EE:

&8 /SVM BIE P #isi
SVM &

BR#&

3 B
I

Fﬁﬁ/ = / %
ANEHER | SENTREHEZERR

MNEHIR | IERTBE SRR

WX

iR

Data Collector BYME—R TR
MFIRFIEFE—PEEENIE,

WEIEEEE IP 5 SVM BIE IP

$EB¥5) SVM 1Y IP $itit, BAEBUATEN LRk,

SVM MR FR (BT &R IP #HTIEEN, hFEENNE
FER)

BT EEEE IP ANINBY B FiAiR SVM/ SEEERY B F 423110
N 1 EBEER 2. HF 3.5 CsUser BB MAE
B AD BB, i@id SVM IP FINES, &I :
4.vsadmin 5.'FAF 8 6.5 CsUser A&7 AD-
username o

ERAFRRES
EREREEMHREREEERHFHRE /&

EREEHFREDTHREEE (REFE) HHEENES
IRy

EMEAWEFHRRREE (IRIEFE) NEHNESH
eSS

EdfE, BERAXHXIAESEENS. BHES, BMfER
PERRIEIRTN, RS FREIR / EanB MMk,
B RIGETUFIE IR TS E,
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& E ONTAP &IXEHX K/ 1% & ONTAP Fpolicy ZiXEHX K/, MNREANIE
9.8p7 ZAIHY ONTAP hixA, HBERT Maen@iEmR
, MATLAE RN ONTAP &IXE X K/NLIEEE ONTAP
HEE, WREAKRBRIEIN, EHRETHRLIED, 158X
% NetApp 2352611,

FERIE

* 7£ "Installed Data Collectors" TIEAH, AT MUREISAMIBYENS: BRIEHIEINEESS. En L EMBohL
B RS TR IB IR SR EC BB M

2N HMetro Clusterfit &
FFFMetro Cluster. ZINERUTEE

1. BRI ESSIERERE R, —MNEERRESVM. 53— NEEEIBIRSVM,
2. ¥RUNEERR RIS Cluster IP_#{TiERS,
3. EEMARZ. —MUEWERNIEAIET. B— M ERRESBHIEIR.

LATAY'Running ' SVMAYEIRIRESIE E RN _running. HAT'sHISVMEGBINEREE TN _Error o
4. QBLENIR. BIEWRESRIVRE S M running "B A‘error '« R Z IR
S, MIRWERFTE AT O MR EIA SEM " BIR RS T A" EEEITIRE.

AR 55 ERBE
SNRZEAONTAP 9.1.1hiR FHYARSS R IERZZ EHE RIS, WFEE _data-fpolicy-client AR5 AR ELHEAR

% data-nfs_#1/3%_data-cifs_,

Nl
Testcluster-1::*> net int service-policy create -policy only data fpolicy
-allowed-addresses 0.0.0.0/0 -vserver aniket svm

-services data-cifs,data-nfs,data,-core,data-fpolicy-client
(network interface service-policy create)

7£9.1.1ZBIRIONTAP A&, REEIRE_data-fpolicy-client_o

& -E{£Data Collector

WME. 2NHREEREWNESN"'CAE"RE L (EENME).

1R Data CollectorftF_running™iK7S. MATLIEEWE, FTHKRESN" = R"KE, AREFEHE, HElRE
2305, A= MONTAPIEEMEIE. WA MINEZREONTAPRIXEAEIE. XEKE A= EFpolicyE 4
MONTAPRREIEUERR. AR MIZEIREIEESSRFICloud Insights,

EER. NMREWESFZEFEHEONTAP LAIZ T EAHES. W' ITEHHEREE"FIWERE. XEEFHR
S RRIEEBRTERS,
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BIREMAT/LR:

* RIBEEEEFERESR LRRENIRE.

* HENRERTSMIEEMSE A (IONTAP ARP),
Insights TER B R &M T ERENZE M

* ARAEEFHRESRLEE TR B BFER .

K& {TSnapshotiE o

XERE. MNRONTAPKIMENRIRHKE. Cloud

*© HERRESRAFFF e B R E(fIaNSnapshotel A FELE).

* EREEUERAR. REBVMERB/EHRBoIHRAERS EM BRI,

. ﬁﬂ%;&?&”ﬁl%ﬁ%k? Error JRZS.
73_running"BY. HEZHA=ER,

HiFHURE R REF_Paused.

MTEIG LU EERR B Paused RS, RAHURERIRS

* NRAESUIFERE. W ERUESREI_Paused KT, WESRIG#HN\_STOPPED _RKZ&. EHF&RH

R

PR HER
TRNET ERRENRERRT .

WRHINEEIR, B8 E Status 5IHHI More detail LUY R RiZEHIRAVIFM(E Eo

Installed Data Collectors

Name Status

9.8 vsl © Error more detail

I

Data Collector &iz{T—E&Btia], H7EhENAtEIGEELE

’ QEM#E/-J__\ " %iﬁ'&f‘ﬁ'% ﬁ?ﬁ%ﬁk?%elﬁ%uo HE
SR audit. KWIRE: 5MEB fpolicy ARSS 281

Type Agent
ONTAP SVM agent-11
FERFE:

ONTAP AR E M RZFITI ST Agent Box AJ LIAM IR
EHER=ER, A, Jtl:x_?%E',é%JJ:o QBT ERE A
CloudSecure FRIEERE, ERILAM * CloudSecure

> SESIEUE > FrEJED) * TEEBELER. NREER
E1&{ESTF Agent Box BJLIMERYRE, 1ES 0 Event
Rate Checker B[, 7 fR1{AI7E Agent Box AUk
ERMEIIE, NMRIAIEREF 2021 F3H4H
ZH1H Agent I, IE7E Agent lEFIBTTIA T &H<:
echo 'net.core.rmem_max_8388608' >>
letc/sysctl.conf echo 'net.IPv4.tcp_rmem = 4096
2097152 8388608 >> /etc/sysctl.conf TEIFEUNEZE K
INEEFRBRS.
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)

WeEERR RS HIRES . " ERIA SVM BiEIZORE
a8 ERINEIZAM 1P ok " o
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fRRTTE:

XIRAJRER AT ONTAP IRfFEMERIEER, B
TS B R

1. FRSVMEIREIFE EI2If L g B FE LE 5 SVMEERAL
Ao

2. T B EIE IP "IN SVM B, IEH1R SVM BYEK
& LIF F0E12 LIF 5T M Agent VM $11T Ping 12E, 40
REMa)E, FREMR, WLEESF LIF BRH,

TSR EREEEIE IP @i ssh B REIEE,
FHIHLIE IP 1T ping #1E. HFMKIEIPTIH
fTpingable:

network ping -vserver <vserver name>-Destination
<Agent IP>-If <Lif Name>-show-DEBIL

MR T ERTpingable, BHRONTAPHIIMLZILE
1B, LAEAgentitEALAILIITpingables

3. NREZ @I EEY P #HITiERE, BULEETALE
B, BREAEEET SVM IP #1TiERE, FXEd
SVM IP #ITERNTE, BEN L

4. 3@E SVM IP 1 vsadmin EIESINUKERERT, B
E SVMLIF EEERRMIENEEARG, EXMMER
T, 3 SVM LIF #1917 ping I2{EEBEX, BX SVM LIF
1T SSH BAREEIER.

MBE, HOIE—MY SVM BIE LIF , #=iX@Edit
¥ SVM BIE LIF #1TiEREE,

5. J0FRIE LIF AAEESER, I5eIZ— 18I SVM LIF
HEd@II LIF #1TER. BERFNEIEIREER.

6.=ZkiE :

A)TEONTAPH B oh#iE SR ER.

b)=1t MCloudSecure UG EIEILEE 2R EIZZISVM,
CEFEELMBIR, ZLE ONTAP FMEE R RER,
D)MONTAPF TR EIRER, AT MIZALEFREX

\https: <cluster_mgmt_ip>
. //SPI/SPI/packet/etc/log/packet_traces/<clusternam
e>

e)IRE— 1 MONTAPEIIZIEAISNT,
F)WNRZEREONTAPHRIEHER, NMERH®HEM
NIERIONTAP,

9)TEONTAPHRITH A AE, LUEONTAPRERSEIZIE

=
mo

7. SARIETHEEAEIER, BEWMLKHEIN, R
BB INERBA ASEPELE M ONTAP EACIEAERYIERE

8.1INIRO7EFT



)

JHE: Failed to determine ONTAP type for
[hostname : <IP Address> ., RA: S5FERLSE

)<IP Mok > BERTEIR . ENAAIAR (ENARAT AR

$BIRHE . "Connector is in error state.service.name
D B KMIREA: FMEF fpolicy ARSZ e EAXLE, "

grep 3500* _ AN SN T ERR: A in_public_allow
-p tcp -m tcp -dport 35000 -m conntrack -ctstate new -j
accept 3.5 RE SVM , MAUTHSHORERERIL
EFFAELELES ONTAP 891815, system services
firewall show system services firewall policy show "t
EH NSRS " £ ONTAP IR, 4. 81 SSH EEEIE
WSIERY SYM/ 5EB%, M SVM 24 LIF Xt Agent IEHLIT
Ping ##1E (2 CIFS, NFSHY) , FHHafR ping
BYEIE®: _network ping -vserver <vserver name>
-destination <Agent IP> -lif <Lif Name>-show-detail 4/l
RIEWNIT Ping 181F, 15HTR ONTAP HHINRIZE
IEHs, EREITENBILNIT Ping &E. MNREL
2 MR EIE— SVM HRMEIFEF iR, s
EREIR. BIAF AERRER— RN,
R, B Ul EfEohE — M EERER. AGE, ¥
EWESRRETR " EEEIT " KT, HABEM SYM #
WS, &KL, FHFH, 140 SVM RgedEd 14
BRI AN —Ro 1 > SVM FRELEE 2 MBI
LRRNMAR, 6 MRER DM AENILIEAFEHZLIF
BE )R T HEHENSVM. MERE—1SVMIEIAL
BX. MR ERB S IP it E fpolicy
, FEtE—UEERE. AL, F—PUESRBELE
WM, H"Fiz " RSEHNERIRS. EfLEXH
BRARE, BE—TMEPRERES SVM . 7.00RR
SRIRICERER. rlsERELEIR, X TFONTAP
9.8 EmhAs. EEEIHIERIESE. FTEIR
ftdata-fpolicy-clientfR 53 LA K #83EAR 55 data-nfsF/
g{data-cifs, Itt7h. data-fpolicy-clientiRSZHME5= %
1=SVMAYEHELIF KEXo

1. 128 ONTAP WEREEAT " EEET " K& M
RE, HEITARLEXHHERE CIFS EFiH VM £
SR FELE CIFS . 2. MRKRBIEED, BER
El SVM HEALUT &<, <svm> event log show
-source fpolicy iEHfR&HE S fpolicy HHXHIFEIR. 3.
MRKREIMETED, BEREI SVM . BMAUTHES
<svm>fpolicy show 1B RS EI&E LRIZ
"cloudsecure _ " &5 H fpolicy TRESEIRZESA "on" o
MRKIGE, NRIBRETEETATE SVM T L6
2. IBRREERIIEALFMANFRE TR M.

fRRTT A
1. WIERERM T IEMA SVM IP EIEHh sy LR &8

IPo 2.38d SSH EEE|EEER SVM &R, &
&, 1BWfR SVM SRR MEMTIR.

1. NS R AT RES PRI BN PHNMEIR O, 18
IER B EAREHENFTHIROSERE 35000-
55000/TCP , LUEM SVM #{TiEE, Lboh, BHF
ONTAP imkBRAE, MM ESRETENHT
BE, 2. FRBEDENUTHS, HHREOTEE
WFFTFIRZS. _sudo iptables-save

A EPARERERSEHS.

SVM Data Collector b FHIRKZ, BIRHERN
"Agent failed to connect to the collector"
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1. RIERAIGEETH, TAERIEBIERINESS. 2.
REEZRINENSIERBESRNE, 3. FEEAF
SER " FrEED " TEPEEHRERR. 4. RS

BEMHAFE R, BREF—TREHRELELIERUL reason :

SEBEIRAE,
B7E SVM/ &2 E RS, Elt, fpolicy 51%FX

fRRTTE:

SVM Data Collector 2T REEIREE, BTRA
"fpolicy.server.connectError: Node failed to establish a
connection with the FPolicy server "12.195.15.146" (
"select Timed Out") "

FEIZSH B "Connector is in error state. [REZ & FR:

7EIEIEE| fpolicy ARS528. ONTAP HREIABFREUFA(E audit . KRR £ SVM EREIEUMBIEIERED

BB CLI 823&: event log show -source fpolicy , EH

EREIREH AT show -source fpolicy -fields event
, action , description , EFERTEZFHAEE. "
GEFHAMIEGS" 1 ONTAP i,

BWERE— 1 TRENZO (353 CIFS/NFS BIEIEHN
BIRMNAE) .

XBERETUTBRH: 1507 S ERERESE

2o 2. BRIRIT AR BIEN RS R mX RS
A1 SVM . RTK 2 TEESHIENERER
149 SVM, 3. #fR 1 MEUBIERSRERE 1 1D
SVM, 4. iffiE#ERIR— SVM BV Efth#iR Uk ER2S,

HEAMOIENHEMAG| SRR TR Hig
ONTAP SVM DSC BB EIERZRTF, include

exclude shares NERTFKIIRHIHZEZM, NRER

BRHRAEHRE, BRAREmIE,
BNMERPR B LB AR EEMARY fpolicy IRE, BMEE(IL

FEMAERKSHERNLT. TIEAHZ 2RI

2 79"cloudsure_"Hifpolicy, BILAMIBRFRE E R EER
89 fpolicy BEEE. FF 27, fpolicy list BY CLI 7%
fpolicy show-steps to delete fpolicy configurations
_fpolicy disable -vserver <svmname> -policy-name
<policy _name> _fpolicy policy policy scope delete
-vserver <svmname> -policy-name
<policy_name>_fpolicy policy policy policy policy
delete -vserver <svmname> -policy -policy -engine
-<policy_name> -policy -<vmname> -node -engine
-<policy_name> -policy_name> -vserver -vserver
-policy> <policy_name> -vpolicy -policy -engine
-<vm> <policy_name> -node -policy _name> -vpolicy
-engine -vpolicy -<policy _name> -vpolicy

ERONTAPS LR HR A S AN, BiYrIae
ZTEONTAPHRUEIFER A, HILXME R AT BER

EWT: "$1294.", "1415152.", "1438207.",
"1479704.", "1354659", FiEXLEBRIEONTAP

Q13N NEERAFIIEMRE,; mIIBNEAXEES

ARZSZ—o
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(s ¥R, ¥EMIY: NFS = CIFS &, K
S BB o "

HREWESEN " 1R "R, —BRIEE#EN " E
(T " RS, ARBRRE "HIR". IWABKE

=o

EEBRLTHIRRS. RSB audit. KKREEA:
FTEBCE (SVM svmname ERIEERR, REA: H
"fpolicy.policy.scope-modify : "Federal " 2 f4 "share-
to include" JTTRIEERIMETRL

ERPIFERERMINA fpolicies o TERETERE
ZeMZEl. NIl EXLEa)wEm?

BRIFhEHZ2ME. ONTAP MR EIRM:
REREE. IOPSERAME,

fiE

HIEWER L, ETREIRES. " iR EiEsL
FHIRIRES. RSBFR: audit. KWERE: AT
SVM SVM_test EACESHER, [RE: ZAPI FE:
Events ff/ME, "
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MIXECE NFS IRSHIHT SVM Fih. IEI{Ef#% e Data Collector EREIRHE: $IR: TEE 2 XEIR
MHRIIONTAP SVMEIEW SRS, ETEHHT SN WHEWESRNETRE, BERSAENEshIRERS
FIARINONTAP SVMEIEWEERZAY. CIFSSECE (5I=fChS: AGENTO008) »

ASVMBI R IFNY. EERF. BRI IEAHZ2MS

HEIEKERETEIR. BTRESVM LA ECIFSAR

5288, [AtkWorkload Security}$ A MR RAILL S

iR. #RiE ONTAP SVM B IEZSHEUHIEF CIFS

EARFRIN. RESIEKRESS. ©EENEA

NFS i H1E R FFEET.

NREMBENEE, 15509 * FB > 335 * AR EINH R,

7INetApp ONTAP Y23 B E Cloud Volumes ONTAP #1Amazon FSX
TERFHR M ERIUERESS MIKEURE SR B P A R #3E,

Cloud Volumes ONTAP 2B &

ERERT A/HAAWSKAIUFRE TERHEZESRE. E8 I 0nCommand Cloud Volumes ONTAP 344
. https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.htmi[]

BoESehfE, RBUTHSEIZE SVM : https://docs.netapp.com/us-
en/cloudinsights/task_add_collector_svm.html[]

XFNTFE

* Cloud Volumes ONTAP . EFRBERANRSIEEE IR ZRF. Fli0: Amazon. Azure. Google
Cloud,

« ONTAP Amazon FSX
R ENERE
WE RS IREEFNEN FHPEEREITEN. BEREEXR"PFEEEXNEIHRNEZER,
LUTTRIEAWSHREAgentfIF B, EAzurez{Google Cloud® . aJLUIRIRIEA T IRSZIRHEBENENT BT

T

FAWSH, RRU TSI BREEZRFIFAHR2NERNITEN:
BRBRUTHTREEZERFLEMRZT2AENITEN:

B

1. BRE AWS =518 FH SN EI EC2-Instances TiH, SAIG1%ER Launch Instance o

2. R AF W TTETFHRRMEMNIRZASA RHEL 8f CentOS AMI : https://docs.netapp.com/us-
en/cloudinsights/concept_cs_agent_requirements.htmil[]

3. 3%&#% Cloud ONTAP £fIFF7ERY VPC F1FM,
4. 3%&$% t2.xlarge (4 4 vCPU #1 16 GB RAM ) EAB LD EHEIR,
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a. Bl EC2 3£,
S. A YUM B EIRR L EEFAFHRY Linux 348
a. ¥ wget M _unzip R4 Linux 248,

RETFRHRERE

1. LBEEREKFPAEESHERIER Cloud Insights IF1E,

2. BB T e EH L2 Collectors*F 8 th*Agents*1ETN <o

3. B~ + I * HI5E RHEL fER BT &,

4. SFRIREBRESS,

5. BHELEHSHMIEESZ R RHEL EC2 fIA, LERETEHHTERIE. FRMAE "Ed
RERM BHEE.

BXEFMPE, BESNLUTHEHE: https:/docs.netapp.com/us-en/cloudinsights/task_cs_add_agent.html#
steps-to-install-agent

R AR
TRNEBT ERRENREBRT .

A fRRTE:

MIEWERE R ' TEAHTSM : T EHTEAmazon  @EiEEfsxadmin LIFREESHRINEMCIREM R 2N AR R
FxSNEIEUNEESSBIONTAP KE"EIR, BRLEREH IR, MRERHERO. WAKFERFRERE.
BYAmazon FSXNEIBEWNERS AN TERFH T 24

i, MAIEET IR 443 EE 2 FSXNEERERT BT, A

NIBFAWS T 2AB AT AFEEFRENAN, {2

BEEEB A TFRE—AWSIKF S, FE—REATEEM

B HERNetAppi&&E (FEFEIREYIIEEIET).

FAREE
TEGRHZ 2R KF@iZCloud Insights #1TEIE,

Cloud Insights #eft TIIMNAFIKF LS. KkAFREE, EER, APMXE. RAINENKF DERERIN
Rk, BREESNRAFIKFRIUGIEZSENRAR. AASTARSRUTIRLHZ2ABZ—!

) TR 2R

EER AT TERHR I, SFEHR. BUE.
fEl SRS . BTN SRR LR TR R EAPIFL)
fE. EEREAESIEREMAR. EREDEIFRE
ZEAE,

RR A LUEEMERERUREERL. ARAGALIEN
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A UEEERMEVE. REABFEENERRS, &
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p
1. BRI TR TN
2. ExBH, BEEER > BAEERY

18555 & 3 Cloud Insights BIF P &R T,
3. MNP SRR ENAG,
RNEAFE, AEEEREAE (EENAFRRE) BE,
BRAFPKPNAGIEAES, S0 Cloud Insights "FIF A" X4,
SVMEHRKGERF(RIEFRGEIER)
EHRFNERATELSE ONTAP SVM BN Z I ZE SVM HRY NFS/SMB A&
EHERE, UBEE—MMIBITEV BTN SVM 2, FREFREOEFRERIIE
HEERE. BBEAMNZLIFE,
—MIBR SR 1550 MBI E SR,

R

* EEIP
* SREERAR|NEE

() B, FENERESHERE SVM ETER ONTAP SVM MIEKIES.

TE

1. $%B8 CloudSecure Y BAZREE(IE,
2. ZEAREG, L sudo R B19E1T server_data_rate_checker.sh 7 :

/opt/netapp/cloudsecure/agent/install/svm event rate checker.sh

. HEHIAERE Linux TEHPRE _sshpass_ o EdRHARREE:
a. BT Te<:

linux prompt> yum install sshpass

.. MNBEFREVER, BN web ¥ sshpass_ T#HE Linux HENHEITUTHS:

linux prompt> rpm -i sshpass

3. HIRRAY, BRMIEME, BSIUATRE.
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HERIARELITE 5 2o

4. 3B17
S BTG, HIAEM SVM HRTENEMEE, Ee]LEEH emtPRES D SVM NEHFEREK:

“Svm svm rate is generating 100 events/sec”.

£~ ONTAP SVM #IEUESFEF T A5 —1 SVM HHXEX, XEKEE MHUIBWNESSTREBIZINE D SVM £/
HEHEH=E,

BIREMAT/LR:

a)EALLRIEN—RRAREESE. ERLUBMZOM/EAENSEREMINBIERESRBE. REFE
IN50 R SR 2 |

RIBITENEE SVM #iEWEE 23RV SN2 Agent Machine ] LI BRI RASE
HIRZE

4%, 16 GB 10 MR ERS & 20, 000 MNEH

4%, 32GB 20 MR ESS & 20, 000 MNEHF

b) BEIBEEHEH, BERMAZAIENFIE SVM £aIEH.
c) MEMARESIENERETT, HEREIEEELUTUN, BFRE 30% NEHRRFEZ DX,
B+ C RM/NF A, BN Agent HENIETTE KT,
M=z, AN MIBTEVNEIBKRESRHENEBEUTAR:
Sum of all Event rate of all Data Source Collectors + Buffer Event rate

of 30% < 20000 events/second
BEEN xref:{relative path}concept_cs_agent_requirements.html["'f‘%fﬂgiﬁ"]

B, TREMFHEXHNER,
3l
BRIEHITE=1" SVMS , SERMEHFERESS 57 100, 200 F1 300 1
HITERMBUTAR:
(100+200+300) + [(100+200+300)*30%] = 600+180 = 780events/sec

780 events/second is < 20000 events/second, so the 3 SVMs can be monitored

via one agent box.

= ekt EITE Agent RIS R TIEE RPBIXHR foolicy_stat<SVM Name>.log__ F#x %,
EUTERT, AR IRMEIRAER:
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* IRMHAENE, IP = SVM AFRARIEH.
c MREEFEAGHERBRIR, FFSFH fpolicy , M=HIMEEIR,
s HIAEEITRESRAELL,

THERT —MZE1TR0):

[root@ci-cs-data agent]#
/opt/netapp/cloudsecure/agent/install/svm event rate checker.sh

Enter the cluster ip: 10.192.139.166
Enter the username to SSH: admin
Enter the password:

Getting event rate for NFS and SMB events.
Available SVMs in the Cluster

QA SVM

Stage SVM

Qa-fas8020

Qa-fas8020-01

Qa-fas8020-02

audit svm

svm_rate

Vs _new
VS _new2
Enter [1/5] SVM name to check (press enter to skip) svm_ rate
Enter [2/5] SVM name to check (press enter to skip) audit svm
Enter [3/5] SVM name to check (press enter to skip):
Enter [4/5] SVM name to check (press enter to skip)

( )

Enter [5/5] SVM name to check

Running check for svm svm rate...

press enter to skip

Running check for svm audit svm...

Waiting 5 minutes for stat collection

Stopping sample svm rate sample

Stopping sample audit svm sample

fpolicy stats of svm svm rate is saved in fpolicy stat svm rate.log
Svm svm rate is generating 100 SMB events/sec and 100 NFS events/sec
Overall svm svm rate is generating 200 events/sec

fpolicy stats of svm audit svm is saved in fpolicy stat audit svm.log
Svm audit svm is generating 200 SMB events/sec and 100 NFS events/sec

Overall svm audit svm is generating 300 events/sec
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[root@ci-cs-data agent]#

BEEHER

BEd

RFAECEKRETFRHL2ERISVM EIETTILH

K, EBNFEASVM LI EfpolicyftBEIXEIRE—

BBl AFHZ T AE?
AR A LUE AT I A RISVMELE?

SNRIBISVMBEE. BERENMIZARIZITE E])?
A A LU EIETT LA HISVMEL £ ?

NRIENSVMIEE. BESIENRIZAAYIZTTRSIE?

MRFERANBERBETEHRRRONERER. IREMN

wER?

[}

iR

)RR
BIEEAN T ERHREMEESVM. SHERINER
WA LUERIETT. AR EERRM,

. RT/HEMAFHE SVM HIRRHEM 5 EXA
ERIFF R ERIA,

BEME SVM HEEM, ZHABRRZIEIT 5 9.

B0, BREBRRBEAEHRKE SVM RAEM 5 BrX
NERIFENIEE,

HEME SVM BrEEN, ZM AW FEZIETT 5 D8
HNMBERBETEHFRROERERR BFrIERE

ANSVM_ERJREIR, XAEMAESZHERIOERFIETT
HAia) 2 &S AT

"TEAHREER " TTEER VRGN ESHELZL. HAeTATEES SR

RYIFERE B

®
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Alerts

(D) Last3Days

=R

| FElterBy_H Status | New

Bl +

75
5 !
=
- W 0
2.5 {i - | | I
5 = = >
12. Ju 14, Jul 16. Jul 18, Jul a. Jul 2 26, Jul 28, Jul 30. Ju Aug Aug 5. Aug 7. Aug 2. Aug
O Potential Attacks ~ AWarning
O Potential Attacks  (3)

Potential Attacks Detected 4 Status User Evidence Action Taken

Ransomware Attack 5 hours ago New |/ Iris Mcintosh =700 Files Encrypted Snapshots Taken
Aug 10, 2020 4:38 AM

Ransomware Attack adayago New |2 Christy Santos =500 Files Encrypted Snapshots Taken
Aug 9, 2020 3:51 AM

Ransomware Attack 2 days ago New |2 Safwan Langley =700 Files Encrypted Snapshots Taken
Aug 8, 2020 4:29 AM

A Warnings (7)

Abnormal Detected 4 Status User Change Action Taken

Behaviour

User Activity Rate 2 days ago New |2 Iris Mcintosh T~ 192.46% None
Aug 8, 2020 7:49 PM

User Activity Rate 2 days ago New |2 Jenny Bryan T 73.64% None
Aug 8, 2020 7:32 PM

User Activity Rate 3 days ago New |/ Szymon Owen T 189.88% None

Aug 7, 2020 8:07 PM

ERFIRET—IER, HRERTEERESEERNS I ZFBEEREM / HES LS, ARYH T ZHEERERN
RERBEM /B

MNTFENER, BETRUTRS!

BERE: ¢
BERERE (FIN#hFRE SR T)
* FNETETE R B B EAFN A 8]

4R Status :

R

o * I TH *
o xBRER
o *BEUH * :

XEMHERBIRINLE
ENMHZ M EPARRIEEAELER,
ZiREHEALSIARIC A ERR,

EREIRAA NIRRT T I TAZRR.

Lh. A OB FEEE PRI 4 aT B A5 RS BB IR K E LAY B e E.
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EER A UENERRSHRMLER UMD EE,

Change Status To
In Progress v
Add a Note
i
Cancel Save

© HITRARLREIRR User

* &M Event  (BIE0, KEXHBEMNE)

* BRATIRME_ (BIE0, EeIEIRER)

cEEH

i RZEER  Abnormal behavior

* HMEFT 89 5 HAFIET &)

* EIRM Status (B, EEHITE)

© HITRAREZEIRR User

* Change RyiR)EEIR (140, XHiARIEEEM)
© EREURE _

iiriner ety
TR BRI T AR L SR

* EiRHY Status
* Note HHYFFE XA
_WE I EE R
* IRERAEIR | EEM User

SRS B TE

EA AR EEIRYIRE LA ERIHE DT A SRIFAE B UE. BRIFAES TR G ER LR MR,
e, $ERERGFAEENEAEZERUATER:
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BE:
© REXBEFRS. RPMNBRD (AIERARRLMSE)
BN 9 B ABRE A
© BHITIRME (FI, ECIREMIA. Snapshot BEETIEMELSNETFH)
CRE (i, EADHTES)

WHERES:

* BB AR
BRI
© RRBEEAX AR ER

eSO

EH BFERS SHERTHRENEAES, SIERFME "Top Activty B

SRAE (WROIRTT BENSERELE)

Laat 7 Days v e
Filtar By
Q@ Foten e & 5
1 IS ] 3 1
wtected
Rarsomware Attack Sdaysago New 2 Kristjan Egllsson >700 Files Encrypted
ful 11, 2020 4:02AM
iy 0
Datacted 4 Status Usar Changs Action Taken

Mo Data Available

WARERIE (RFIZT T AR ZIR K )
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POTENTIAL ATTACH AL_303 Action Taken Sistus
= Nonme New
Ransomwars Aftack = .
Total Attack Resulis Encrypted Files
Activity per minute
| o 4173
Affectsd Volumes Delsted Files Encrypted Fiies (1]
200
10 W \
The extenzion "crypt” was sdded to esch file. :
= TTI0 D400 0430 os=00 05230 0600

Related Users

ction Taken [
None

Kristjan Egilsson 4173 Detscied Action T =
Accountsni Encrypted Fles 3 2 agd e .
Finance TR e 4 Y

haeE—: Depebment Top Activity Types View Activity Detsil
usl33 Finance

Activity per minute
= location: 30157 144115
Email Manager
Egilecon@netapp.com Lynd=ey Maddox
= @ Write @ Resd Msisdsts @ Others
Phons

3BTI24312607

H1TSnapshot_312{F
TEHHZEM A ESERNEEE SN Bt R IRERFRIFENEIE. HREREZSMEHENEEE,

ERILAE X "B sl 588" AN BB R WG S R E A AR G2 R, A UMERTEF&
BIZRER,

E Eh IR IRER
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Potential Attack Detail / Ransomware Attack ;23\%’ ,23§§AM - 0

POTENTIAL ATTACK: AL_307 Detected Action Taken Status
4 days ago Snapshots Taken InProgress 2 &
Ransomware Attack Jul 26, 2020 3:38 AM .
Last snapshots taken by How To:
Amit Schwartz Restore Entities
Jul 30, 2020 2:54 PM

Re-Take Snapshots

Total Attack Results Encrypted Files
Activity per minute
1 0 5148
Affected Volumes Deleted Files Encrypted Files o

200
5148 Files have been copied, deleted, and potentially encrypted
by 1 user account. 100
This is potentially a sign of ransomware attack.

0
The extension "crypt" was added to each file. 03:00 03:30 04:00 04:30 05:00 05:30
Related Users

Ewen Hall 5148 Detected Action Taken
Developer . 4 days ago Snapshots Taken
Engineering Encrypted Files Jul 26, 2020 3:38 AM

Abhi Basu Thakur

MONITOR & OPTIMIZE

s | Nabilah Howell had an abnormal change in activity rate

Jul 23,2020 - Jul 26, 2020 1
(=

1:4. A 1:44 Al

Alert Detail
A nErts
W AL_308 Detected Action Taken Status
: - P Sdaysa None New 2
Q,  FORENSICS Nabilah Howellhad an abnormal change in activity rate. s
G} ADMIN
Recommendation: Setup an Automated Response Policy Mo To:
© Her An Automated Aesponss Policy will trizzer messures to contain the damaze Take Snapshots Restore Entities
automatically when a future attack is detected. Try it now.
Nabilah Howell's Activity Rate Change Activity Rate
Activity per 5 minutes
Typical Alert
600
i22.8 210 ;
Activities Activities 400
Per Minute Per Minute
200
4 Minimize k o o el = n L L Lo L
Nabilah Howells activity rate grew 71% over their typical o
12:00 24, Jul 12:00 25, Jul 12:00 26. Jul
average.

TR

TR BFEMFBRA 2 &KX R ERNES MEENEREFATIR. BEREZRIEMA, BRE - EEG > @8H
HAF MR ANBN—T B FER L,

TREE R
LIRMEERE 13 M A, B 13 MANERMESERMER. MRMIRT TEGHRIFE, NSZFHEX
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EXBYFRA BUE IS 5MIFR.

SR HEER

]

BiY, ONTAP EX&/NIYEIE—XRIRIR, TIEAH%
2WS)RBEBEXIME? WSIRIREERAE/NEHR
RBAIE? RASNRREBESSFLLE?

YN5RTE ONTAP HUXREIRARIRE, SREMFARBR?

TRAHREERAETECZ IR,

WFSVMERFWER. REBRK. XEEHREMT
ERHRE2EPRERHBEEENRRM. X FEEHRIM
SVM [EhILRHER, FEIZRR,

£ Alert Details TUEIH, 7 Take Snapshot ¥l F 75
SR THA "Last Attempt Failed" 1%, S BEIRREE

21z 28R "invoke APl command has timed out for
the data collector with id" .

B
BE—F 35

BRI T 0E:
TEAHZSRBAZEME)RE, WSRER=
SRS/ RYIRIR= ). WK AR —1F 44, ENARYE
INIFIREER 21T LEo

WNREXF|EFRASnapshotit#. M5£:RISnapshot4E fk
BEK. MIEAHT2URBET—FEIRER. 18
tHiSnapshotBi#. AP EEE X Snapshot ZRES LR
BRERE, BUF=CIERREE, £ ONTAP 9.3 &
BhAf, — M ERZAEE 255 1> Snapshot &l7s,
7Z ONTAP 9.4 KE=AH, — M ERZAIUEE
1023 > Snapshot BlZ&x, BXHIER, 1ES N ONTAP
N4 "IETEi& & Snapshot HIBRERER",

WRATFORREBNABARREE:. B2 proper 11
'R o R/ csrole ST T I IRIRAVIEFAIARIAN
PR: security login role create -vserver
<vservername> -role csrole -cmddirname "volume
snapshot" -access all

XERR LD, NREBRXMHER, BERD
ONTAP H NI R EIRF IR REE,

MRBEISVMERRIPREHIBRE S AN TIEAHET
£, MIZEONTAP (ISVMBILIFAATF disabled %
S, s REXMIER. EONTAP HZE
ELIFFMITEAFH T2 MR iR%A Take Snapshot
Manually . #AfS, Snapshot 2{Ei&RIN,

PRAE AN TIE AJ BB T 83 TR B R £ IE RIS ITRUIR (R,

WEPREEREE

B BUE > JEREUE * , ARRE * FEER) * EBRLOARFIE A TUE. WIER T SR RRED,

HERMATUTER:

* &7 Activity History ({RIBEE2RBIESCE, B82% /8 5 2% /& 10 2¥iAR—R) HNER

TR LB EER R — P S IERGERER . HEPRMBE TTE U S R BRI ESEE. BKE, B2

TR, AP LOET Iz T8N

c SEMREER, BREDREREVEMALICREIE, BREHENA x BiREHE,
© KRR FRYERIEIR, BIRSLSERUREUERIFG LIS REUE, IR HANAY x AR i,
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Entity Overview
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Add Attack Policy X

Policy Name"

Unigue New Policy Name

For Attack Type(s) *

| | Ransomware Attack

| | Data Destruction - File Deletion
On Device

All Devices v

+ Another Device

Actions
Take Snapshot (7]

| | Block User File Access @

Time Period

ot D
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Snapshot Purge Settings X

Define purge periods to automatically delete snapshots taken by Cloud Secure.

Attack Automated Response

Delete Snapshot after | 30 Days *

Warning Automated Response

Delete Snapshot after | 7 pays *

User Created

Delete Snapshot after | 30 Days *

Cancel
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Automated Response Policies Allowed File Types Policies

Allowed File Types Policies

Ransomware alerts will not be triggered for the following file types: €9

Abox 123 % Fmafe X

FI0E)_ALLOWD FILE Types FIRE. AENZATFNXERBEEREAHERGRTEER, BF
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security login rest-role create -role arwrole -api /api/storage/volumes
—access readonly -vserver <cluster name>

security login rest-role create -api /api/security/anti-ransomware -access
readonly -role arwrole -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role arwrole

FAEEXEEHBNESEE "ONTAP 1R
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THETRTEARPEMHERBIERRH:

Detected Action Taken Status
& Access Blocksd on 55VMs @ New 2

POTENTIAL ATTACK: AL_1315
Ransemware Attack

L oE Snapshots Taken
Lostsnopshots taken by, How To:
Blocked permanantly by auts response policy Restore Entities
outo respanse policy Ott 20, 2022 3-09 4
Change Block Period Re-Take Snapshots
Unbleck User
Total Attack Results Encrypted Files
Activity per minute
83 81
Affect Deleted Files Encrypted Files
o
50 |
81 Files have been copied, deleted, and potentially encrypted by I
user account. 1E
=" was added to eachfile. = )“
© High Confidence Detection 0
02:30 03:00 03:30 04:00 0420 05:00
Ransom or and in-file
E‘ Encryption activity in files
Related Users
Jamelia Graham User/IP Access @ 81 Detected
Business Partner ® Blocked v : ! 5 montfis ago
HR Encrypted Files Oct 20, 2022 3:06 AM
q;ema me Department Top Activity Types View Activity Detail
List4 HR Activity per minute
D z M Last accessed from:; 10.193.113.247
omain anager
cslab.netapp.com hwan Hott
Email Location Create Read Others
Graham@netapp.com Wa
o
Phone 150 T
5251140014 1
100
30
0
02:30 03:00 0330 04:00 04:30 05:00
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Access Limitation History for This User (3)

Time Action Duration Action Taken by Response Blocked IPs on NFS
QOct 20, 2022 3:09 AM A Block MNever Expires Automstic  none
more detail
Mar 10, 2022 4:59 AM Unkblock system Blocking Expired 10.197.144,115
Mar 10,2022 3:57 AM A Block ih Automatic 10.197.144,115
more detail

Affected Devices/Volumes

Device T Volume Encrypted Files Associated Snapshot Taken

subprod_rtp stargazer 81 Qct 20, 2022 3:09 AM cloudsecure_attack_auto Automatic Take Snapshot
_1666249787062
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Getting Started ¥ Q # @ O rtestuser v

il Observabitity » Cldev1 / Workload Security / Collectors / Add Data Collector
Enter complete Share Names to be excluded, separated by a comma.
) Kubernetes » are Names
\. Workload Security v VolumeNames
Enter complete Volume Names to be excluded, separated by a comma.
Alerts Velume names
Forensics
Advanced Configuration
Collectors
| Monitor Directory Read & Open Activity (SMB enly)
Policies Note: Generates many directory access events (noise)
= ONTAPEssentials L4 Monitor Access Denied Events.
Note: This feature will be available from ONTAP 9.13 and above
& Cloud Cost
Fpolicy Server Send Buffer Size
{ﬁ Admin b M8 hd
. d

EFERFPNE
MR EREREIREEIRRNMData Collector. NITTLEFIE,

MEFEABEX AP @I, -CsUser )AIMNKESRHIRFIZAFPINR., BRBUTSBATERHZTEHIRT
FIONTAP EAR"ELE 10" F 4P BB R,

FFBRE cluster- EHEAICsUser. MONTAPERSITHITIA TS, 1EEE. _csrestrolle EBEENXAE. M
-CsUser EONTAPEHENXFF,

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrestrole

FFFEIEA _svm_BICsUser. MONTAPELITHITLU T eSS

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <svm name>
security login create -user-or-group-name csuser -application http

—authmethod password -role csrestrole -vserver <svm name>

A XECEHMAEZER "ONTAP 1R

BRI E

MONTAPZSFRENE4/5. Workload Security ForenessTUE & & RAccess Denied Events, BT ETRHEEZ
gh. EEREETLUE Deswed Activity 5 MG EIFRARINEI R REEFEIRIER VB R P RR,
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Tutorial 0% Complete
M NetApp cloudinsights () GettingStarted ~

il Observability » Cldev 1 / Warkload Security / Forensics @© Last24 Hours v e
@ AccessDenied @ Others
© Kubernetes > 3

W Workload Security

S 18:00 20:00 22:00 8. Aug 02:00 04:00 06:00 08:00 10:00
Forensics Activity Types Activity on Entity Types
Collectors
Policies
= ONTAP Essentials
@ Cloud Cost
All Activity (2)
& Admin » Domain Source IP Activity Path Entity Device Protocol Denied Activity
Type —
10.192.37.103 Access Denied Jychandra_vol/diro/filel txt tt ychandra_svm  NFS Delete
10.192.37.103 Access Denied [ychandra_vol/dir0 directory ychandra_svm NFS Read, Read Metadata,
Write, Delete
. d

IEfEPELIER P AIE]

WNRERER. TEMHZ2ERTUEIRLERFGRXHRARMELLER T, FTUERE
s SRE8 B ERA LEIGIE). BRI UM ERE A P 1F4AE S IEmF st LR,

() Cloud Insights BX3RRR RIS T IEAE RS M,

EFELEAFIREE, EREX— 1 PELERTEE, EEEIRERE, RAKBIERAFIARINKE. SMB
MINFSTIIsFrin R LEo

SMBLEZMIEAF AR, NFSRMELIESEMENENMIPHILL, XEHENIPHIILEWE LSRR TERE TS
4 WS BI4E{a Storage Virtual Machine (SVM),

Bla0. BRIETEMHZ2SMEEIR101SVM. HENEHP4NSYVMELE T BN REE, MRKTRERBNNSVM
FREg—AN. NI FRYIEEEERRE 10NSVMARE R LE, HETEIR SVM 8% Snapshot o

MRBEOEANSVM, HF—1PSVMECEANSMB. —MCEANFS. HRMMNSVMECE AINFSFISMB. MIINRIEH
BB NSVMABER—1 MFFESVMERFHE LE,

BRLE A IR AR 5 1
BEIINEEE ST, REEHASINEE.
NREERNREHSBERE. NABBEMRUR

NRIEEANBEX AR (BI30_CSUser )EBERZAFRTHINIR. BREBUTTIBAT AL MR TN
PRIAPELERF o

T EBEEFIEN CSUser , 15M ONTAP ap 2 THITIATRIE:
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security login role create -role csrole -cmddirname "vserver export-policy

rule" -access all

security login role create -role csrole -cmddirname set -access all

security login role create -role csrole -cmddirname "vserver cifs session"

—-access all

security login role create -role csrole -cmddirname "vserver services

access-check authentication translate" -access all

security login role create -role csrole -cmddirname "vserver name-mapping"

—-access all

BESHERNNPRERSD "ECE ONTAP SVM £z 28" D1E,

gnfal /= Atk ThAe?

s ELEREET e, SMErTEAETESM>HRIE> B R, EEFE+IEH R
* AR (%A )Block User File Access,

gnMelis & B e A A 6P FELE?

* BBV SRR A I SRBE

* EEN ST RERE SVM .

* BEEIEAPXHhE]"EEE, EFEIETE, KRB R.
* EBSIEER" R RN AR LAY LE A E],

* B BEAAELE. SR LiBI ENEE RIS,

fARE RGBS FEMMELERNAR?

* FERYIRTER. MRERAFAKEL. NWESTEREER—ME.
© BRI AP TIE. EA UEEIRELERNAR IR,
* ERAP AR, E-ARAAFIPIAR", EiZFIR. FERAFELENSFIRS.

FrIfRHIF EIER A 71
- EEMRHERIAEERBIEAEERE. ARNXERBFHAELSERAN,

AP inERHIHEIER

AERIFAESNAAIFAGEENENAAERT. ERUEENAF HRRGIHEIERAVHEZ!

PELE. BUHPBELE). #5£:RdiEl. REXAUIR(E. NFSEYFEN/BEHIPIUAKRZ ZMRIIP,

SIS ARtEThEE?
ERTLAERT AR TIEE . MNRASFEERIRAP, AT REEIAEAUR,
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 EIEAZZ2MPR, SMEFTEARTSM>RIE> oM SREg . EF+IEH R
* BUHIERR(BUHEIZH)Block User File Accesso

b THEERETE PG D1E P 3o

F A ENFSHIIP

MRENTEABHZ2IHARS SRS RIEMESRE XA, FRBUTTEFohMONTAP RREEMIP,
1. 5 SVM EHIFRE S 3RS,

contrail-ga-fas8020::> export-policy rule show -vserver <svm name>

Policy Rule Access Client RO

Vserver Name Index Protocol Match Rule

svmO default 1 nfs3, cloudsecure rule, never
nfs4, 10.11.12.13
cifs

svml default 4 cifs, 0.0.0.0/0 any
nfs

svm2 test 1 nfs3, cloudsecure rule, never
nfs4, 10.11.12.13
cifs

svm3 test 3 cifs, 0.0.0.0/0 any
nfs,
flexcache

4 entries were displayed.

2. B iEE MM AIRuUleindex. MIBRSVM EFRESREEREIFN, XLEHEIE cloudsure_rule"i& B AE P iRIT
fide TIEAHZREMNERE 1,

contrail-ga-fas8020::*> export-policy rule delete -vserver <svm name>
-policyname * -ruleindex 1

. BREMBFRIEABZ 2N FHIANTESE) .
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contrail-ga-fas8020::*> export-policy rule show -vserver <svm name>

Policy Rule Access Client RO
Vserver Name Index Protocol Match Rule
svmO default 4 cifs, 0.0.0.0/0 any
nfs
svm2 test 3 cifs, 0.0.0.0/0 any
nfs,
flexcache

2 entries were displayed.

FEhiAESMBAF
MBI TERH R DIXERE S BRI ERE X, BB TS BENMONTAP EEEMALS,
AL P B 2R UE SRR TE S 2% M ch PR L B9 R A B1I3.

1. fEcluster _admin_EEE R EIONTAP £&H(EMFX AP HIBELE). (3 FAmazon FSX. fERFSXEIEE
R)o

2. BITUA TS UFIHESVMAZSMBT 1 R M EIEMFIE R

vserver name-mapping show -direction win-unix -replacement " "

Vserver: <vservername>

Direction: win-unix

Position Hostname IP Address/Mask

1 - - Pattern: CSLAB\\US040
Replacement:

2 = = Pattern: CSLAB\\USO030
Replacement:

2 entries were displayed.

bR, HCSLELE T2 M (US030. US040).

1. MERIEHPHWEMER. BT T < LRI A PR LE:

vserver name-mapping delete -direction win-unix -position <position>

. B TR LABIAR P R LE
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vserver name-mapping show -direction win-unix -replacement " "

NFERIEELENAR. FRERERFE,

AR

[A] &

REFAERTG, BEREAFARZEIRS,

FHIRERENAFRSER " AR IP i BRG]

o

TEETARER, RE: RRF L LHIRIN,

NFSHYF P (IPHIIE)PEIEIE®E TE. BXF
SMB/CIFS. HEAZIFEIREE . "SIDE|DomainName’%
WKW, REE: REIEET"

TRz e%: RINRE

EE IR
1. R SVM BVEIBUREES A I F _running K
o WR{ELE T Data CollectorfIXIE. M T ERAE %
MBI EREGS, 2. XERRNAFTEEEFEA L
HIR(FEREBEH IP MITENIARIEE. PREES B A5
RTEAEBYENEY IP #lb#1T, 7£ Ul ("Alert Details"
(BIRIFMEE) >"Access Limtion History" (Lt
BUARIRRFIFSEIESR) >"Affected IPs"  (ZRMMAY IP
) ) FIREZR IP kYR, MMRBFREM IP 5ZR
IP REBENIARIZEME, WEAFMHEESIEZR IP 35
B1EiE. WMRAPEIRAM IP ZIRIENIFR, NTE
HIRTEfE,

ZIRFIBY 1P ERREMAF RS,

NEELMEMCsUser. B@RERERARNNBAFIRTF
PR

YNR_CSUser_TeAl#hiTssh. METER R EXTHE
Mo (MIRTEEBRANERE. ARWRAF AR
fTssh), CSUser ABEEXLENR,
https://docs.netapp.com/us-en/cloudinsights/
cs_restrict_user_access.html#prerequisites-for-user-
access-blocking®t F BB B EIER_CSUser. 18
MONTAP e fTHITLUATIR{E: security login role
create -role csrole -cmddirname "vserver export-policy
rule"-access all security login role create -role csrole
-cmddirname set -access all security login role create
-role csrole -cmddirname "vserver cifs session"-
access all security login role create -role csrole
-cmddirname "Vserver services access-check
authentication translate"-all security login logine. role
create -role csrole -cmddirname "vserver name-
maping"-access allfIRK{EM_csUser_. HEFERT
SERHNEEGAF. BHEREESZ AP JTONTAP
BAsshi R,

&) LAE R DU LB BRSRAR AT . LAfE {6 PR BB Bt B BN 23R AR AR 4 st 38 s T

ERERZ 2%,
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(D cloud Insights BBIRR R TERER 21,

FaZMEBEERREM

* BYRIHRIMRI A (OER T Linux o
© AT EARRT2NEREXH—ERE. ERAERET TEMHTeAENEMHENLER.

* BE MR HZ 2B BIAS LiEfTiti4d; TRESEMLnuITEN. B2, IREREEH
bR g LinfTIbilds, IFERILEAHERPTITAIR,

ZELAF1, 000 NRFIXHE

LA W7 Bl & BRANRAI AR M4 3RBY SVM £iB1T. BINERXHRNERFXERFZELE 1, 000 T
o XEXHARRENT, BNERR—AFEXAHNEHRTNE, TEARTEMESFHANRRELERD.
FEA =R ER (BNE— B P ECLE IR GBI )o

BXRH, 52 TEMN "UEEAeEIEE X,

BATIRIMNEE Z BIRYAEN

1. BIRMBEXETRHE,

2. FEHRIRATS0 A ERISHRTING, DB R,

3. EMERERR—FF#THRE, JURE. Workload Security$§ 7 RILA T A BIEREAF NESTT

o

4. REXMNE—AF NP 4#HITME. BAPRIRIEZENXARSRAN—TIRNEEDD MeEERS
—RF RN, EEESHMMNERITINEZEF TN,

EERR
B, BEREEHEITEN. ERILUESE NFS HHI CIFS £,
BEIE Linux 3£ NFS B, BEHRITUTIRE:

mount -t nfs -o vers=4.0 10.193.177.158:/svmvoll /mntpt
mount -t nfs -o vers=4.0 Vserver data IP>:/nfsvol /destinationlinuxfolder

BDHEEE NFS 4.1 ; Fpolicy Az#Fitbhi7s,
BEBE Linux 3E%; CIFS , i&HITLUATIR(E:

mount -t cifs //10.193.77.91/sharedfolderincluster
/root/destinationfolder/ -o username=raisa

EIR, REVUEIRESS:

1. MRHARRETFHBET2AE, BHITEE.
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2. MNRIHKECE SVM HiEUsER, BHITEE,

BITHRRFIR IR
1. BR(ssh) B TIFRHZSREBH B,

2. 2fn%l: /opt/netapp/cloudsecure /agent/install

3. EARHSHBRINSEA UEERE!

# pwd
/opt/netapp/cloudsecure/agent/install
# ./ransomware simulator.sh
Error: Invalid directory provided.
Usage: ./ransomware_simulator.sh [-e] [-d] [-1 <input directory>]
-e to encrypt files (default)
-d to restore files
-1 <input directory> - Files under the directory to be encrypted

Encrypt command example: ./ransomware simulator.sh -e -i
/mnt/audit/reports/
Decrypt command example: ./ransomware simulator.sh -d -i
/mnt/audit/reports/

xRS TN

BWXEITINE, BETU TS

# ./ransomware simulator.sh -e -i /root/for/

Encryption key is saved in /opt/netapp/cloudsecure/cloudsecure-agent-
1.251.0/install/encryption-key,

which can be used for restoring the files.

Encrypted /root/for/File000.txt

Encrypted /root/for/File001l.txt

Encrypted /root/for/File002.txt
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[root@scspa2527575001 installl# ./ransomware simulator.sh -d -i /root/for/
File /root/for/File000.txt is restored.
File /root/for/File00l.txt is restored.
File /root/for/File(002.txt is restored.

ZRIBTTIER S

TRARPERBRIHRERE, TRES— AP UERGINIKE. TEMBEREMR THRAFTTH. F57E
RSB R —A P NEE SRR EH A HER.

AZRIZ TR
ERIEXMAZ A, BAE L E F IR SRR,

PR SENESRAIMERIEZ R, BHRITUTIE, NRESFMBUEIER, RFRIEBEUEIER, WAL
BEHRTFEA, IRERERMERERESLATERRS. AR BFLIC TRIBED!

()  mwwemn BEKEs AR, |

EBITIEPAZ AT, ERBTRMEMEZRNX S, ERIUFHREMEZENXXHEZIBIRXXHERF, e UERH
&~ (BZRUTRA) URESRCIRX 4. TieERMMEE, EVEH 1, 000 MK,

INREERURZHL NRIEXM, BRITUTEE:

—_

- BREINEE,

2. & NFS SHMEF#SIH SVM EHEHEIHIEEITEN, 1§ CD EFIFIZXHE,
3. EEX MK, BIE—IRA createfiles.sh BIX

4. BUUTTERZZX

for i in {000..1000}
do
echo hello > "FileS${i}.txt"
done
echo 3 > /proc/sys/vm/drop caches ; sync

($)]

- RIEX Mo
- RN XERBRITIR:

»

chmod 777 ./createfiles.sh

. HITHIA:
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./createfiles.sh

LEBPRE IR BIEZ 1000 3o
7. B R RIER SRS

MREEDR 1 AERTHRERES, BREZBUENES, WMALRNEEHRT. BREGERESRER
RFEITIRT.

8. MNREAPITXES BZATEE T IRESR. 1BHR "MEUESR"

ANEHR, ESNARE | PR RINES BTN ECE B FEp @A

EREBTFAHREEIRKEA. BRFBEGR> B REEHERNES PRSI RE
NN EBFHR 3t

(D cloud Insights BBIRR R TERAR 21,

BERLERMES

ERi% potential agresI i _ EiRi@EN, IETE _Send potential Attack Alerts B8535 NI A B B2 F BB {4tk
HFIHERPITNENMRE, RASKBFHMEBNAETERH ATIZR.

EBRIX Warning 1851, 151t Send Warning Alerts 353 B N A BY B2 F R4tk

RENMZIR R RSB TR mE
R LB B R R A B R I TR R,

BEREF IR RS RIGITEHZBOE], 7ETE Data Collection Health Alerts EB 53 Hriai N US4 A B9 B8 F-HR 14
ik,

BIREMATLR:

* QEEARE / REHZFLEREED—NGE, FRLKEETRAER.

* TELLTERY 24 /NBIRSIEIERA, X@ BRI ARE—H R FER @A, BEACIE SR IR 28 B T i AR
[ BRI,

* IRAEREHE, BEE—TER MAREBTRESRLE—IER) o LLBEFEHHFTILPIEREME
SVM o

* Active Directory MR KRB SIRENE S, EFRSEMERUELN,
* II7E, Getting Started & E5IZREIE—1#HY _Configure email notifications Bt E.

IEEEZWIEFData CollectorHH4£&3&@ A
* 7£"Data Collection Health Alerts"(3BUEIZI TR R ZR) N B FHR4ID,
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* thBY. "Enable upgradei@f1"S & EE T B RIRS,
* XIEHData CollectorF+4k BB F B BN S 1E TR FAREVRT — R ZIEE BB FHE4ID,

PR HERR

*ajRE: * *E=I R ¢

"Data CollectoriZ{ TR ER"HFE B FHBHID. BF BEIBFHBH MNetApp Cloud Insightsigi&iX. Bl

FRUEE, M_accounts@service.cloudinsights.netapp.com_%
X, FENFRMEIEREINDZRENB TR, HafR
K ENetApp Cloud Insightsigif97hEB@EIEFTINB R

TR L ZEAPI

I TR EZ2API. NetAppE P IR HNE(ISV) AT TEh #Hx 2 5 HMN
R 2R (fISNCMDBEL E fth IR 48) SR AT — it

(D cloud Insights BSBIRR R TAERAR 214
API iR &K
* AP 58 ISR B F R F A AR,
* APISHEERAREERABNIEREZTESAFPHIT.
API X145 ( Swagger )
BEEERMAPIER. BERIILEARREMHSMEEE> APIfIR* $d * API Documentation” $

go API XX#ETF Swagger , HFRMHT API BYERZREIERMERBRES, ERUEFRERIHAXEX

API i8] % k&

EERETIEASRSAPIZ . UTER—IRZ APLEESE . 5RSES 2B R, ERa RS
A< KIS B BIRAREl,

SRRk

s EF - BIE > AP ihiA] *
s B+ + APl if) SR8 *
* N * SRERR
* 87 * SHEEIHA ~
SIS RS Qe E I BT IR EH 2 B MR F #H1TRE. SHABBRTENE, FIEIERINES!

@ PHEABERFEREMLE. AGRRETERTES AP HR<ERHE, ARTEXASEEIE
o
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SRR, BRNRESHE,. ATUUERERRNTHE,
LHERIMNEFAERTX AP BERIARINIR, HrlTHB SR EERAEIEN API /YR,
FERFRIN#ITEHRIEHENGRGE, NAERSWELRRSH, AETEERER AP FEIARI<SEIERNE
ﬁf?iﬁﬁo RIBIShERHER] APl LRERFFE A BRBFIAIE APl IR, HIREIRAEHREIIR TR EERITISEiE
& i5RShERY HTTP #5358 * o X-CloudInsights ApiKey : *
BIgn, FERLT O REFMHERS:

curl https://<tenant host name>/rest/vl/cloudsecure/activities -H 'X-

CloudInsights-ApiKey: <API Access Token>'
He, _<API Access_ Token> EEEE ApT IR EREAEREFNLE,

EXEFEMER, 1EEM APl Documentation $832H R * E18 > API 35i8) * o
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