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o Select a metric to monitor

netapp_ontap.aggregate.cp_reads

Filter By B =
Group - |:—

Metrics =
Unit Disple

cp_read_blocks

cp_reads
data_compaction_space_saved
data_compaction_space_saved_percent

size_total !
)
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£\ Warning @ critical
Alertifthe iops.read is = (greaterthan) « 1000 10/5 andfor Warning or Critical required 10/s occurring Once ¥

AND  iops.total w | | > |(greaterthan) Value requirad Iofs
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A Warning O Critical
Alertifthe jops.total is > (gresterthan] » 2500 0/s and/or 3500 10/s

Occuring  Continuously ¥ | forsperiodof 15 minutes ¥

iops.total (10/s)
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o Select the log to monitor

Log Source | logs.netapp.ems ¥
Filter By

eMs.2ms_message_type

MbladevscanConnBackPressure X * X ems.cluster_vendor
ems.cluster_model AFF* » | Asa* x | FOvM® x v (X (7]
Group By
EMS.5VIT_name X

ems.cluster_uuid X ems.cluster_vendor X ems.cluster_model X ems.cluster_name X

Netfpp X
ems.svm_uuid X
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(O Resolve instantly
(O Resolve based on time

(®) Resolve based on log entry

Log Source

Filter By

ems.ems_message_type "object.store.available™ X
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o Select a metric anomaly to monitor
Object | Storage ¥ Metric | iops.total v

Filter by Attribute (7]
Filter by Metric (7]

Group by  Storage v

Unit Displayed In | Whole Number +
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o Define the monitor's conditions

Trigger alert when performance.iops.total Spikesabove ¥  the predicted bounds.
Setsensitivity:  Low [detect fewer anomalies] ¥
Alert severity:  Critical =

To reduce noise, ignore anomalies when performance.iops.total is below  Cptionz 10/s

iopstotal (10/s)
100K

50k

ll!'!:!'l BETNinmrr s '!!! suns == sl

.......... T aE S E EsEERsEssed

6:00 PM 9:00 PM 9. Aug 3:00 AM 6:00 AR :00 AM 12:00 PM 3:00 PR

Chart Displaying Top * 0 - Overthe  Last24 Hours ¥



pri eI EEIN

EIRERNEBRNERSY, SR LOEEEE B FERHIEE Webhook FREEERIEIRA.

e Set up team notification(s) (alert your team via email, or Webhook)

Add Delivery Method +
Email

Webhook
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o Set up team notification(s)

B Email Notify team on

Critical, Resolved
Critical
Resolved

Email Notify team on

Warning

1#@1d Webhook % HZ4k

BT EiRBHAA webhook, MNRFE, &

° Set up team netification(s) (alert your team via email, or Wel
By Webhook Notify team on
Critical

Notify team on

Resolved

Notify team on

VWaming
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Add Recipients (Required)

user_l@email.com

x

Add Recipients (Required)

Slack

user_3{@email.com

AT LLUER AR EH webhook Rk HE

Use Webhook(s)

- Slack =

Use Webhook(s)

v Slack =
Use Webhook(s)
Ad Slack x

x

Teams x

Teams x

Teams X
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SHTEER.



ONTAPELEIR SRS BRI o TS S B/ AR SR SRR X BV (RS E i@ A, v EkiEURE 2R
C) REGENRAE AT R RIEIERESRER. IR LEEMVHIERESRER, NSRS ER
BRI A EAREN HIREE,
LB EHEREMNGES

TR LOBIR S RN SRR R 3 AN Al i AR B th DL A#AD /24U IEFE . 8RR 2RI AE 1024 DFEF
, HRSER—ERE. NFLAEREFREZAIES 67,000 M7, HEEREERSMMITmAEERD.

EXLEFERA, EALURMER. #HEs ESAEERAAENTE,
TRILUSERINRENE (G0, FER) FASHANEIEREARFR, G, EaUERRRIREERINE

ERZIRBE, . “EBMEIER: %%relatedObject.volume.name%%, 1#i&
. %%relatedObject.storage.name %%’

o Add an alert description (optional)

Add a description

Add insights and
corrective actions
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o Associate to a monitor group (optional
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Monitor Groups (3) <
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Metric Alert

© Critical Alert AL-14930837

Triggered On
Storage:
CI-GDL1-Ontap-fasg8080

Monitor
altimeout

Description
No Description Provided

Status

New

Alert Summary Alert Attributes

iops.total (10/s)

9:30 AM 9:40 AM

HIEE RN A HER

ACTIVE

9:50 AM

B Collapse Details

Details

Top Severity: Critical

Condition: Average iops.total is > (greater than) 1,700 10/s and/or 2,000 10/s all the time in 15-minute window.

Attributes

Filters Applied: N/A

Resoluton conditions
Resolve when metric is within acceptable range for 10 mins

Time

Triggered time: Jun 3, 2025 10:44 AM  Duration: 17m (Active)

10:00 AM

10:10 AM

10:20 AM

Jun 03,2025 09:29 AM - 10:47 AM & Settings -

10:30 AM

10:40 AM

7EiEUNData Infrastructure Insights Z XML R LR, AT A BISHNOTUURE RS NAEMRZER, K

FUTAGEZ—:
- T AR

* SRARERHBEEEERT BB KIVAEIARAAYITHESER

S5HEIAEIENTHIRRENB R —1F, HHSVGIREZRE, RAKEIRRREU L HMAER. Eit
EEE RN RBEFZAT EXADNEOHEEHFIAENAR? "NRFHFHNERK, WEMNERERE

REIR, TERIEER.

NREE— 30 DHEONKNRE, EERAKBMEERZANEE—THERER TENFS, WEEM
ik, R EWEIEME B RBIAETIRE SCERENZFHFEETT.

12



KRR

AIALAAFR S NECE e, EHRA R EFETHEMAMNR L - 90, 10PS > 1 SHER > 0, XL@EWEIE
77 T2, ARMBRES 7o REMBITHMNR EEIBXAFTHNER, MEEBERHER, XA
SBRGENNRE L%Iﬂﬂﬁo

FBFLEXFMES, Data Infrastructure Insights¥7E 7 XFBEIXAMEM KAEN ER. HER, KEBEFRMH
Alae (RAJRER) #4FE, SBULFURIRHMIER, EXHARKEN EIRATUBREIELAEN—ERSR
E73.

Ac & B FmR @A

TR LBCE ST MR BE A B FERAFFIR, WA T @M MERESRE S EFM AT A
B2 R EBFERAFIZR,

BECEBNBFIHRANLE, BREEE-EN TTEFER B FHi kDR,

Subscription Notification Recipients

Send subscription related notifications to the following:
All Account Owners

All Monitor & Optimize Administrators

Additional Email Addresses

name@email.com X

Save

Global Monitor Notification Recipients

Default email recipients for monitor related notifications:
[ All Account Owners

All Monitor & Optimize Administrators

[] Additional Email Addresses
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 accounts@service.cloudinsights.netapp.com

» DoNotReply@cloudinsights.netapp.com
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Z Edit ¥
Poll Again
Postpone 3 Days
Postpone 7 Days
Postpone 30 Days

Edit Motifications
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Edit Notifications X

By Email
Notify team on Send to m
O clobal Monitor Recipient List
Critical, Warn... =
(® other Email Recipients
email@email.one %
email2@email2.two X |
Notify team on Send to m

ved (® Global Monitor Recipient List
Resolve hd

(O other Email Recipients

[ ] Bywebhook

Enable webhook notification to add recipients

i A 2s
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Expert View ResetZoom  Display Metrics

Mean latency.read (ms) @ [ ] Show Full Anomaly Bounds Show Weekly Trend

W curent [l 1Weekago [l 2Weeks ago
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Metric Monitor

Set the high and low ‘\---@-  Usewhen you know
parameters that will ) \-- 4  theupperand lower
trigger an alert if = operating range
exceeded

BRERNEEERNSEFIRERRNREESHREE, BT EREBENXTRBIIER.

Anomaly

Use when you want to
Detection Monitor /\ trigger alerts against
Detect and be alerted =P\ /i performance spikes
to abnormal i T and drops

performance changes
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o

Metric Monitor
Set the high and low
parameters that will
trigger an alert if
exceeded

Log Monitor
Monitor logs and
configure alerts

Anomaly
Detection Monitor
Detect and be alerted
to abnormal
performance changes

/'\_/_

! ]
TN

Use when you know
the upper and lower
operating range

Use when you want to
trigger alerts in
response to log
activity

Use when you want to
trigger alerts against
performance spikes
and drops
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o Define the monitor's conditions

Trigger alert when performance.iops.total  Spikes above ¥ the predicted bounds.
Setsensitivity: | Low (detect fewer anomalies] =
Alert severity: | Critical =

To reduce noise, ignore anomalies when performance.iops.total is below = 3000 13/s
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Expert View
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HHH POD BEMIHFRK
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TRXHRARES
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37 BDRERITEN SRR T
KEE, BERBILAIR
B T AR 2RV ARSS F
. WIREDE T QoS &R
B%, EEERGISE,
L ElSHEIFRE
REIPRSE. BIRREXBY1T
oy MRBHESHIE, 15
RIS EPRENLA T

L IREFENEERS
FRR, HFEBoES
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=, FREBES—E
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AT R BEFAARR
HIRY T o IEE AR
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LIFAEBHETE XA
BETMEARY, BILAERIFA
& _FH MBPS [S{ERIZEE
EER, XogeawnE
HIFAE, BB IS 2S
BERES SSD HiFA %
Ry B R A S0 B SR
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IR ER,

an & = (8] R TF R BN R

#8132 ResourceQuota

Namespace BIRTFIEKEN
$5i# 1 ResourceQuota

HRTEEHIR, TEFE
& Ro

ZER B BREITR K,

A2EH CPU [RENZERS X
. REHRETIE,

LA EBHEIE XA
BETMHARY, BILAEAIFA
& _FHY IOPS HI{EFRIZEE
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I EPREYITEh SNSRI X
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RAGILRALZ R
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HIIEEIR,

(Linux) 11 = LRV R FRI#AZ
MR ERTFIRZERE,
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AEE R

ElEITRYELT K

TRARERRS

Eh R SiEHY CPU FRAIENIS
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Pod BEFSHRIAEND

% Ro

TRCPUERES,

TCPRTT (iRBt(E]) i
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RFNREERNER. &
FFER. 1EAVEBRYEL pod
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ERHEBEERFZHTE
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PodPidsLimit SR{RIPIEEY
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HERE, - REIMRE
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AT R, BERAARR
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AT R BEEMRR
HIBY T R & AT
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CPU,

CEMKIHE ID5EEX
EMEF RN ITIEN .
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o5, MEREMSEE

fEo
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AT iR MR A

SEINE R/ NARRE B
BB B AR TR XX

o -BC N RREFFENE
BERIEE,

I

I
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IR
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TRAFENE. TARF
BEREIRZEHE,

TREATFTRIMENRTS 5
ekl

BASEREASER
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ARS5 A HiI iR eI R

FL pod BRIFMERTF
Deployment 5§
DaemonSet,

Namespace fJ CPU 3&XK
BEMZ#B Y ResourceQuota
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TR AIR S R ok 5
X RS LR R#R T
gﬂ] inode B EIXZEH

&EFa] 2 CPU MRAE
Bo & CPU IBFIERIT
BHEER CPU ERER
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B R IMFEEINL =2 LR IEEEIMWN =B E
FREEM BB (=5 HEE R S LI E
IR [E]THER
IR EE IS 28
HEHNES 2 AR iR FEIEIRME
KEEITTKH] Data Infrastructure Insights3R&8E IR EMRIME L & FiFLEET BT
TTRTEHER, (FAAERN—ZS 15 98, BRERERERTHNR
RSINFINEE, EHEAFER, X 4. MEUKRIE AU EZE BN
MERSARE—RHEL, BEE BHOEALENETER.
EiRiEH, REBETEXHA, ME
RZIZBPE HRIN, IEHERIR
& H T BE5eData Infrastructure
InsightsBY7E M. BE, MEIEE
MBI ERAEE 5 E 15 55,
g 2Rk IR ITIEBE] T EIMIS%  Ihin]Data Infrastructure Insights
LS =P ?Jgﬁ&?&”&%ﬁ%ﬁﬁ%?ﬁ@@%’?’%
e S HEREEEHTHREKESRTE KEHIBRKESRIBEFRLKRE
MAFEIREEEMS N, FEF B, 5IE, KERES LGNS
BHMEEUSIEEREMER, X UHEMSEISRE RIXE ZER
WA ER R T HIBWERKETE , ELENAEREEREHA,
BrgeEE, BRERNBIEHT FRIEEETHITHRIEHERR.
SR, HIIBWESRERBEREE
TR, MaREXMIER (B0
, TEFURNEIZPMBRELE
Z BiffbR T IR EFF 1A FER
L) o
IR [B]TER
B Elzs
HEHNEs 2 AR BN EAREs IR EIFIR(E
B2 AutoSupport Z=E@<1 AutoSupportsz 3 EIE HTTPS 188
HTTPS &4 HTTPS. HTTP #1 SMTP  AJAutoSupport;H B 8I1E 5

ERERY. B
FAutoSupport;H 2 HYSU
%, NetApps@ZUiEiN{ER
HTTPS {E/9/RINetAppsz
1 & 1% AutoSupportil B/
FRIAE RN

¥, IFIETTELTFONTAP
<. ...system node
autosupport modify
-transport https
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EEﬁH?ﬁiﬂki’é'FéﬁEﬁﬁ EE@>0

B FIPS &1 EE@<1
AEELRKRINE EZ@<1
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X SSH [EfE AL E
RZEY, B0 *cbe FFk
BRI,

KRNI FIHFIONTAP RSt
BAF, ERERERE
H. EREREERET
BN RGHEAMERRN
HAEE,

TEE B R LUHIT A MR
8. EENEMN, S
TIEM—TONTAPEEEEE]
55— ONTAP &&hi@Ed
MR (L AL RR BRI %
iR, WATERERE
IrEeE LECE NN,

NetAppZZiXfEF lock 7
BE (BA) HFREE
HEANEERBAFR (RE
) kP, EMNEERHIA
kP, HEBMRERR
Biud,

B FIPS 140-2 &34 TS
, TLSv1 # SSLv3 ik

, 38 TLSv1.1 #
TLSV1.2 R RS
LB FIPS 140-2 §#tE
BY, ONTAP=[ELEEEHA
TLSv1 #1 SSLv3.

HBERAAEEEEXNTE
ERIAYSE E S R PR H7E
BNRAHBERERPE
HER, Ft, NetApp#E
WERSGHEEERSH
HEH L FHESRE
1ﬁ§0

EiFR CBC &3, 1BIBTT
LU FONTAPE S

. ...security ssh remove
-vserver <admin vserver>
-ciphers aes256-
cbc,aes192-cbc,aes128-
cbc,3des-cbc

BRCESBRERENE,
EIBITLUFONTAPE <

. ...security login banner
modify -vserver <admin
svm> -message "Access
restricted to authorized
users"

ZE3f ONTAP 9.6 Z HifljE
HNEBRNEXRBRAME
, WG TRA BAREEBE
&= 9.6 hro AfEfE
F“cluster peer modify” &
SRRERMNESMEMR
SHNERENERE
BWEME, . BXi¥A
=2, 1550H (NetApp
ONTAP 9 Z5g{ti5
) o

EREANEEERKF,
JBIBTTLLUFONTAPH <

. ...security login lock
-username admin

E1E5EF LB A FIPS 140-
2 5, IBESERNE
RV TIETTLLFONTAPSS
% ...security config
modify -interface SSL -is

-fips-enabled true

—BeIE T AER&BIR
, HMNMTEENR. &
BEmEMmIN, FEER
LU TFONTAPER < IfRH Z=
el Fedmrat sy 4=k

. ...Cluster log-forwarding
create -destination
<destination ip> -protocol
tcp-encrypted



MD5 MBS 7 Z25HG

KECE NTP RS 2:

NTP ARS5251HEA 2

BB AITIE Shell

FREEIMEZESER
A

TFREEIMAL SSH IR &2
=i

FREEINEREBER
A

NetAppaRZU I ITONTAP
BRKFPERIEERELS
B SHA-512 MEFH R, fF
BZ2M%REAR MD5 155
BRIERBIMK P R RS E SHA-
512 MRF R,

RAERHSERENTPR
E28. NTEURRNR
£ARS3, NetAppZEiIE%
E D=1 NTP RS8R 5&%
BEREX

RNEHAILENINTPIRS

2 0F3N, ATEWMIAR
MEREIRS, NetAppiEil
EBED=1 NTP RSS2

SES 5N

L2 Shell REEIL
STONTAPHERTS Z=BVEE <
TR R 2R E. MR

NetAppsaZUE I P EX
=Y, BRAPKPEEE
BELR M SHA-512 RS
=, ... Efff MD5 IEFEXR
HEVEREBIEWF, EIE
1TLLFONTAPERS: ...
security login lock -vserver
* -username * -hash
-function md5

ZR NTP IRSBE5KEEX
B%, IBIE{TLUFONTAPHR
4 cluster time-service
ntp server create -server
<ntp fRSEZENRD IP 3!
k>

2R NTP fRSZB55EEEX
BX, 1BIE1TLAFONTAPES
% ...cluster time-service
ntp server create -server

<ntp ARSZ2FENZ T IP i
k>

NetAppZINFEHZ£IN=
(SSH) #H{TR L TN
ml, .. BEEH 2R

FAiziZ Shell LISSMR £/ 125055, BESHNRIE

A2 A1,

KRTEEH SVM WEITH
HiERo

X SSH [EfE AL S
REES, FIENA *cbe F3k
SRS

KRN TFIHRRSG LR
SVM VAR, EREREE
WERH. BEREREER
BN TR R
FABYHAZEE,

X FIEITLANONTAPER <
DR hIER
-application rsh- enabled
false

EBENENRSSRECERIT
HE, BIE{TLLFONTAP
% ...vserver audit
enable -vserver <svm>

ZffiPx CBC &3, EIETT
LA FONTAPAR S

. ...security ssh remove
-vserver <vserver>
-ciphers aes256-
cbc,aes192-cbc,aes128-
cbc,3des-cbc

BERESBFNERMER,
BIBITUUFONTAPE <

. ...security login banner
modify -vserver <svm>
-message "Access
restricted to authorized
users"
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SHRRIF TR

BAEERR
Lun IRIBEH =BT E

SnapMirrork &t fa

IR [E] TSR
== (CVO) %1128

BERR R
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B

(32 7E28 contains_luns =

) E5@>95%.." &

@ > 100%

ZE @ > 150%..."E8 @
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Cl =&

Telnet N EEILONTAPHE
RERMLITIFRNEZ S

Fit. NZEFR Telnet LASE
MLLVIEiZiHR,.

Ly rpu

SHFETEN TFEN
RREFNERHRERYGE
B, Z=EN—EIN
REGRE =[], ATFME
FRVFEAHIRIPERIRATIR

B8, ONTAPEHTFAERYHR

HIEMEMSIERS, &
RHRERENMES, M
B] AT RE LR E
HIENRBEFEEEMNY
Do NRERNBREBLIE
AERE SRR =E]
, WEIgESBEFTEF
TEFTBYIRIRELHE, HIFME

& LUN EIERIRIFLR

Ao BIEEERIRES
£, MERGIERSHES

o}

SnapMirrork Rt 52 1R
RBEB S BIin RS LY
BBl Z B E R

lag_time_percent 2 /a
BY8]) 5 SnapMirror 5 B&HY
ITRIEIFRAEL R, WRE
[ERTiEIEFitxiErE, 0

lag_time_percent 3§

100%, R SnapMirrors

BB, WARRITE

lag_time_percent

R

NetAppZZIXfER R 2IMT
(SSH) #TR2IRZH

], BEKELEA
Telnet, FBEEEENRIET
TE{TLLFONTAPH %

. ...security protocol
modify -application telnet
-enabled false

EIFIRME

37 BNRERAT N SNR SR K
BEE, B RILEIREY
TEh AR &I D BRSS Sl
 1LECEIRBLUTERERR
BERNERETEE
=iEl, 2 MF—ERFEE
BYIBRIR AR =8l BT
RREB1TE) NREBHE
HEME, TTRIIZEPRENLL
TTE: 1 IEMNERATR
BRRE =B LUS N1

Ko 2. FCERIRUEIRIR
RE BRI EREFRIE
fE= (8o

A “snapmirror show &
£ 5 1%FSnapMirrorik o
{3 “snapmirror show-
history 88 < 1%

& SnapMirrorf& @A 51
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CVO HEZ(F1ERRSS

CVO i3 IE R

CVO HA EiEHf

INFO

"8

SR RBARICERE.
[EEWAEEHNLER
FRUCTT AR MR SS FRASBRET
, aREEMS

EFEAEERGIBH
i8], {EAEFMERIERTS
(SFO) REM—&F73, It
B AR T RTA IR &R
g

B (HA) BB
i, S A AR
, TFHERRSRUTHON .

p

PATUA T ERErE: &
FB“network interface

show ap L IR IFEEEE] LIF
EEELBIERET. B
T BRI R EEEFE LIF £
Bping’ti N ESEWNRTEF
iEARSS BRI L8 1EI R, 1F
F“aggregate object-store
config show”&p L IRIEXTR
FENEEEREREN,
UNBRIEZEERE
MR, HE, Eald
B34 giveback @
B9“require-partner-waiting”
SEIETE N false REBEEE
1R, 1BELRNetAppH A
EL)@?EEXE%%’EEEﬁ

Y IFHREEBURTF e F
B9 HA B &R HEER
HKE, DUNEERHBER
Eo WNRPEZMTA: BR
UE HA SRR NMEHI2S
BLIERBIETT. XTI
EIZRVEERR, ERREE
BaEIRIEM, HER/NE
AIEIRIZE (SFP) (1R
EA) ERNMTEHES £
IEFRAL. X T AEPERE
BYEERE, fFMAc link off”
#“ic link on"En SRR 2
HEN S A%E, RS
EWER, JERC link
on"tR ¥ B APEE, RN
FHRER, BEFEAC
link of"#1“ic link on"8r &
REBHENEREE
WRRIRHIATFTE, 5B
ZNetAppE R #F,
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EEHESUAF CVO &

RIEH

CVO NetBIOS & sz

P]Z

==}
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2]

CVO NFSv4 FFiEtEHR &

CVO Ti R
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I
o

BB TCP EE 81
RRARIFHRARIE,
EARIZIENIERER
wiEde, HIEIRLIEW
o

NetBIOS & FRIRSS EMIT
R BRI X2 FRE
ERNEEMN, XEE
ZHTF NetBIOS ZFRKZI
AR5, ER, T
Pime] gET IR RIEUIEDL
EIR RSP IEFAREUE

ARSS T3 o

NFSv4 FiEtEFER.

YR AR R BB

PATUA T ERTE: 0T
B R EEiTHFE N A
2R, HELEBETAR
[EENNAER. EfE
MEFif. NEREEE
BN ARG N A
ERSIE: NRNAERF
EHY, BfER cifs
option modify -max-opens
-same-file-per-tree” i< /9
ERmgEESHEE,
ERLEERT, BFRHR
BERIETT, BEEES
HNEE, BRZEEE%
MR ERABFPIHIEEE S
HEE, SNRiRFERI
BN RAERSIER, NE
P % el BETF eI, JREL
ZENetAppFr R HFLUIREN
EZERIHEEE,

AT TE—2 IEFERE:
SN NetBIOS ZFRE5HIR
FEAR, BHRITU TR
Ez—: fER“vserver cifs
delete -aliases alias
-vserver vserver'aa < flpg
EE R NetBIOS 512, &
EHIFRE SRR FRFHE
F“vserver cifs create
-aliases alias -vserver
vserver R L RINEE B
MREVSI R R E AR
NetBIOS 5%, WREE
feE 52 F H NetBIOS &
MR, NE
FH“vserver cifs delete
-vserver vserver’
F“vserver cifs create -cifs
-server netbiosname’sp <
Em& CIFS frS28. &
= PR CIFS BRs328R]
B SMEUET AA10).
fB% NetBIOS RFRSKEdn
BIEETEN LB
NetBIOS,

YR NFS RSB 237EILEH
RERBE 10 D& HEMH

g, BB AENetAppE AR

BX&NetAppE % §F.



CVO T RiRE=EMR

CVO 177t EERHE

%vo MNRIFEENTERE

CVO & fzfiE&Esa LIF
=

CVO MRFfEZZFILE

CVO QoS iz RFE#

"5

"%

P8

"5

&

=21

AR NEIREHTE) ™
ERB, ZTREERTS
1&17. 3R LIF BJgEE®
ERBRNBITHER, &
T _EAY NFS # CIFS
HINZEIRRT, BIEEE
NRFT Rt S 12
é,u%ﬁmétmﬁ
i&lo

Vscan [Bf: ZFPiHESIR
EIREREEN
ONTAP_ADMINS =,

W REFMERSZ RN BT
ERRAT D 1P ik, WNRT
TERRAT 1P HtE, WRIFAE
B RIRMTIES W RIFME
Arssa8@iE. FEit, B
RIBET AR

W RIEFER P IR AR R
BEM LIF REXNR1ZME
RS231BI5. EEEfE LIF
BITZH1, PRERREF
HRIFEE IS,
Itt, FIEAIRET AIA1R).

RIRFINRIFERRSS 2309
BRERSEPHITEN
ERARILE, Fib, #%HiE
RIRETEETIR)o

QoS FRLMSAEFE
REHEIF SRR
file L QoS INEERTREL
BRHNBEIETT,

BITUU T ERERE: @
MIERIEAY Snapshot ElZs.
M /mroot B RHEAE
SENXHTY BIRESR
EXRFERE LH=IE,
SEiEnhiTHgs. 1HEE
ZNetAppfz AN Z3F LAIREX
B2 ER,

MRE FIREIA SVM ID
BHF Vscan, £ SVM £&
H Vscan 28X B5hHA
SVM gl
ONTAP_ADMINS$ H=,

& DNS ER& LARIEEH]
EEER P itk iFFAED
B

WATLATEYEdEHE: {5
F“network interface show

-role intercluster’ s &

EEB¥8) LIF RS, JOiEEE
B8 LIF SR EEHRE
AlIE1T. MIRKACEEE
i8] LIF, 1518 ‘network
interface create -role

intercluster’ a8 R INE o

WM EIF IR SRR B EC
EIFff. WIRECEIEHR,
BB ANetApp A 15T
KEEB.

B —LESE A TSR £
TARUBHRAE. F
FB“statistics show -object
workload -counter ops’#p
LHRAEWLE TIEREHRE
SETIE, SRR IIEREHE
TESIRE. REZRE
A“workload delete
<workload_name>"#n < K
MRS ER TIERAE. =}
&, £ stream delete
-workload <workload
name> *"8p << MIEEI T
a2 AP BR R BXEY R
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CVO READDIR &8¢ =]

CVO &FiEEREMKLW &

CVO HREHK &

CVO Tt MWL) INFO

CVOi¥% CIFS BpIiE 4%
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READDIR X2FEBY HITUU T EREMR: A8
fbi?EWAFLEF'J:ﬁE’JﬁEI]“ LA T “diag”tX R nodeshell

Bfial, XeJgeENER
qfﬁjﬁjﬁaﬁ)lto Ll)(?RHY
4l IEfE T,

HERTRLEIANR
iR, EREEMEN
HiEl = & E I EM.

2RSS (VSS)
(Microsoft Server & 190
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Subscription Notification Recipients

Send subscription related netifications to the following:
All Account Qwners

All Monitor & Optimize Administrators

Additional Email Addresses

name@email.com X

Global Monitor Notification Recipients

Default email recipients for monitor related notifications:
[ All Account Owners

All Monitor & Optimize Administrators

[ ] Additional Email Addresses

Save

PAIEBEVIIEEEIN

REEITFABXEHRMBINAA, FREITHEREMR AN ERD. R LUEEEITEX S8V FHp @A
RGNS E WA

* FREKFFrEE
* FrE_mEMRK_EER
* EHEERE thFEFHR it
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i FIETE 48 /B SRR ER

7T HBIRERU S AU EIR B Data Infrastructure InsightsFIEH], E15 LT BB F ARt ARINZ)
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Edit Notifications

By Email

Notify team on

Critical, Warn... =

Notify team on

Resolved -

[ ] Bywebhook

Sendto
O clobal Monitor Recipient List

(® other Email Recipients

email@email.one %

email2@email2.two X |

Sendto
(® Global Monitor Recipient List

(O other Email Recipients

Enable webhook notification to add recipients

Webhook &4

£/ Webhook #1718
Webhook 583 F £ B E X webhook i&
R Z L F#EBSz FrwebhooksE TR A NIEO, fI40: Slack. PagerDuty. Teams. Discord#fsz
Fwebhooks, B Z#HEA. RIEHIAY webhook 3@j&, Data Infrastructure Insights®] LA 3 % 23318
B, A LAEXEER TR ML EH 2 X webhook BIfE 8. I8N, Slack 1" XN HHIFERE",

ERILIBIRZ Z 1 webhook iBiE, S MREHNAENEN; BRINEER. FRKAHAF.

Webhook i&@i& Sl A T o= 4ARK -

BTR
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URL
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£17 Webhook

Webhook B#x URL, €3#E http:// X https:// 8128 LA
URL &%

GET. POST - Bkikg POST
LIS A B E AR T
TELEAMAS fERIBR A IES
51|t webhook HYZRIASEL

BEXSHNWBEATERNNE—SBNLZLTR,
gnZEzrg

Ef|#EData Infrastructure Insightswebhook, 1E¥E] EIE > BH] Hi%E Webhooks EIF,

TEIE/3RT A Slack BB E R webhook:
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Edit a Webhook

Name

Slack Test

Template Type

Slack v
URL

hitps:/ hooks.slack.com/services/<token=
Method

FOST -

Custom Header

Content-Type: application/json
Accept: application/jsan

Message Body

{
"blocks":[

"type™: "saction",
"t "]
"type":"mrkdwn",
"taxt";"*Cloud Insights Alert - 2c%alertid %
Severity - *U%saverity®a0et"

L5 )

Save Webhook

EBTFRPBAEINER, THERERE

Cancel ‘ ‘ Test Webhook

T A A= E iR Webhook 12K NIRERE. BEE,
XHY URL,

Data Infrastructure Insightswebhook B & Z2RINSE, Lh5b,
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Default Alert Parameters

Mame Description
%o%alertDescription%a%o Alert description
So%alertld¥a%e AlertID

Relative URL to the Alert page. To build alert link use

B4 1] 4 N . i P
“ofkalertRelativelrife% hitps://%%cloudinsightsHostMame®:%%%alertRelativeUrl%%

Be%metricName’:% Monitored metric

Bp%monitorMamefa’ Monitor name

%o%objectTypelods Monitored object type

Yo%oseveritydo%o Alert saverity level

%u%alertCondition%a% Alert condition

Yo%ctriggerTime%®o Alert trigger time in GMT (Tue, 27 Oct 2020 01:20:30 GMT’)
Yo%etriggerTimeEpochado Alert trigger time in Epoch format (milliseconds)
So%etriggeredOn%%% Triggered On (key:value pairs separated by commas)
Ba%valueleto Metric value that triggered the alert

%o%cloudinsightsLogoUrl%% Cloud Insights logo URL

Cloud Insights Hostname (concatenate with relative URL to build

g, :
%o%ecloudinsightsHostname%6% alert link]

Custom Parameters and Secrets ©

Name Value Description

Mo Data Available

28 eNZ T AURNAERREN?
ERSURBNERIETHNSE. FIW, %%TriggeredOn%% SE R EIR AR EIRIIITR,
TR URERNRESE (N, FHERBTR) (FASERINE] webhook, g0, EEJLATE webhook #iARIZES

BB SER, W “ENSIER: %%relatedObject.volume.name%%, TZfi&
. %%relatedObject.storage.name %%’

AR, EATHR, BN Webhook R A SHITER; ZIRHAXE—NET %% BROERNH, B
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A=RHEEERE],
BEXBHMZ

EETH, EALUANEAERENEEXSHN/ENE, HTFELRRE, MNRENXTHZE, MI2E webhook
B E 7 LUESULE webhook i@i&, XMFEMARRER RN, ERILTE URL/Headers EF'TEFH*M\ MEA

%%<secret_name>%%.

Webhook 7IRTIHE

Webhooks §IJ13§E:\|EE/—_TT%W\ QUE%\ ﬁIJLEHH\ )Ikn_.\\ té*”t;R?Egiﬁﬁo

TE U523 %R Webhook &4

%X webhook BAI" i las", REEIR>EE LM HIEEEN LS, RN G, EIRERFA
BHERSY, W “Webhook fENEEA . EEFEREF (TME. BE. BR) , AREERIEN

webhooko
o Set up team notification(s) (alert your team via email, or Webhook)

By Webhook Notify team on Use Webhook &

Critical, Warning, Resolved A Please Select -

ci-alerts-notifications-dev

ci-alerts-notifications-aa

Webhook 7=

Webhook & F"#A5th"Webhook i& I F"PagerDuty"Webhook i&FF"Z1 [\ "Webhook &R F" A F11£"

Discord H9 Webhook 7=l

Webhook 7B F{EHRBEE XM webhook i@EAZF i HEFE R EZER B, AxT1ig(d
T /9 Discord 1& & webhook BY~ 1,

()  #TEIBE=AME, THEABFREE. ESH Discord SR LK.

Discord 1% & :

* £ Discord A7, 7RSS EE, EXAINE T, EFRFEENE (EHLET)
© WARER>EH Webhook”, ABRTHE Webhook”
* &%l Webhook URL, ZEERKEMNMEIData Infrastructure Insightswebhook AR & H .

tl#&Data Infrastructure InsightsWebhook:

1. #£Data Infrastructure Insights/, Sz BIE > @ FHi%F Webhooks %&£, 25 +Webhook flliE—
N webhooks
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https://support.discord.com/hc/en-us/articles/228383668-Intro-to-Webhooks
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https://support.discord.com/hc/en-us/articles/228383668-Intro-to-Webhooks
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2. 3 webhook IEF—1MNEENXBRAR, a0 Discord’s
3. MEIRIRZEE FHIR AR, %R Discord’s
4. ¥ L@ URL #5053 URL FE&H,

Edit a Webhook

MName

Discord Webhook

Template Type

Discord -

URL
hitps://discord.com/api/webhooks/ <token string>

Method
POST b

Custom Header

Content-Type: application/json
Accept: application/json

Message Body

-

L

"content™: null,
"embeds™: |

r
1

"color”: 3244733,
"fields™: [ -

I
i
. . R .

T L L R A | A

Cancel Test Webhook Save Webhook

737 Wik webhook, FEEEHEHEBIEXHH url EERAFERABE URL (FlU0
(D) hitpsmetapp.com) , PRI EE Wik Webhook 8. MRS, HSLIEHBEXEHIE
&

[e}

1813 Webhook & i%iE4

& webhook @AN1E Y, i57EData Infrastructure Insights I EfiZE Alerts > Monitors, A[F& T +Monitor
PABIERHTRY ST ER "
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PEE—MENRH E X E MR

I ERBRT, 7EFE “WebhookZ1XH o
* AFREEMH (TE. L. BR) %EHF Discord” webhook
o Set up team notification(s) (alert your team via

via email, or Webh
By Webhook

Notify team on

Use Webhook(s)
Critical, Warning, Resolved =

Discord x

PagerDuty #J Webhook /{7l

Webhook 2 3F B F{ER BTN webhook BB A Z N AIRF R EEIRE, AREiE
#7779 PagerDuty 1&& webhook BY7~ 1o

A5 |AE=A1A, AIERBAEE, BESR"PagerDuty X" BERBNERE Bo
PagerDuty 1§ &

1. 7£ PagerDuty 1, SMZE RS > RSB R, AGBRT +WRS %5
2. BN_BIT_HIRE BERERARNN AP, SE MRS .


https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations

Add a Service

A service may represent an application, component or team you wish to open incidents against
General Settings

MName

Description Add a desoription for this sarvies [ootional)

Integration Settings

Conneot with one of PesgerDuty’s supported integrations, or oreate a custom Integration through email or AP Alans fr
a sarvice from a supportad integration or through the Events V2 AP
You can add more then one integration to a servics, for example, one for monitoring alerts and one for change events

Integration Type @ O Select a toal "

PagarDuty integrates with nundreds of toely, inciiding manfaring
tooly tcksting Systems, code repositoriss. and deplay pipelnat
This may invehe configuration Gteps in the 1Ol Fou are integrating
with PagerDuty.

() Integrate via emall
If your monitoring ool can send email iz can Integrate with
PagerDuty usng & custom amall podress.

i Use our AP directly
If you Te WriTing your Swn InTegration, vse our Events APL More
infermation i n our Seveloper dotumantation

Evenits AR v2 w

() Don't use an integratian
If vou ondy Wit incidents 1o b manuady crearsd. You can ahways
SO0 BOSDONS! InTegrations lnter

3. Bif“Integrations” &I -EEIR] & & “Integration Key’s H{& 87 FEAYData Infrastructure Insightswebhook
B, ERFELESR.

4. A EH RS EEER.

w S sk [ra— [rasTey thaten

Incidents on All Teaams

il o incdnTe Al spem mEicemia
e ¥ et
B e B
[ e -
(e gl SReesvged e ey bt imigw e &
[T [EFE B Ciustns hrm Bamgrd T3
[ — — bl | B4 4 | R S A e Yomsl [T
o - [EE T L e it s F L] [T
- . —
e - Askegrd] | by M prrwcEs e s i ELEEE R L] i Sy
SR L L e
[— — ek b 1 | G e Frar T, [y Rt g
i s it
] - T b WTRA L g T s ity [

g - P e e T L Rt vt Wi Tz
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tl#ZData Infrastructure InsightsWebhook:

1. f£Data Infrastructure Insights®, SAE EIE > @ Hix1F¥ Webhooks &£, £ +Webhook BlIiE—
Nt webhooks

2. 73 webhook IEF—NMNEENXBIZIR, Fli0“PagerDuty Trigger’s #I&EMA L webhook SRAME™ EFNE LK
AEH

3. TEIEIRSEE RIS A, %E#F “PagerDuty’s
4. BIE—E A routingKey B EXSHHE, HIFHMEIZE N LER PagerDuty Integration Key {Bo

Custom Parameters and Secrets @

Name Value T Description

EEETEETRT

Yo% routingkKey%a%o

Name © Value
routingkey

Type Description
Secret b

BEEXEPSE, AEMRINEHFLIE PagerDuty Resolvewebhook,

PagerDutyData Infrastructure Insights=E& 5T

TRME A/ ERT PagerDuty FData Infrastructure Insights 2 (B F EZBRET :

PagerDuty Data Infrastructure Insights
P Alert ID

iR % T

Bt FEARRAR

¢H RFEE

ViR Ly == i
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Message Body
{

"dedup_key": "%%alertld%%",
"event_action™: "trigger”,

“links": [

"href" "hitps:/ /%% cloudinsightsHostname%% %% %alertRelativeUrl%e %",
"text": "'%6%metricName2:%' value of %% value%%h (%% alertCondition%%) for

00triggered Oneos”
]l
"payload™: |
"class™: "M% monitorNametsie,
"ccmpﬂnent“: "0%emetricName%o®ae”,
"group™: "%%objectTypeas’,
"severity": "critical”,
"source”: "%%otriggeredOn®ods”

"summary": "%oseverity?ol | %0%alertld%% | %oY%iriggeredOnYso”

b

"routing_key": "%%routingKeya%"
!

1&1d Webhook & i%i@4

383 webhook @ENIEH, i57EData Infrastructure Insights I SfE Alerts > Monitors, A% & +Monitor

ARy s A2

© EFR—MEINHE X B MR
* EIREHIPAGERT, EEFE‘Webhook fFiXH o

* AEEMEERFIEHIEF PagerDuty Trigger'webhooko

* NERBRIEHILE PagerDuty Resolve”s

o Set up team notification(s) (alert your team via email, or Webhook)

By Webhook Notify team on
Critical, Warning -

Notify team on
Resolved v

@ NEZANERRBFIRERREBHNZ

BERREMHNARE.

Use Webhook(s) 1]

PagerDuty Trigger X v

Use Webhook(s) i

PagerDuty Resolve x v

BiEMGE, E PagerDuty B REHMAS
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Slack B9 Webhook =3

Webhook 7t F P {EHE B E XM webhook iBiE MZ N FAIEF ZIXFEiREH, ATiigd
T 79 Slack i & webhook HI{Hl,

()  AFBIRE=HHE, THESEFREE, BB Slack T MRIRHE L.

Slack =fjl:

* BI{E https://api.slack.com/appsHBIE— NN AIEF. AE—1TEENXHZFHIEE Slack
Workspaceo

Create a Slack App X

App Name

e.g. Super Service ‘

Don't worry; you'll be able to change this later.

Development Slack Workspace

‘ Development Slack Workspace - ‘

Your app belongs to this workspace—leaving this workspace will remove your
ability to manage this app. Unfortunately, this can't be changed later.

By creating a Web API Application, you agree to the Slack API Terms of
Service.

Cancel Create App

* BE|E\ Webhook, P& _BUEE N Webhook_, 1&K_FRNNF Webhook_, FAFIEEREAMASTE,
* &%l Webhook URL, EEEIEEHILNEEIData Infrastructure Insightswebhook A2 &,

t#ZData Infrastructure InsightsWebhook:

1. f£Data Infrastructure Insights®, SAE EIE > i@X Hix1F Webhooks &£, £ +Webhook BlIiE—
ANt webhooks

2. ;5 webhook IEF—1MNEENXMIEZFR, fla0Slack Webhook”s
3. EEIRIEE T RIS ES, EE “Slack’s
4. ¥ @A URL #NEE] URL FE&H,
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https://slack.com/help/articles/115005265063-Incoming-webhooks-for-Slack
https://slack.com/help/articles/115005265063-Incoming-webhooks-for-Slack
https://slack.com/help/articles/115005265063-Incoming-webhooks-for-Slack
https://slack.com/help/articles/115005265063-Incoming-webhooks-for-Slack
https://slack.com/help/articles/115005265063-Incoming-webhooks-for-Slack
https://api.slack.com/apps

Edit a Webhook

Mame

Slack

Template Type
Slack v

URL

https:/fhooks.slack.com/services/ <token string=

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body

{
"blocks":[
"type":"section”,
"text™{
"type":"mrkdwn",
"text":""Cloud Insights Alert - %:%alertld%e%”
Severity - "Yo%severity®ote™

} v

-

iy
S

T

‘ Cancel H Test Webhook ‘

1833 Webhook & i%i@4

Ej@1d webhook JBEIEM, E1EData Infrastructure Insights RS/ ZE Alerts > Monitors, A58 $ +Monitor
PABIEEHTAY IS4 2E"

© EFE—NMEIRFE X SNSRI R
* EOREFPAERT, #EEFE‘Webhook&iX 5 o
* NFRESEY (TE. B4, BER) 1%EE“Slack’webhook
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o Set up team notification(s) (alert your team via email, or Webhook)

By Webhook Notify team on Use Webhook(s)

Critical, Warning, Resolved Ad Slack x -

BEEER!
* BRECHBRIMERE, 1B5BH https://api.slack.com/messaging/composing

* SEIRQMIE: https://api.slack.com/messaging/webhooks#handling_errors

Microsoft Teams fJ Webhook 75

Webhook 721 P A B E XM webhook @& M Z N AT LIXEREH, ATt
T Teams 1% & webhook HI7R 1,

()  AWBIRME=HHE, THESEFREE, BB FSR URRRE R,

EilUNEa=H

1. £ Teams &, i%$F kebab, FA5IEZ Incoming Webhook,

incoming webhook Q

F:: Incoming Webhook

Send data from a service to your Office 365 grou

2. AR AR A AR F BA> 18 B 1% 128
3. &%l Webhook URL, EEEIGHLNEEIData Infrastructure Insightswebhook AZ & o

t#ZData Infrastructure InsightsWebhook:

1. #£Data Infrastructure Insights®, SfnZ| S > B Fi%EE Webhooks iEI£, H& +Webhook 8iE—
ANt webhooks

2. webhook IR F—MNEREXHIRZR, F0“Teams Webhook”,
3. (EIEIREE T RIS, FEFFE
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https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
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Edit a Webhook

Name

Teams Webhook

Template Type

Teams b

URL
https://netapp.webhook.office.com/webhookb2/ <token string>

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body
“'@t}'pe": "MessageCard",
"@context"™: "http://schema.org/extensions’,
"themeColor™; "007607",
"summary": "Cloud Insights Alert”,
"sections”: [
{
"activityTitle": "%S0severity%:5t | %Sbalertid%% | %%triggeradOn®et",
"activitySubtitle": "% triggerTimea®e", =

“"markdown"; false, =
l|- o

R

Cancel Test Webhook ‘ Save Webhook

1. % L@/ URL #5053 URL FEEH,

1813 Webhook &i%3@4

E5@1Y webhook BHIZEF, iE7EData Infrastructure Insights T SA1ZE Alerts > Monitors, FA/S& & +Monitor
LA 5 A2

* EE—MERH E X BRI
* EIRERERNTT, & ‘Webhook ZIX75 o
* NFRFEH (TE. E5. BER) % EFA” webhook
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o Set up team notification(s) (alert your team via email, or Webhook)

By Webhook Notify team on Use Webhook{s)

Critical, Warning, Resolved - Teams- Edwin %
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