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ASSETS.annotations v

POST Jassets/annotations Create annotation definition ﬂ

No parameters

Request body application/json v ]

Request body should include required name, type, optional description and enumValues (if enum type). Enums should contain name
and label. Example:

{

"name”: "Storagelocation”,
“type": "FIXED_ENUM",
"description”: "Storage Location”,

"enumValues™: [

" "name": "PT_LISEON",
"label"”: "Lisbon (Portugal)"
}J

"name": "US_WALTHAM",
"label": "Waltham (USA)"
ki
]
h

Example Value = Schema

{
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CloudInsights-ApiKey:<API Access Token>'
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APl URL RY BT

https://<tenant>/rest/vl/<type>/<object>
BN, EMBHA mysite.cO0l.cloudinsights.netapp.com HMMPIRERMEREE, 1EK URL
A

https://mysite.c0l.cloudinsights.netapp.com/rest/vl/assets/storages

FHRERMERIIR

FREEFIMENKRAATEHIEMFHRMBINR. Hlil, BRFISEFMENFIEHE, 1BREFER "self-"
URL 5 "/disks" ZEEHZECHK, f40:

https://<tenant>/rest/vl/assets/storages/4537/disks

Bt

W% APl s REBSH * 1R * B8, RBHAREEXEXHNEN—1HZ T URL NEZEAREE.
—MNERNYT BSHE expands, NN BENREFME R BYEEYT BHIYIR.

f5Ian, HEERUTAE:

https://<tenant>/rest/vl/assets/storages/2782?expand= expands
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"id": T12479347,
"aelfi": "/Sresat/vl/assets/storages/1247936",
"name": "amsprdclull”,
"simpleName™: Tamsprdclull™,
"maturalKey™: "SDF4E3F0-1729-11DC-9A79-123478563412",
"ip": ™10.64.0.132",
"gerialNumber™: "1-80-0000117,
"model™: "FAS3270,FRAS6250™,
"vendor™: "HetApp",
"microcodeVersion™: "8.1.3 clustered Data OMTABR™,
"capacity"™:
"description” : "Storage Capacity ™,
"unitType™: THB",
"total™: |
"value™: B.231E5105E8
be
T"atoragePools™: |
"wvalue™: 5.43220874E3
}
e
"ishctive™: true,
"createTime™: "2013-05-07T16:52:21-0700™,
"family™: "FAS3200, FA362007,
"manegementlUrl™: null,
"wvirtualizedIyvpe™: "STANDARDT,
"protocola™:
[
T"HAS",
"HES";
"CIES"Y,
b3 g
"ISCSIT
1.
" expands™i {
"performance™: |
"url™: "/reat/v1l/a3zetafatorages/l247936/performance™,
"name™ : "Performance Data™
by
"storageNodes™: |
"url™: "/reat/vl/assetafstorages/1l247936/3toragelodes”,
"name™: "Storage Storage Nodes™
be
"storagePoola™: |
Turl™: "Srest/vlfassets/atorages/1247936Y storagePools”,
"name™: "Storage Storage Pools”™
15
"atorageResourcea™: |
"url™: "/reat/vl/assets/storages/1247936/storageResources”,
"name™: "Storage Storage Besourca™
Ie
"internalVolumes": {
"url™: "/rest/vl/aazeta/atorage3/l247936/internalVolumes”,
"pame™: "Storage Internal Volumes™
IF
"volumea™: |
"url™: "/rest/vl/assets/storages/l247936/volumes™,
T"name™ 1 "Storage Volumes™
e
"digka™: {
"url®: tfreat/vl/fasgeta/atorages,/1247936 /digka”,
Trame™: "Diaks”
e
"datasources™: {
"urlT: "/rest/vlfessetafatorages/1247936/datasources”,
"name™: "Storage Datasources”
be
"portd™:
"arl™: "/[rest/vl/assets/storages/1247936/porta”,
"name™: "Storage Porta™
e
"annotations™: |
"arl™: "/frest/vl/assets/storages/l247936/annotations™;
"name™ : "Storage Annotationz™
I
Ygtreeat o o
"url™: "/reat/v1/aszetafstorages/1247936/gtresa™,
T"name™: TQtreea”

b

e L T L i
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i, MHREA IR EIFYI @I BRER expand=performer.history XKEEH,
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https: //tenant.cloudinsights.netapp.com/rest/vl/assets/storages/1/performance?expand=history

Details

Response body

{
"self": "/rest/vl/assets/storages/l/performance”, "‘_
"cacheHitRatio™: { <
"read": {
"description”: "Cache Hit Ratio - Read", Performance Metric
"unitType": "X&",
"start™: null,
"end": null,
"current": null,
"min": null,
"max": null,
"avg": null,
"sum": null,

"isDownsampled™: false

"description”: "Cache Hit Ratio - Write",
"unitType": "%&",
“start™: null,
"end": null,
"current": null,
"min": null,
: null,

Response body

)
[
1578418848140, uue
f — R
: 1.36578,

"latency.total":
"latency.read”: 3.64681,
"ioDensity.read": 9.62065,
"iops.write": 686.35502,

"ioDensity.total": 31.36259,

"throughput.read”: 7.32371,

"iops.total™: 1488B.7974,

"latency.write™: ©.39495,

"ioDensity.write": 14.45856,

"iops.read”: 456.69703,

"capacity.storagePools": 56858.1841,

"throughput.write": 14.59581,

"throughput.total™: 21.91953

1578419748198,
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* "AEIERE " BN EE AT ERSNTIE

* HihgMEEZEA ("diskThroughput " %) #8224 REFEITHIR R,
TR REBEE —AME—AYIERETEIT. FI90, EIWIEREX R Z1FE A "diskThroughput " YE/9 14 EE
f8tr. BN LM EEIENENE TiEtma B AR HAVIFE " MEE2ES " o Cloud Insights ZIFA X4 /EE5!H
B ZFEREIEIREEL, S MEREIERIIRISE S — el P IEEXRI L 14 BEIS AR 0] R AR = B 18] @i iR LA K —
A REHEEIT RSB,
MHREHEE TS B MR HBRCE, TaBRITSNERREE, fINs/IVME, RAXEMFOE, UKEH
ZW,;%EIJE’\JE, CREUREMBYESERE, TSR U REGENEE, RERERIEN; HEBEUHRNE
USRI RS ml R M RE TR 22

* Read —ZEUR{EIHE
* EA—GNIZEHEE
* B —FIERENHEE, SO TRENES SM; ©oseaEEMmRE,
* Total Max —FREZEMHE, XEIEENESEEANRASE,
JTRIMEBEFEIR
API| AT LUR [BIFE RIS R BV IF ISR, 590:

* fFhEILRETEAT, B0 10PS (BRI / WHERY) , EEHELE.
* RRAMERESENR, BIANREFNAR, BB ERAZHUENIROEIR.

HB M "AP| Swagger 14" X B RLEIEFHERS,
4 REFT SEICREUE
[ £ $53E LARY (8 B AN 1T 21 25 BRET 33 5 RV R B RTE M RSB,

FhsEit ER R RIE ARSI N R BN en Bo BIEN, FEMAIEREXT KR ZHF "diskThroughput " , FEIth[7 5218 RARGTRF
B &% "diskThroughput : read" , "diskThroughput : write" #] "diskThroughput : total" BY5Z,
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"performance™: |
"gelf™: "/rest/vl/assets/disks/ 4013931 /performance™,
Tiopa™: |
"performanceCategory™: "IOPS™,
"description™: "Disk IOQPES™,
"read™: |
"description™: "Disk Read Iops™,
"unitIype™: "I0/S3™,
"start™: 1399303559944949,
"end™: 1402604368055,
"eurrent™: 1,

"min™: 0,
"max": &,
"awg™: 0.5532

e
=1
"total™: |
"description™: "Disk Total Throughput™,
"unitIype™: "MB/3™,
"start": 1399305599395,
"end™: 1402604363055,
"current™: 0,
"min™: 0,
"max": 2,
Tawg™: 0.1702
I
be
"history™:

[

1355300412650,
{

"atilization.total™: 12,
"iops.total™: 2&,
"iops.write™: 22,
"iops.read™: 4,
"throughput.read™: 0,
"atilization.read™: 2.12,
"throughput.total™: 5,

"atilization.write™: 10.:24,
"thranahmnmt weite™s §

HEERERMNNR

BEERSERMMNNRERAEREIELREH Capacityltem KR,

Capacityltem

Capacityltem 2— M EEAEH(, ENXFNREXT 2L, HEAF"E"M"SHE". i, eExZH—1

ARSI E, BTiHBATEENMESR. #1310, —1 100 TB StoragePool WEBERE—MES 100 AY

Capacityltem ., AR ERAIEERETH"#HIE" SECT 60TB, A" RE"SHET 40TB,

AR
" BEE " RTAZNMENIEREXNEE, FPHEUEAXLEFRET NBE RIS CENEERNER
FHEMEETo

TEHERTBEEZNEE1TEEEM StoragePools A £ :



StoragePoolCapacity

Model properties:
{
description: string
unitiype: "MB" or "GB"T or "TB® oOor "KiB® Or 'MiB" or "TiB®
total: CapacityItem
used: CapacityItem
provisioned: CapacityItem
reservedCapacity: CapacityItem
softLimit: Double
rawToUsablerRatio: Double
isDedupeEnablad: boolean
dedupesavings: NumericvaluswWithunit
isCompressionEnabled: boolean
compressionsavings: Numericvaluewithunit
isThinProvisicningsupported: boolean

closse

ERRREHNR

2R API ERAGHN—TMEBEANOR. API FIME—IASHREEBARANFT &, EMEI JSON B0 RERT
®o RESFREARE, FlanFeE, TN, WEEFHEES. SRR — 1M 5ERZFGLEINRYIR.

Cloud Insights 2—MFAIY B (T2 HBRAR, AISSE=AhEsEE, WSEE, TEEHMNRSER
SR BEX CMDB SERIHITEREM.

Cloud Insight B RESTful APl @ — N EEMEM R, ZIFEREXMBEIE, HAFEFPTEIHNELBIE,
ZHSECH APl k&

BRI API <8, 157 API SREFIRTIE LR EILAPI Y " =R " K8, JAFI%4E Disable o &7 LABERY
fERAR—XEFH1ERE Enable KEFHEA ST,

EOXAMIER AP b, IBMRERIER " #UE " o BFEERBABHENSE, BRHeIBH<H,

APl Access Tokens (252) @ ~+ API Access Token = Filter. ©
[ MName T Description Token APl Type Permission Expires On Status
] 10.197.120.70 ..RpTMJa Data Ingestion Write Only 11/06/2021 © Expired H -

22 ...nUBDhe Data Ingestion Write Only 06/17/2022 Enabled Disable

22TOKEN2010560 82XaTH All Catezories Read Only 06/17/2022 Enableg oIt Deseription

ActivelQ_POC_token ..5cmESE Data Ingestion Read/Write 11/12/2021 © Expired Revoke

10



IETERHR BT HARY API 3f518) < h2

APl iFR)SHEEBEIEAEE. H AP ARSI EAE, APREEM— < (AR Data ingestion EEH
/I ENR) , HEWECE Telegraf MERAMERN S, MASIHNE, UTFRIFMIEEA T IEHRITLE
1#1E,

Kubernetes

BAR, XS ERMNERIARSTIE "netapp-monitoring” » MREEIEEBCHGRTIE, BEXLEGS
MErE REmSMX G hERZGE TiE,

AR MRELRET RFAINetApp Kubernetes 51T A HERAILITRIAPIA RS, NITHEAR SRS B
B AMB/RIFREIAPIA RS, BHEHRIT TEYIENFoIT R,

* {R4ENetApp KubernetesiaisieE R,

kubectl -n netapp-monitoring edit agent agent-monitoring-netapp
* {82 _spec.output-sink.api-key {B. FIHAPILEEIRAFAPISH,

spec:

output-sink:
- api-key:<NEW API TOKEN>

RHEL/CentOS #1 Debian /Ubuntu

* YR4E Telegraf BCESfF, FIFIB API L HERYFRE SEHIEHRIHT APl < h&o

sudo sed -i.bkup ‘s/<OLD API TOKEN>/<NEW API TOKEN>/g’

/etc/telegraf/telegraf.d/*.conf
* BIBE) Telegraf o

sudo systemctl restart telegraf

Windows

* 3F C: \Program Files\telecrafitelecraf.d REVE Telegraf EEE X, 1EIFIH APl ShERIFTA LFIEER
FF APl ShE,

cp <plugin>.conf <plugin>.conf.bkup
(Get-Content <plugin>.conf) .Replace ('<OLD API TOKEN>’,
‘<\NEW API TOKEN>’) | Set-Content <plugin>.conf

11



* BB Telegraf o

Stop-Service telegraf
Start-Service telegraf

WIS

1%

EWETHAEN (BFRE) HEINER (BTHEHR) , ErILES Cloud Insights
RESEHN AP A EIZRER.

EEEFREHN
BEEHRRIHE, FREXREFH - EEL > Fiz . IPRETR Audit TE, ERASTEZFERHETUT
FAER:

* % BYE) * - SEHEERNRY B EAFIEYE]

**BP —BaEshi AP

s * At * —FP1E Cloud Insights AR (RE, AR, BER)
* IP —5E4XER 1P ittt

© IRME - ETHEE, BINER, G, EH

51| R 3

*EFAER - EFEAER

BREZFE

EIpG]

B ZMAEANEEHFZRZE:!

* ERIDUBEERSERER (1/08F, 24 /089, 3 XF) KETEHZFE.
BRI LB B EIIRE R R BNHIFINFERAARF (MLFX) SEF (BTEFX -

AIANERT, WREFRFEINFERFE.

* BRILERMESRFRINETRRPAFNFE, B "+ R LURNEhIHERR,
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Filter By

Audit (15)

Time

12/08/2020 10:16:42 AM

Ay fmi fummn @ me a3 B

BXMENESER

Category

User

Tony Lavoie

TR AR LA NME—T AR AL Tmikes -

7 (HS)

IR ImikR FITERANG | SIEEEHK, Insight ZREHE—

TheE

BTEZEMEARR

AT ERSERENT

BT EEZ KA
;H; FTMERERFHREX

EEENEAFEFREER
TH/IZ/E

5 R NONES —#¢, B
S DUERILERE T
text-only FERHIEER
NULL {&

BRI LA

Management > User

Tony X Action

Role 5
admin 216.240.:
ANl

% * RHEL

BOS-PRD ? ? -S12

FAS2240 , CX600 g
FAS3270

=2 EMC*

llNetApp*ll

Any x

Create
Delete
Update
[ ] Enable
[ ] Disable

D Accept -

SN PO . A A T [ QS

&
RE L "vol" FFsk, L
"rhel" ZERMFIEER

j&[@ BOS-PRD* , 12
-S12, BOS-PRD*,
23 -S12%

IR [BfE{A] FAS2440 ,
CX600 I FAS3270

REARLEL "EMC" FFKHIFR
BERE

RO B RFERA N ERILE
S

R[E BRF RN RIS
FRo

R [E16 & ) F F R R
_NetApp* _ BVEER

MRE—MRNZEMFAERT R NTENE, 515

PREMFAFHTREEHFRAAXF, Fla, k" FEROXFESER; EXMERT, ESFUN
BECAT. SIRANGISHERER, WEEAFHM NOT UM AXFFIFH.

EERZAIEAIRE

Cloud Insights BEZHYSE 4R IERT 3 LT ILARZE:

Vbl Yl

BR, IH, ABENF

13



f5l: User Tony Lavoie*M*10.1.20.15%&%, FAF{{IE*Mozilla, 5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, 1Gecko) Chrome, ~85.0.4183.121 Safari,537.36, & Z75%*BlueXP
Portal Login*

*rRERITY I, MRE
Bl Acquisition unit * EAFIIL - KL 1* removed.

© *IiEURSRES (L AN, MER, fB0K, R/ ME, BEXRERT, B/ FLF

nf5l: Datasource * EMIB& FlexPod Lab* , R/ * NetApp *, BIS * ONTAP $IEEIRINMEF *, IP*:
192.168.106.5*

*NARER AN, DEANR, MRE

~f3l: _Internal Volume * ocisudev : t1appSVMO1 : t1appFlexVol01* EFRMEINEIER * it BiEF

*
o

crAmE Y A, 2, MIER, FOEMNIRME, EEENR F
n~f5:  Annotation value * boston* added to annotation type * , SalesOffice* o
* *EIE R, MIBREE
~5: Query * TL Sales Query* is added.
© CURIE OO0, MIBREE
~f3l:  monitor Aggr size - BEE# Cl ZR@4%0 Dev
* OB ENETHHF

Tf5l: BRI Recipient cl-alers-notifications -dI

SHEZENF
TR EZETRERSEE .CSV X, MUESNMIBERRESA\IIHMEAERET,

p

1. 72 Audit TIEE, BRI ESEE LR R A THiESS. Cloud Insights XS H 5 &% BRI HE
Bt ESE R AR B Z R B

2. B Export ¥ &) ERMA LA,
ETHNEZEHRBSEE .CSV X, % 10, 000 1T,
REBHIZEIE

Cloud Insights R 88 B ZE3EAVEY (8] 2EUR T IEHIRRZS :

* BAhRAS: HZBERE 30 X
* AVERRM SRR ERSERE1E+1X

14



A= BERETRENENEZFE. THEAPXE.

AR
ERT LATE LA 3R BN K B i p) U 1 TR PR HE PR BV 1o

*EER *EEERIERE
HREBH—EHFHE, SHRERHETR. EFRFMAFINEERRIE], NetApp Ti2IM@E ZfEMA

SHEEXBIERECE, MREFHEFERER, 18
ZIRT REEIZIRFPIEERN AP RRIE, NEBRRZS
#B o

Active IQ

NetApp "Active |Q" 73 NetApp FFRIEEH / A RGHRME—RIIETIL, DRNEMSE
MHERARSS. Active 1Q i HAVEIERT LUE R RARIANKIERPREE S, ERILURNT 515
AR SR RAVE A TTNE D o

@ ActivelQ7ECloud Insights BXFRRREAA] A,

Cloud Insights 73 Active IQ Y51=H13R & HI1E(R] NetApp EEEHET Data ONTAP ZiE R 4ilUkEE * KPS * . Cloud
Insights STEMIX L& URE IR BEIRENEE R ARSI, EATRAEMNAYEIEKRESSARIE Cloud
Insights A LAULEE Active 1Q XIS Bo

Cloud Insights A& £ Active 1Q SRESIZFIREHT ONTAP RSB XL EIE,
IRERINPE Z/RTE storage # storage node =& R DIEHRY Cloud Insights FIBY "Risks" &+, RER T X

BAAEE, XPOEFFXPEAGEERNE, TIRMET —NMEM Active 1IQ THERMNFEE, HPCETEET NS
XS (EEEF NetApp ZHFKF) o

Risks

Object T Risk Detail Category Potential Impact Source

E rawy ficates have expired or are expiring System Configuration Clients may not be able to connect 1o the cluster over @ AcvelQ[F |
L (F9553, 53C50404 53067184, secure {551 based) protocols.

B rawnym CIFS Protacol @) Aciveig 3
E B ONTAP (:‘) Active IQ [

ERTEYN "HE " NITAEZERRERNEITR, HREIEMEN Active 1Q TIEBYEE, £ storage B
ELE, HHEEMEREEET RBIKZ M,
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https://www.netapp.com/us/products/data-infrastructure-management/active-iq.aspx

Storage Summary

Model: Microcode Version: Management:
FAS6Z10 B.3.2 clustered Data ONTAP HTTPS/10.197.143.25:443
Vendor Raw Capacity: FC Fabrics Connected:
MNerApp 80,0243 GB 0
Family: Latency - Total: Performance Policies:
FASG200 077 ms
Risks:

Serial Number: IOPS - Total: @ 108 risks detecred
1-80-000013 1,812.1910/s by Qs_} Active 1q (£
IP: Throughput - Total:
10.197.143.25 41.65 MBfs

FTFF Active 1Q TTE

BEHEMA Active 1Q TIEMFHER, NREUFIRERE Active IQ 1K, NMIARRITU TS BA BEEEEZHET
=R Active I1Q T1E,

1. £ Cloud Insights HZ/NT EH X aRA, B Active 1Q 5%,
2. ZREEH NetApp ZIFHF . EREZRLE Active 1Q RIVEET RITTHE,
FEEANG

f£Cloud Insights B, ERTLUR* i53% count* F RN EITFAE SR AE T R B, WIFRREIRZER B Active IQiE
IERTFE RS, Mmonitor.count? [ B REFERFAT T mBIXBLER,

=R
ERILMWENTR (FINHE, &NITE, 57, 7, SxE, MBENTR) , KA Active 1Q EiTRY

NetApp £8#1R1{ Data ONTAP RERTFEMEFHETI KRBV RAL, PIMEXE/NT AR " WRKE " 1
FIEiElR, HPFHESEETREREN R,
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Object Risks by Array

Object Rizks by Node :

25 items found

MHame Ohbject Rizks i MHame Object Risks +

@y 110 w2 55

rp-zz-seleccll 23 (=0 g 55

rip-sa-cloz /A rip-sa-selecill-1 17

rp-s=-ci07 (R rp-z=-sefectil-2 E

oci-phonehome M/A tnodelZ N/A

durlabprdsficd] A rp-sa-ci0E-0% R

oci-3070-0 MiA rip-sa-ci06-02 Mi& R

Object Risks by Storage

[ =0 W rip-s=-selectll

Total Storage Risks

133.0

Obiject Risks

Object Risks by Storage Node

B czwmy02 [ BT B rep-sa-selecti-1 i rip-sa-selectd1-2
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