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ZA LIME 5 Red Hat Enterprise Linux fFfi#ZEFXEX Podmano

a. ¥tF Red Hat Enterprise Linux 9.6:

sudo dnf install podman-5:<version>

Erh <version> @R EERER Podman iFa0hRA, EEZHFHY Podman hR7s o

b. & F Red Hat Enterprise Linux 9.1 = 9.4:

sudo dnf install podman-4:<version>

Hrh <version> @B EERER Podman iF80hRA, EEZHFH) Podman iR7s o

C. ¥F Red Hat Enterprise Linux 8:

sudo dnf install podman-4:<version>

Hrh <version> BEIEELER Podman XiFMARAE, EEZFH Podman Az o
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. BFFE5h podman.socket AR,

sudo systemctl enable --now podman.socket

. %% python3,

sudo dnf install python3

- NRENRS LIFEHE EPEL FEER, FLRET.

P BEEHNEN, EA podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&ZE

IR1Fo
. YR FH Red Hat Enterprise 9:

a. LREPELTFEERHEE.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose £ 1.5.0,

sudo dnf install podman-compose-1.5.0

. WNR{EAMIZE Red Hat Enterprise Linux 8:
a. REEPELTEMEEINEEL,

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 223t podman-compose £ 1.0.6,

sudo dnf install podman-compose-1.0.6

R “dnf install 65 %% &4% podman-compose 7HiNZEI PATH IFBT&MEXR, T
(D 3 %¥% podman-compose #INE /usr/bin, EEZEETE secure_path’ 4 _EAYE
I,

C. YNSR{FH Red Hat Enterprise Linux 8, 15IIEER Podman MA@ & AT H Aardvark DNS BY
NetAvark 4 =& CNI,
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i WTETUTHSHRELER networkBackend 2&i&E /7 CNI:

podman info | grep networkBackend

i. YNER networkBackend I&B R CNT, REEBHEKN netavarke
iii. 223 netavark’ # “aardvark-dns R T&<:

dnf install aardvark-dns netavark

iv. ¥TFF “/etc/containers/containers.conf X&4HEEX network _backend &R LAE A “netavark A

=11

& ‘cni’o

WIER /etc/containers/containers.conf NEE, 1BSEEERN

*/usr/share/containers/containers.confo

V. EFE5H podmans

systemctl restart podman

vi. LT SHIA networkBackend 7 BB 9“netavark”:

podman info | grep networkBackend

Docker 5|&
#2828 Docker BYX 1% 4% Docker Engine,

55%
1. "&%& Docker BYZ3E 5 ER"

RIS BLERSHFHY Docker Engine hR7S, 1570 RERHMhRA, ENEHIERIFE,

2. I8 Docker 2B BB RAHIEFIET.

sudo systemctl enable docker && sudo systemctl start docker

IR 5 ILEITE)

REMEIERE, UEEHEARETUEEARSTHRER, IR7T AEH S AERHEMNENFHZIH,

EMRABEUTER,
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\ https://cdn.auth0.com \ &Y Web 355851812 NetApp ConsoleiE 152X Lo =
https://services.cloud.netapp.com LUHITERR P B98I0,

BTFBEEENHILEIKM IR

FH BB EXNNEE HILBEEMIARNR, ©BEERETIHIRINetApp Consoledy SaaS RS UNE
BARSIFERRES,.

Ui 5 BrY
AWS IFiE AWS fRs5 (amazonaws.com)
* =Rk

* HHHEE (EC2)

© SHMIABEEE (1AM)
* BAEERS (KMS)
* RELHEIRS (STS)
* R FEERS (S3)

EIEAWS BB, ImaBURTE AWS Xig, "§xiF4(EE, 152  Amazon FsX for NetApp ONTAP
%] AWS STH4" :

* api.workloads.netapp.com

EHT Web B9zl ai@id 5 Workload Factory API 32 B R EIEFIRIERE  Azure IF1E
FONTAP B9FSx TEf#H,
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4. MERBPEEIRRNES, EUERERHAREERERINEINetApp Console,

Azure B2
S EBBENEN Azure BEEX AR, BB ELITH ARIE VM,

EEE, EoJLMEA Azure [TJP. Azure PowerShell. Azure CLI 8 REST API 6l Azure BENX AT,
UTHBRERINAER Azure CLI 1B G, MREFEFEHEMGE, 1B5SIH "Azure STHY"

p

1. MREHVEB SNEN EFoREZRYE, BE VM EEARGSRNIEERIR, WEERLEE B
EX AR PR FREY Azure R,

"Microsoft Azure #4: f#H Azure [JP A VM £ Azure HIRECEFEEIRIR"

2. BHIEZRNBEEXAENR"HBENFREFE JSON X4,
3. 1B Azure 1117 ID ARINEITT 3 BCSCEIREEE JSON X4,
&N 1Z A8 E 5NetApp Console—i2ERIEA Azure 1TIFEFRIN 1D,
B+
"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54091999-b3e6-4599-908e-416e0zzzzzzz",

"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"
]

4. f5F JSON XH1E Azure FEIEBE X A,

LU H BN 4BaN{a{E R Azure Cloud Shell 89 Bash Sl A&,

a. R "Azure =IMFE"FHIERR Bash i,
b. £ JSON Xf§,
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Bash v O 7 @ [ M O{Y Do

Upload/Download files

Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 |:|

C. {§/A Azure CLI QI EBENXfAf:

az role definition create --role-definition agent Policy.json

Azure [RSE1&

£ Microsoft Entra ID FEZHIRBERS 1K, HIREUTHIGFIFERN Azure &, REIEHaRER, &F
EaiEh el X LR,

RIEERTFETHENIHRITHEIA Microsoft Entra N FETEF
1. HIRIETE Azure FHHE B3 Active Directory N TR HIE1Z N TR 2 B4 f B AR,

EXFMER, iESIH "Microsoft Azure XY : FRERRE"

2. M Azure ["JP$TFF Microsoft Entra ID fR53.

£ entrd

enices (24 ources (10] ce G z (12] Aarks
Azl All Serices (24) Resources (10) Resource Groups (12) harlk

Microsoft Entra ID (1)

Services

™ Microsoft Entra oz
Microsoft Entra 1D »* Microsoft Entra

I Central sendret instances for SAP solutions 'v;' Microsoft Entra

3. ERBH, EEF NAREREM .
4. R HEM
S IEEBXRNARFNIFAER:

73


https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/

74

o ZFR: WNNBIEFEFT,
o MRFSERY: R KR (EfAIRBLER ] LIS NetApp Console—iZfE M) o
° EFEM URL: EAILUEIHFERE =,
6. FEIFEMS
EBERIE AD N AR RS E K,

RNARFDESAAE
1. QIEEEXAG:

EEE, EoLUEA Azure [TJP. Azure PowerShell. Azure CLI 8 REST API 63 Azure BENX A
B, UTTBERIUNMAER Azure CLI 812 R 6, MREHFEEREMSGE, BSIR "Azure STH"

a. Ef"=EHI S EN B E XA BN R FHRENRFE JSON X4,
b. @i i& Azure iTi# ID FRNMNFN AT S ESEERIEZ JSON X
1N 3% R P S Mg Cloud Volumes ONTAPZRZEHIE 1 Azure 1T IDo
B+
"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54091999-b3e6-4599-908e-416e0zzzzzzz",

"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"
]

C. {5/ JSON X147E Azure FEIZBEX A,

LT H BN BaN{a{E R Azure Cloud Shell 189 Bash Sl & &,

* FHi& "Azure =AM "FHIiERE Bash 15,
* % JSON 1§,
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Connecting terminal...
Welcome to Azure Cloud

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

* [/ Azure CLI RIIEBENX .

az role definition create --role-definition agent Policy.json

RAEENZE— RN EHR SRR NEEX AR, ALFHEDESIEH 8RR,

AN

2. BNRREFOILRE:

a. M Azure [TJF#JFF Subscriptions AR,

b. JEFZEITIR,

C. JEFFIFIEEH] (AM)">FRIN">RINABSE

d fFAetm-Rd, EEEE SIRER ABHER T 5%
e. I AEIRH, STERUTIE:

* RERERAR. ARARSER

| EREERS



Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- BRNVARFIRTT.
UTF2—1MIF:

Select members %

Select (10

| test-service-principal

test-senvice-principal
" RN RTE R FE R

T
e I

Arss EAIERGEEEH S EFIFER Azure AR,

WREREMZD Azure TTIFEFZECloud Volumes ONTAP , MIAGUEARSS A E RIS MTIH,
7ENetApp Console, &R]LLEFEEBZE Cloud Volumes ONTAPEYE A RYITIR,

™0 Windows Azure fRSZEIE API YR
1. £*Microsoft Entra ID*BR$ZH, & F*App Registrations*FiEZE N A2

2. FEFE*API AR > AN PR*S
3. E“Microsoft API"F, E#F“Azure IRSZEIE,
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

4. A LURLE AR S171A18] Azure IRSEIRY, AREERIIIE",

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the

Select permissions

Application permissions

APl as the signed-in user.

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX A2 RN FARE 7 IDFI B RID
7E*Microsoft Entra ID*ARSZ 5, %E#E*App Registrations* Hi%EF N AR F.

EFINARErF (BFWH IDFIER (JF) ID%

1.
2.

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID ¢

Directory (tenant) ID

: 4b0911a0-929b-4715-944b-c03745165b3a

73de25f9-99be-4320-8b24-538ca787a6k3

Object ID

1 Azure tKFIRINENIZRI SR, BRERENARERF (FFK) ID MEAREFHNBER FEF) ID. &

: b37482a9-375f-49c2-b27c-e630514106a5

HIEa A ID LR EARER.

ellfe bk

1.

2
3
4.
5
6

FFiE*Microsoft Entra ID*ARS3
RN R M IR
O EEIE BN ES R P IEE

4
o

TR T2 o

TR AN E YR N 552 A (8l

i 271y /1 8
- ERIE P IRNENE,

ADMIN CONSENT REQUIRED

R



Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIPTION EXPIRES VALUE

Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

=

TBHRSEAUERETSE, BENZELERITVARRF (FFHK) ID. BR (AF) ID MEFHIZRN
Bo A0 Azure 1K RS, EFEBEITFIGPRALER.

Google Cloud RSZ 1K S
SIE2— M AEHRBENBTERATIEH & RE VM LEIRIRS K,

-
1. 7£ Google Cloud FBIEZBENX A

a. BlE—1 YAML Xff, HABEETE Google Cloud FUZHI & IREEE",
b. M Google Cloud #E =7

c. HEAEEHISRIEMENRRN YAML X4,

d. FEARLIEBRENX A gcloud iam roles create’ i<,

UTRAIEI B RS — N2 N agent’ B A !
gcloud iam roles create agent --project=myproject --file=agent.yaml
+

"Google Cloud X#4: BIZNEEEEXAE"

2. 71 Google Cloud HF 8RS IKS :
a. M IAM FIEIEARS R, %R BRSIKF > QRS H,
b. HNRS MK IFARE BIHIEIF BB H AL,
c. EFRENINICIRHN AR,
d. ERERTEUIRAE,

"Google Cloud X#1%4: SIZARSIKS"

I8 7. [EH Google Cloud API
7 Google Cloud ##ZCloud Volumes ONTAPEZEZ ™ API,

p
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1. "EEMIE B A LT Google Cloud API"
° ~EPEEIESE V2 API
° EMISHEEIESE API
° zHEAPI
° BRIREIESE AP
° THESIZ AP
° BRFIAIREIE (IAM) API

° ZEATERS (KMS) APl (RH&i1+%14 NetApp Backup and Recovery 5& F EIEMNNZEZ A
(CMEK) —&2fERNAEFE)

° Cloud Quotas API (A Infrastructure Manager B2 Cloud Volumes ONTAP BYZEE)
TEPRBIRTC T EREITHI I

R RRIV BB G S RIE, MUEERLERRN L uLER T EMANetApp Console, BT
, REFHIGAE, BdyniEtlaNE LETrARRERRERS S, ARREEZ
AR BRI AR,

TE1 REEHERE

MR EBE T REEH & RIEHE Linux EH EFEHRE,

ZEEHAEREZR], BEBRESTIFIE, &M AWS Marketplace. Azure Marketplace &%, o] LA7E
&8 2 ME1TF AWS. Azure 5§ Google Cloud H8Y Linux 4 EFEh&E,
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T RRREER"

© BEWNREEEY IAM at, HhEaEhlaREREIINIER,
"7 RRANEIS E AWS AR

* 1889 1AM BB P ITIRFIECE TR AWS Marketplace BIRBR,
* THRAIEM CPU 1 RAM E3K,

"EHERIEEX,
* EC2 LHIRZEAFT,
p
1. #i1E "AWS Marketplace LLHINetApp ConsoleftIEFI&K"
2. FhpTIE L, EFEITI
3. BITIHNZIY, BB F I ERS

ARk Y g
4 TS ETE G, R RRECE

o FEEENNRMANEL, BREERTEWIOXE, AEEFEHEE6".
6. IE BRI TTE AT SRR (E T, EEET EC2 B, AREE R

fEF EC2 $=H| 8 BEhSRBIFHMI IAM A&, R MMILE I RIETERIX—Ro.

7. BRI ECEHERE LA
°© ANRAAREE : BNSEHIRI R IRAIAREE
° NAREFMIRERGREG: BhIibEio. =6 & RE AMI BREF,
o ISR RIBXIFATAY, EFHE RAM F1 CPU BERAILHIKE (FRSTiEZEHIETF t3.2xlarge

o

c BN (BR) | aREEEARREERELAINERN,.
° MFIRE: RIEFEREMNEILE:
" EEFEFRER VPC HMF Mo
* EERAIRENEE A P i,
* EEREARE, NEHaRELFIERAIERNERT A SSH. HTTP #M HTTPS,

"BE AWS BREHMN" .
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° BREEME: RBREMNEIAKRNIMER IR,
MREEIRE LBA Amazon EBS %, EifE &k, B &1, &F N%E, AEEE—
KMS 2%,

 BRFEAER: 7 IAM ZHIREXY T, EEEEIEH e IEFRENIRR IAM A,
c WE: EEWMEHIRE B

&

AWS ERIEENIZERBoII . THaREBERARTER D HENEEE,

T—FRAA?

1% ENetApp Console,

AWS BfFi1%

FriaZ di

REU M@

* HREMFERBIVPCRF Mo

T AR K"
* BEWINREEEY IAM e, HhaaEdlaREREINR,

"7 REANEIS B AWS AR

* 1889 1AM B P ITIRFECE TR AWS Marketplace BIRBR,
* EC2 SLHIRZEAFT,
B
1. %% AWS Marketplace H2{INetApp ConsoleftIE,
a. fTFF EC2 BRSFHI%HZE BrhEfl,
b. %% AWS Marketplace,
C. #ZNetApp ConsoleF kiR~ fo

1. Choose AMI 2 Choose Instance Type 3. Configure Instance 4. Add Siorage 5. Add Tags 6. Configure Security Group 7. Review

Cancel and Exit

Step 1: Choose an Amazon Machine Image (AMI)

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI

provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs:
Search by Systems Manager parameter

Quick Start 1to 1of 1 Products

Q, bluexp x

My AMIs

BlueXP - Manual Installation without access keys
AWS Marketplace M NetApp
| . # (6)13.9.23 [ By Metfpp, Inc.

Community AMIs Linux/Unix, Red Hat Enterprise Linux Red Hat Linux | 64-bit (x86) Amazon Machine Image (AMI) | Updated: 11/17/22

Read below for instructions on how to deploy Cloud Volumes ONTAR
¥ Categories More info
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d. PR,

2 TR BB
SERTCHIE: REREAIRY, SRS SRNRAIRE RIER 13.2darge) .
"BELHER .

° EEESEAFAER: & VPC MIFW, EREETRE 1 FEIER IAM A, BRKIERP (EF
) FEFREAEMTSEERREED,

Number of instances (i) | 1 Launch into Auto Scaling Group (i)
Purchasing option (j) [JRequest Spot instances
Network (i) [vpc-a76d91c2 | VPC4QA (default) 4] C create new VPC
Subnet (i) | subnet-39536¢13 | QASubnett | us-east-1b 4 Create new subnet
155 IP Addresses available
Auto-assign Public IP (i) | Enable <
Placement group (i) [J Add instance to placement group
_ - o i
Capacity Reservation (j) | Open | C create new Capacity Reservation
IAM role (i) [ Cloud_Manager 3)|C create new 1AM role
CPU options (i) [ specify CPU options
Shutdown behavior (j) [ stop A
Enable termination protection (i) Protect against accidental termination

Monitering [JEnable CloudWatch detailed manitoring

Additional charges apply.

o AINTEME: RERIAEEEI
o AIIARE: MNRFE, WAL,
c ILEREA: BEEH SNIELFIFFEREZ S A SSH. HTTP #l HTTPS.
© HE: HELINEERHIEF B
b2
AWS FERIEENIKE R, THEaREBEAAFTERL S FHEIAIEE,
T—FRBMtAa?
KEEHE
Azure H[F1%
Fea 2 /i
BNIZEBUTARA:

* THEMLEERR VNet F1FM,
"7 R E K"
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* SEIEHIBMIEENRED Azure BEX A,
"TRRYMANK E Azure X R"

T
1. %3 Azure T HHINetApp ConsoletIE VM Ti,
° "Bk X3 Azure HIHTIE"
° "Azure BURFXIHAY Azure T3 D1E"
2. EFILBNIREN, SAREIEER ARG,
3. M Azure [']JPH, EF QIR HIZR S BRECE B,

B EMWNEHEE R AT EI:

° VM K/ 3E&F#HE CPU #1 RAM E3RAY VM K/, F{ 137 Standard_D8s_v3.
o iR IHIAMIE L@ HDD 8f SSD M LI R IE 1AL,
c NI IP: BRAN IP it 5iTH 8 I VM —iEfER, I/EFEER SKU,

Create public IP address x

MName *

| newlF o

SKU* (D

@ Basic O Standard

Assignment

O Dynamic @ Static

SNRIEMERITA SKU IP ik, MIERISFEREH SAERN_AE_IP ik, MAZAH IP. W
KRATFHERSHBENITERRLE IP ik, NiEHSFEELF

"Azure X1%: A IP SKU"
° MELLA: FHIGRIEFEMEMA SSH. HTTP M HTTPS BINILIERE,
"&EF Azure WL 2HFN" .
° B EET, B BRARASRHIEESHD

HEEMMR A FITTH 8 RIBEIMN TR EHEEN R [ Microsoft Entra ID ##{TRHI0IE, "F40 7 fi#
Azure BEMNFEERR" -

4. THE + QIR TIE L, FELINEEHIEE IR UFIBEE,

=
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Azure ERIEERNZEIZEE I EIAMNAEE & LEBERGRNERNS AP HRIEIT,
T—HRAA?

1% ENetApp Console,

FohRE (WIHAT Google Cloud)

SR LUBE S S RIBF eh R EiE1T1E AWS. Azure T Google Cloud _EAY Linux E41_E,

FaZ Al
TBNIZEBUTAS:

© REITHIBIERT root AR,
* IRIERI S REFTEREA EIRREERN, WREEXAERSSHFFARES.

TR LR AR EREERERSS, EXFHFERERB TR 5,
* INRAIEARSSBAEMR HTTPS AER =&, WFEE CAERRIEH,

@ FRhREITH G RIEN, TENERRIERS[LEILS. NRFENERRERSFRE
I, M AEREEERAEFERIS. 1FA T REEREE 8"

* EREZAREREWIEHIGERNEERS, MRRBALLE, FHREFKY. "7 HINEEA
FrHRENEENRSE, "

* IRIBRIIRMERS, ERERHANEZFIFE Podman 3 Docker Engineo

RFUIES
REE, WREFNREAR, EHaREZBMER.

$IE
1. tNREHN_EIZE T http_proxy BX httos_proxy R4Z &, EEEME:

unset http proxy
unset https proxy

MRFMFXERATE, REFEW.

2. THEFSRIERM, AERFEEHE Linux 4. ERILIMNetApp ConsoleZiNetApp3z it T

o

° NetApp Console: 3%E|*{IE > EIE > FENIE > ZMEE > FrpEs
EFE T HNIEBERERER XH XA URL,

° NetApp3z#5Wihs (WNRIEE LB IHEHTH GRIRER, MFZUEMLE) "NetApp S2HUA=",
3. HERIETTRIZARIAL R,
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chmod +x NetApp Console Agent Cloud <version>

Hep <version> 218 T AZH & RIEAIARZS,

4 IREBMNIFRRRE, FRARENS, "THRINAEAFHLENEELS, "
S. IBITREMIZA,

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> —--cacert <path and file name of a CA-signed certificate>

NREHMBFEZNEA IR EERN, NFERAINEER. EUEREIZFRNENAE,
--proxy M --cacert ZHEMEN, RAFCIRTERMEN]. MREEEARIEMRSE, WFE
BMNINEFTRBY S,

() ORSEEEARE, TUERERREHTRE, TRABLAEEE
.

IFEEAR CAERIEPEE EVAERS SBHRE):

=+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ —--cacert
/tmp/cacert/certificate.cer

+

-—proxy ERAUTHEIZ—I Console CIBECE AER HTTP 3¢ HTTPS {IEiRSE 23
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-

name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+ ARSI
+ AR URABRIEER. B, S2fER \ B ASCH i3, %0 EFfR, Console f{IER
YHEE @ FANBAFRAHERE, NRELBEESUTEAF®RFRT, WAERRBIIRIZREE X OZF 55k
FR: &!
+ fgn:
+ http://bxpproxyuser:netapp1\!@address:3128

1. ANREFEA Podman, MFEEIFEE aardvark-dns 0o

BT SSH EREEHI & RIEE M.
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b. $TH podman /usr/share/containers/containers.conf X4 FH1E2X Aardvark DNS ARS3 A% E iw o
fan, FHEEHKI54,

vi /usr/share/containers/containers.conf

f5an:

# Port to use for dns forwarding daemon with netavark in rootful
bridge

# mode and dns enabled.

# Using an alternate port might be useful if other DNS services
should

# run on the machine.

#
dns_bind port = 54
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* NetApp Backup and Recovery
* Cloud Volumes ONTAP
* NetApp Cloud Tiering

* NetApp Ransomware Resilience

* NetApp Disaster Recovery
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Google Cloud Project

OCCM-Dey -

Subscription

® GCP subscription for staging -

e Add Subscription
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= Google Cloud

<  Product details

NetApp Intelligent Services

NetApp, Inc.

Get best-in-class data protection and security for your workloads
running on NetApp® ONTAP® storage.

Overview Pricing Documentation Support Related Products
Overview
MetApp offers a comprehensive suite of intelligent services for your A
ONTAP systems. They proactively protect critical workloads against Ty
evolving cyberthreats, detect and respond to ransomware attacks in real La
time, eliminate backup windows, and orchestrate a quick recovery in Ca

minutes when disaster sirikes. NetApp intelligent services and Cloud
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Your order request has been sent to NetApp,
Inc.
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® GCP subscription for staging -
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"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

iam:CreateRole",

"

iam:DeleteRole",

n

iam:PutRolePolicy",

iam:CreateInstanceProfile",

"

iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",

iam:DeleteInstanceProfile",
"iam:PassRole",
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"ec2:

"ec2
"ec?

"ec2:
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec2:
"ec2:
"ec2:
"ec?2
"ec?2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2

"ec2:

lam:

ListRoles",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

:ModifyNetworkInterfaceAttribute",
:DescribeSubnets",

DescribeVpcs",
DescribeDhcpOptions",
DescribeKeyPairs",
DescribeRegions",
DescribeInstances",
CreateTags",
DescribeImages",
DescribeAvailabilityZones",

:DescribelLaunchTemplates",

CreatelLaunchTemplate",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"ec2
"ec2:
"ec?2

lam:
"

lam:

"kms:

:AssociatelamInstanceProfile",

DescribeIamInstanceProfileAssociations",

:DisassociateIlamInstanceProfile",

GetRole",
TagRole",
ListAliases",

"cloudformation:ListStacks"

1,

"Resource": "x"
by
{
"Effect": "Allow",
"Action": [
"ec2:TerminateInstances"

1,
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"Condition": {
"StringLike": {
"ec2:ResourceTag/OCCMInstance": "*"
}
by

"Resource": [
"arn:aws:ec2:*:*:instance/*"
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il 2. TR

Podman

BRIBUTHBLEMEE Podman:

* BAFE5H podman.socket fRSS

* Z#python3

* %% podman-compose EhkZs 1.0.6

* & podman-compose 7 NNZEI PATH If IR L=

* INRFEA Red Hat Enterprise Linux, iBEIERER Podman hRZSfERAIE Netavark Aardvark DNS T
= CNI

@ LEERIEFEIEE aardvark-dns 0 (FRIAE: 53) , LUBES%: DNS iR, 1REBIHAEE
7. S

i
1. tNREN _LELET podman-docker &, EIEEMIFR,

dnf remove podman-docker
rm /var/run/docker.sock

2. % Podman,
ZA LIME 5 Red Hat Enterprise Linux fFfi#ZEFXEX Podmano

a. ¥tF Red Hat Enterprise Linux 9.6:

sudo dnf install podman-5:<version>

Erh <version> @R EERER Podman iFa0hRA, EEZHFHY Podman hR7s o

b. & F Red Hat Enterprise Linux 9.1 = 9.4:

sudo dnf install podman-4:<version>

Hrh <version> @B EERER Podman iF80hRA, EEZHFH) Podman iR7s o

C. ¥F Red Hat Enterprise Linux 8:

sudo dnf install podman-4:<version>

Hrh <version> BEIEELER Podman XiFMARAE, EEZFH Podman Az o
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. BFFE5h podman.socket AR,

sudo systemctl enable --now podman.socket

. %% python3,

sudo dnf install python3

- NRENRS LIFEHE EPEL FEER, FLRET.

P BEEHNEN, EA podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&ZE

IR1Fo
. YR FH Red Hat Enterprise 9:

a. LREPELTFEERHEE.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose £ 1.5.0,

sudo dnf install podman-compose-1.5.0

. WNR{EAMIZE Red Hat Enterprise Linux 8:
a. REEPELTEMEEINEEL,

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 223t podman-compose £ 1.0.6,

sudo dnf install podman-compose-1.0.6

R “dnf install 65 %% &4% podman-compose 7HiNZEI PATH IFBT&MEXR, T
(D 3 %¥% podman-compose #INE /usr/bin, EEZEETE secure_path’ 4 _EAYE
I,

C. YNSR{FH Red Hat Enterprise Linux 8, 15IIEER Podman MA@ & AT H Aardvark DNS BY
NetAvark 4 =& CNI,
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i WBTIETU TS ERZR networkBackend @&EIZE N CNI:
podman info | grep networkBackend

i. YNER networkBackend I&B R CNT, REEBHEKN netavarke
iii. 223 netavark’ # “aardvark-dns R T&<:

dnf install aardvark-dns netavark

V. $TFF /etc/containers/containers.conf {4 FH{EEK network_backend IR LA fE A “netavark” AR

IEE“Cni”o

WIER /etc/containers/containers.conf NEE, 1BSEEERN

*/usr/share/containers/containers.confo

V. EFE5H podmans
systemctl restart podman
vi. BRI THSHIA networkBackend I7E BB A9 netavark”:

podman info | grep networkBackend

Docker 5|&
#2828 Docker BYX 1% 4% Docker Engine,

S
1. "&%& Docker BYZ3E 5 ER"

RIS BLERSHFHY Docker Engine hR7S, 1570 RERHMhRA, ENEHIERIFE,

2. I93F Docker @& BB BAHIEEIRTT,

sudo systemctl enable docker && sudo systemctl start docker

T3 IGEME
BHERMSUEREUATER, UEEHSNEEBERRESZFIEIR.
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e E = i

EHaNERES ST ENERARNUERINSEE, fig, EitkiEdtifizFelZCloud

Volumes ONTAPRAZ T FfiE RAHIMEE

Hus B EX71R)

EPEEH & RIERMSNI BV RS Hih B EXRERA SR R E I o

fEFAET Web HINetApp Consolefd Mit BB RAi% S
M Web ¥ 28iH 1156 & BT EAS R

ENHEFER.
"JINetAppiTHl B EFMLE"
M & RIBE RIS

REBEXARZ NRR

FEEREH aRiIgEITH e N EHEITIEH

EHEIEFEHEEMIFRREKR U TRR, NEEARBIMERNFERIREZUHITHERF

TEIHAYEREZ CNAME 5B

i £
AWS fgs5 (amazonaws.com) :
iy
* BHEL= (EC2)
© BHFHIAEE (IAM)
* BRABERS (KMS)
* RETHARSS (STS)
* BEREFMERSS (S3)

Amazon FsX for NetApp ONTAP:

* api.workloads.netapp.com

\ https://mysupport.netapp.com

\ https://signin.b2c.netapp.com

\ https://support.netapp.com

BHY

BIEAWS FiF, HaEURATER
AWS XiF, "BXFMER, S
%] AWS 314"

ET Web BNiZHIGET S
Workload Factory API 32 B K&
;EEET’EE:_FONTAP HIFSx IT’Eﬁ

REVF A E B HMNetAppZ A
iXAutoSupportiE B

EHNetAppZ FFih = (NSS) EiE
FRFTRY NSS ERANMEINetApp
Console,

REVF RIS 2 H MINetApp R
iXAutoSupport;H 2 LAz IR Cloud
Volumes ONTAPHIER B Ho
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Ui £, B89

\ https://api.bluexp.netapp.com \ https://netapp-cloud- ?’_NetApp ConsoleFIZHEIhREFI AR
account.authO.com \ https://netapp-cloud-account.us.authO.com \ £,

https://console.netapp.com \

https://components.console.bluexp.netapp.com \

https://cdn.auth0.com

\ https://bluexpinfraprod.eastus2.data.azurecr.io \ FREVIE &I &S RIBEAHENE S,
https://bluexpinfraprod.azurecr.io
© HEHEMAEN, WINSE
£t 5 Y AT R S, 4
RIRER"TrIBIER", JUIE
WEXRW. AT BRILKK,
BEE I E,

RE IR R MRS,
{ENetAppIR I RIRFEBL A IE
NEHE Haiimm. "7 A2
EHARRTRIIR" .

© HEEWRIRAE qJE’JéETJiﬁ”ﬁ
1’£E B, EIANRIERFY

RIBARS 23
NetAppXZFEXFMERMRIBEERE, NREFERFEHARIE, NIEFERRENRIEBERSINIESR, NREEHER
RI2, EEFE P HUFER,
* |P Hidik
© EIE
* HTTPS i+
%0
FRIEE B E S E A ERIEEAutoSupportE 2 M Cloud Volumes ONTAP &R X EINetAppsz1E, BNIEHIA
REFREENRE,
* HTTP (80) #IHTTPS (443) i#ftxizith Ul B9iH1E), EBEER VBB TEREN.
* (NEFEERINEVHITBEHBRN A FE SSH (22)

s NREITEE b BB MEZENF M ZEZECloud Volumes ONTAPZR S, NIEE@:TiHO 3128 BN
UhEE,

1R Cloud Volumes ONTAPZ 4% A Hiih B BXiEIE R & iXAutoSupportiE B, THlE =Bt EXLLR
FKLEREH S REMNTHRIERS 2R, BH—NEREREEHARENZSAAFETRO 3128 #1T
NIGEE, SPELHANRES, EEETFIEO,

BF NTP

WRIEITRIEFANetApp Data ClassificationsRIFHE AR EHIRE, NREEHIACIEFNetApp Data
Classification &4t _E B2 AMLEETE Y (NTP) BRSS, MUERZEZEIMNBTEIENY, "7 ##H xNetAppiiEH 3
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HNEZER"
$E 4. IKEEHI A AWS 1R
1EER LU TIEI 2 —INetApp Consolet2 it AWS 1R :

ORI 1: B IAM ERESFHIESRERMINEI A 5 EC2 SLIREXRY IAM A,
T 2: IR SR RBFIENXRE IAM BF B AWS 7518 E R,

BRI RESITH 8 BINR,
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IAM A2
B
1. BF AWS ZHEIEHSME] 1AM ARSS.
2. BIERRK:
a. IR RS >R
b. %1% JSON HEHIHMMA A =5 & IR IAM HHE",
C. SERFIRE B LUBIEEEREL,
RIBEITRIERNINetAppBUBARSS , ERIREFEEIEE N HIR, WFnEXE, MRS HERD
HEEH, BT AWS FIEEREMNRAFRHANRE], FRLFERNERE, "7 HE XIE6 aEN
IAM RSN EZER" .
3. BIEE 1AM Rt
a. EFAE > RAe
b. i%#¥ AWS fRZ5 > EC2,
C. @A AN R 61 A SR B SRR AL PR,
d. SERRFIRTBURIEAE,
£
ZRITHaNER, BIERE— 1A U5S EC2 LfIXEXH IAM A,
AWS i5iR1Z4A
P
1. BF AWS ZHIEHSME 1AM ARSS.
2. BlERHRRE:
a. JEIREERE"> Bl R,
b. 1%&4% JSON HEFIHMMN A =5 & 2N IAM FHE",
C. FERRIRDS B LUK,
RIEEIT X EFARINetApp BUBARSS , ERIREFECIEE — &,

MFAEXE, MRDHERNRER, BT AWS PRERBRNSAFHIANRSE, FEFEEHENEK
Bg. "TREXEHIEREN IAM REEMEZEE" .
3. FERBEHMIANE IAM AP
° "AWS X#4: BIE IAM ft"
° "AWS X4 FRINFIMIER IAM SRER"
4. HBERBFEEIRRNES, SUERERHARESERERINEINetApp Console,
ZR
IE, SRE—EEREMRE IAM AP H— el BUREA TS 88k EH.
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TR 5. REEHANE

FTERFTERREME, BEER Linux TN EFmREZRE,

FaZ Al
BNIZEBUTAS:

© REITHIBIERY root AR,
* NRIEHSNETEREA IFREERN, MRS XAERSSFVFAESR.

ERILUEREREGRENERSS, EXHFMEEENETHaHE,
* INRAIEARSSBAER HTTPS AR =ENIE, WFEE CAEZRIEH,

@ FrhREERIGRIEN, TENERANERSHKBIER. IRFENSHARERSIZLKEILES
, MAPERERERLPERIG. F4 T IELERES 8"

RFUIES
REE, MREHREATA, EHaREZBMER.

P$IE
1. tNRFEHN _EIZE T http_proxy Bi httos_proxy R4Z &, HEEME:

unset http proxy
unset https proxy
MRAHFXERATE, REEEK.

2. FTEITHI ERIENG, AEBEESIE Linux £4. &R LIMNetApp ConsoleZiNetApp3zHFMIus T &
° NetApp Console: 3E|*IE > EIF > FENIE > ZMEFE > FrpEs

R T HAERERF XA EX R URL.

° NetApp3#Wih (WNRIEE A IHEHTHI GRINER, MFBRUEMLL) "NetApp S2HUA=",
3. DECIETTRIZARIAL R,

chmod +x NetApp Console Agent Cloud <version>

Hrh <version> & T 89T & R IERIRRZS,

4 IREBMNIFRRRE, FRARENS, "THRINAEAFHLENEELS, "
O. IBITRERIZA,
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./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

MRENNEFERIEA LRI ERK, NEERMAIEER. BrUEREIERRNERKE,
--proxy Ml --cacert ZHEMIEN, RAFCKRERERNEN]. NREBEXARIERSE, WEEWA
WMEFFREI S

() NRERBEARE, TUEREEMEHTRE, TRARLENEES
.

IUTEEA CAERIEBEE ENAERS B[R

+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+

--proxy AU THEIZ—F Console RIEECE AFER HTTP 3¢ HTTPS IEARSS 25!

+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-
name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+FRLUTEm:

+ ARRIURAMARSURAR, AR, EifER \ B ASCI 8, f1EF7R. Console RIERZHE
B @ FHNAFRZHEE, NRBHEE U TEEARFR, WERRBATRISRE XOZFHRFRT . & X
I

+ f5ln:

+ http://bxpproxyuser:netapp1\!@address:3128

1. NREEA Podman, NIEEHEE aardvark-dns i,

T SSH EREEHI & RIEE M.

b. ¥TFF podman /usr/share/containers/containers.conf X &4 Aardvark DNS BRSSBIEEIH . B190
, BHEEN 54,

vi /usr/share/containers/containers.conf

f5lan:
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Port to use for dns forwarding daemon with netavark in rootful bridge
mode and dns enabled.
Using an alternate port might be useful if other DNS services should

run on the machine.

+H H= H= H H*

dns bind port = 54

a. EfRNERSEEML.
2. ERFRETTMo
RELRE, MREEE T REMRSSEE, 126G RERS (occm) BREMBEIMRo

()  mmmpil, EANSEREREHDSRENERRTE, T RNEAZE,

1. MEZRIESI & RIEEIMBI ENFTF Web XME2EHBWA LT URL:
<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
2. BRfE, ®KEEHANE:
a. fEESEH A EXEKIALR,
b. INRFKHIZFFo
C. T'EEREELEMRFIZIT? *MRIFRHFIRILLE TFEARS.
BROZAEFFREERNA TERRS, AAXESEER T INAEREER TERESG, XEEHER

SNIMEH A B, SEHRRSERN, ANEAZRER. NREEXEFENE, "HEIETE
ZRRIET T ERNetApp Console" o

d. R EIRAFFIAIE

WNRIBERIEIEH S RIBMIE— AWS A FiEE Amazon S3 12E1E, EIE 2 Amazon S3 R BETIE
ME &4 i@ L. "7 HRW{AE I NetApp ConsoleP BIE S3 1FfiBi@"

$IE 6. 12X NetApp ConsoleRIIX[E
ZEEFHIERER, REZSEN AWS IR, UEEHISRIEUEEREE AWS R EIREMFEEMIS .
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E MNetApp Console?E Azure HEliZITHIARIE, EEEREWLE. HESF Azure IR, A
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Friaz a7l
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Azure Xig

WNREEHCloud Volumes ONTAP, NIIEHI&MIENEEESHEERCloud Volumes ONTAP A S HHRERY
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Volumes ONTAP X E X EXEYTZ K 7 2 [B]{# FH Azure Private Link &,
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VNet F1-F
SIS aRIERY, EREIBECTER VNet F1FM,
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HNEZEE"

TREET I BITH S IR NEER,
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"Name": "Azure SetupAsService",

"Actions": [
"Microsoft.Compute/disks/delete",
"Microsoft.Compute/disks/read",
"Microsoft.Compute/disks/write",
"Microsoft.Compute/locations/operations/read",

"Microsoft.Compute/operations/read",
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"Microsoft.Compute/virtualMachines/instanceView/read",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/write",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Compute/virtualMachines/extensions/write",
"Microsoft.Compute/virtualMachines/extensions/read",
"Microsoft.Compute/availabilitySets/read",
"Microsoft.Network/locations/operationResults/read",
"Microsoft.Network/locations/operations/read",
"Microsoft.Network/networkInterfaces/join/action",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/networkInterfaces/write",
"Microsoft.Network/networkInterfaces/delete",
"Microsoft.Network/networkSecurityGroups/join/action",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Network/virtualNetworks/subnets/read",
"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",
"Microsoft.Network/virtualNetworks/virtualMachines/read",
"Microsoft.Network/publicIPAddresses/write",
"Microsoft.Network/publicIPAddresses/read",
"Microsoft.Network/publicIPAddresses/delete",
"Microsoft.Network/networkSecurityGroups/securityRules/read",
"Microsoft.Network/networkSecurityGroups/securityRules/write",
"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Network/publicIPAddresses/join/action",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea

dam,
"Microsoft.Network/networkInterfaces/ipConfigurations/read",
"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/delete",
"Microsoft.Resources/deployments/cancel/action",
"Microsoft.Resources/deployments/validate/action",
"Microsoft.Resources/resources/read",
"Microsoft.Resources/subscriptions/operationresults/read",
"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Authorization/roleDefinitions/write",
"Microsoft.Authorization/roleAssignments/write",
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"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/write",
"Microsoft.Network/networkSecurityGroups/delete",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/write",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Authorization/roleAssignments/read"
1,
"NotActions": [],

"AssignableScopes": [],
"Description": "Azure SetupAsService",
"IsCustom": "true"

- BT ¥E Azure 1T1H ID ARINEIR] 9 BSEEIRIEEL JSON,

5+
"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"
]

. {#F8 JSON X{41E Azure HRIEBEHENX A,

LU H BN Ba{a{ER Azure Cloud Shell 1Y Bash Sl A,

a. FHA "Azure =HMNT "HiEEE Bash 15,
b. F{£ JSON 4,
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https://docs.microsoft.com/en-us/azure/cloud-shell/overview

Bash v O 7 @ [ M O{Y Do

Connecting terminal...
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

C. i NLLF Azure CLI 5% :

az role definition create --role-definition
Policy for Setup As Service Azure.json

EIMAEB—1 879" Azure SetupAsService’ NBEEX A, ERILUKILEBEEX BB ARG AP KPSk
SEM,
T3 RESHIRIE

MEERI G eI H A B, BRBRM—ERE, UFEEHISEE%ET Azure #1TEHIIEHIE VM, &
BRMERE:

1. BIRREERER Azure 1K Sign in, LMK ATNEBRFER Azure N PR, XEEAIAIEI,
2. 12H X Microsoft Entra IRSZ ERAIIEEE, RS FARIEFEERE IR,

RIBUT S RESHR—MBDIIEG AT S 6,
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Azure K
BBEEXABRRABRMNEHIaSBITHaRIENAF,
Pz
1. 72 Azure [']JP R, FTFF Subscriptions BRSZFHIEIFBFRIITIR,
2. BEHEHIEHEE] 1AM)*,
3. BEHFARIM>*RIMABEDE, RERINE:
a. 3%3#% Azure SetupAsService At E T T—%,
@ Azure SetupAsService & Azure =5 5 IEE B RIEPIRENEIAB IR, WREAN
AEBIRET RARENRAIR, NEZFEZET.
b. {RiFER B, HFIRSEMA
C. BEMERMR", EERENAPIK,, AEREHIERS
d gHTFT—5"
e. BEHEEHE+DE*

ARSSE(A
BEHMER Azure t(KFER, TR UEEH QIRHEBRFENIRE Azure IRS AR,

£ Microsoft Entra ID REIEHIKBERS &, HIREUTHISPIHR Azure EiE.

SIEATETA®MILINEFIA Microsoft Entra N FiZF
1. HRIETE Azure A B2 Active Directory N FITRF %N IR F 72 Both A R R,

EXFMER, 1EBIH "Microsoft Azure X4 : FRERR"

2. M Azure [JF$TFF Microsoft Entra ID AR5,

Azl All Serices (24) Resources (10) Resource Groups (12) harke|

Microsoft Entra ID (1)

Services
D Microsoft Entra ID & Microsoft Entra
I Central ser‘ﬂ instances for SAP solutions . Microsoft Entra

3. EREBEHR, EEF NARER M.
4. EEHTEM
o HEEBXNARFIFAES:
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o ZFR: WNNBIEFEFT,
o MRFSERY: R KR (EfAIRBLER ] LIS NetApp Console—iZfE M) o
° EFEM URL: EAILUEIHFERE =,
6. FEIFEMS
EBERIE AD N BEFFMARSS E 14,

KEEX AN RANEER

- M Azure [ JF$TF Subscriptions AR,

prize Al

- BEHEHHIEEE] (1AM) > B0 > RMA e

- EReETRR, ZFIEHISRMER AR, ARET T I
- TERTERR, eI TSR

—_

g A W N

a. fREpEF AP, ARSI ER
b. B F PRI

Add role assignment

i? Got feedback?

Role  Members” Rewview + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to @ User, group, or service principal

O Managed identity

Members ~ Select members

C. BRNAEFHZT.
UTFR—1Ml=F:
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Select (10

Select members

| test-service-principal

___  test-senvice-principal

Y

a. EEN AR B EER

b. %aﬁ“—F—i”o
6. BEEHFE+DE

Arss EAIERGEEER S EFIFER Azure AR,

NREEEEEZ Azure TTRFNER, WATERS EEAEREMTIE F0, 568258
IR EFZECloud Volumes ONTAPRIE{EREYITIS,

70 Windows Azure iRZSEIE API AR
1. TE*Microsoft Entra ID*BRSZH, %E#F*App Registrations* ik 2R

2. FEFE*API AR > AN PRS

3. E“Microsoft API"F, iE#F“Azure RS EIE"
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. mFEDUBLE AP 519518] Azure IRSEIE*, SAEIER IR,

* B
Eﬂm
Eﬂuﬂﬂr a &

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination




R

Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. i as a background service ar daemon without a
Select permissions expand all
| Type to search
PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

FREX A2 RN FARE 7 IDFI B RID
1. E*Microsoft Entra ID*BRSZH, £ F*App Registrations*FHiEZE N RIERF.

2. SRV ARERF (FPHE) IDR*EXR (FBF) ID%
@ Delete @ Endpoints
o Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

1 Azure tKRPRINENIZEHI G, GESRENARER (FFi) ID IZARERFNER (FEF) 1D, %
G ID UWREAER.
BIEE P IS
1. FF/E*Microsoft Entra ID*ARSS
2. RN ARR R AR AR,
3. EEHEBMNNZ>FE RIS
4. {RBFRER AR FFEEET (8,
S. RN
6. EFIE P ImZRE,
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['h
+
“

EHRSEAUERE, BNZELEHTNARERF (FFiK) ID. BR (JEF) ID MEFFHEIZEE,
tlEiTH e RIEN, GFEEEF aPRALER.

T 4. BTSSR
EiZMNetApp Consoletl|Z21zHI &R IE,

KXTFULES

* NiEHI e 2iTH 8 RIBESFERINAREE Azure PEBEEIMW. CIBITHASRIER, BV AEFRLD
CPU Zi#/ RAM BYE/N VM 24, "7 fEIEH| &R IEMBIAELE" -

* HiITHIAIEBEITHIARIEN, EXCIE—TEEXAEBHBEESRRAITHARE VM, ItAGBEEFHEEHE
RIZEEBERE Azure ZRIINIR. BEERRAEBFRITRN, RAERSERAPRINT FHEIRERE, "7 #E
*EHERENEEXBENEZER"

Feaz i
BN IZEEUTHA:

* Azure 1T

o IR Azure XK HHY VNet F1FM,

* MREHALRFTERIERLEFFEZHNEBRNRE, BAlREXTRIERSSH[VFAEE:

° |P itk
o =i
° HTTPS IEH

s NREREHI SRIBERIMVERZE RIS ZE, WFEE SSH 2. BHMIIEHENS —MiEFEEEH

3,
"T fRAMAIERE R Azure Y Linux VM"
s NRERFLBITH S BohAEH S RIECIE Azure AR, IEEQIEZB W ERILTTE FHEE",

XERRERTEHAAREELS, X5EZATNHEEH & REEIWMIKERNNRRE.

g
1. EREIE > RIF,
2. fFEhRTIE L, SwREENRE > Azure”
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S R TIE L, HEEBERENER, XEERWAERT LS FMGEA,
4. EEMNBHIIETE L, #ER5EIRE Azure IRBYS NABLECHY B 30 IEEIN .

° PR ERERIEH Microsoft 1Kk, ZIKF N EBFRFEIINIR,

%R P H Microsoft BBEFHITE. EHIFREARIEMLNetApp,
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" BPiImEA
T RRUI{ATIREX AR S5 EABIIXLEAE o
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RIS HIERE L, #1% Azure STH. (0B, FARARIERARE, A HEEERNEHE
RIPEMILEE— S HRIES

RPN BPIEIUE T SRR AR EEEE SSH AR,

"7 RRA{AIEE R Azure FEY Linux VM"

»

CEFAEETE L, MARENRT, BERE, HERESHAERFSIZREMENRNTARS,
EEEERTIRENNEAG ISR,

EE, B LLUERS A EXEA Azure TTH, EABRNENTRENIES SRR ESIEZITRPNE
TREIRPR (5140, Cloud Volumes ONTAP) o

~

- E WS TUE L, EFE VNet MIFW, BEEAALE IP ik, HAEFiEEEEiE.,
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"BE Azure NREHMN" o
8. MEEIEFEURIEERNIZER T IER.

a. FRNERT, "IERBEE S REA TEPIRT, UEEH SEEHMENIENEERER, NRE
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph
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My APIs
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Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.
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&y Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
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' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

I _':i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products
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Perform ad-hoc queries on terabytes of
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‘} Azure Import/Export

Programmatic control of import/export
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I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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* ENHTE Red
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i, ENRLE
ERIBEL L a]
hIRTEEERE
HERENE=A
YL
ERHIRA N AR 9.1EF94 3.9.50 SEEARAS, Podman hfitZs 4.9.4
R TFRZHF =H e FinEEL , podman-compose
* {XPRZEBRRA, SZRRIC kRS 1.5.00
* ENHTE Red 2
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. tNRKE °
i, ENRLE
ERIBEL T a]
hIRTEEERE
WMETENE=5
YL
ERHIRA N AR 8.6 £ 8.10 3.9.50 EEARA, Podman hizZs 4.6.1
N R e FIoEES 3 4.94, BEC
* (WPREIBRRA, SR IRIEIC podman-compose
© THBTUE Red 1060
Hat JTREEH o
A, R oo oamen R
i, ENRLE °
ERIBEL L a]
hiRTEEERE
WMETENE=5
YL
ERbIR e EEAE  Ubuntu 24.04 LTS 3.9.45 HEFARAS,
R TFRZHF NetApp Consolefh
FiRER S Z RIS
Fay
Docker Engine N 22.04 LTS 3.9.50 HES AR~

23.06 = 28.0.0,

18 2. %%k Podman I Docker Engine

IRIBEIIRIER S, RENAIEZFIFEE Podman 3 Docker Engine.
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* Red Hat Enterprise Linux 8 1 9 % Podman,
EELIFM Podman hRZs o
* Ubuntu 22 Docker 5|2,

EE LM Docker Engine hRZS o
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i 3. TR

Podman

BRIBUTHBLEMEE Podman:

* BAFE5H podman.socket fRSS
* Z#python3
* %% podman-compose EhkZs 1.0.6

* ¥ podman-compose #NZEI PATH IFiE L=

* INRFEA Red Hat Enterprise Linux, iBEIERER Podman hRZSfERAIE Netavark Aardvark DNS T

= CNI

@ LEERIEFEIEE aardvark-dns 0 (FRIAE: 53) , LUBES%: DNS iR, 1REBIHAEE
7. S

i
1. tNREN _LELET podman-docker &, EIEEMIFR,

dnf remove podman-docker
rm /var/run/docker.sock

2. % Podman,
ZA LIME 5 Red Hat Enterprise Linux fFfi#ZEFXEX Podmano

a. ¥tF Red Hat Enterprise Linux 9.6:

sudo dnf install podman-5:<version>

Erh <version> @R EERER Podman iFa0hRA, EEZHFHY Podman hR7s o

b. & F Red Hat Enterprise Linux 9.1 = 9.4:

sudo dnf install podman-4:<version>

Hrh <version> @B EERER Podman iF80hRA, EEZHFH) Podman iR7s o

C. ¥F Red Hat Enterprise Linux 8:

sudo dnf install podman-4:<version>

Hrh <version> BEIEELER Podman XiFMARAE, EEZFH Podman Az o
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3. BRHEEh podman.socket AR,

sudo systemctl enable --now podman.socket

4. 2%k python3,

sudo dnf install python3

5. MREHWRFK LIXEHE EPEL FiEER, BFREE.

P BEEHNEN, EA podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&ZE

IR1Fo
6. #NREMA Red Hat Enterprise 9:

a. LREPELTFEERHEE.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose £ 1.5.0,

sudo dnf install podman-compose-1.5.0

7. WNREAME Red Hat Enterprise Linux 8:
a. REEPELTFREENGE,

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 223t podman-compose £ 1.0.6,

sudo dnf install podman-compose-1.0.6

R “dnf install 65 %% &4% podman-compose 7HiNZEI PATH IFBT&MEXR, T
(D 3 %¥% podman-compose #INE /usr/bin, EEZEETE secure_path’ 4 _EAYE
I,

C. YNSR{FH Red Hat Enterprise Linux 8, 15IIEER Podman MA@ & AT H Aardvark DNS BY
NetAvark 4 =& CNI,
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i WTETUTHSHRELER networkBackend 2&i&E /7 CNI:

podman info | grep networkBackend

i. YNER networkBackend I&B R CNT, REEBHEKN netavarke
iii. 223 netavark’ # “aardvark-dns R T&<:

dnf install aardvark-dns netavark

iv. ¥TFF “/etc/containers/containers.conf X&4HEEX network _backend &R LAE A “netavark A

=11

& ‘cni’o

WIER /etc/containers/containers.conf NEE, 1BSEEERN

*/usr/share/containers/containers.confo

V. EFE5H podmans

systemctl restart podman

vi. LT SHIA networkBackend 7 BB 9“netavark”:

podman info | grep networkBackend

Docker 5|&
#2828 Docker BYX 1% 4% Docker Engine,

55%
1. "&%& Docker BYZ3E 5 ER"

RIS BLERSHFHY Docker Engine hR7S, 1570 RERHMhRA, ENEHIERIFE,

2. I8 Docker 2B BB RAHIEFIET.

sudo systemctl enable docker && sudo systemctl start docker

SR 31 REWLE

BARET N REEH S AENNEUESFUTER, HEXEEREEH S NEEBERRES S RFIRR
*[] /}IL*EO
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NERERENRSCIEEEXAT

EEE, EoJLUER Azure [JP. Azure PowerShell. Azure CLI B REST API 83 Azure BENX A,
UTHBERIEIFER Azure CLI 812 A€, MNMREFBFEREMGE, BEIH "Azure STHY"

-

1. IREHIEB CHEN EFhREZNRMG, BE VM LEBARSGSENRERIR, UEETEZR
EX A BRMHAFTR Azure IR,

"Microsoft Azure X #%: fEH Azure [JP A VM B Azure RIREEEHEE A"

2. BHIEZRNBEEXAENR"HBENREFE JSON X4,
3. @i Azure 1Ti5 ID ARMNENET 2 ECSEEIRIEEL JSON X,
&N 1Z A8 E 5NetApp Console—i2ERIE Azure 1TIFEFRIN 1D,
B+
"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",

"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"
]

4. {58 JSON X41E Azure FRIZBENX A,

T Z BN BNEHER Azure Cloud Shell R Bash lIZ/A &,

a. 78 "Azure =IMNE"HIERRE Bash iR,
b. F{% JSON Xf%,

Bash v D ?2 & M (D

Requesting a Cloud Shell.gt

Connecting terminal...
Welcome to Zezure Cloud Shell

Type "az" to use Arzure CLI
Type "help" to learn about Cloud Shell

boammettfbAzure:~5 D
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C. {EF Azure CLI RIEEBEX A

az role definition create --role-definition agent Policy.json

REZEK
£ Microsoft Entra ID FEIEZHIKBERS EE, HIREUTHISIERAER Azure E1E

SIEATETA®MNISINESIA Microsoft Entra N FEIZRF
1. HIRIETE Azure FHHE B3 Active Directory N TR HIE1Z N IR 2 BLh f B AR,

EXFAEE, 1BEE "Microsoft Azure A4 : FREAE"

2. M Azure ["JP$TFF Microsoft Entra ID ARS3.

Microsoft Azure £ entr

Azl All Serices (24) Resources (10) Resource Groups (12) harke|
Microsoft Entra ID (1)
Services
43 Microsoft Entra ID @ Microsoft Entra
I Central ser‘ﬂ instances for SAP solutions . Microsoft Entra

3. EREBHR, EEF NAREREM .
4. EEHTEM.
o HEEBXNAREFIFAES:
° BIR: WA AEFBRT.
° MRFSEEL: EIERIKF KR ((EREEEA LASNetApp Console—i2EF) o
° EEM URIL: RIS FER B,
6. BEE Mo
BB AD N REFMARS 1%,

RRREFIESRE
1. SIREEXAR:

EEFE, EoJLUER Azure [JP. Azure PowerShell. Azure CLI 8 REST API 613 Azure BEX
B, UTTBERINEMFER Azure CLI 8I2A T, MNREFBFEREMGE, BBIH "Azure STHY"

a. B"EHI 6 RENEE X A ENR"HEEIRZETE JSON X,
b. 5@i2 3 Azure Ti5# ID FINEIAT S ECSEEISRIEE JSON X4,
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RN Z P B M EIZZCloud Volumes ONTAPZZBYE N Azure iTiE700 1D

1 |_.\

B+

"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

]

C. {EF JSON X1E Azure HEIEBEHENX A,
LU R FEBABaE A Azure Cloud Shell H#Y Bash I A,

T8 "Azure =IM5E"FHiEF Bash 715,
* F{& JSON X5,

Bash v O o ? @ LDk
Requesting a Cloud Shell.sY i
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleud Shell

boammettfAzure:-~5 D

* {EF Azure CLI BIEZBEX At

az role definition create --role-definition agent Policy.json

MEENZE— TN EAEHRRMERNBEXAE, AJEHES AT & EEIWL.
2. B RREFRSmARE:
a. M Azure [ JP$TFF Subscriptions fR5,
b. FEZEITIH,
C. R HIEEE] (AMY > HRIN">“HRINB s i,
d. F*ARGHETRH, EFEHeRER ABHIER T %%
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e TERSIETRH, FTERUTSRE:

* REREFAR. HRARSER
" EEEEAS

Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- BRNVARFHIRT.
UTF2—1MIF:

Select members %

Select (10

| test-service-principal

test-senvice-principal

" PR IR R
T
e I

Arss EAIERGEEEH S EFIFER Azure AR,

MNREABMZ N Azure TTEEBZECloud Volumes ONTAP , NMIWATUEIRSE E &4 E ZIESMTIR,

IEN N

7ENetApp Console, &B]LLEFEEBZE Cloud Volumes ONTAPEYE /YT,
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780 Windows Azure RS EIE API AR
1. #E*Microsoft Entra ID*IRSZH, 1%E#F*App Registrations* &R N AR Fo

2. EFE*API AR > FRINAE*o
3. £“Microsoft API"'~, iE#E“‘Azure IRSZEIE”,

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Teke advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
&y Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

I _':i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. mELUBLE AP 519518 Azure IRSEIE*, SAEIER IR,

= u @
Eﬂm
Eﬂmﬂr a &

ﬂ_‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jabs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the

Select permissions

Application permissions

APl as the signed-in user.

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX A2 RN FARE 7 IDFI B RID
7E*Microsoft Entra ID*ARSZ 5, %E#E*App Registrations* Hi%EF N AR F.

EFINARErF (BFWH IDFIER (JF) ID%

1.
2.

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID ¢

Directory (tenant) ID

: 4b0911a0-929b-4715-944b-c03745165b3a

73de25f9-99be-4320-8b24-538ca787a6k3

Object ID

1 Azure tKFIRINENIZRI SR, BRERENARERF (FFK) ID MEAREFHNBER FEF) ID. &

: b37482a9-375f-49c2-b27c-e630514106a5

HIEa A ID LR EARER.

ellfe bk
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
| + New client secret
DESCRIPTION EXPIRES VALUE Copy to clipboard
test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h
=+
%5

EHRSEAUERE, BNZELEHTNARERF (FFiK) ID. BR (JEF) ID NEFFHIZE,
AN Azure TR BY, EREEEH GFRRALES.

TR 5. wEREHaNE

AR TERE, ERILTEE CRY Linux EH EFohREZN M-
FaZ Al

TBNIZEBUTAS:

© RETHI B HIERTY root AR,
* NREHSREFEREA DR EEKN, WRHEXAERSSHIFHRES.

BRLLERAREREERERSSE, EXFHEFERERB TR S HE,
* INRAIEARSSBAEMA HTTPS AR I=HAIE, NWFEE CAERAIEH,.

@ FRhREITH G RIEN, TENERRIERSF[LBILR. NRFENZERARIERSB[LEILS
» WATIERFEEERLEIFITHIG. 47 BB IELEREGS"

* £ Azure F89 VM EERIEENR, UEETILUEE BEX B ERHAEN Azure IR,

an

"Microsoft Azure 44 R Azure [JP 9 VM £ Azure BIREEEHEE RN

RFUIES
REG, MRBHMRANR, EHaESBMEN.

S
1. SNREMN_EIZE T http_proxy B https_proxy B4 &, 15FEMRI:

unset http proxy
unset https proxy

MEAIFXERST S, REIERBL,
2. FHIEHARERYE, ARBEEHIE Linux . ERTLUMNetApp ConsoleZiNetAppsz 5L T &o
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° NetApp Console: 3% E*{IE > EIF > ENIE > HIE > Fohidks
EE T HRIBRERRE X EH R URL,

° NetAppsz#is (MIREIE LB HEERI G RIRIR, NFZEUIMIL) "NetApp ZHbR",
3. HECTITHIZARIRIR,

chmod +x NetApp Console Agent Cloud <version>

Hrh <version> @& T HBVITHI & IERRDS,

4 MREBFIFERRE, FEREERS, "7 RIAZEAFHLENLEENRS.
S. IBITRERIZA,

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

MREHNBFENIEA BRI EEWN, WEERIAEER. EaIUEREIERRNERRIE,
--proxy M --cacert BHEMEN, RAFERERNE(]. NMREBEEXRIERSEE, WEEBA
WMEFTRAI S,

() OREEBIARE, TUEREEMEHTRE, 7RIS
+

UTRER CAERIEPEE EINAERS2FHIRA):

=+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+

--proxy AU TEXZ—R Console KIBECE JfEA HTTP 3¢ HTTPS XIEARSS 28!

+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-
name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+ ARSI

+ ARRIURAMARSURAR, MFEAR, SIifER \ B ASCI 8, f1EFR. Console RIERZHE
B @ FHNAFREHENE, NRBHEE U TEEIARFR, WABERRBATRISRE XOZFHFRT . & X

+ fgn:
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Port to use for dns forwarding daemon with netavark in rootful bridge
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title: Console agent deployment policy

description: Permissions for the user who deploys the Console
agent

stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setlLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setlLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

— compute.zones.get

- compute.zones.list

- config.deployments.create
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config.operations.

config.deployments.
config.deployments.
config.deployments.
config.deployments.
config.deployments.
config.deployments.

config.deployments

get

delete
deleteState
get
getState
list

update
.updateState

config.previews.get

config.previews.list

config.revisions.get

config.resources.list

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager
deploymentmanager
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager.

compositeTypes.get

compositeTypes.list

deployments.create
deployments.delete
deployments.get
deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
types.list

resourcemanager.projects.get

compute.instances.

setServiceAccount

iam.serviceAccounts.actAs

iam.serviceAccounts.create

iam.serviceAccounts.list

iam.serviceAccountKeys.create

storage.buckets.create

storage.buckets.get

storage.objects.create

storage.folders.create

storage.objects.list

b. M Google Cloud & =70
C. EEEEFRBENRE YAML XX {4,
d. FEALIEBENX AR gcloud iam roles create @<,
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U BIFEI B 45818 —1 & S “connectorDeployment” Y I &
gcloud iam A% connectorDeployment --project=myproject --file=connector-deployment.yaml
"Google Cloud X#4: gIENEEBEXAE"
2. BitkBEXABEDEELA M Google Cloud EEIEHI S RIENAF,
"Google Cloud X#%: T2/ AR

TR 3. IgEIEH S ERIRIERIRIR

FEE— Google Cloud ARS51MK S K mEITHI S CIBIRHITHI B B2 Google Cloud FRZRRFIERINIE, IiEE
HERIER, EEERIRSKF S5EHERE VM XEBL,

EEEMRARRNFIIRE, BEREEFBEX AR, MRFEHINR, SMBELITIRASTIH,

P
1. #£ Google Cloud HFRIEBEXAE:
a. gIE—PMEEUTREM YAML X5 8 IERARS K P AR
b. M Google Cloud BiE =7
c. EEEEFAFENIRE YAML 32,
d. FERABIEBENX AT gcloud iam roles create #5%

U RGIE BRI EIE—N R agent’ A E:
gcloud iam roles create connector --project=myproject --file=agent.yaml
"Google Cloud X#4: BIZNEEEEXAE"

2. £ Google Cloud HF 8RS K S H A B D ELAZIRSKS
a. M IAM FIBIBARS S, &1 RSP, > SRS KS.
b. I NARSS M IF (S B FHIEIF B FH 4k,
c. EEENINICIZER A,
d. SERFIRTBULERAE,

"Google Cloud X14: BIZARSKS"

3. MREITRIESIEH B RIEPIEI B FARBE FEZECloud Volumes ONTAPRSE, NIFENITHISHERN
AR S5 MK P R M X LT B 8917 1A R

fan, RigEHSMAEUTHE 1§, MEBREEHE 2 8 Cloud Volumes ONTAPZSE, EHFERT
8 2 ARSI P AR,

a. M IAM AIBIEBARSE S, FEFREBEBSIFECloud Volumes ONTAPZ4iHY Google Cloud B,
b. 7£ 1AM TUE L, & ZFiHNR HIRHEFAHRRIFHAE R
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Cloud BEX BRSBWE storage.admin i FE&H (7Ti%) &EFAFNetApp Cloud
Volumes 5i: NetApp Tiering#NetApp Backup and
ONTAP ConsolefRZ5 M~ Recovery

ARSS K ER

serviceAccount.u
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Google Google fREBWME (BIA) 4miEEE HE.WEAR REEPES Google Cloud API i#
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Google Google fREIE (BAIN) 4miE2d iHE.WMEAP R EBFEERE Google Cloud 3£
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1.

NREEH BB B NERLL BB HITFILITHI Q@ RECIEMN, WNXENTMEAFTE
deploymentmanager.editor, S0RFKISEFMN, NetApp ConsoledG7E EHNIEFEIE—MEE VPCO
Bh A SERL B ERE

REERB R AEMNE B2 B EFEFILITH G AT TN, A HEEfirewall.create
FMfirewall.delete, XLEANPRAIFIZHISIK, .yaml X4, MREFAHLE VPC EE HA 3, XL
EEJJI%JEH:.F?U VPC1. 2 7 3 UEMAEMN, WNFAAEEMEE, XENRBERATI VPCO 8IEM
s

3tF Cloud Tiering, 9 EARSSMF HIIEARSS K _EBH serviceAccount.user A&, MAINEIED
B3, B, SMNREEMBELKSSES serviceAccount.user, NIfEMA getlAMPolicy Z ARSI B A
= BTRIR,

1% 5. [3H Google Cloud API

7EEpEIEH| A LIEFCloud Volumes ONTAPZ B, BREZ Google Cloud API,

TR

1. EEMINBE AR BB Google Cloud API:
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° ZRIREIESS API
° ITE5|Z AP
° B IAIREIE (IAM) API

° TRIAEIERS (KMS) APl (X2 1&it+1% NetApp Backup and Recovery 5& F EIEMINZ A
(CMEK) —ii2EARA T E)

° Cloud Quotas API (A Infrastructure Manager B2 Cloud Volumes ONTAP BYZEE)
"Google Cloud X1%: ZF API"
SR 6. pIEITHISHIE
£/ Google Cloud BIiE#EHI 5,

BIEIEH & RNIESEMARIAERETE Google Cloud HEIZEMMNEG. tlRizRIaRERE, B7IRIAEFRD
CPU =4/ RAM RSN VM Kl 7 gz & IERVERINELE" -

a2z Al
B ZEBUTREA:

* BlEEIEHI A IEFTFERY Google Cloud PR IAKIEHI B RIEE MRS K S o
* H AN TR RIIVPC R F Mo
* THE VM LHIER,

° CPU: 8 1% 8 1> vCPU

° N7F: 32GB

° M2ZKAEL: IR n2-standard-8

Google Cloud TEE A2 # Shielded VM INEERVIRIER SR VM 321 LS izt I,

TE
1. FEREEMRN G EER Google Cloud SDK,

RAIERZET geloud SDK ByZHt shell, 1BIEHATLAER Google Cloud Shell,
B X Google Cloud SDK WE %52, 1&1AiA"Google Cloud SDK XA4T1[HE"

2. WIHEREBUERE RS D EXHARENRARSHER:

gcloud auth list

MENETRUTAR, Hf - ARKFREERIAFIKS:
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Credentialed Accounts
ACTIVE ACCOUNT

some user account@domain.com

* desired user account@domain.com

To set the active account, run:
$ gcloud config set account “ACCOUNT®
Updates are available for some Cloud SDK components. To install them,

please run:

$ gcloud components update

3. i&17 "gcloud compute instances create #5%:
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gcloud compute instances create <instance-name>

--machine-type=n2-standard-8

--image-project=netapp-cloudmanager

--image-family=cloudmanager

—--scopes=cloud-platform
--project=<project>

--service-account=<service-account>

—--zone=<zone>
--no-address
--tags <network-tag>

--network <network-path>

--subnet <subnet-path>

--boot-disk-kms-key <kms-key-path>

SEHIR R
VM SCBIFR R EISEGI 2 TR,

=
(AJik) EREEBEUNAIIE

AR5 b
TR 2 pad PIEERARSS K.

X
TR ERE AR IR

Tk
(FIE) AEEFASMER IP st (87

PILEAREE

2 NAT SR

Iz
AL

SRHFAHEEN)

(AJik) ADNRILEATIC, ERARCHE I ASEMN SRR & RELA



PILEER1E
(AJik) AMNEMBEH ERENMERIR (WTFHE VPC, BFETERRI)

FRERE
(1) AINEZHMEBEFSRENFREHR (WFH=Z VPC, BEFETERRT)

kms ZHKREF
(AI3%E) &I KMS ZEARMZEHI aREMNEE (FEENA 1AM FR)

at

IXLEFRENEZEE, 1EiHIR"Google Cloud 5 SDK 214"
BITZHSEBERLHERE, FH8RELAFMMRENERYESHRIET.
4. FTFF Web F B 23HBANTH EREEN URL:

EHISEMN URL FTLUZAMEN. FE IP Hltsi A4t 1P ik, BAEURTENMIECE., B0, a0R=H
SREUTEERH IP IR AREH, WATMASERSREENEERNENFAR P ik,

S. BRE, REEHANE:
a. IEESEH G AEXENERIG4ES,

"TRREHMIBREE" .
b. BNRFRIE R

ZR
EHaREREREHRERERIEH AR,

FTFF Web 385528755 "NetApp Console"FFIAEREHIS I,

£ Google Cloud FRF R RLEITHIGIE

EEEBCH Linux EN EFohL&EiTHERIE, BRETEHEINER. KRENE. #&
Google Cloud #XfE. B Google Cloud API. R&EIFTHIE, ARIREEESZFINER,

a2 Al
* fRN 2B —N" 7 fEEH &
* fRRZ BN — T =5 & CERRE,
B BEENEK
EHaAERGBIERERERIERLAER. RAM 2R, IKOBEREFNEN LET.

= B CHELREE 19000 F) 19200 A UID 0 GID SEE. XMEEZEER, FrEES. WRIEM
() oEmE=SREERIEEERN UD X GID, NRBRERAM. NetAppRNERRESE
SV I EL I

209


https://cloud.google.com/sdk/gcloud/reference/compute/instances/create
https://cloud.google.com/sdk/gcloud/reference/compute/instances/create
https://cloud.google.com/sdk/gcloud/reference/compute/instances/create
https://cloud.google.com/sdk/gcloud/reference/compute/instances/create
https://cloud.google.com/sdk/gcloud/reference/compute/instances/create
https://cloud.google.com/sdk/gcloud/reference/compute/instances/create
https://cloud.google.com/sdk/gcloud/reference/compute/instances/create
https://cloud.google.com/sdk/gcloud/reference/compute/instances/create
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https://console.netapp.com
concept-agents.html
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E2:E2))
FHAERESETAEIN. REHEUTRIEXK, FAZEMEZHF:
* CPU: 813 8 1~ vCPU
* N7E: 32GB
s BER=iE: BiNENINE165GBRIE], D XEXRINT:
° /opt: WAAE 120 GiB RJAZE
IBFEF Jopt' &3 /opt/application/netapp’ B R X EA B,
° /var. WA 40 GiB RJHZ|E]
E|aRIBEZEE S8 /var EH Podman 5% Docker &It ZMEEXTMNE R T OIERSSE, K

ik, MWITEEUTAERIZESRSS: /var/lib/containers/storage’ B ®H “/var/lib/docker BT
Docker, JMEBZEEHFTS HHENEA T8,

Google Cloud #2828
e CPU #1 RAM ERBVSLHIZEE!, NetAppHE#E n2-standard-8,
Google Cloud ENSLAI_ ERIEHIERIEBZIFUTRIER S "SEHIPBIE I IIEE"

N EERER
HELTINEAE TR ZFHNIRER RIS E EPWEEREF.

IRERFNASFREK

Taiﬁ)ﬁffﬁ:‘cﬁéifvfFE*%E%‘FE%E%‘JE‘E?, EREREFUAMRMERAR, REREZFE— AR ALT

2ERY SR ERGRE SR IERE FRrEMNABIA SELinux
Red Hat Enterprise 9.6 4.0.0 {ESKA, Podman ARZs 5.4.0
Linux =H 84 TR , podman-compose
* XREIBRA, HZRER B 1.5.00
* FHHATE Red
Hat iTiR& e gﬁ Podman A
. MNRFFE °
i, EVIETLE
ERIER LA )
RTEEERE
MPTENE=H
B,
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BRIERR
ERHIRNE AR
N FRH

ERFIRN AR
N TR%H

fERpIEEEAE Ubuntu
N TR%H

Docker Engine
23.06 = 28.0.0,

FFi

Google Cloud #28257!

SFRIRERGARA  FFRIAEMZ

9.1%F94

* (NPREEIEMREN,

* EHHME Red
Hat 1Ji#] &H1EH
A, WRFFE
i, ENIETE
ERIELEHRE)
Wi fFEERE
MFrENE=1
L7

8.6 = 8.10

* (NPREEEREN,

* EHHME Red
Hat 1Ji#] 1B
A, WRFRFE
i, ENIETE
ERIELEHERE)
W fFEERE
MFrENE=7
i,

FREMNERTIA

3.9.50 HESARA,
THIB A FhnEREL
HZRIELR

3.9.50 BEFhi A,
=l 5 TFARERT
R RIRTU

24.04 LTS

22.04 LTS

7 CPU A RAM ERAYSLFIZEE!, NetApp#iF n2-standard-8,

Google Cloud FEESANISEAI_ERYIEHI SRIBIFUTRIER G "SIiFsIE 1 TIEE"

g 2. %% Podman I Docker Engine

RIBEHIRIERSR, REMRIEZFIFEE Podman 5 Docker Engine,

* Red Hat Enterprise Linux 8 1 9 5% Podman,

EEXIFN Podman kRZ o
* Ubuntu &% Docker 5%,

BE LA Docker Engine hRZ o

SELinux

Podman h7s 4.9.4
» podman-compose

R 7S 1.5.00

& E Podman &
BEK,

Podman hRZs 4.6.1
g 4.9.4, ¥

podman-compose
1.0.6,

& E Podman &
EK,

3.9.45 HWEBHRA,
NetApp Console&t
?ﬁﬁ)ﬁ*ﬁiﬁiﬁ%ﬁﬁ*ﬁ
I

3.9.50 S ESHrEs
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i 4. TR

Podman

BRIBUTHBLEMEE Podman:

* BAFE5H podman.socket fRSS

* Z#python3

* %% podman-compose EhkZs 1.0.6

* & podman-compose 7 NNZEI PATH If IR L=

* INRFEA Red Hat Enterprise Linux, iBEIERER Podman hRZSfERAIE Netavark Aardvark DNS T
= CNI

@ LEERIEFEIEE aardvark-dns 0 (FRIAE: 53) , LUBES%: DNS iR, 1REBIHAEE
7. S

i
1. tNREN _LELET podman-docker &, EIEEMIFR,

dnf remove podman-docker
rm /var/run/docker.sock

2. % Podman,
ZA LIME 5 Red Hat Enterprise Linux fFfi#ZEFXEX Podmano

a. ¥tF Red Hat Enterprise Linux 9.6:

sudo dnf install podman-5:<version>

Erh <version> @R EERER Podman iFa0hRA, EEZHFHY Podman hR7s o

b. & F Red Hat Enterprise Linux 9.1 = 9.4:

sudo dnf install podman-4:<version>

Hrh <version> @B EERER Podman iF80hRA, EEZHFH) Podman iR7s o

C. ¥F Red Hat Enterprise Linux 8:

sudo dnf install podman-4:<version>

Hrh <version> BEIEELER Podman XiFMARAE, EEZFH Podman Az o
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. BFFE5h podman.socket AR,

sudo systemctl enable --now podman.socket

. %% python3,

sudo dnf install python3

- NRENRS LIFEHE EPEL FEER, FLRET.

P BEEHNEN, EA podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&ZE

IR1Fo
. YR FH Red Hat Enterprise 9:

a. LREPELTFEERHEE.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose £ 1.5.0,

sudo dnf install podman-compose-1.5.0

. WNR{EAMIZE Red Hat Enterprise Linux 8:
a. REEPELTEMEEINEEL,

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 223t podman-compose £ 1.0.6,

sudo dnf install podman-compose-1.0.6

R “dnf install 65 %% &4% podman-compose 7HiNZEI PATH IFBT&MEXR, T
(D 3 %¥% podman-compose #INE /usr/bin, EEZEETE secure_path’ 4 _EAYE
I,

C. YNSR{FH Red Hat Enterprise Linux 8, 15IIEER Podman MA@ & AT H Aardvark DNS BY
NetAvark 4 =& CNI,
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i WTETUTHSHRELER networkBackend 2&i&E /7 CNI:

podman info | grep networkBackend

i. YNER networkBackend I&B R CNT, REEBHEKN netavarke
iii. 223 netavark’ # “aardvark-dns R T&<:

dnf install aardvark-dns netavark

iv. ¥TFF “/etc/containers/containers.conf X&4HEEX network _backend &R LAE A “netavark A

=11

& ‘cni’o

WIER /etc/containers/containers.conf NEE, 1BSEEERN

*/usr/share/containers/containers.confo

V. EFE5H podmans

systemctl restart podman

vi. LT SHIA networkBackend 7 BB 9“netavark”:

podman info | grep networkBackend

Docker 5|&
#2828 Docker BYX 1% 4% Docker Engine,

55%
1. "&%& Docker BYZ3E 5 ER"

RIS BLERSHFHY Docker Engine hR7S, 1570 RERHMhRA, ENEHIERIFE,

2. I8 Docker 2B BB RAHIEFIET.

sudo systemctl enable docker && sudo systemctl start docker

SR 31 REWLE

u%uE’Jﬂfﬁ, DEEH e R USRS ZIMERNRRINAE. §i0, EFEHIRALUEED BARMSEH
BrILU#TH IS B BRI,
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R E B AR

FHEREBESES I QENSERARNMUERIINEEE, 5, it 7ERMIFEREECloud
Volumes ONTAP%,;LZW_ﬁ%%,JLE’JH%O

s B EXR 7R
EPEEH & RIERMSNI BV RS Hih B EXRERA SR R E I o

EAETF Web BINetApp ConsolelT MitE xR Him =

M Web 53 2sinnizhl & BT BB A Z MR, EFEEEREH SRLEEH aEHHITES
SNEERER.

"JINetAppiTHl B EFMLE"

Mz & RIBEK RIS
EH e EER %tﬂiﬁﬁﬂ%lﬂﬂilﬂ%ﬁ%%u"lt =, UEBEAHSIFRHRFRIUARELHTH B2

TEIHAYEREZ CNAME 5B

i =, B89

\ https://www.googleapis.com/compute/v1/\ E12 Google Cloud FIFIE R,
https://compute.googleapis.com/compute/v1 \

https://cloudresourcemanager.googleapis.com/v1/projects \
https://www.googleapis.com/compute/beta \
https://storage.googleapis.com/storage/v1 \
https://www.googleapis.com/storage/v1 \ https://iam.googleapis.com/
v1 \ https://cloudkms.googleapis.com/v1 \
https://config.googleapis.com/v1/projects

\ https://mysupport.netapp.com REVF RIS B H FEINetAppZ T4
iXAutoSupportE S

\ https://signin.b2c.netapp.com FHNetAppZiFik s (NSS) EiE
FAGHFTHY NSS &?E/?_ﬁﬂﬂ EINetApp
Console,

\ https://support.netapp.com FRENF B 1E B HANetApp L
1XAutoSupportE B LA KUk Cloud
Volumes ONTAPHYER {4 BB,

\ https://api.bluexp.netapp.com \ https://netapp-cloud- 7ENetApp Console R INREF AR
account.authO.com \ https://netapp-cloud-account.us.authO.com \ £,

https://console.netapp.com \
https://components.console.bluexp.netapp.com \
https://cdn.auth0.com
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Ui £, B89

\ https://bluexpinfraprod.eastus2.data.azurecr.io \ FREVIE &I & RIBEHEINE S,
https://bluexpinfraprod.azurecr.io
© HIEHEHAEN, BINE
=5 SalinRBviER. W
RIRER" TR ImR", JUIE
QERM. NTERILKY,

BRSNS,

RERIGRMAZ T,
{ENetAppIR I R IR BL A IER
NEH N Haiimas. "7 f2I0E
BEARmETRIIE" -

© HEEHEIRASEREY S FE
=B, SIAENRERREST
Fo

RIERRSS 28
NetApp#FERMZERNIERE, WREEASEHNE, NWRAFERERERSSHVIER. NREEAER

RIE, EEEE P AR,
* |P 3k
- EIE
* HTTPS iEH
71|
BRAEE B e SIS EHABERIEZAutoSupportil B MCloud Volumes ONTAP A% E|NetAppX i, HBNEHIES
RIEBRASEBEENRE,
* HTTP (80) I HTTPS (443) 12yttt Ul B9iAIE), FEERVEIBERTEREN.
* (NHEEEED FEANHITBIEHRIS A EE SSH (22)
s NREESE I B EMEZNFMPZEZECloud Volumes ONTAPZ %, MIEE BT 3128 I
UhiEE,

Y1 Cloud Volumes ONTAPZ 4% H ik B BXMEIZE R & iXAutoSupportB 2., TH|8@ =Bl EXLER
FLUEREH & REMTHRIERS S, B—HNERERETH SARENRZ2AAFETIRO 3128 #1T
A&, BEFHEREG, BFEEHTFIEO.

BF NTP

AR EITRIEENetApp Data ClassificationsRIFFE AT EIRR, MR EES] & CIEMNetApp Data
Classification &4 _E B2 AMLEETE Y (NTP) BRSS, MUERFGZEIMNBTEIENY, "7 ##H xNetAppiiEHn 3
HNEZER"

TR 4. KEEH SRR

FE— Google Cloud AR5 1K S Kmizhl & RIER HZH S EIE Google Cloud FRVRIFFAFRNIR. ST
HaEN, EFEERIRSK, SEHRSHE VM XEX.

216


https://bluexpinfraprod.eastus2.data.azurecr.io
https://bluexpinfraprod.azurecr.io
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html

EEEMRARRNFIIRE, EEREEFBEX AR, MRFEHINR, SMRELITIRASTIH.
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1. 7£ Google Cloud HFEI|EZBEX At :
a. RIE— P EESUTHRAR YAML X 4] & IR RS K AR,
b. M Google Cloud BiE =7
c. HEEERENREN YAML X4,
d. FEAGIEBEENX AR gcloud iam roles create &<

UTFREIERB RS SIE—DR A agent’ A !
gcloud iam roles create connector --project=myproject --file=agent.yaml

"Google Cloud X#4: BIZNEEEEXAE"

2. 1£ Google Cloud FEIERSZ K S HIGA B DL IZRSZKS :
a. M IAM MEIRRRSH, 1 BRSIKF > SIEZARS K.
b. I NARS K IFA(E S FEIZ QB H LR,
C. EZEEMINICIZ A&,
d. ERFIRSEUCIERAE,

"Google Cloud X#%: BIZARSKS"

3. IR RNESIEH S IEPER B RERIBE B EZECloud Volumes ONTAPRSE, MFEZEHIEHIGRIERN
AR S5 1K P HR M X LT B 8917 1A R
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BXIEHMEER, BB "Google Cloud 314"
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ser

Google Google fREBWME (BIA) 4miEEE HE.WEAR REEPES Google Cloud API i#

API Bg55  Cloud IXH. AFEHAEHLER
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NREEH BB B NERLL BB HITFILITHI Q@ RECIEMN, WNXENTMEAFTE
deploymentmanager.editor, S0RFKISEFMN, NetApp ConsoledG7E EHNIEFEIE—MEE VPCO
Bh A SERL B ERE

REERB R AEMNE B2 B EFEFILITH G AT TN, A HEEfirewall.create
FMfirewall.delete, XLEANPRAIFIZHISIK, .yaml X4, MREFAHLE VPC EE HA 3, XL
EEJJI%JEH:.F?U VPC1. 2 7 3 UEMAEMN, WNFAAEEMEE, XENRBERATI VPCO 8IEM
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3tF Cloud Tiering, 9 EARSSMF HIIEARSS K _EBH serviceAccount.user A&, MAINEIED
B3, B, SMNREEMBELKSSES serviceAccount.user, NIfEMA getlAMPolicy Z ARSI B A
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% 6 3. |EH Google Cloud API

7 Google Cloud FEEITHI ERIEZA], HIEAZ1 Google Cloud AP,
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1. EEMINBE B BLLT Google Cloud API:
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° ZRIREIESS API
° ITE5|Z AP
° B IAIREIE (IAM) API

° TRIAEIERS (KMS) APl (X2 1&it+1% NetApp Backup and Recovery 5& F EIEMINZ A
(CMEK) —ii2EARA T E)

° Cloud Quotas API (fEF Infrastructure Manager 282 Cloud Volumes ONTAP BV E)
"Google Cloud X1%: ZF API"
SRT: REEHENE
ARFMTENE, ERIUTEE S Linux A EFEREZR G
EHENRIER, RAEXOIE— Google Cloud &R RFEEE X4,

a2 Al
BNIZEBUTAS:

© REITHIBIERTY root AR,
* NRIEHSNETEREA IFREERN, NiREEXAERSSFVIFAES.

ERILUEREREGRENERSS, EXFMERENETH & E,
* NRAEARSSBFER HTTPS HAEZE=ENIE, NFE CAERRIESR,

@ FrhREERIGRIEN, TEANERNERSHKBIER. IRFENSHARERSIZLKEILES
, MAPERERERLPERIG. F4 T IELERE 8"

RFUIES
REE, WREHREATA, EHaREZBMER.

P$IE
1. tNRFEHN _EIZE T http_proxy BX httos_proxy B4EZE, EEEME:

unset http proxy
unset https proxy

MRFMFXLERALE, REFEW.

2. TEITHI ERIENE, AEBEESIE Linux £, &R LIMNetApp ConsoleZiNetApp3z#FMus T &,
° NetApp Console: 3E|*{IE > EIF > HENIE > ZMEFE > FrpEs

R T HAERERF XX URL.
° NetApp3#Wis (WNREE LA IHEHTHI GRINIR, MFZUEMLL) "NetApp S2HU4=",
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3. DEIETTRIZARIALR,

chmod +x NetApp Console Agent Cloud <version>

Hrh <version> Z& T HAVEH & RS,
4 MREBMNIFERRE, FRRARENS, "TRINAZAFHLENEERS, "
O. IBITRERIZ,

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

MBEHMEBEREA EHAEHRM, UEBFMAEES, CTNUERETRAFNIHAIE,
-—proxy M --cacert BHERIEN, RAARRERERNEN]. MREEEXCIERSE, WEERA
SEIFT B4
() nREWEIARE, TUERERREMTRE, TRAEEREH A

+

T RAER CA &2 EHIE 8 X AR BHRHI:

+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+

--proxy AU TR Z—F Console fCIBECE ER HTTP 2 HTTPS UIEARS 25 -

+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-
name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+ ERLUTEI:

+ APAIUEAARSIEAR. XFEAR, SA4ER \ B ASCI S, 30 LEFfR. Console RIERZFFE
B @ FHNAFRESENE, NREBEEEUTEMEHEFR, WARERRBHITIZRE OZSHRFR . &5

+ f5lgn:
+ http://bxpproxyuser:netapp1\!@address:3128

1. NREEA Podman, NIEEHEE aardvark-dns i,
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a. @i SSHEREEITH & RIBE ML

b. ¥TFF podman /usr/share/containers/containers.conf X F{&24 Aardvark DNS ARSZHIEFE RO, 5190
, BHER54,

vi /usr/share/containers/containers.conf

fBugn:

# Port to use for dns forwarding daemon with netavark in rootful bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services should
# run on the machine.

#

dns_bind port = 54

a. EfENERSEEML.
2. FHFRETH.

RELRE, MREEE T RERSEE, 16 G RERS (ocom) BREHMBEIMX.

()  mRmpsl, EANSEREREHDERENERRTE, T RNEAZED,
1. MEZRZIEHI & RIBEIMNBI ENFTF Web MUE2EHBWALLT URL:
<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
2. BRE, wEETHENE:

a. JERE ST A RIBEBIAA,

b. HNRLHIB o

c. ERTERSFHMET? “FRIEBHIENLTF RARS.
ERZRBEHEROFRRRS, FAXESEEAT MAERERR TEREHA, RUEHER
ST BRI IS SEIRRSHERN, FUERERER. NRERRENE, RSB
ZIRE R T FF A {EHENetApp Console" o

d. SR ILA TR0,

()  mRmesm, GANEEDSHRSRENCHIREIE, 7 RIOFRAZES,

MREFELIRIEH & IEMNE— Google Cloud 118 Google Cloud Storage 71, ZRFEZ Google
Cloud Storage A% E&htHINTE Systems TiHE L, "7 fZU1{AEZ NetApp Console’E1E Google Cloud Storage”
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EREEH aNEERBERERIEES & R,

{ESAVE Google Cloud SRR B & RITR BIEL BIE T RMEAA R
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AWS

HiThl e REREREAME, EFEEINEBFIFENRE IAM BRI EARIEE 12 AWS
R,

MRITH SR IBRETEARM, NWHIAFERLLERIRIES%. EREER IAM B,
S
1. BF AWS FHIaHEME IAM BRS.
2. BERRS:

a. FER R > BIEERR,

b. %3 JSON HEHIFFEMERN A =5 S LI IAM FEEE",

C. SERLTISH B LLCI IR 5RER,

RIBEIT R EAMINetAppIEIRSS , ErTREEE QIS P REE,

MFIREX, SRARERNREF. BT AWS FREKBNSRAFHANERS, FEBEERDE
8%, "THREXEHAENEN IAM KEBNEZEE" .
3. RERERHIMEI IAM BB,
° "AWS X14: B IAM A"
° "AWS 3% RANFNMIER 1AM SERE"
4. WIRAFPEEIRRER, S UERERHSREEBEERIMNENetApp Consoles
“R

TN ZIAE BBFBNRE IAM AR EnRER. G aRER, Ml XERESER S
RIEEKEXo

Azure

HiTHl NIRRT AMET, BREEIBEIZTE Microsoft Entra ID IS EARSS EAHIREUTHI & RIEFTERY
Azure FHERAITH G RIERR A Azure IR,

LIEBATFETAENIHEITHI Microsoft Entra N ATEF
1. HRIRIETE Azure FHE BIZ Active Directory N TR HIG 1% N AT N R4 B B AR,

BXEFEMER, FBE "Microsoft Azure 14 FrEAE"

2. M Azure ["JP#TFF Microsoft Entra ID AR,
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Microsoft Azure £ entr

Azl All Serices (24) Resources (10) Resource Groups (12) harke|
Microsoft Entra ID (1)
Services
@ Microsoft Entra ID @ Microsoft Entra
I Central ser{rl:l instances for SAP solutions . Microsoft Entra

3. fEREAR, EF AR M.
4. FEFHEM S
5. {EE A XN ARFIIFAESR:
° R WARAEFHET.
° BRPZEEY: ERIKPEE ((EASEEERRT LIS NetApp Console—EE2(ERA) -
° BXEM URI: BRI FEBS,
6. JEF M,
BB AD MAEFFIRS &,

BuRAREFIESRE
1. QIEEEXAEG:

EEE, EoJLEA Azure [TJP. Azure PowerShell. Azure CLI 8 REST API 63 Azure BENX A
B, UTTBERINMAER Azure CLI 81E2 R, MMREHFEEREMSGE, BSIR "Azure STH"

a. SfI"=EHI 8RN B E XA BN R"FHRE(RZFE JSON XHH,
b. 3@ Azure ITi5 1D FNNEIA 723 BSSEEIRIEEL JSON X 14,
&N Z R P S M) Cloud Volumes ONTAPZR SIS Azure 1T IDo
B+
"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54091999-b3e6-4599-908e-416e0zzzzzzz",

"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"
]

C. $F JSON Xf41E Azure FRIBBEENX A,
LT BN BaN{a{E R Azure Cloud Shell 189 Bash Sl A&,
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" FHa "Azure =HME"HIERE Bash iR,
= 2 JSON Xf4,

Bash vio ? @ MDD

Requesting a Cloud Shell.'h
. ' Upload/Downlead files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT
Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D

" {5 Azure CLI BIZBEX AR

az role definition create --role-definition agent Policy.json

REECNZE— T2 EHSRERINEEX AR, ALRES RS aNEEM.
2. B AEFDELAE:

V)

- M Azure [ JF$TH Subscriptions A%,

- BT

CEERRIAES] (IAMY > HIN>“ARnA e i,

- ErAeNATRR, EETH SIRMER ABHER T 5%
- TERTETRR, SR TSR

o o (o

0]

* REPEFAR. HARARSER
" EEEEAS
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- BRNVARFIRTT.
UTF2—1MIF:

Select members %

Select (10

| test-service-principal

test-senvice-principal
" RN RTE R FE R

T
e I

Arss EAIERGEEEH S EFIFER Azure AR,

WREREMZD Azure TTIFEFZECloud Volumes ONTAP , MIAGUEARSS A E RIS MTIH,
7ENetApp Console, &R]LLEFEEBZE Cloud Volumes ONTAPEYE A RYITIR,

™0 Windows Azure fRSZEIE API YR
1. £*Microsoft Entra ID*BR$ZH, & F*App Registrations*FiEZE N A2

2. FEFE*API AR > AN PR*S
3. E“Microsoft API"F, E#F“Azure IRSZEIE,
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

4. A LURLE AR S171A18] Azure IRSEIRY, AREERIIIE",

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the

Select permissions

Application permissions

APl as the signed-in user.

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX A2 RN FARE 7 IDFI B RID
7E*Microsoft Entra ID*ARSZ 5, %E#E*App Registrations* Hi%EF N AR F.

EFINARErF (BFWH IDFIER (JF) ID%

1.
2.

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID ¢

Directory (tenant) ID

: 4b0911a0-929b-4715-944b-c03745165b3a

73de25f9-99be-4320-8b24-538ca787a6k3

Object ID

1 Azure tKFIRINENIZRI SR, BRERENARERF (FFK) ID MEAREFHNBER FEF) ID. &

: b37482a9-375f-49c2-b27c-e630514106a5

HIEa A ID LR EARER.

ellfe bk
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4.
5
6
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o

TR T2 o
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- ERIE P IRNENE,
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

FEhREITH G RIE

LIBFHLEITHARIEN, EEBEEZEMNNBHBEUFEEFEER, BEE—4 Linux V28, HFEEERHE
Podman =¥ Docker, ERBURTFERY Linux I21ER S

%4 Podman 5% Docker Engine
IRIBEIIRIER S, RENAIEZFIFEE Podman 3¢ Docker Engines
* Red Hat Enterprise Linux 8 1 9 &2 Podman,
EE LN Podman RRZ o
* Ubuntu 52 Docker 5|%,

B E LM Docker Engine hRZS o
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5l 5. TR

Podman

BRIBUTHBLEMEE Podman:

* BAFE5H podman.socket fRSS

* Z#python3

* %% podman-compose EhkZs 1.0.6

* & podman-compose 7 NNZEI PATH If IR L=

* INRFEA Red Hat Enterprise Linux, iBEIERER Podman hRZSfERAIE Netavark Aardvark DNS T
= CNI

@ LEERIEFEIEE aardvark-dns 0 (FRIAE: 53) , LUBES%: DNS iR, 1REBIHAEE
7. S

i
1. tNREN _LELET podman-docker &, EIEEMIFR,

dnf remove podman-docker
rm /var/run/docker.sock

2. % Podman,
ZA LIME 5 Red Hat Enterprise Linux fFfi#ZEFXEX Podmano

a. ¥tF Red Hat Enterprise Linux 9.6:

sudo dnf install podman-5:<version>

Erh <version> @R EERER Podman iFa0hRA, EEZHFHY Podman hR7s o

b. & F Red Hat Enterprise Linux 9.1 = 9.4:

sudo dnf install podman-4:<version>

Hrh <version> @B EERER Podman iF80hRA, EEZHFH) Podman iR7s o

C. ¥F Red Hat Enterprise Linux 8:

sudo dnf install podman-4:<version>

Hrh <version> BEIEELER Podman XiFMARAE, EEZFH Podman Az o
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. BFFE5h podman.socket AR,

sudo systemctl enable --now podman.socket

. %% python3,

sudo dnf install python3

- NRENRS LIFEHE EPEL FEER, FLRET.

P BEEHNEN, EA podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&ZE

IR1Fo
. YR FH Red Hat Enterprise 9:

a. LREPELTFEERHEE.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose £ 1.5.0,

sudo dnf install podman-compose-1.5.0

. WNR{EAMIZE Red Hat Enterprise Linux 8:
a. REEPELTEMEEINEEL,

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 223t podman-compose £ 1.0.6,

sudo dnf install podman-compose-1.0.6

R “dnf install 65 %% &4% podman-compose 7HiNZEI PATH IFBT&MEXR, T
(D 3 %¥% podman-compose #INE /usr/bin, EEZEETE secure_path’ 4 _EAYE
I,

C. YNSR{FH Red Hat Enterprise Linux 8, 15IIEER Podman MA@ & AT H Aardvark DNS BY
NetAvark 4 =& CNI,
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i WTETUTHSHRELER networkBackend 2&i&E /7 CNI:

podman info | grep networkBackend

i. YNER networkBackend I&B R CNT, REEBHEKN netavarke
iii. 223 netavark’ # “aardvark-dns R T&<:

dnf install aardvark-dns netavark

iv. ¥TFF “/etc/containers/containers.conf X&4HEEX network _backend &R LAE A “netavark A

=11

& ‘cni’o

WIER /etc/containers/containers.conf NEE, 1BSEEERN

*/usr/share/containers/containers.confo

V. EFE5H podmans

systemctl restart podman

vi. LT SHIA networkBackend 7 BB 9“netavark”:

podman info | grep networkBackend

Docker 5|%
#2828 Docker BYX 1% 4% Docker Engine,

55%
1. "&%& Docker BYZ3E 5 ER"

RIS BLERSHFHY Docker Engine hR7S, 1570 RERHMhRA, ENEHIERIFE,

2. I8 Docker 2B BB RAHIEFIET.

sudo systemctl enable docker && sudo systemctl start docker

FEIREEH SRR
EAMIA Linux ENETFEH2ETH G RERM.

AR =Wl
B ZBEEUTHR:
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* REBHISMIEM root AR,
* MRFHISREZTEREA BRI EEMN, NEHE X IERSZSEZIFAER.

ERILUEREREGRENERSS, EXFMEEENETH & E
* NRAEARSSBER HTTPS HAEZ=ENIE, NFEE CAZRRIER,

@ FrHREERIGRIEN, TEANERAERSHKBIED. IRFENSHARERSIZKEILES
, MAERERERLPERIG. F40 T IELEPESa"

RFUIES
REE, WIREFNREATA, EHaREZBMER.

-
1. tNREHN_EIZE T http_proxy Bk httos_proxy R4 % &, EEEMEE:

unset http proxy
unset https proxy
MRAWFXERATE, REBKK.

2. THITHIARERYE, ARBHEHESIE Linux £l &R LIMNetApp ConsoleZiNetAppz 15k T £
° NetApp Console: FEI*IE > BIE > HENRIE > AT > Fohii

R T HAERERF XX URL.

° NetApp3#5Wit (WNRIEE A G SHIRIR, MFRUELMLLE) "NetApp S2HUA=",
3. HECTITHIZARIRIR,

chmod +x NetApp Console Agent Cloud <version>

Hrp <version> 218 T EAYZH & RIEAIARZS,
4 MRAEBFIFERRE, BEREERS, "7 RIAZAFHLENLEERS,

S. IBITRERIZA,

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

NREHMBEEMRIEA G EERN, WEERIREEE, BUERESEFRRINERLIE,
-—proxy M —-cacert BHEANEN, RAFIERERNEN]. WREEEXRIERSE, WEERA
WEFF RS,
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() ORSEEBEARE, TUEREEREHTRE, TRARANEEE
-+

UTRER CAERIEPRERE ENAIERSFAIRAE):

+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+

--proxy FRALUTHRIR Z—I Console fIBEE NER HTTP g HTTPS {I2ARSS 25!
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-

name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+FELUTEI:
+ AFRIURAMARSURAR, MFEAR, EifEm \ Y ASCI 5, 1 EFR. Console RIERLIFE
B @ FHNAFRESENE, NREEESUTESHEFR, WAREERRBHITIZRE OZSHRFR . &5
!
+ 50
+ http://bxpproxyuser:netapp1\!@address:3128

1. YNREER Podman, MFEEIFAEE aardvark-dns iwH.

T SSH ERE RTS8 RIEE M.

b. $TF podman /usr/share/containers/containers.conf X {4 FH{&EZ Aardvark DNS ARSZHIERE IR, 5130
, BHEEH54,

vi /usr/share/containers/containers.conf

fBgn:

# Port to use for dns forwarding daemon with netavark in rootful bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services should
# run on the machine.

#

dns_bind port = 54

a. EffEEH S CEEML.
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2. IMEER.
3. BRE, IKERHS:
a. IEESITH A RIEBEXEITHI A48,
b. WNRFKHIRTT,
C. FEEBELREIMEREIT? *MREFREFIEALTFERRKS.
LIEH A IEREEAMY, RXIFREE
d. EFE LA EIE,
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b. EXEIE: N AWS AR ZAMEH,
c. mIHITH: Wid BT IRSEFEME TR HIAITIRH S XL EIEXEK,
d. Bz HIAEXMEIERIEAE SHEEFERI,

1RINAE R LAFI{E "NetApp Console"FFIAEBiIEHI &R IE,

Azure

FriaZ /i

NRERINIIR T XL Azure FHE, ENRIEEFELDHAEER. FR/L0%, AEHBRNZHE & RE
B R

3
1. FEFEE > i,
2. FEFRINERE HRBRS PN L BEE,
a. EIEAIE: %EEFE Microsoft Azure > LIE*,
b. EXERE: MAEXEFENIER Microsoft Entra RS EHHIE L :
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*B® (fJP) D
* BPIRE
c. MiHITIR: Wi BN THSEFEIMA ITFR T IHITiH S XL EIEXREL,
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=H e E.

3 VCenter 72753t L 347 H & RIE
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I NetApp Console3XEX OVA Tk URL,
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EEEHaREENER
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* CPU: 8 1%k 8 4> vCPU
* RN7E: 32GB
* H42%Si8]: 165 GB (EE®)
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AWS fg%5 (amazonaws.com) :

* =Rk

- #MHTEE (EC2)

© BHFRRIEE (1AM)
* BIAEERS (KMS)
* R THIARSS (STS)

© EREMERS (S3)

Amazon FsX for NetApp ONTAP:

* api.workloads.netapp.com

\ https://mysupport.netapp.com

\ https://signin.b2c.netapp.com

\ https://support.netapp.com

\ https://api.bluexp.netapp.com \ https://netapp-cloud-
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products
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E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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systemctl stop netapp-service-manager.service
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"skipConfigCheck": true
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systemctl restart netapp-service-manager.service
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Connecting terminal...
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Type "az" to use Azure CLI
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Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity
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- BRNVARFIRTT.
UTF2—1MIF:
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| test-service-principal

test-senvice-principal
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1. #£*Microsoft Entra ID*ARSSH, £ *App Registrations*H iR N HIEF.
2. JFAFAPI PR > ARINAR*
3. #E“Microsoft API"F, i&#F“‘Azure RS EE"

Request APl permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph
Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Eﬂ
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlook/Exchange, Onelnve,

OneMNote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenanos

‘ ' Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_pi Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

% Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

D Customer Insights

Create profile and interaction models for
your products

4. mELUBALE AR 519518 Azure IRSEIE*, SAEIER IR,

a o BB
EEInZ]E;v z O

5‘ Azure Data Explorer

Perform ad-hoc quertes on terabytes of
data to build n=ar real-time and complex
analytics solutions

‘P Azure Import/Export

Pregrammatic control of importfexport
jobs

I_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination
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Delegated permissions

Your application needs to access the APl as the signed-in user. Your

Select permissions

Application permissions
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| Type to search
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user_impersonation
Access Azure Service Man
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agement as organization users (preview) @
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2. SR RER (BEFPE) IDFI*ER FEF) ID%

@ Delete @ endpoi
o Welcome to the new

Display name

nits

and improved App registrations. Looking to learn

: test-service-principal

Application (client) ID

Directory (tenant) 1D

: 4b0911a0-929b-4715-944b-c03745165b3a

73de25f9-99be-43e0-8b24-538ca787a6b3

Object ID

—— "

: b37482a9-375F-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

| =+ Mew client secret

DESCRIPTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *5Z1jSe2By:D*-ZRoVANLTdACYT:+0vA r’h
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| 1
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Managed Service Identity
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) Google Cloud Platform
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Choose the cloud provider where you
want to run the Console agent
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al - Cloud IAM

Role: NetApp Console

Console agent
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2* NetApp ‘

NetApp Intelligent Services

NetApp, Inc.

Get best-in-class data protection and security for your workloads
running on NetApp® ONTAP® storage.

Owverview Pricing Documentation Support Related Products
Overview
MetApp offers a comprehensive suite of intelligent services for your A
ONTAP systems. They proactively protect critical workloads against Ty
evolving cyberthreats, detect and respond to ransomware attacks in real La
time, eliminate backup windows, and orchestrate a quick recovery in Ca
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s Cloud VolumesWNTAP HA Keystonecvo2 Associated
b Cloud Volumes OMTAP HA kfuKeystoneTvadim Associated
w Cloud Volumes ONTAP cvolVadim Associated
D bt Cloud Volumes ONTAP HA cvoparts11test Associated
D s Cloud Volumes ONTAP cvosecondaryparts11 Associated
D i Cloud Volumes ONTAP HA keystonetest Associated
D s Cloud Volumes ONTAP HA keystonetestings5 Associated
i e V: s

311




BEREXFFRYTE RIS
TR LN BLR TTEEE S X R eI B KEXRIAL 5o
p
1. WBRTIE, SMBRPOBEZEXHAR, TEF - AEEFEREX R T RIBE
2. R TUEL, EEMAE UERBNRRFMEX 4RI B KRR TIR.
° EFEIFIR REFB AN F I E B Ro

Access .

Members (2) Q Learn more about user roles 4 Add a member

Load users which inherits access

D Type T | MName | Role |
[:] @ Gabriel Folder or project admin = W
@ Ben

R AN 3SR B B BRI PR
BRI PR LUERIZ IRIAIR. IFIEE, EXMHFELSIDECHIA EFRATE 7518 XX 4%,

YNIR AR SR IA PN PR M R BB R R 5 | 4R, T ETERIRR A B SRR, BN E =R 53 HIY
FRIAEDOHENR, 3, TR "N &5 TTEEENR .

g
1. WARTIE, SMEBRPHOBIESEXHER, TF - AEEFREX R T RIBHE
2. fEREE TIELL, EEAE ABE BB RGRFMES 4RSI B B 55,
3. e = RiAIEARAR:
© ARG R ERERINEIS I B B R H A D E A .
c BHAGHIAG: NTERAREESLSMBIEMARS, EFEIEAT, AREERNRAE.

° gﬂél‘%ﬁﬁiﬁfﬂ&l‘ﬁ: N FEEEEERIXARETEREX T BB, G LBIFREIIAYTRIN

4. N
BXER

* "Tf#ZNetApp ConsoleF I & {311 a] A FR"
* "FEER BB FERIR"
s "THEEEHF0I51E) API

312



https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html

7ENetApp Console [ 4 H RN TR

B4 A P 7N EINetApp Console£R 4R FRAYIR B #1314 2 K425l i 3 34

RTIMERA P HR R,

RIRRIEIEHI GFAREAZIRISEE, FINFMRERIR. E6 aAENEHMIME TEHRH.

TR LRGN BR TTEPEENEER R,
EHIaRIRER

& AT LIS S i R AR R X BX EINetApp ConsolefBAAHRYINE :
FHERIR

FREFARRELPRENNRREE, SEAMFEARNSEERS. EEH ST RNIFEHERARN, &0
DREAMEIXHREIE R, Fltza, EHaSBEMRIEAREN, FEFSAERRTTHLETE,

EHaRE

R IRBYIH AR,

NREERIEE aNERLMEFERS, BEZAEMIEIE—XHRIHIEF, XATAFRITRIESA
BIThEE, BIANEHEARSSIEHISREFMHEIR, GG SR (IR TTEm X 4RI E FRmAE, "

T RN RS & AR S R eI B KB,

KeystoneiT|5

NRIEHVALR A KeystoneiT i, ERILIERF TIE LEEEEAN]. ERILUGKeystonel] 5 REHH

REGECSR, LUERIA XL (R I B A REI A S ER (Hi7 AR,

BEEALRPIER

BAUEESENARBXHNEAMMRLRIANAE R RASERFMERR, FFEIFCARLI, BEIEEHE

ANEESI &A1k,

@ 1= & 2R Amazon FSx for NetApp ONTAPZRM “H IR TIE S HIF, RARRTERESA®

KBk, AR R TNES TIEA R P EEXERIR,

p

—_

EEEIE> SRR
RIS
R ENILIE
FANAERMERZR:
° RERRBMIER . WANXKFRFEFEZF R
7 EE—IHENFSE, 5190 Amazon Web Services.
° HiR EFE—NHZPHIR, FlE0Cloud Volumes ONTAP,
° AR XHERFME : EFENMALR. BFEXHEFRIENE.
o, FEEHER

.-P.OJN

313


task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html
task-iam-associate-agents.html

RRRS M FABE REX
RHRBRREEIFRRINE, EHEAIRAETE R BENRIIMN G ER.
p
1 WERTIE, SMERPORIR, 5. REER KK HRITE"
2. EE—IXHRFIE, AREFER"
3. BXEHMNMARFWE, BEFRMXARFIME*, AEEFEXXERIITE.,
HAR, BRENEIREEERNRAIS A P TiER,
4. FEEREARF
° MRS HBRSTE KEX, NIHHEXLEI ENPREVELRIE R AMES] 28 RIE R Ro

c NBIEBBBEXMFIEEE, N XHRHHEEER MEALUAEZS RS S X HEANEE *
BRo "7 BRI BIR S XX RKEX"

e

NREEREHSAELRMER, BREEHaRESTE XKLIRTIHENR, BN, REAREES AEN
R SIR T A IEH & AR EAEXE R,

T BRI & RIE S XX SR EI E KEX
BEESRFREKE 4 RMNIE
TR EE SR ERRREKBI XA EANTE,

@ MREFRETHEPLEARNSBENLDEZRR, ERIUEEENLASZIRKEHSHFAE
BIRKER"
p

1 NBRTIE, SMAIRPHRR, & AEEFEEFHAEES

UTFRBIERT 5—1MHEXBEBER.

Folders (0) | Project (1) Associate to folder or project

Type =% | Associated folders or projects =

h MyOrganization

oo MyOrganization » Projectl W
() EoEREaARRSERFRRAR, EEEHIXBARARENRE .

314


task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
task-iam-manage-folders-projects.html#associate-resource-folder
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
https://docs.netapp.com/zh-cn/console-setup-admin/task-iam-associate-connectors.html
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members
task-iam-manage-folders-projects.html#view-associated-resources-members

M 3510 B R R TR
BEMX M REINE PRI TR, IEMBRERE, XAFrT LRI 5 E IR (R 51 B R R,

() BB ESRRRELTORR, EEE RS TEHMRZ RS

pZ
1. NERTUE, SMAIRTHERR, TR AEEFERFMAEES
2. N HRFIEPBRRR, BERF ] EXHRAE ZH,
3. EERMIBR” LAFEBR X BXo
HXERE
* "Tf#ZNetApp ConsoleF I & {711 a] A R"
* "FiA7ENetApp Console 1 & {9135 0] AR "
s "THERE A58 API
Bz 5 IR S it x4 = m B Xk

Rizhl e A EBESRHED B XEGER, USSR REENGIERS R, @diEH e EL
RNRFEEERFNRIEESRE—PMINEREX, 7 RESKILEIBAIE,

BREERMARNEESFTUIRAE, FREMAESEMIESX4RXEER, XK EEE R 6
RIENRES I RAENIRAISE MR REGER, "F40 7 #F S+ R 20 B B 5 7] ST BYRIE"

p
1. & FEE>FHMIBE >
2. \ERA, HREIEXERAIEH QN

ERRR LA NRRINEEHRTE NS & SRR RR RS IERM,
3. EEEHEIEH aNENXXGRMIE, BHikiF. AEEFEEEFREES
ZUE B 516 & IR S AT B BiFA(E So

4. EEFREXEIX MR

O ER—IXHRHINE, AREEFER"

6. BREH GBS HMX AR A X, HEFRIXERINE", AEEFZXGRFTE.
7. R KB

Fehl/E
RiEH e ENF RS HR TTEFRBIERE X 4R E KB,

T RN RS S RA R KEX" o
BXES

315


https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

* "Tf#NetApp ConsoleftIE"

* "Tf#ZNetApp Console {7 F1iin] 1"
* "FaER S A Th AR

* "TRREMFEIREIER AP

R P AINE RIS 5 AR

B AP 7 INE|NetApp ConsoleH4H

FIESlaS, EALRERRNABKRTRAPNIBESXFREIGENR, hnAte_ 88
—AANR, fEkR (BPEARSBIKF) EBERREREWRIEERINHRITIE R

PRETIRANIR
BREER. AREEAHXAXRIHMEEES (WFMNEENXXHRNBE) . "THBRAE"

T ##4N{aI7ENetApp ConsoleiZFif IR

NetApp ConsolefE & T A &RIHIRIZH] (RBAC) REEMNIR, AIURIRANAR SRR, BrRILUEIRKEH
NAFPDEAR. STABEHEX T HIFERRAIFIVRENE,

BEAE LT X FENetApp Console3EFih A RAYSE I :

* FRE P % NetApp Console, PAIG7 BEFRE R IRIA IR R,

* BMEAFP RENEEABNEKSAHNMR, R IEEH aFRmt IS AR 2EAR, ARMI17 8
HiFo

s BRI L EENE A RNRSKAHARSEEAE,
AEALR IR
NetApp ConsoleXz3F=fhRAMIpE 5. FFIKF . BRSSKPAIEXS4H,

BMERFBTEEA, a5t EMNetApp Console, AR BERMMIIHDEAR. BEEEH P EIRR
S

PRSI E MRRRH D E— MR BT BRI R IR,
ANAREY, EEFRES (BR. XHERFWMEB) , HADE— TSRS MEEFRERRIAE,

ANAFR

P ¥M#NetApp Console, B4HLAEIRR. XHKEBFFHIEEERNITBMITARMBNIALR. XEFEINBE
mr, DUEMIEESS I 0] R,

FeazHi:
BRIE L EM T NetApp Console, INRMTIEEEEM, 1B5IFM17...... ">TANetApp Console, "

@ NREFNETFESANER, 1BHERIZEB P 23 MNetApp Console, HEiFHI B2 E T
A, NetApp BN ERHJIFRNIEHRE, FINALREEE,

316


https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

p

o o & w N

PR EIE> B0 AR
virs = 5 Aa
PR ARANBL 53 %
MNFRRER, RIEPERBF
NF AP NBFERG, MASHIRNEREXEKNAEF B FERAFitit,
fERERAR. XHFFRET B 0 FEFm R N AB N R EIRE RS
BEERUTEI:

° BHEEEREHRENRIXGENTE.

° ERALXAKE, BRTZRRNERERATNIAIINNR,
° BREFARERNDEBREER AR,

‘%h—/rx%u, ARER—M AR, ZABNMNGRRMHSEEEIAR. XHRFT B BRI ZE RN

"TREpIRIAE

BRTFINESNME. MENAEHIHENR, BEFRRNNAE”, mEXAHX. NEHARREH, ARk
EAt.

i3 = iy ) 1 8

=hH e Ed BT R AP RIERENRA.

ANARSS KA

ARSI AT EBERITESHEZ S MIERETITH S APl WTFERIGE, AILUEEZRF i ID MZEHA; WF
BRI ERERE, AILLERE JWT (JSON Web Token) LURRERNZ 2N, EEF SRR ERRNT

7Eo

Fiazal:
XF IWT BRI, BESERNRATES,

p

1.

© o & W N

PR EIE> B A1)

prirs = A

PR ARANB 53 %

MFRRRE, EFRIRSIKF
ARSI BYR .

2EA JWT BHIEIE, BEEFR AN JWT SHEIE", AR LEEER RSA RARIER, MREAEF
i ID MIZEA, NBkI PR,

1ERY X.509 IEH. EUE PEM. CRT 8 CER #&3.

317



a. IGEIEREHEIE, ERILUAFREtXRH=1+XK, FESENRET EFHHLRELBEEBAEERNAR
EERABHNAR, HEEHEPET.

7. fERERAR. XKW R "7 KEFEN RN AEN RN EIRERETR
EERUTEI:

° BREEMEENPRAT M KA B R TR,
o ER—MARAB XA RER T N EHFIE R AR,
© BREEEARR HECEREERR BB,
8. EE—MEH, AEEFE— ARG, RTMAMNMEAR. XARHTEPHFRIINR,
"TREpIRIAE
0. BERFHESZXMR. NENABKIHENR, BEFFMAER, EEXMHR. NEHHEEF, AT
EAt.
10. INRIELEEIZFMER JWT BHIEIE, B TFHHEFIEF i ID B %R,
ERIERZET—REFRER. BREED; UREX, EAILGEREHREE,
M. INREEEF IWT FHIIE, ETHHEFZFF i ID F IWT ZREHE, THERRERLEE—R, ZE
TEBRER.
12, 5 K"

EERALRINEX & 4E

ERILUG S D1RME (IdP) RRVEXSERMEIERIALR, AANESE—ITHS A, KESANRRIFTHREEE
EHl e R L ZE A,

ENBREGENEABZE, BHERUTEI

* EEMRMEE (IdP) MizH| & 2B, "7 AR LB, "
* ZAGMEFETENSMRMER (1dP) B, HAEBRSEXES &N AR HRNR,

* BT IZARB R UIMELEM T NetApp Console, HEBHKPAMIE TIEH SFHIAE. NetAppZIN S EC
IRGENRAER, FIINAREEE,

I

| RS> BATIAIA

SRR

R TRINAL R

WFRARE, BEEFBEE,

AR A R B I BEE.

WFBEH, BENESHIRER (1dP) RAHHIZHT

ERERAS. ARSI E 4 AR R R B A AR A B REHRS

—_

N o o k~ w0 N

BEERUTEI

318



o
3

REEMIEBEIRAIS A AT B P TR

FE— MRS FFR T RGN ERE R AR,

© BREFARRIDEAREER AR,

8. WEE—MER, REEFE—HE, BFMAMPMEAR. AR PRI RIIIR,

.

&)

"THRARAR .

0. BRFHESXMR. NENABKIHENR, BEFFMAER, EEXMHR. NEHHEEF, AEE
FRt.

BXER

* "Tfi#NetApp Console I &4 F0i 0] E1E"
* "FHafER S TR PR"

* "NetApp Consoleifiia] f "

* "TRRE DR API"

EEAPIHRNRENZ S
T fiENetApp ConsoleE T A BHIAAIEH] (RBAC)

FRETFAERIFRIEE (RBAC) EI2FHF X NetApp ConsoleRYifiial, 1E4HLE. X4y
MEE&ANDEETMEX . STABHKFIFEHISORE, EXBFREESEINSIRSEERN
B LA TP LE R 1E,

NetAppfEixitizEhl 6 A B ERR/ MUREREN, HitETARXESHEESAMENNR. XtEEEdREE
RSP RETIE R R RIE R R 2 1.

RHRBRBERXEMIMB G, NERMADEREXFRITMENAR, EiiRERITE SRS,

an, SRR ER BRI D RHRNHMEEESRAE, RIFMITXNZEE N R FRRITEI R
18, MEFRFMITNBENARNE ZHIMNR. E—RAFRAUSRTAHRRNZ T HENAE,

ERILMRIER P MRS, AE—SCERAESEENAR RS M, filil, SR NNARTERILFE—BF
FRLREEEHRNAMENEHSMERS, MIRRANARFESETNEREANS M ABSERRNA

EHIGHELA R RREE

NetApp ConsoleZBRE=FEAM R * AFPKF . ERZINetApp Console UBEZF BN MABF, AR
AST EMNetApp Console, SATGABEMIAINEIELH, * IRSKF . NEERIARSIEE APl S5NetApp
ConsoleXX ERMERAVIEARIKF, EATLUGIRSES I BEEAINRENITH 84HLN D, *BREE: NEBNEHIR
H5E (1dP) AP A, AFEERERZ AR IIARNE, BXEAFIE B ELMST EMNetApp Console
, FHWAMEENAL S, BREHENLRAE, ARA AR FZANER,

"7 RRANEIM SRV AR RN 5o

319


https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html

NetApp ConsoleHIFEX B

NetApp ConsoleBEFIENX AT, EAUEESRRLAALRR. STABEHESNIR, ATFiEERREES A
HSEE (AR, XHEFIWME) WA I THILRRE,

NetApp Console &R/ MURRN, R R GAETRESIFIIR, HiZAEREEHRNRER
MHEHBHITHE:

* FaAt REHTHSEENR
* BUERS AT RUEENEUERSIIR, fINSRRHREMEHSTRE,
* NAREFAR RUEEFMEUKEZIZR & E SRR

TR LARIERL ARV ERST AN EH N ER LS M A E. i, EeIUARET BN —RBRRANEHRERGMEEEZAEHM
BEHEMEEERHE,

"7 fiENetApp ConsoleHA] FHRYTIE X A",

7ENetApp Console N EIRY 511/ IR
EREEEF AL PRIKRIFRNE. DEEABLLUSENE. KRBSHIREEBR.

PR HIRIARR

BREERA. ALAEEAEINGXRFMBEEER ITFMINEENXXHFRMINE) , % reference-iam-
predefined-roles.htmlI[ T fZiA 0] ],

TR E X R DB AE. FlM, AIUABR2ERMIENBENAR, REEXFRESDEEAE
» MIRF B P XX RPFEI B SRR EEER AT,

() BERMXERANE, ABBARBABIR. T RITRN AT,

T f2AN{AI1ENetApp Console 1% F il R
NetApp Consoleff AR T A &AL RIS (RBAC) iREKERAFIIR, &rl LMo @ it SENM R 5
MENXBAE, G BRSSP UNRBKESERNFTOERE. BEMNACIHENXTHRA T UEARAXZR EHRITH
LE12(FE,
BEAE T X FENetApp Console3EFif A PRAYSEIN :

* FRE P A% MNetApp Console, PAIG7 BEFRIS R IRIA IR R,

* MR RENEABHNESHENMER, N MEEHaFRREt IS AR SEA®, REMIA8ER

HiFo

* BRI EENER S RMRS KA H A E DA S,

fER AR

7ENetApp Console?, HEFALR. XHFFFMBLFDEHEER, FMECERNNE R RIS B4 F %A
&, B, XHFEAEEATFREESNIE, MNB4AAEERTZINERMRE R,

320



EEARMA

B 7R F ARZRIEMNIR, ERIUERTEA

A BRERINES & R IRAYIAIE.

p

1. & EIE>FHMIHRE,

2. R R

YR BRI T SRR 5o

3. MR TIE, SE

EENREHRRNAR

RARREREMBRERF 2 ELa 1%

IFRABIAS, EfF e AEEF ERFAEE

ERILEEMI BRI EN A&,

MREEA_XHEHHEE
IR PRBIS (R F1 T B BIAL IR

BEL_A®, WZmEmkS
"FA T BB REIE E

ERABLRPRFRENS. BE, ERE
EERAILSTRBYIRIE" -

1 EHRTIES, SMERRPHNENIRR, ARERE « AREFEEFE.
2. FRED, BEACRESERANEACHNALR,. XHXFWMENENT, AT AETFEEFEEE

BEESXFRYIE KEXHIRL 51
TR LAEEMLER R ENL T E X AR H

3. NAR"TIE, SMBIRPHMEHXHEX,

RRRAIAEE,

" T RN eI

RREENERERE

JEFR oo PRSI PRAE ST S B REE TR *
° EEHIFIR REFBB AR R E B o

Access

Members (2)

D Type
0O @
®

Load users which inherits access

=| MName

Gabriel

Ben

Q Learn more about user roles 4

Role

Folder or project admin -

321



task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
task-iam-manage-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

S ECEIE LAY 53 5 IR AR PR

FAF 7 AftNetApp Consolefa, ERILURMITARINZIERBRHDEAE, UERAMITHRERIRIARINR, "7 #
NfEIRERYRLR RN 510

&) DARIE R E RN S bR £ € SRR EE AR SRV 1A PR

ARGRAINAR AR

TEEERALRMERNSERAR, BERLUMERESRIFRSRINAERERE.
TRILNAR D EAR. XXM EN LA,

FY R AT LAER—M I E A AR B PEES M AT, fld, MERNARRIESEARE R ArInRAEn
fctaR—RAF, MMRRARNARRIERILAFHITETIES. BE, BUAUEEARRINA—RRAF D
BERUHMEEERAR, EXMIFH, ARIUNARRNFIETERITHRRGMEES,

TR A RN 5 EALANetAppF IR 75 TURFF—

p

1. & FEE>FHMIBE"

2. WG

3. ERMREIRZ—: AP, BRSKFA*SEKSH,

4 EERIRERB L EEERNRAGHNRRFZA, EFHFINEE"

o BRMAE, BRAMNIEERNSE:

o WERRALR. XHRHIME: EERRNABNRBRIRE RG]

INRERFBLRTM R, WIZMSFREZBR KRB RN ERINR.
° R EERABRR, "TRILRAE" .
CEFAET EFE—IAG, ZABNMGIRMSEEEIAR. XHRT B BRI FRIINR.

© ARG NRERRHEMALNEMXAERFMBRHNNR, BEFFNER, BES— XA
FRME AR, AREE—TABENNENIAE,

6. EEARMIMAE

B GNEERE
B R ABUERMEIGENR,

@ BRARPDEEL—1 A8, ERERFBANFIERE. IREFTENFFIEAE, N
MABLPRIFFRZAF

TR

1. G EE>FHMIIE

2. R

3 EEMREM*Z—: AR, RSKFASEKSH,

322


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

4. MBRSITUE, SAMEIRPBIKES, EF-AREFREFEAEE

S. FERIEH, BAEENMANMABNALR. XHXFMBENENTT, AT AR YTEEEE UEED
fidsa iz R A E,

6. TR UEHN R ANIE AEIMRHEE,

a. EENMOANAR, FERRENNAGEUNEN ., ERERAREINE-—ARLINNAE. §
an, ERIUM—TMUERSABRERNS — M ERS A e, BINEX.

b. ZEEUHDERRMNAE, 1BEE ] TARGEN, SHERIMREARBRENNAE. TRRERTIA
illES g

MIEBVRR PR R
RSB FERIAR, WHEEMARPEER.
MIFRRLSIET, RESHEEERISIIR, EREEEH SMNetAppHFib =K .

BXFBAR 52
* HEBLS AP MNEN B DR (IdP) P#EERET, TR BnikE TNetApp ConsoleRYia)
@ FRo BIEMARIZEEIIMENIEHI S AL T MR, URFENRRTIRZR.

* MREMSDERER (1dP) RRVBXSAPBIRAR, WITERESZAXREKNER &1
Ro B2, I LARBIEES & oECLA M RIBRE A BF KEXRERIA RN R,

p

1. & FEE>FHMIFRE",

2. R R

3. ERMREIRZ—: AP, BRSKFA*SEKSH,

4. MBRSITIE, SMEIRAFAIELE, TF - AEEERERAF
o WINEEMARPHIPRIZA o

BR&e

B EERRETRIZE, WIRAF XNetApp ConsoleBAERIIFRINIR, ErIUEBERF R
B, BBZEAZSFMEIE (MFA) UKREHRBIZERS K, EIE,

PREIHRIAXER

HBREERER. AAEEARIXHRFMEEERER MFMINEBHNXHXMME) , $#%: reference-iam-
predefined-roles.htmlI[ T fZiA B ],

EERFTE ((NRAHHEF)
HREERRTZBEERMAFRNARER. B2, tITLIESRAAEERCHER.
TR EEER TTIEED? "TNEREERTEAEERD.

() EmFERFRAARTHERM,

323



BIERAFPNZESHIIE (MFA)
MRAFKRENE MFA &EFIIARINIE, ST URRHEZERE MFA BEE,

() sEzSHRIRERTREAR. BaSHRIERFATLERSERSHIE MFA),

RPBEGRZARSMHEILE, ERMUAEMKESAZS ML, NMRAFENTAREE MFAIRE, (]
AILfERABEREFENMERBER.

MR LLEMEN, FEER MFA UAWTER. HENAPERA MFAR, ERSRA/\NNE, AE
BrhEHMEA. 7ELEAiE, AP XE MFABIRIER—R. /VNIYE, BRATER MFA 1 EEE R,

() ==ERP0SESHRIE, UG SRR T AR T EesE.

p
1. E&FEE>FHMIFRE,
2. S
YR BRI T SRR 5o

3. N“BIBTAE, SMMBIRPBIHE, &R AREREIRSEHHIIE
4. EREEHIREZRAF Y MFA E2E,

B OIS MR
MREERNFEFTMRS EIUE, oI,
S EIESMFRIBEIE. EAREFERIRRERE.
T

1. B> HMIAR

2. iR
3. FERRERY, SAEIARSIKF, EHF e AEEFR B EIBWE
4. FEIFEFOE

S. FHEERZEF % ID FFIHEH.

g

= %
Dl

o

—\I.

EHE REER—REFAIRER. BSOEFN THHZERE.

NetApp Consoleiia]fA

T fZNetApp Consoleifirl At

NetApp Console ISR F1IARIEIR (IAM) IRETENXHNAE, Al XLREs i
AL AERRRROKGR. EoRXERBZH, BWZTHREMNAEESIINTR,
ABEOALUTEIN: F&5. NAERNHIERS

324



FEAB

SRABETNetApp Console BEIEMNR, BIFABDEMARER, EHaREEZMTEAE,

Tane

"HINEIE "

" REIE EER"

AR
HHEEE"
"SI ERR
"BIEKAERR
BREER"

"EBRILAR"

NAEFAE

U BN ARREFENFHNARTIR,
RRFT RPN N ARRRF.

NAREFAT

"Google Cloud NetApp Volumes&

EEDEI'\"

"Google Cloud NetApp VolumesZ&

A"
"Keystone BIE5"

"Keystone&E & 25"

ONTAPEfSR IS EAE

"EE X"
"FEEER"
"FEEER"

STMABEHETE

H/\J\

RIFA P AZREIMIIRBLRFIETEMX 4R, EERDESX S
FAMB SR, URBITIERMESEREZE BRI A BaRER
5. ARltAGNARLEISIZXHRMBIE. DAt AIAF
UNEERSZ (MRMWIBEELHMNERE) REBENAR, X2
MelgiEs e IERIpR A .

RIFRAP AR RGP D ECRIIEM XA, FILUSRSIAINEIfBTE
BRI HRFIME R, URBITERMESHEMI 1R D BRI K5
RN ZER EEREMSIERS N AR, XMXRETEEERTAEIR
EHl e,

AP ERIEHSeIZMEENKS, MMERBERER (SSO),
RITRAFPEREEFI S EEINANKSG, TACIEEERKS,
RIFRAFPEIBMEESEXR.

RIFBFREENENEEXR. TEASIBIEERSEXR.

NAFRHEESABHNTS, KARTNAIERIEEESTRAFPZESD
Fof= il e ER SR/ N BB R ML

NAFRMFEEEERE. LABTHAURAFTETZ N AR ZENE
;I%IJAH D E’JIJ \E:QH—/ \ﬁ.ﬁlil-l-o

SEERERTHRENNIR. RAEFMENAEFHTaAEN

HAST

BB Google Cloud NetApp VolumesB & F I L& A EEGoogle
Cloud NetApp Volumes,

H A Google Cloud NetApp VolumesF R &I E P ] LIEEAGoogle
Cloud NetApp Volumes,

EEKeystoneBIEGABHNARP AT USRS ER. AFRAPBENESR
M 1ETE AR BIKeystonefA P ARERER. RIEMEEIFMES.

HBKeystoneEEEAHBNAFP LIRS EKR. RAFRAPEBEMNEES
{1 ETEIAIRBIKeystonef A A WAV EEE . BF-FMERER.

EBONTAPAf#251% B A B ARS K, o] LLEIER S E XK,
EE I AEFREEE ONTAPSEfZZE".

R ERM mE T AR UM EE = 0I898E 77,
EEFMERRANGIEDRE, RKIMEMETR, URESABERILE AR5,

EEFMHEERMNGENE, UREBUNRKRNEFERR. TELM. €
PR PRI A VB R S

ARS5hK A R

325


https://docs.netapp.com/us-en/ontap/mediator/mediator-overview-concept.html
https://docs.netapp.com/us-en/ontap/mediator/mediator-overview-concept.html
https://docs.netapp.com/us-en/ontap/mediator/mediator-overview-concept.html
https://docs.netapp.com/us-en/ontap/mediator/mediator-overview-concept.html
https://docs.netapp.com/us-en/ontap/mediator/mediator-overview-concept.html
https://docs.netapp.com/us-en/ontap/mediator/mediator-overview-concept.html
https://docs.netapp.com/us-en/ontap/mediator/mediator-overview-concept.html
https://docs.netapp.com/us-en/ontap/mediator/mediator-overview-concept.html
https://docs.netapp.com/us-en/ontap/mediator/mediator-overview-concept.html

NBREFAE
"RAREEXR"

HERS A

=
g

EIRFEMERENGEDE, FHEEEINFAENIR, BREECREmbR
mﬁ%élbo

J
pin]

I/

-

R REBIERS L THAERTIR. ST ABEREEEERRTRENNIR. REMBHRERSACKTE

BRI ELRSIERS.

HERS AT
"EHNREBREER"
"EHMREEES"
"EHNMEREEER"
"EHNMEREEER
"EHNREEER"
"REMEEER"

"RERE R ERBEER
"REMENAREFEER
"REMEEER"
NEERR

"ENRIHREIRE N B

=y

Jf_ll

"SRR IMENERSE"

"R MERFITAEER
"R MERFITAERR"

SnapCenterEZ 251

MR EE

=
A
=
D3

a0

BR%R

7ENetApp Backup and Recovery 1 TE @12 1E,
HITAUIRBED. SHIF ZREEUREH N KREE.
MmEEMMNMEPNTIEREH,
FEENFIME P e EN RIZF IR,
EEEMNMERE R,

7ENetApp Disaster Recovery RS 1T RE,
WITHIEE BT,

BIEEHITR. EREBITRIHB NS EE,
XEEES.

ARIFFAFPEENetApp Data ClassificationiIiE R, EEABRKNARTIIUE
EEAMERHERMINBERLRNZENRSG. XEAFPTEBANER
5. FERNEIEERNEE, 2XESEEERAR,

EIENetApp Ransomware Resiliencef“fRiF". “EiR". “ME". KB MR
HIRIR _EAVRLE,

7£ Ransomware Resilience FEE TERHIUE. TEEZIRIE. THIRE
BIEF T EIRS,

" APHRUMMEPEE. EENERURAAITHRIN, BIRMNEE.

EEHRNMMEFRIAIRRA P T AERN LA,

1R {H{EANetApp Backup and Recovery MZR#tONTAPE B & 1) 1 FRFTE R IR FR
BIhee. EBFIAEIM AR USRI TIRIE: * NEDMIRE"> N BER"
SER IR E BIEMITEENRMIN B XL FFRE R4 FEHEF

B NetApp ConsolelR55SnapCenter;E B EEE A E,

* "Tf#NetApp ConsoleZ #1510 E 1R
* "FFiafERNetApp Console IAM"

* "&1ENetApp Consoleff 5 & EHAXE"
* "7 f#NetApp Console IAM EJ API"

326


https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html

NetApp ConsoleF&ifirIfAE

NAFSEETERAE, LIETEENetApp Console. HECAE. HFMAR. SIEEHIEN
BN EEE SR,

REBEARNVARHERH
XYZ REHEMX (bR, RUNFIIEA#X) AREHEEFERR], MMmRHXKEdzsEdnE,

XYZ ARHEH G PAREE ST NS KEEIB—MIGALRMBE R EFR, BIKENXARITEE
B ERKENXHRPARAHE (MBXER o

BE AR EEER AENKIEEE BTN RN RFREDEEMIINX AR, XEXKIEEELRIE
BILUAIN. MIBRSE SR EERNXERMNmB, “AREER WRERFERINR, RSENMARNEE
ERIBERBY A W%,

FEE—MARR, —RAPRDE T RKESEER ABRKEEZARSHRE IdP BIEXE. ZMAF A LRI
BREXSHLR, BEREEBARNNARRAR,. “HAEENAR DK KEEEE A, URERSIRSH
KEH*AQH—/ \O

TRIL T &MER e Fa Rt r] LIRITRIR(F.

HAEERE

5 HREER X R TEEER
ellfepeis = &
MERI eI, EoEiliicRyse (RNEAIARS) = =
BIEXHRMIE, BiERRR = &

B R IAEXHFFMBE = =
NECAEHRMAR = =
RRIRS =N A XEX s s
RS XX MR E KEX = &

M4 SFNI E PRI = &
EEAE (REILED. REF) = &

MERE > RIEEERIE = =

eI, EENEEKS E &

WS &AM SRR A = P
fERSENNABTRBVEERS = =
EEFZIUENEA = s
KEARE

53 BXEHEER B EER

Bl 2EXER = &

327



5 XEREER BHEER
WIEE S 2 &
BERIEB S 2 &

2 FAIMIBREXEE 2 &

it B B 2 &
BERKAREFMAES 2 2
BIEKARAE

5 ST EIER STFRAHERRS
BRI A EER 2 &
AEEUHERRDEAE 2 &
RPACEN SVl 2 &
IUEEAREEXRRFMER 2 2

BREERNEEERE

BREES A RRMERITRI ST, FENEERSHT2WNEINR. XMAGEGIRLEREITHRAERN
Ao HBEEZ T, “BREEE AGRERRILENIR, FEREGEFEEEESMAHITERNE T RFZEX

o

PARNIZRERBREES IR, URAREMFEZEXNEHTERIENRN. KSHABLRNZIE
BAVENRNANERE, URRXRHRSAHEIT .
BRAER)

ABC REIRE—THEAHAMRK/ MR, FIFNetApp Console#{T#IRIRSMEFEEE, MITEENEZ A
&, MERBRAEER BeNiamBRREKRR, BINSEFMEEEES, SRR EENRRECE.,
HARZREAMMGERDE T BAEEE AR, AFIREFERRANGERSIRE, EXEERRE,

328



=)l PYENAEE
BREER * HREIER
* XGREIMBEERA
* XEREIER
* FAHEER
* PRV NEER
* REMEEER
© BHINBLAEER
* FHEER
* KeystoneBIEF

* Google Cloud NetApp Volumes

EER

HBRIMAR * HREEFER
* XTSRS
* BfEkEEER
* BRRBME TSR
* REMEEER
* HiInEES
© FiEEESR
* Keystone&E&E 28

* Google Cloud NetApp Volumes
EHE

NAREFAR
NetApp ConsolefFYGoogle Cloud NetApp Volumes&A &

oA BR B TA®, LUEM]EEIEAnINetApp ConsoleFEYGoogle Cloud
NetApp Volumes,

Google Cloud NetApp VolumesfEHLUTAE:

* * Google Cloud NetApp VolumesEIEG*: TG LIMFEEGoogle Cloud NetApp Volumes
* * Google Cloud NetApp Volumes&EE25*: EITHIGHEFGoogle Cloud NetApp Volumes o

NetApp ConsoleF#JKeystoneifa &

Keystone i i it 3tKeystoneNFRIRAVIA IR, HAFHAREENEEM(]Keystone
1Ti%. KeystonefEaE M. KeystoneBHIEGMKeystoneEFHE, XM MAEBNEFEX

329



FNIEF T EKeystone AT LIREXAIITEN, KeystoneBIE R A B M —R1FCIERS1E
KR ESIT IR B,

NetApp ConsoleHHKeystonef &l

XYZ AE1E B R BREZIINEFEE LR ITEEKeystoneiTAEE. RAFMEXLEHRFEHEE BITKeystonei]
i, BERBERAMAFATEAIFRERSIERK. FPAFHN=2RZHIET * KeystoneEFE* A, MHEIPARAER
AWIEF * KeystoneBIEG* AT, UEXNAQFBRIARSIERFITIEH,

TRYIH T H 1 Keystone A& A LI ITAIIZIE,

YHIERTIE KeystoneEIEFH KeystoneZ= & 25
BEUTEDR: 1T, &z BiIENERE = =

* KeystoneiJ %] DI *:

EEITH = =
(EE2=30) = S
* KeystoneiZ = T1E*:

BEER = =
EEA = &
* Keystone R TIE*:

BEELR = =
BRI = =
HNECRIERRE = =
Licenses and subscriptions:

Bl AE B FRIIEAIT = =
* Keystonef & T1mE*:

TEIRS = =
NECRIREIRS = =
ARSIEK:

BIEARSS AR = S

330



FHEFZIE Keystone B2 KeystoneZ&= & 2§
EHARRNEAIAF CIZIARSIEX = =

NetApp ConsoleFiEEZFAIMihRAE

BRI EERFAMITARIELRAF, UEMIIES PSRN T, BRLA
BHAP IR DT H #5514,

BEFAID

x5 BILUAAT
MNgE>FIPEEBCHARRE =

iE

BEERUNZEIR =

I EH & MR R =S =
EEEZIIENEN P

5. THMEEEZR =

NetApp ConsoleB7Zf&iA IR AE

B RARPSEUT AR, LUEHM{1ARINetApp Console PRITZEEIRTNAE, &R
BARoREEACKREIEERENIEEEEABRKLIT,

@ NetApp Console & fE{kfE API T f s,

BRAIUARRP SR T FERRENENEFEAE:
FERIR:

* ZHIONTAPEEEE
« StorageGRID

* E &7
=5 & RS MIhEE

* BF MR
* RIFEH
* SenEHERNLLY
* PIFFSE

NetApp ConsoleF fY7F %M &l

XYZ ARR—REBEEAQE, HERANFHELZNMEFEEERE. ENArzBEREFEXBEE
#i, ENRENZOERSES WAFPEE. REEMFANEEE) 895,

331



£ 12 AERIE S, BREAFARET ZHEEEE AR, XEMIEB TSI RO EEIBEH
STEEXNEFERR. ERNMARET FHEEER AT, SEEENNER. BIEH S7RONTAPRSE
EEBURKIMERERR (RNRS) BN, AP —RREHE T RARREET R AE, UEMIITUE
EHMEXNEFERRNEERRR, EREEERMIRERNRYE. TR LISERRD B B BFERIRRIT
I

ZARTERTEEAAEER AENAR, M UESEERaETE, SEAREE. RESIEMIF
IEERE, TR AEE XHAXRRMEEER AENAR, W17 UMD ERERIXARNIMEHRITIER a8 EE

£33,

TRETRT BT EFEABRITHERE

SAEATITE FEEERA RGREER FEEESR
FHEEE:

RIFER (RIBRS) = p=s ES
BEERUNARS 2 = S
MITHEI BRI R S v & ES
BRARS = S S
efESpeis] ES & S

g5 ER I

EEFTEIEMIIEE = = =
Licenses and subscriptions

EEPFAEEMINEE S & S
BB

EEEMIIEmMEIY = = =
AEAENMRAENANEERS = = =
EEEBENEMFAER = = =
BITEMRICEH FEARITX = = =
LR ER = = £
Fan A EAFLK!

HEREMIIRE = = =

332



FEEER

FHIEMED{E
ER T =275 (RESERK. BR) =

KR BIED BRI o FEH R E=E =

REREE

CIESz24 s
BEEMNFRMNEW

T EHR S HRIE

SRABRRIAFE 2 LE

BEEN

HEREIY

RAEIE R
A LARNEIE

IEH
BFR&E

HERS AT

NetApp Console® fJNetApp Backup and Recoveryf& s

i

f0

gl

AOGRRETR

=S
=

=
=

[l

il

i

alil

i

il

i

i

FEEES

=S
=

=
=

=
=

i

7|

7]

iy

iy

iy

B ARARDERUTAB, LUEM{TARESI S RBINetApp Backup and Recovery o
HHMRERBFEERUREMANAF SEENETMNEETHLRNTHHNESHAE,

AR EABERTE

* B MMEBRER

* EONMEEHEE
I EIX RIFMERRIFo

c FEHNMEMEEIERRA:
* BpMME R EEIR: FANetApp Backup and RecoveryFa[& N I FFIEEE,
 FEHNMEETERS:

BXFrENetApp ConsoleiflRlAENIEMIEE, HS8H "EH &

=
DA
=
P

/J \
100

B SHFEEELE.

ZARSS E 45 E FNetApp Backup and Recovery I T A,

3. 7ENetApp Backup and Recovery 1 TE{A121E,
3. 7ENetApp Backup and Recovery #1781 B A< 1R EE

A NetApp Backup and RecoveryiE TEf1 &,

EHIZ

ZENetApp Backup and RecoveryhHIfE 8, BRHITIEMIRE,

REMEENE"

—RIFEU R E

333


https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html

BFEgENAE
TRYIH THENetApp Backup and Recoveryf & a] LU X FrE TIEG HHITHIRE,

HIEFNBHIE BPMMEBLAEE HHMMEE HHMMEMR HHRNMMER HHRNMMES
5 HEER EEEA [EEIER et

AN, REIBRE 2 S S & &

!

RN = = & & S

ANERE (EH. £ 2 S S & &

f5l. vCenter)

EENRIRFIFAEIE 2 = 2 = =

S

Fias 25t A Z ES ES 5 S

BoILER#HLZN B =3 =3 = S

EEFANEER = = 2 Z =

BCEIF AT IE = ES S S S

EEEMN = = 2 = =

RIS

EUEITR = =3 = = &

H{SAta &R =z = = =z S

BER SR

EEFPITL = = 2 = =

B, BREBIRR = = 5 5 S

il

M8 TIEE = S =3 S S

%EE\ Fro MR = ES S = &

B, BoREBbRR = = 5 5 S

B&

RE:

EERS =z = Z = =

334



FHIER NI

pali

<

ellfe =)

gl

BRI S

il

MSnapCenterSG AHEIEEH]:

BEEFA s

AYSnapCenteriiiE

MSnapCenterG A\ 2
"=

BE (EFB) F =

fcEIRE:
RERSER E

KEXSMIBRSLFIEIE =2

=N
BEEFER =

B2, fmiETMifRTE =
fiEH

BTFRETIRLHENZENEE

BEHMNEBREE SHMNRES

MNEER

=
=

=
[ ]

il

i

i

gl

il

f0

EHMIRE R

BEEERA

=
=

=
=

[l

iy

iyl

i

i

iy

MRS
PEEIER

=
=

==
()

i

iy

iyl

A

7]

il

iy

TRYIH THE 1 NetApp Backup and Recoveryf & a] LU IHFE TIE HHITHRE,

Kubernetes T {Ef1 %

ZFRER T H 1 NetApp Backup and Recovery & a] LI IHFE T Kubernetes TEfEHBVIRERITRIIRIE,

FHIEM EH{E

BEHMMEBREER

EEEE. waTh. 7 2

fiBZL30F0 API &R
ZI0EEY Kubernetes £
B

ESEECE
MEEPHRIEREE:

EENRARER

=
=

BOMRE

A

=S
=

=
()

i

iy

iyl

7|

7]

il

iy

&

BEHMMESNE SHNNEMEE &HNMEEES

ER

=
=

=
=

iy

iy

il

ER

=
=

=
=

iyl

iy

il

=
=

iy

iy

iy

il

335



FHIER NI

BIEME XN AR
BN AREFEE
MEEFHRIFRNBRERF
SRR RIFIRENE R

BIZE M HERRBEIRIP
N R

BUHRIP N RIER HMIER
&5

EEMESNAREES
&R
MIRE R RN TR
#E Kubernetes &9 5
B&

BlZ Kubernetes &5

B

B R
TR & 7 ERBS
EERITHFNBEFIR
BIERITHFMHEFIR
ERHITHFNEFR
HIERRITEF M 8 F IR
EERITHFIER
BIERITHFIRIR

BT FIRIR

HIFRERITH FIRIR

336

BERMREBRERER

=
=

=
=

=
=
=

=

=
=

=
=

i

i

%fﬁ*ﬂ mE&NE
E5

=
=

=
=

[l

il

il

il

il

iy

i

il

i

il

al

il

l

il

i

il

[l

il

PARE

-

=i
253
IZZI:

iy

iy

il

iy

o

il

il

i

il

i

il

i

il

i

il

il

il

[l

il

mEE &HMMEEER

=
=

=
()

@=
=

iy

iy

il

7]

i

iyl

iy

17|

i

iy

iy

iy

all

iy

iy

iy



FHIER NI

BRI FAHIBEND

MR

& & StorageGRIDF {1

MEtEER

BERMREBRERER

=
=

=
=

NetApp ConsolefINetApp Disaster Recoveryf &

A UINBEFREUTAEE, LUEMI1I5RIEH & NRINetApp Disaster Recovery, K¥E
MmEBEFEUREMARAF IR ETHNBEETAHLNTHRNEZNAE, NAn
feREIATER W SEFEEE B,

REMEERUTHE:

N

Vid
N

e BB

* 7

SRR
R R
S 5

° 7 ,yﬁl

S

J

(EEFLH N

I

=k AT,
MEBERBER . RITHERBZNI%,
MENREFEER:

TRIE T E ARG UHITREE.

FHIEAEH{E

BEENRRMAEET~

Fiak it A

BRI T{FHREHAI

EEWAILEER

ACEVFRIIE

IR EBR L
BEEMIL

AN, AECRE M RS =

FEERITRED
EEEHI

EREWIHIFAER

Al

REMEEER

=
=

il

[l

il

il

il

il

[l

il

BEHMMESENE SHNRE

H5

=
=

=
=

RS =TS

iy

iy

iy

i

i

5

=
=

=
=

BIREHIT, BeERITI, FialitsiEZE,
EE{%ID\O

RYEME N A2
BER

i

i)

iy

il

il

il

7]

il

il

=
=

=
=

REMEEER

i

iy

iy

iy

i

i

mEE &HMMEEER

337



HHEREE REMEERR  OLRERERE EMENREF RHREEES
S BIE5
SIS R i) 2 = 2 S
IR 2 & & &
BB 2 2 2 2
TR = = 2 S
PATIEETS 2 = & =
PITHIREIE = = = &
PUTHERS 2 2 = =
ERRAATE L
EEARA 2 = 2 =
. EEEBBARA R = 2 S
RIS L
BB 2 5 2 2
BH Rl 2 = = &

NetApp ConsoleFI#ZI 4R EHRBE

TG E AP IR NetApp Ransomware Resilience A [01A R, #HZRN{E1k
SROZEHUTAR:

BELAE

* HRUMGMEEER - EEPRNHMERE; FEHMMNMINEER
* BRRGMENEES - EENBSM. KEMNANRE
BRITRERAR A5 A P A ERE SRS SEAFRIEN T IS ; XEEREEXHIMAFR

TTROSCAHRME (BIADRER. B MiFR. Ee®) o ATIRFEXELIRNAI RS, REAEXEHBHNAFTEE
EEYEEXEER.

* HRUMGMERFPITAEER - AUERISA AN, FEHBN AR ENER
* BRRGMERPITHEERSR - EEARAFEDNER

338


https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html

@ ﬁﬁ)jﬁjjﬁ@TIE?E_L%@ ENEERMESHRRGMEECERRETEEARED, BXIFHAE
B, #8R [AFR1THAEE,

BEXSMABINFEER, 52 TR

BELAE
TRERTHEUGMEEERNEEFEABAHRITHEF

AR PERMIEMENEER  BERENENEES
EENFRAFEET+ i i
TENRIR L BHHRERS 2 =
FHE %2 = -
BETER AT = =
BRI TR S EH LT % S

FE“RIP7ETTR L

A0 BRI PRI SRR R I X = &
RIF TR s &
BT RS RiR R SRR R EE = &
FIHRIP I RIFATS = =
St ERIPA I~ =
EERIPAFAER = =
B, RIBSUMIFRIRIFA I~ &
TEEUE = =
ECERETR L

EEMBERMERFMES I~ s
REMEFHINS = &

339



FHIERTNIE
RCIE SR UMIME

EEMEZEHFARGES

FRPREARINE F 1

REMNEFBHPREMXANTETIR

THINESAERISIE

FIEAF (ERIFhHREAERE)

EemEETR L
TEMEZBZHHRRREMAIS

MMNZZHFIRE TIERH

MINESA THRESE

THMZEZHRS

ERE"EBIR L
AINEfER & B AR

5 th&n B Ry

EECEEN SIEM BAR

ARINEEER SIEM B4R

LB EERE

e, EENREESIBLEE

HEAFEEIRS

EHMAMEE

EERNMEE

ERE"EBR L

340

}ERIHRMEENEERR

=

il

i

i

RN MENERR

=
=

iy

7

il

7

7]

o

il

i

iy

7]

iy

il

7]

il



FHIERTNIE PEUHREHENEER BRUGMENEERS
TEIRS = =
BRiThAR

BREFRAPITHKEHBNER, ARPUMEEHRUHEMERFPTHEERRAR. BEXEBARBFTA
i, BRNAESHRUHMERPITAEEEAR.

RMEBAITHABRTFARIAYRNHMEEEANEFENRERTE R FIEAEahs EMER" Fla0
, BEHRNMHMEEERABNARNIZRESHRNRGMERFTHEERAGKEER A ERIEHHELS
fRIFRIEARF . ANRSRNGMERFITHEERABRTHRUHMEETEE,

() =wEammPEHRN, CARRERHAAKERRARG,

TRERTHRUGMEAFITHEERNEEEABRNITRIZE.

FHIEM T IE NENRHMERFITNE BERHFMERFTAHE
BR A
EIRBE ERR L
BUE. (ECREmIFRA P AU = &
BIZsMERA P B RiEkes s &
N IMELIERERS I~ £
BHITHIRE R SRS = &
FE“RIP7ETTR L
A0 SRR &E R P 1T O SRBSEIRIP 1T = &
ECERETR L
EERAPEDERMERIFAER = P
RIEER P EMERINS = &
fRc A AR ERUHIRE = £
EERAPEDEHMFAER I~ =
FRIREARA P AT S = £
IREXFI 88 P RS RYTT R IR = =

341


https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html

FHEMBHE NERHMERFITNE $ERHFMERFTHE

BR A

THAFENSEGHERE I~ =
FEIEEREHRELIERR R = &
E“mE ET~ L

THAPENSEHREMBIX M+ = &
MRAPESEMHRE TIRAEH = &
MABFEES THIRELIE = =
MRBFESDEHTHIRS = =

S {9 0708 API
LALAFIIRE 1D

& HINetApp ConsoleZHEAH—NEZF— ID, &R UNERALLIEFR— DR FRLUFEENIR
B, Erlge R BENRFELEMIIALR ID,

EnRERAR
TR UE B ERAR, MREFFNHNUNZALAR, XKBREEH.

p
1. E&FEE>FHMIFIE,
Vi3 = S % LA
3. NBLR'TIE, SMEIRMHIE—IT, .. AEEFRIEALR

Folders (2) | Projects (5) Q Add folder or project

MName * |
- ED] MyOrganization (eee)
- B3 mip Edit arganization
& Project Insert folder / project here
oo Project?

4. I NITAVA R B IRFHEF N

342




FRENZEZR ID
AR 1D BF 5iEdaFELER.
B UMABLTEEEAR ID, HIRESERHESFIFINLIR,

p
1. E&FEE>FHMIHE>*4ER"

2. AR TE L, EREEDERENAR ID HREEFIZIENR, ERIUREEUMLUEER, EER
REEFZFEEERCMT.

FREXIMBID
WNRIEER API, NEEFREVNBER ID, 5140, €I Cloud Volumes ONTAPRZEET,

p
1. MNBRTIE, SMBRPBIEHIERE -

ERIE 1D,

2. 284D, BHEEFEHIRHE,

Folders (11) | Projects (11) Q Add folder or project

Name t

- ﬂa] MyCrganization

- B3 apac
oo Dev (e
oo Prod Edit project
oo Test Delete
B] Fold Project Id:: dd57c0db-2458-4e8d-87e7-8... %
- Folder1
~ B3 Folder2

BXES
* T RREHMIEEEE
* "FHAER SRR
* "THRSANEIE API

ZE56G

343


https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html
https://docs.netapp.com/us-en/console-automation/tenancyv4/overview.html

BEE
fEFNetApp ConsoleMI S PEX S MBS EFR

BOER (BKA) AFRFPEREATREIEE RNetApp Console, MifEk T ERIEH
R TR, ERILERSHIRMEE (IdP) SiNetAppiFit s B AB SE R (SSO).

FrEfAe
ANEIRR. KBREER. KBERR. "THEXHNABHNEZER, "
£/ NetApp Support Site B E&F

SNetAppX b REX & R ITRA P ERERNEEERITHE A, Active 1Q Digital Advisorfl EL{thB X N FITE o

@ MREENetAppZ L RS, WERESENELSHERBREEEEKS, EERKESEAR
_$¢lo

S
1. FEFATR "NetAppEr&HIER"S
2. BRBIERERIEPIEE R B FHpFHL,

NetApp< FFIA R B2 H L IBIERIIE K,

ERSMRHEFE—ER

BRAILS SMHRMBRIKSER, UBREHSHNRERER (SS0). IR MEEXHE MiRMELUE
ENetAppENRSIEME, ARTEEH aPeEER,

@ NRIEZ BifEANetApp Cloud Central (FEHIGRISMNBNAERF) EEETEES, WFBRHERAKSE
TEHSANKEUEEHaRHTEE, "7 NS NERVEEE,

XENSHiRMEE

NetAppS< LA FEX S XA B 1R IE2

iy
* ZLWSIFICIES (SAML) BpiRHEE
* Active Directory BX& B4 I0IEARSS (AD FS)

BipiRtE
* f%REntra ID

* PingBX3R

5NetApp ConsoleBx & T1Ei2

NetApp{ZHARSIRMBE AR (SPAIERY) SSO, BFREEEFTRESHIRIEE LUSENtAppF RS IR
Ho AhE, EALIEERGheEERS NiRHERENER.

344


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
https://kb.netapp.com/@api/deki/files/98382/NetApp-B2C-Federation-Request-Form-April-2022.docx?revision=1
https://kb.netapp.com/@api/deki/files/98382/NetApp-B2C-Federation-Request-Form-April-2022.docx?revision=1
https://kb.netapp.com/@api/deki/files/98382/NetApp-B2C-Federation-Request-Form-April-2022.docx?revision=1
https://kb.netapp.com/@api/deki/files/98382/NetApp-B2C-Federation-Request-Form-April-2022.docx?revision=1
https://kb.netapp.com/@api/deki/files/98382/NetApp-B2C-Federation-Request-Form-April-2022.docx?revision=1
https://kb.netapp.com/@api/deki/files/98382/NetApp-B2C-Federation-Request-Form-April-2022.docx?revision=1
https://kb.netapp.com/@api/deki/files/98382/NetApp-B2C-Federation-Request-Form-April-2022.docx?revision=1
https://kb.netapp.com/@api/deki/files/98382/NetApp-B2C-Federation-Request-Form-April-2022.docx?revision=1
https://kb.netapp.com/@api/deki/files/98382/NetApp-B2C-Federation-Request-Form-April-2022.docx?revision=1
https://kb.netapp.com/@api/deki/files/98382/NetApp-B2C-Federation-Request-Form-April-2022.docx?revision=1
https://kb.netapp.com/@api/deki/files/98382/NetApp-B2C-Federation-Request-Form-April-2022.docx?revision=1
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html

gﬁ]LX’—i‘&?E’\JEE?HBT#E‘Z&?&?H%EE’\JET’@E‘ZH%%O ESAETENBFHAREREKES, FERNIEEAEZ

o WIEERIEE (MNRTERERIBFEHES)
BES5AETFENBFEHRAEERKS, BRIEEREZE. EXTHERAMINT BRENAIERSERIE F BN,

e BB IdP LUSENetAppENARSIRER

i 8N FAREF H IR ACS URL. LA ID SHEMIEIEESFFAER, BENSMRUBEENE
ENetApp . IRSIEHBEESASMRERTSR, RBESHABESMREBIXEUTRFAGEE. EFES
EHY 1dP EE R GIERTRUL T T,

e EEH SR RIRERGER

MR E BHRHER SAML FTTHIE URL XX IBIRER, IHEERTEILEHI EMENSMNIREE ZE/
BEEXR, ERENEEIVATEMGEN IdP, 30, WMREFER Microsoft Entra ID, NFEEIREEFIF ID.
ZEAMIH,

o e & Rl SR ERER

ERARKSERZ AN ERITII. ERAEH &S NE ERYNEETRIIEERNIRAE - 25 A LU IETT
SPIIE, WNRMAALT, NATLSRER.

e TEEH & R REAER
BREERE, AFRRUEREARZKIEERERG,

EERNIMYEL IdP BEBUFFE:
* "5 AD FS iRBEBAEE"
* "5 Microsoft Entra ID 237 Bt & iEiE"
* “§F PingFederate i& BEX &iEE"
* "5 SAML B iR BRI S IEE"
1oy 36 IF

JOIERR SRR A B F R 42

NRERBSAE T ENVEFEHRANIKES, BONEAIEEREZE. EREEER
BIIEREHITEC S

EERE
EERATIER A GROBNEENE, BASEETLUSERANA, 'TRESFNACNESER, -

IVEE NI R 8 R A E RV 2 Y DNS I&E RN TXT idR. II2RATIERERE ZIEFHF 21 NetApp Console

345


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

EEZAHITHG, BaFESEN T ANKZEERMERTHLSE,

TR

1.

N o g k~ w0 DN

EEEIE>F MR
%% ‘Federation” LA & Federations T,
R IEERRKE™

IR EPRE,

HNEEIEAYEH B FfF 4R 4,
SHIRME TXT 2R,

??%U,‘@\EEE’\J DNS & EHEEEEAEIFM TXT IBRIBMHM TXT B, WIRFE, BESEN IT ANEKEERS
Fo

ANTXTIERE, REFEHIG FHEE I

[=1:3=)

¥$NetApp Consoles5 Active Directory BX&fR55 (AD FS) BX &2k

B {E&HY Active Directory BX& B4 I0IEARSS (AD FS) 5NetApp ConsoleBASHCR, LUE
7INetApp Console BB RER (SS0), XAFRAFFERMITNAREIEERITHIS,

VERE
FERREERAENKCIBMNERNSE, KEEEEJUEERKENE. "THEXHPNABHNESEE. "

@ BRI SRR 1dP S{NetApp it S BXS, NetAppEiUEFRHD—1, BRERNIEFER

Ao

NetAppf{ sz AR5 R A AHCH (SPRIERY) SSO. BIE, ECESNIRHEEUISENetApp ConsolefFRARSS
R’RtE, AL, ERENSNRERNEETES SFEIRER.

&0 LS AD FS RSB 281 IIELS, LAUBANetApp ConsoleFVERER (SSO). ZIIE T MECEER AD FS LA
EEEH S FRIRSIRME, FA/G7ENetApp Console 82 ER,

p

1.

2
3.
4

346

PR EIE> B O IR

. I “Federation’LAZEE “Federations Tl

R BB S

NS RIFAES

a. EREREEEABIIERNRA N EHEBEFEHER, BFEHARESEERIIKP KEXAH,
b. I NEEFEECERIEX BRI B,

C. WREHEFREWIERVE, BEMFIRFIERIZIE,

PR T =5

MNFEENEET R, EEIN, AFIEE Active Directory BX & B 3IEARSS (AD FS)*


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

7 R T

8. 7E1&19 AD FS IRSS 2B EIZKHM S EE. ERILUGEA PowerShell 5(7E AD FS RS58 LFRECEE, BX
NAIRNEBEM S EERIFAER, 538 AD FS X,

a. ER LU TF#IZNEE PowerShell BIE2{E1E:

(new-object Net.WebClient -property (@{Encoding = [Text.Encoding]
::UTF8}) .DownloadString ("https://raw.github.com/auth0/AD FS-
authO/master/AD FS.psl") | iex

AddRelyingParty "urn:authO:netapp-cloud-account" "https://netapp-
cloud-account.authO.com/login/callback"

b. &, EAILITE AD FS BIEIEHI &R Fael@EE. SRS ERER LI TNetApp Consolef&:
* BB MRESEIMARTES, €A YOUR_TENANT . netapp-cloud-account
* LK% BRX WS-Federation B2+ BY, i5{EA YOUR_AUTHO_DOMAIN {&: netapp-

cloud-account.auth0.com

C. SIS/, M AD FS iR5528EHITHIE URL S FHEXSTHIEX . EFEEIL URL St FRTTREE
il & PRER,

NetAppiZiXFBT##E URL itNetApp Console Bt R&#HY AD FS BcE. WMRETHEESTHIBEXXH
, WIEEH AD FS BEdEXEE AT, #PEZETENetApp Console FFEIEFHE.
9. REEHIG, REEFT—F ROEEE,
10. R 5 AD FS MER.

a. ?EEM@EJ:—&EPM AD FS fR£Z23E %89 AD FS URL ¢ L& &M AD FS IR 28 FEHBVEX S TTHUEX

1. RER . BILEETRRENDH,

12, T

13 SR MREE RN COER. THR3ISE 0P RSRNERNE. FRONSHRETEREER. B
R, EERHARMAEE

@ ERRENTMEREH G, B8 URL EFIZIR S XSS E SR MAIN 5EaER, UERE
BB RMHE (1dP).

14. EEHED, EF TP UEERENE,
15. g EBA,

BRILEFE LR =1X. REBIEFHAHEEEEUTAENERMAR LXEEEN, HEEFIaRE
XL BREER. ALABEA. KREERNKEEESE.

16. EEKBIFMER, AEEEF BHEKE
17, e A TE R 203 2o

BREBKEEMRIEE, APAUEREPIEIESRNetApp Console,

347



#%NetApp Console5 Microsoft Entra ID BX &2

51&89 Microsoft Entra ID IdP 1{ti5EX%, /INetApp ConsoleBAEAER (SS0), X7
AP ERMINABREIEER.

WEARR

SERREERAGRKLENEIRNKE, KRBREEFEUTUEEHENE,. "THEXHAAGHNEZER. "

@ TR USERE IdP SiNetAppZ IFILREX S NetAppEIUAFHEA—1, BRERFIEER

o

NetApp{ 2 BRSIRMBE AR (SPAIERY) SSO, BFREEFTRE S HIREE LUSENtAppFHRS IR
Ho A, TR LITETEH e ERS M RHERENERE.

& A5 Microsoft Entra ID I BtS%EE, LIBRAREHEHNESER (SSO), ZI1EF MAELE &R Microsoft
Entra ID LUEEIEHI S ENRS IR, REEEHEPEIEERE,

B

1. &R B> B HFIAE

2. %% Federation” A& & “Federations T,

3. R EEBEMIKE™

HAFAER

1 MANERIRZEAER
a. ERERTEFEHBRIIMNEEA R ENEFIHEE, BFHHEESEERIKP KB,
b. NG IEEE BB BRI Z T,
C. MRMEEREIIEAE, EMFIRFIERIZE,

2. T —H

EESE
1. WFEREE S, EFRRMEE, AR EE*Microsoft Entra ID*,
2. JRTFT—57,

FCE i ER

1. EZE &R Microsoft Entra ID LUEENetAppEAARSIRIERE. EFEZEE Microsoft Entra ID fREZ 25 EHITIE
T,

a. 7 i Microsoft Entra ID N BfZF LUEEEHISE, BERUTE:
* WF EEMURL, B https://services.cloud.netapp.com
* 3F [B]€ URL, M nttps://netapp-cloud-account.auth0.com/login/callback

b. J9&HY Microsoft Entra ID ZAARIERZ FIHHE. EEERMEEZFE ID. BF /A Entra ID 13K
SERER S

348


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
https://services.cloud.netapp.com
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback

2. REEHG, ARER TP RKEIBEE,

ellfESES
1. {8 Microsoft Entra ID glIi&i%E
a. WMANEE L—FHEIEMNEFi% ID NEFIHES.
b. 38\ Microsoft Entra ID &,
2. EFRRERE . RAE/HRNEILIERE,
MiH = AR
1. & FT—%

2. EFMRNERE RN ENERE. BRR5ISE IdP RSBNERIE. ERENSNIRUBZEEER. &
FhE, REEHE G B REE.

@ EZMREN T EEAIEEI A, B URL ERIZIR SN NBEE AR MANEER, UERE
BRI B HRAE (1dP).

3. EfEEHlas, EE T UBEWHENH.
4. IR EBH,

BALUERERH=1TXK, RAeSBIBFEHGEOEEUTABNEMNARZXEEEN, HEEfahE
TXEEA . BREER. AREER. KABEANEKRBEEEE,

o BEEBRBERAER, AREE BRIKE.
6. EF TeA LASE R iZd 12,

BHEBKEEMRIEE, BPRAIUERAEDIERSRNetApp Console,

{4 PingFederate X5 NetApp Console

5% PingFederate I1dP 127X &, JINetApp ConsoleZBBE=ER (SS0), XA W
BEFREBRMIINAREIEER,

EERE
EERATIERAGRARNEENE, BASEETLUSERANA, 'TRESFNACNESER, -

@ gﬁm’—ﬁ@ﬁ’ﬂﬁﬂ |dP ZNetAppZiFit Bk S, NetAppEIGEZFHAP—1, BREEEEM
NetApp{N AR SIRMBEI AR (SPAHERY) SSO., EFEE S E S MRIEE LUSENetAppENRS IR M
Ho AlE, BRI LR aPheEERS HiRHERENER.

&R LUE PingFederate IS BB &1%EE, UBBAIEHIENERER (SSO)., ZI3E I MECE &/ PingFederate
RS UGEEEFEENRSZIRMERS, AREEHEHPEIEER,

p

349


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

A w D

© N o o

10.

1.
12.
13.

14.
15.

350

- R EE>SOMIAIR

%% ‘Federation” LA & Federations" T,

R IEERERKE

BNERIE 2 IFAER

a. REFEEEECABRIEAINZHENE FIHINE, BFHEEHESEERNK, XK,
b. I NE ETEECEMEX R Z R,

C. INREIXFEIIEN, BEMIIRAPIEZFZIA,

BT,
XITF OB, WRRER", ABEE PingFederate’,
BT,

BEE EHY PingFederate R385 LUSENetAppENARSZ IR E, BFEETE PingFederate RSB 28 LHITIES
B,

a. Bg & PingFederate LI{S{ENetApp Consolefs, IEERLTE:
* 3F B2 URL T Bi = HEE&EBRS (ACS) URL, {#f https://netapp-cloud-

account.authO.com/login/callback
= WFEE URL*, R https://netapp-cloud-account.auth0.com/logout

* WF*ZAR/FAE ID*, #H urn:authO:netapp-cloud-account :<fed-domain-name-
saml> HMF <fed-domain-name-pingfederate> EEMIERE, 90, WMREMNIEHZZ
“example.com, ZAR/IFTE ID B E urn:autho: netappcloud-account: fed-example-com-
pingfederateo

b. £l PingFederate fR%528 URL. TEIZHI S OIEEZN, EREFEL URL,
C. MR PingFederate BRS588 T3 X.509 IiEH. EFEEXFA Base64 4wz PEM = (pem. .crt. .cer

RETEEIS, AEEE T 5 ROIEERE,
£/ PingFederate fl2%#2
a. MNEE L— R EHIH PingFederate AR5528 URL,
b. £ X.509 HERZIEH, IEPLFRA PEM. CER 5 CRT #&xo
EEFRIREE . RAE/INHREILLEE,
it =l S 2N
EERMREE MR EEE. ERESISE IdP RESBNERTE. EATNEHREREREER. ¥
R, REITHEEBREE.

@ ERMREATEREHE Y, B8 URL EFZIR SN N E O RMANKEER, UERE
BRI B MR (1dP).

FEIERlad, EF TP UEERENH,
REEH,

BALUERERH=1TR, RAezBIBFEHFEOEEUTABNEMNRR ZXEEERN, HEEFahE


https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/logout
https://netapp-cloud-account.auth0.com/logout
https://netapp-cloud-account.auth0.com/logout

RIXLEEA: BREER. ALAEER. KEEEANBKBEEEE,
16. EEBEIFAEE, REAEFBREKE,
17. &R ST LASERZE 20
BEREBEEEMRIEE, AP UEREPIEIRESRNetApp Console,

5 sAML B/ iR IHEES

51E8RY SAML 2.0 IdP 12 EEXS, /9 NEtApp IZHIE BARERER (SS0). XAIFAF
ERMIIH AT EIEER.

FRERE
FEKREENAERENEERRKR, KBEFEVUEERRENE, "THEXNNAGHNEZEER. "

() maLSEmRL 0P SINetAppSSIE R S, (TS RELRKR.

NetApp{ 2 HARSIRMBE AR (SPAIERY) SSO, BFREEEFTRESHIREE LUSENtApp RS IR
Ho AE, EALIEER GPeEERS NRHERENER.

RIS SAML 2.0 IRIEBRIUBEEE, WEANEHEBRAERER (SS0), ZEEIMEEEMRERUE
ENetAppERRSIRME, REEEHEPLIEER,
B
1. EFEIE>-S 0 iR
2. i%#%¥“Federation” A& & “Federations T,
3. R EEBEMEKE™
4. MANEREZIFAER:
a. ERERTEFEHBRIIMEE R ENEFIHEE, BFHHEESEERIKP XEXAYH,
b. NG IEEEC BB ERRIZ T,
C. MNRMEEREIIEAE, EMTIRFIERIZE,

CHvirs =l S

6. WFERNEETE, EEMIN, AEEEFSAML SHiRfitE"

[B7i = S

8. ECEER SAML SR AR LUSENetAppENARS R R, EHEEE SAML IRHERS B[ LRITHI R,

a. IRIER IdP AEREM "email iRBENAF R E FER L, XEiTH & EFIRG R F B ER:

351


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

<saml:AttributeStatement
xmlns:x500="urn:oasis:names:tc:SAML:2.0:profiles:attribute:X500"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<saml:Attribute Name="email"
NameFormat="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">
<saml:AttributeValue
xsi:type="xs:string">email@domain.com</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>

1. FEIEFI &AM SAML N FBIERFEY, EFERUTE:
° 3F B2 URL T Bi = HEEEBRS (ACS) URL, {#M https://netapp-cloud-

account.authO.com/login/callback
o WF*AEH URL*, R https://netapp-cloud-account.auth0.com/logout

o IWF*ZAR/FA ID*, {FH urn:auth0:netapp-cloud-account :<fed-domain-name-saml>"H
A <fed-domain-name-saml> EEEERTFEHESIIERZ, Fl0, WREMIHEE example.com

» ZAR/FE ID 2 urn:authl:netapp-cloud-account: fed-example-com-samlpo
2. SIEEEERE, M SAML IRIEEIRSB[EHILUTE:
° BRME
° B URL (AJi%)
3. MIZBY SAML 1REFSARS 28 T & X.509 IEH, ©EFEXRMA PEM. CER ¢ CRT &z,
a. REIFHIE, AFEERT—H KEIEEE,
b. {5 SAML BUEERE,
4. INEBY SAML fRSS288Y & URL,
5. EfEM SAML R EARSS 28 THAY X 509 IEH.
6. IE, MALZHN SAML AR552389 ;B URL,
a. EFRIRER. ARAE/INHRREILEE,
b. E&FET—4"

C. AR MINIER RNLEMNEE, ERKSISE IdP RSENERTE. LRENSHRHEBRES
Fo BRE, REERISERERE,

@ ?‘EﬁE*ﬁ‘tTﬁﬁﬁ? SHIARY, 1B URL EFIEIRR S X B3 E O RIRAINIE 2, UE
BB R MERE (1dP).

d. EIEflas, &R TP UEEHENH.
€. 12% %Do

BRILUEFE LR =1R. REBLEFHAEOREUTAGNERNAR LXEEEN, HEEHS
PERXLEE: BREER. ARAEER. KABERMKRBEEESE,

352


https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/login/callback
https://netapp-cloud-account.auth0.com/logout
https://netapp-cloud-account.auth0.com/logout
https://netapp-cloud-account.auth0.com/logout

f EEKBIFAER, AREFBRKE
9. R TER LATER XS TR,
BRESSHWIEE, BRAUERREIFERESRNetApp Console.

EIREKEE
7ZNetApp ConsoleFEIFEL S

BT U ENetApp Console R EIRENEX S, ERIUZAYE, FIMIENER, UNERE
FECHRZAE,

NERE

FERKREERACRKUENSEIEKR, KBEEEUEERHKENE, "T#EXIfnHEENEZER, "

A UMM A BB RSN B IIEE, MMAFENELEEZERZ M,
* JNREEANetApp Cloud Central EE%TH%:. , 1AE Federation TTEIS N\ E UEEH| & F
@ BITEHE, "TRINAS NEREXE

O EEZR T E EEEREEIEEN, fINEA. ZRAMENREEE, "7 HEE XTENetApp
ConsoleF IS1TIRERNE ZE R, "

5 FREXER

MREELVBRTHRERKSA, EoET KB TTEERAE. BARKSAFSHEXBENAFREREAT
FRBRITHE. ERAKSZE, BERIEIEH MRS,

B

1. &R EE>FRIAIE

2. #%$¥ Federation” £+,

3. EFRMER R o BN E S AN BEHER B R

REWRIEMERME MBS
TR S & PR EIEREARNZIMERKS, UEEREGHEESMDRMEE (IdP) BIZ M,

B EES S PIIEZE, ARARBERNMIBKESH, NMREREKRIIEESE, AILIRBUTSRH#ITR
'LIE T‘E%JL‘EP%AE‘”E’JW o

P$IE
1. FEFEE>BMFIAIE
2. y%$F“Federation” &I &,

3. %ﬁ%ﬁf’ﬁﬁziiE,‘EE%DDEE}@EHE’\JH%EE%E, AR B, EEEE R R E SRS KEXR

4. METREFIRPEZE— BRI,
o. I FIHAF A LUTE 30 AR AEH AR,

353


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-import.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html
task-federation-verify-domain.html

TR ZIHRRVEX S iz

ERILIEIERI S PEMRBKSIIFAES. fld, WREBHFAIHETNESFEILIH, WFEENKS, TFEN
, EFMER B EA LR CTEE R B A AT E AR

() aEEweEn P 28, BEERTHALBRESING, IR RFERITHE

g

1. EEFEEIE>FH AR,

2. %1% Federation” 3,

3. EREFNNREZUMRERE S1MNEER) , AEEFBHBEE
4. RIEREEMHKRBRFAEE,
5

- ERFEHT
ML I HYEXER
MAMEKSBER UIIERRSIES TF. XA AFEBNEIR S EXEE RV Efaa) B St 1T H R
p

1. EFEIE>5MMIAIE

2. % “Federation” &1,

3. EISER B EIANEAEE RN WIEEMEREE, SAEEENRZERE
4

CEER . REGURTEEAARKIEER. NREENT), ERFEEEMEINetApp Console, JNREREK
W, BBE—FBRHER, %%EHHBEATT_@FEO

O. W TeRk R A BX A IR o
BREKES

NREFBFEKS, .d_JL,(**ﬁﬂ E. XAILMIESEKEXBKNAFEREARRIEERITHE. MRFE, &
AILIEEENB RS

EMBREXE Z 80, BAZETE, GIWEEA IdP SFLEBEH, MREEMIE, BrLEEEFEERE.
PSIE

1. TR EIE>5MMIAIE*

2. %$¥“Federation” 3 &£,

3. ERIRER B A EERMNEWIFHAELEE0, AR A

I BREX R

QD%‘”T BEERE, ERILSERRR, XRBMEREXSHELESKES XENEMAPERREQARREERES
8o B0, R IdP WIEBAHEFLBREKS,

MEREX S /E, BRLEMEEC, BOTeIB— RV .

354



()  cuRemmns, RAETENRE. —BHRBE, HELREHR,

1. TR EE > B IAFIE
2. i#%$%“Federations’ LA & & “Federations’TiH,
3 EFRRER B ELEERNERIEHAIEEEEN, SAEEE IR

B 1EHEES S A\NetApp Console

WNRE 7 HiE @I NetApp Cloud Central ( NetApp Console Y5 EEN BIEF) 1REBLS
NS TTHESREREEMENES ?%v)\? %J:::, U R] LATE S R E o B ﬁg
B, Ak, B BRHVILERINEE, MR EMeREKEEE,

() S mem#EE, CTUNBRRASERER. 'TREXEERANESEL,
FBfAE
MAEBRNMAEER, "TREXFIHENESER.

B

1. ®FEE> S5 IAEE,
2. %R “Federation I+,
3. *FANEE

.H.

sRHISEHEONTAP Advanced View (ONTAPZRAEIEZE) AIONTAPAYR

HINBERT, BHEaREESEAFAFPIFRERME (ONTAPRAEESE) . EAILURTR
BFRmAMITAONTAPEIE, XeJfa{RFEF7£Cloud Volumes ONTAP$DONTAP2|:1HJ$E¥
{E A ONTAPEE 228 17 FH EEONTAPA R,

() reAREARERRRETEEBENARERE.

p
1. &R EE > A,
2. RN OUE L, ERER SRR R, AERERENES

=l e ARSI FEHRES A sEX H #1744

3. B sRHIEIE KN,
4. A EFEIELG B RS EIE IR, AEEEMRTES
S. Wik saG IR E R ER Ao

355


task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
task-federation-manage.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

Force user credentials On N

7INetApp ConsolefH47 5 A RisiE L

Lk, ,‘ETL,UJNetApp ConsolefAR AR EE . ERIFEXT, AFREUESR
J\/J_$[h«2§ 'fEIT #TT'ff{—JEE&o

ARRENT, AEEERACHAR OAFIRANRA REHITEN, XHERTERXZEENZH.

PREHIRIAXR
BREEAHAREESR,
NENIEFSARBERARIRRI

BAREEX LRGN S HBANENR. FRERAFNARNUEERR. HEEERABGNAR, NRTFoHR
FHNIR, M EEEH & PHRITERRCE

RAREERE, APSEE—MEE, BAMITZARLTRIFMEN. AFRSIREAFREREAHBE.

p

1. R EE> B ORI

2. FRLETRAF, ERBRRENIFRANAANRIBHARIRE,

S ERFENNED, BAXKI A UERARRER, AEEERF .

. Enable Read-Only mode

Save

PAFNIRLEA EIE 52 B 197 NetApp Console

MR REIEEENetApp ConsolefA4R, FAMEIE—T. F—TMHAPEREER, ARBIEKPMSIRE, &0
U EERAeHRMIEERA,

TE
1. $TFF Web %3282 "NetApp Console"
2. NRIEHENetAppZIFIE AR, , FEEE SR TIE LA S EHIMH A XEXAY B8 F BB ik,

TH A SEEERE RN ERAERINetAppZ it R FEH T EM.

356


https://console.netapp.com

3. REALBTREHABRIHR, BHEEH
a M TREL, BAFRBEEHAET—5"
() EBEsRRAEREITR.
b. EAIULIERE, EHRENAPPIIEBT I, HehESWIEEMEFHM AL KR,
BRI T AR ISR

4. BRE, FEARFHESRLBAP TN

3. T:E“R’A-'i[ﬂnﬁjﬁiy ﬁu@_ﬁ\éﬂéﬂo

6. FEF L IRATFIAME"

+ FABRIBEAEIERMAR, FRESISRIERNNFE. SIRE6arEE, "R EREsaiF. "

2

ERNERR, ERHEHaFEREENTERE, EBRIZMEBHFiFRKE, SRAPRMNEENAESR, Hoh
A, "Tf#NetApp ConsoleM S HFifinEIE"

WMRALEFE, EEMTERNetApp Console,

MR AE EHENetApp ConsolefB4R, FHIMBFERLUANE, EHFMBERAFXEVATENREESFEH
BB EHIEENetAppZIFIE R ERE, NREEH, 1FLIENetApp ConsoleE R K,

TE
1. T Web 3 %588H 3 E "NetApp Console”

2. NRIEMENetAppZFFUERIKF , HELHNABTERERLRER (SSO), BHEER TIHE LM EXEKE
FERFHEUEEY SSO iR, WIRIRTTEMER.

FEXTHERT, CHRENEERIGIREHA,
3. MREABES RIS ABRACEN, EEE M
a fESEAFREL, WAFBESIAE T—5"
()  EmERRRAFEREXTH,
b. RN, EHRENApPIIB T, HRE &AM T IS,
SEIEEAY R T A 52 AL A

4. BRE, BRHESRLBPIFAT Y.

S MRAFRTIEEIRAR, BXRAMEEHSHITHAEER, UEMITTLUISERMEER SHRHZT
EineBR, " T AR EX RAALAEIE G, "

T—t
KISALLHINURE, ENEFF BB e S B SRR S,

357


https://console.netapp.com

BIEALRSIFNFRR

NetApp Console FHYLALR KX F

7ENetApp ConsoleFEIRBRALRBNEENFEXR, ATLULEENFHLRSMBALINRE
IENetAppZR IR, MMEIMEHIERZ S,

vEARE
BEAHEER" TREXNRABHNESEE.
BRI AR PR RRX RBAARAREHEIENtAppHIR, REARFRTFHERRRIAIR

R, MEFHDURMBIRTHINRNBFSRSKA . SENHFXRSETBBRS TERERIN, X
FARERTEERIHZENTR. DERNARUNKRIEZEMAN. EESBEHESENHFIARNREVEET,

F A B LRI MSP S SHRT R EENetAppIfiR, MEFTERNIRE. B A LUEHISENF R LSRR
UM HAE LA, H B LREREEGIEN R AL R 2 M &M%,

EREIERM, LR SER A IMRRERR IMEMIESE . @R LURMATHREIZ FVARREEFTR. BT
HERSHEE X AR A SRR, MMAEDBEX TEHBERSESNEFWERFRE—H.

o A—TEHZ M RPSDESFUHEERAE

AR EMBWALPHN—IHZSNEF SDES Partnership admin A, MAIBMERENEXER, EaILUE
Partnership viewer DA REETENHXAMAZTEEENAF,

e SREHAHZENASR ID

SINTN

ERREEXR, KEREXNHEBEIRALNALR ID. FEEMALATLIAEIEEAR ID, BB FHiFaE
A EESNetApp ConsoleZ M A BALAHE,

RERRARRTHA L RAVAR,

358


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

Customer's-users

NetApp

Console

@)

Customer

S

Customer’s

Provider

o)
L) ]

Provider's

()

Provider's-user(s)

e 7EINetApp ConsoleNEII SEXFH

EEEEXRALET MNetApp Console RIEEEXRIFRRLEEIEX R,

Customer
K&

Customer’s
’ Org

Access policies

Customer’s-users

o)

Initiates partnership

Accepts partnership

)]

Provider

o)
)]

Provider’s
Org

Control policies

A

Provider’s-user(s)

359



° HAEGTF

BWAR MR ZIFEK,
BRWAARRRIR TR IRIIEMNRBVALR,

e RAPDREISEXRR

BRWARREARTISERFEIRSIKF DEA SRR R, REBARNXERF DEAE,.

Customer
R

Customer’s
" Org

Access policies

@)
()

Customer's-users

MetApp

Console

)

Provider

o)
()]

Ed

Provider's

e

Control policies

&

)

Provider's-user(s)

e RF1EE R A X IRE PR
MREBREALAR, EIUEDELSEXRNAFETRERRIVFRINR,

EA OB N AR AR E B s XX Kk 7 B A &SR SR B #Y.

360

1 A] LARE R B3H T 1A PR



Customer Provider

S =

4 \
] am
- I —

CUStOMErS | wiu o ' Provider’s
Org MR O S SR Y e 1 Org

| StoragewiewerRole A - :

A -~

Access policies Control policies

F 3

{QE
r h\;“‘i""
s

Customer’s-users

Configure Authorization
on Provider’s principals

o)
)]

Provider’s-user(s)

7EZNetApp Console P EHIRSENFX R

BIEREXR, EENARMESEHNESERFEZEREIZE. JEENEE, U
:‘—I).JTJJ‘T’F_V,NetApp AEEIE,

BIEEUFRR, EalBdERaPNABRENXAREMENTEENetAppH IR, KICHRNRTIHE
REVATEIR, MERRARRERIRTINRIIRIEI SIRSKE . SFUHXRRET 8BRS TIERERIL
3’3] EREHDEBTEERIHZNER. DENARUNRRIERTEMN. EESHEHESENHFIAIRNRYEE

BERE
FEGIFUHXAEED ABRENEESEUHXR. "SMIHFERE IUEESFAHFIE. "THE
XEAENESER. "

FEAVEIERUNES N

NREFEEHMALRRAR ID, BRILUEREHBUSEXRR, BWARKITHUEZIER, SIEXRTaE4E:
1&1—.]'0

TR, EWHERICEESEUHALRRASR ID, HEERSE SFUHEER A,

p

1. &R EE> B OB

2. R AR R ETR,

3. EEANMEIFKFRR"

4 QIR AEUHEXRIHEETR, WNBRSIEKFNSIEKFAER ID, AFEE RN

361


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

BIFBERWEAELGIFKAFARUMILE, ERIESFAHFXR TTE LER G FEKRETIRTS,.

HAEBRASIERR

BWAARARIUERALSIRER, SIEAUS#HTT, EUIEF S XAEER AT el ENEES
IR FRo
p
1. - EE> S HMIARE
prit ey (SUE S A
R BWEIGEXRR AT,
SAEERERUERN S IERRFIER « AR HUES
BEEGEXRANBFAGER, SEEREEXANARNZIMAR ID, ARERT—F%
A, FARAMGANEI SRR RFEENA"

.m.m.h.w!v

&R LARERY @ & RN TUE AN E b A% 3o

@ EAMNERARRESIESFAFNARTAR, SIFAHFITUEETEMID LSRR,

Q:l:

EHENSEXRAMEETRS BRI, F—HLAHEASE Partnership admim I Partnership viewer &t
HARF&ESRUEESEXR.

BEGEXRRNRES
BEELENSEXRRRT.

Esy=1=]
BIFAFXREERR. GFUFXAEERE, "THEXNNABHNESZER. "

p

1. &R EE>FHMIBE"

2. JE AR RS

3. R BEREMNSEXRR H ERKRNESEXRRET .
4. EREETREERARERSHERFRE.

BRARSEXRR

BN EREHARNI AT ERAGIEXR. RASEXARIAMEEHARPSSEUFHARKZNEARIR
E’Jlﬁ [E)AXBRo

FrERE
BNEER, "TREXNNABHNESER, "

p

362


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

1. R IR S BRI

2 M AIEERR

3. M BRI A MR R TR,

4 BEBRAERRRERSHELRE,

5. SMEEEBEMNERMAIEXRILE - REEE R

BEESFALRRRN R

EA LB AP AR S RAFARRERA R AMIEI SR X R, FNAFE, &1F
IFARATZTAMN D EARPIHERFENAE,

BERE

FEAFUFXZEER ABRUENERSHFUHXR. GFARERE IUERGFUAARE. "THE
XIFRABHNESER. "

FSEEJ BB METEX ZRIEIRAF . MEEXRDBIRAF S AHEHEEN SRR AHARPEAEIRBAEN

EEERRANINA S

HERSERFRARFIREN, SENFARN SERFXREERR BINMMIIDELARTHERRNAE
, REMZ BEIARXLEZ R,

JIFEEJ\/;%}JD AEEAFRRE, XERGFERASFURFARPIRE, SFRFTUERPAMRIDER

I

1. SEE-EIE> S HAIHIE

2. R AR RS

3. BEE BINEI SRR R TR,

4 ERIBERE . ECEERMIRAND R NS EXREN, EEFIRE"
5. SEE— RSN EFMBISEERTNRR, RBEEF

METEXRRPIEIRR R

E\é_JLMEETMA{’E%¥¢$§ﬁ$ﬁEAO METEXRPIZIRA P RIEMHHEEN & (FUH AR PERZRE AR

NRERFAR N SIRENAERMAILIARNER, SFAHEARNSEUNHFEERMIHEITXEEN,

p

1. E&FEE>FHMIAEE"

2. AR RS

3. R BWEIGEXRET o

4. FHRIRER B EEREMIRHIR R L, WERKEX,

363


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

o, B TERIEEREE BIFR R HINZIR(F

EERFNARER
ERILEBE DL AP NABUMEXER.
BREENSAFRXENAE, NREXNFHEHNFRIABETMAER, BRASIEARHARNEER,

pg

1. &R EE> B OB

2. R EEINHRE

3. i BWEIGEXRET o

4. MBRSITUE, SAMEIRPBIKE, EF-AREFREEEAEE

o FEFRAEH, BRAEHEEEMADKAGKNALR. XHRIMEMENTT, AREF AR TIFHHF.

NEFRAFER P RHEIRIE
Ea L A A 1R P D ECALR X I B RS E A B R E T A 1H R,

VEAE
BNEER, "THREXLNABNESER, "

BRI HARBITERRARMEI SRR R P, AREA AN DEARPRFENAER, "7 RIS
ER R o

TREFUHERPHNAR
"TEJL,U&EEAEEQ CHABHNAAREESIFAHARNENEE, A, #HFF)?E%@%BJE CLEIG Il
15502, ERERTAEFNHBARAITRHEFRNA®. EHRONTAPRTBEFERZMAITI,.

EBRILABRAFRAP DEUT AR

F RREER"
L X HERTE R
* EREAEER
 BHEER
EHHREEER

364


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html
task-partnerships-assign-users.html

R EEE
* EEEHAAIT
HREERR

"THRAEXEXBBHNEZER"

BEERFERFARNAE

ERILUEE AL SN A BRI AN AR ZRAARNR. DEEARR, BRE—TREFEN—1TAE. TR
— M REFRDEZ M AR,

flan, MREEWIIE, FAFER—TAFRNBEXIRITNENEHNREEERAR, WEFEAST
BNENAFRREZAR. FAF, IREBAR-—ITHENAFREFENTRNAEE, WREEDHDES M HAE.
p

1. &R EE> B OB

2. R EIEIHRE

3. I BEKHRRE RN IET o

4. ERIRER B ... EEEREENERUNSEXRRZN, EFEEFRAER

A ST FIR EREERAHFALRBERMEI SRR RAIR 5.
O WEHHRERP . EBENIABIIMGEY, EERNNAER
6. ZARMAE, BMMNIEFEPHSE:
o AR XHRHWE: EERRN AN RIEIREREDR
SNREERARTMF, Wiz RFABEIZARI X RAFERERINR.
o WEEH: EEABER, "THRILRAR"
CEFAET EE—IAG, ZABNMGRMHSEEENAR. XHRET B BXNFRIIRR.

c AR MREBRHENBLARNEMHREIENIARNR, FEFRFIAE, EES—TIXH
ERIMEHABEEG, AEEF—1TAGLHMENNEE,

[Bi = ) 1y ==
BoERE I FRRNAR
R LAE e E i PR Bota SRR A &,

p

1. EFEE>FHMIBE"

2. JE AR RS

3. BRI XREBET R,

4 EERIRERE .. T EEETENERUNSEXRARZL, RFEEFFHEE

"B FIRETRSRNHARERNE SRR RIS

365


reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html
reference-iam-predefined-roles.html

O MBSTTIE, SAMEIRPHIMS, - AREREEFAEE"

6. ERIEP, RARZENMANEKAGHNAR. XHXRFMEMENTT, AT AR TFHEREE UEES
Fota izl iR A B,

7. AR EA RN E AR A R,

a. EENMOANAR, FERRENNAGEUNEN ., ERERAREINE-—ARLINNAE. §
an, ERIUM—TMUERSABRERNS — M ERS A e, BINEX.

b. ZEEUHDERRMNAE, 1BEE ] TARGEN, SHERIMREARBRENNAE. TRRERTIA
illES g

EAFHERT(E
—BEESFRFARTRETAE, SR IUHRENZARF RITEENRITHIR(F.
ERAARBECNARNEERARNEES AR Z AR, 7 REXTRASNTENESEL,

TREBEGHEUFERFSERZNER, HARESRAENABRITIRF. SENGFUHERREE,
HBAREABEFEENINZRIEL A G,

$TNetApp Consolet®{E

EEI LA A H & EEITRIRMERVRS, UEEREFEREMRAVAH, Er]LIMEH
ZE. BNROERRS, SFERNAEZERIEFHT.

BB AR L T B i TE ALER ORI TR

A z=h Al

EREHNMENERRS RES M EHZITHRIFAGE R UMH—PRE
ETYUMERTENRT (FHE, ZEEFZHIE RE L TMANKS

BRI

XERERF REFAERRE BKE Ul 31 API IFRBER(E
ETRARRERNRE ERFTERE, TERAFRENTERRAZLRIEN
REEMIIEER RS, #1F. AP KEFHTIIE
RRMRAPMEMALEBFERFEABIIIEE =B BFERFIEE

MR TUEEZ A P AT
R TTESRIRAERIT T R ERTS,

e

HItNE SRR N ERERARSIK, MTaRRE. XEEXEKAF. IZRR. SIRRESFEERERF
BRI LIRSS REMALRNMN T R, HETEREE BRIIRIFR.

5B
1. B

366


task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html
task-iam-switch-organizations-projects.html

2. ERFRAE LA NSRS R E AR P ERAVE(F
fplan, SR LUER RS TIER BT SIERSAXRENE, HETUER B TIEEE TSR ERFIK
FHEXAEVR(Fo
MBI TE THEITES

ERILUG R BEMEITTUE THE CSV X, XEEEBICRAF TEINARFHRITAIZIE CSV Xf*
BETHR CSV XMHHRIFFEYI, TILH I E AR ERAIT I,

ps
1 B HRITTIER, EERRRE LA TEHER.
fERE RO AR

BHERER TS S 1R E LA, ENEEEBEREIRERIIEHEIB T ZIEH QRERVIRTS. FHIEFR
BiEH SRS FE SRS ELERF Do

R B EEEn R R FEm () ) FERBEER, REFNEHABRTL T ENRSHRSRS ™ E
MEM. FEit, MREEIIBSE, WRFEEENENFTELEE,
IR R EIT R 8 @I B F I A IX R LA pEA], XFREERERRAFLAIUTREZNAREL, B

FHERF AT LAAE A ERLRIEAAR, SEREMFER 7 ARERENASENNREA. THRINMLESF
BRI B

EEBOER PO E R

BHROEEEEBE R B BRI FIASH IR LR BN AFENKELERE, R, EREEEBE
BONTAPTHEIMERSRE. AIAM. tHee. RIPANR2MERXAREEGETTE XL,

"7 25 *NetApp ConsoleZiRMELZER"
pecp et
EHERBER D AL TR

AR R

HEFIRY HINERA, WIRAILEIRENLEFETE, BJReaSEARS k.

iR —TTEIES IR IARINE L, HENRF IR [EHEHEN 7] sE S BRI

&5 BNIZAEXNEE, UHBREFASKITERE, XMTEREENBIASSH
ARS5 kT, B RIRER TR I ENRERA EHET.

=iy RGNV EREVTEIRUHRARETARSS ; Hli0: TTEME. MIRSEN. #E
Z2REF.

=8 RMAE XIRFHIZHIMINEBATES.

582 NI A2 R TN TE Ao

367


https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html
https://docs.netapp.com/us-en/console-alerts/index.html

SR A

AINMERT, BREENFOERRFIEENE N, ErLULRERINERN, UNETRHEEERE, &R
RS MBS B AT IR,

Filter Services (All) = Filter Type (All) «
Digital Wallet (3) | [J Information (0)
Active IQ (2) . [ Success (1)

[ AppTemplate (1) | Warning (2)

Clear Apply Error (1)

[] Recommendation (0)

Clear Apply

a0, MRERAVEEEH SR BN TS BN, BERXEFRE, EFRERIXEREEN.
KA

MREFBFEETEFREN, JUMTEFREREN]. ErRISME—XEXHFIEE,
BXHAFFEEA, BTE@EM PO FHEF 28 KE"

BXRHAEMNEN, BRIATREEEA L H TR XE

REBFEFERIRE

EA] LUBE BB F B AEAS E R B RER], XEFRMEERERBAIURMEBZNRSER, BFEFAIURIES
ALK FRERAR, EMEMER T RRERENRIUIEIF Ao

* ITHIE&ZEMIE. FRBEMITIE. NetApp Copy and SyncllAXzNetApp Backup and
@ Recovery 8 F BB,

© SR e REBREE KA EEMIGRMGRE, RFREBFHEN,

SEBEM P OIGE T SRS AR E L@ B FHp IR A EEIZEE, BIABRT, EEAREEREEIFT
B RN BN BRVEFHR . XEBAREFIEIRS - ERBEER(UZWR LRSS B, FlanrE

g NetApp Backup and Recovery,

FrE E At ARG AZBBEE A A ZBE BRI BT - AtEEEAEAEMAFRERNIRE.

T MABALREEGABTEEENBNILE,

TR

368



1. G EE-BRIGE"
2. EEFMBLA R PRI

*HAWRHE N TTE AT EEE R & OB E & B8RRI 51
3 WALRAA TTEH HMRHE N TTEFER— MRS IAF, ARERRRIXMERFEE:

° BWBRNAPHTEN, BEFRZAFRNIITHRE, REBLXRMEMER, ARERNAY

° BNZIMAPHTEN, BEFESTAPNERE, SR EEETFHHERN", REERKEAENER
Y =Prirs =V S

AINELA EE F BB AU A

AL AP _EFETHARENERAR KA FRAR BaERN, S8 UE Bl N TTE R A EHMT
PR REH S EF R U EIR L R BRIV ERAE R B AR A0 B FBR ik,

TR
1. MBAIRE TUES, RIS A

Add New Recipient

Email

saul jenkin@gmail.com

Mame

Saul Jenkin

Motification Type

Critical X Recommendation X

Add New Recipient Cancel

2. AR BFERthl, R ARREIRERNIEER, AREE IR A%.

369



=&

REBLEFEHIS
FERAEI ) AT IR
(BT LAE R & IR ) A RINESH A RIEN R ENEE,

R REgHPIES &
ERILUMIERI S RIBENIGREIFERI G, SMEIUTER:

/opt/application/netapp/service-manager-2/agent-maint-console

[iy=t ke Lvana

X “config-checker validate 1% 88 < A IFEIIHEH & IR E.
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o ZFPIOIERE, BRHKRIEREEIE: * NETWORK Wil 5FrEiEH & in m M ERE.
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—-—certs <paths> - EER -

EERATRIEN— P RE MERXAHRBER, IEBXHFBINNPEMEIN. SN REZERES DR, NREN
REERBESGES, WIS ALIEDL,

BB E 2R IIERAI
BRI :

./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK
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./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK --certs /path/to/certl.pem,/path/to/cert2.pem

BEEE ML)
BEEEEMSHIEEE), M -help Elan<, FIW0, BEE ‘proxy add' &<, ERAUTEHS:

./agent-maint-console proxy add --help
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/opt/application/netapp/service-manager-2/agent-maint-console
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./agent-maint-console proxy add --help
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X “proxy get iZip S ERAE X UIBAREBRSSBEENEE. EEEYMBANIERSEESE, BEHAUTH
2

IBIREUT I

EEEYURZARIERSSHEE, BERUTHS:

./agent-maint-console proxy get
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BEMRIERSIIEBXENRRR. IEPXHGBAAPEMER. MRIEBXGSHTUTFE—BRFR, HEEE
IEBXHTTERZ.

RIEARINTAB

ERMBEERIERSES, BERUTEHS, HA /home/ubuntu/myCA1.pem BRIEIRSZ[IFBXHRIRRIR, IE
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./agent-maint-console proxy add -c /home/ubuntu/myCAl.pem
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./agent-maint-console proxy update -c /home/ubuntu/myCAl.pem

RIBRZ PR
X “proxy remove 1Zan ¥ MARIEFHIFRERRIEIRS AL E -

RIS
EMEFERRIERSEE, BERUTHS:

./agent-maint-console proxy remove
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"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2
"clo
"clo

"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",

"clo
"iam
"iam

"iam:

"wa

lam

lam

"iam:

m"wa
"iam
L1

"wa

"sts:

"sts
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:

lam:

lam:

lam:
lam:

lam:

:ReplaceRoute",

:UnassignPrivateIpAddresses",

DeleteSecurityGroup",
DeleteNetworkInterface",
DeleteSnapshot",
DeleteTags",
DeleteRoute",
DeletePlacementGroup",
DescribePlacementGroups",

:ModifyVolume",
udformation:CreateStack",
udformation:DescribeStacks",

udformation:DeleteStack",
:PassRole",

:CreateRole",
PutRolePolicy",
CreateInstanceProfile",
:AddRoleTolInstanceProfile",

:RemoveRoleFromInstanceProfile"

ListInstanceProfiles",
DeleteRole",
:DeleteRolePolicy",
DeleteInstanceProfile",
GetRolePolicy",
GetRole",

:AssumeRole",
GetBucketTagging",
GetBucketLocation",
ListBucket",

CreateBucket",
GetLifecycleConfiguration",
ListBucketVersions",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketPolicy",
GetBucketAcl",

:PutObjectTagging",

GetObjectTagging",
DeleteObject",
DeleteObjectVersion",
PutObject",
ListAl1lMyBuckets",

DescribeVolumesModifications"

DecodeAuthorizationMessage",
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"s3:GetObject",

"s3:GetEncryptionConfiguration",

"kms:ReEncrypt*",

"kms:CreateGrant",

"fsx:Describe*",

"fsx:List*",

"kms:GenerateDataKeyWithoutPlaintext"
I

"Resource": "*",
"Effect": "Allow",
"Sid": "cvoServicePolicy"
by
{
"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec2:RunInstances",
"ec?2:TerminateInstances",
"ec2:DescribelnstanceAttribute",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2:CreateSecurityGroup",
"ec?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"ec2:DescribeVpcEndpoints",
"kms:ListAliases",
"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartitions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
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"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:

1,

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketAcl",
PutBucketPublicAccessBlock",
GetObject",
PutEncryptionConfiguration",
DeleteObject",
DeleteObjectVersion",
ListBucketMultipartUploads",
PutObject",

PutBucketAcl",

:AbortMultipartUpload",
:ListMultipartUploadParts",

DeleteBucket",
GetObjectVersionTagging",
GetObjectVersionAcl",
GetObjectRetention",
GetObjectTagging",
GetObjectVersion",
PutObjectVersionTagging",
PutObjectRetention",

:DeleteObjectTagging",

DeleteObjectVersionTagging",
GetBucketObjectLockConfiguration",
GetBucketVersioning",
PutBucketObjectLockConfiguration",
PutBucketVersioning",

:BypassGovernanceRetention",

PutBucketPolicy",
PutBucketOwnershipControls"

"Resource": |

"arn:aws:s3:::netapp-backup-*"

1,

"Effect": "Allow",

g el
by
{

"backupS3Policy"

"Action": [

"s3:
"s3:
"s3:
"s3:

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
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"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1y

"Resource": [
"arn:aws:s3:::fabric-pool*"

1y

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Action": [

"ec?2:StartInstances",

"Wk n

"ok



BUER #2

"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"k
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"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec?

"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

:CreateTags",

DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",
"Effect": "Allow",

"Sid":

"tagServicePolicy"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2

"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

lam:

lam:

lam:

lam:

lam:

lam:

ListInstanceProfiles",
CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
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"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:StopInstances",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",
"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"s3:GetObject",

"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:CreateBucket",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"kms:ReEncrypt*",
"kms:CreateGrant",

"ec2:AssociatelamInstanceProfile",

"ec2:DescribelamInstanceProfileAssociations",

"ec?2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",



by
{

"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::fabric-pool*"

]

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": [
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Resource": |

"arn:aws-us-gov:ec2:*:*:instance/*"

"ok
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"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-us—gov:ec2:*:*:volume/*"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",
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"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",



"ec2:DetachVolume"
I
"Condition": {
"StringLike": {
"ec2:ResourceTag/WorkingEnvironment": "*"

b
"Resource": [
"arn:aws—-iso-b:ec2:*:*:instance/*"
]
b
{
"Effect": "Allow",
"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"
1y
"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",



"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
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"ec2:DetachVolume"

1,
"Condition": ({
"StringLike": ({
"ec2:ResourceTag/WorkingEnvironment": "*"
}
y
"Resource": [
"arn:aws-iso:ec2:*:*:instance/*"
]
by
{
"Effect": "Allow",

"Action": [
"ec2:AttachVolume",

"ec2:DetachVolume"

1,
"Resource": |

"arn:aws-iso:ec2:*:*:volume/*"

IN{eIfsEFE AWS AXPR
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* ec2:¥@RVpcs

* ec2:3EIADHCPIZEIN

* ec2:HEIRIRER
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ZARERL LT AP ERRERE Amazon S3 FRRIEL

* s3: FREVFHERUE

* s3: FIHFrERNTFER
* 83! FIFRAE

* s3: BIEAE

* s3FRENE A A HARCE

* s3: PutLifecyclefit &

* s3: PutBuckettrid

* s3: FIHFMERIRZAS

* s3: FREVFFHERRAC

* s3: PutBucketALifia)ik
* s3: FREVR
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* ec2: R Vpcin =
* kms: FIHFIZ
* s3. PutEncryptionfid &

SEERERMERGEAEREREM XM, EILHLUT APIIEXK:

* s3: DI

* s3: MIFRXR

* s3: MIFRIRARZS

* s3: FREXFFHERRACI

* 83! BIFRKE

* 3. FIHEFMERARA

* s3: FIHEZES £1F
* 53 Putif®
 s3:PutBucketAcl

* s3: PutLifecyclefid &
* s3: PutBucketAFifia)iR
* s3: HIERDEE EF

* s3:FIHZE D E1EERS

L 1&{E M DatalLock FINetApp Ransomware Resilience#t{T&& 98T, KIBSAHUUT APl iEK:

* S3IREVRhRAATIE

* s3. REVFHERNRBECE
* s3ERERhRZAAc

° s3: PutObjectTagging

* 3 MpRMR

* s3: PRI RITIE

* s3: REVNRIRE

¢ s3: MR RARZAARIE

* s3: Putif®

* s3: FRENR

* s3:PutBucketObjectLockEC &
* s3IRENE A A HAECE

* s3: IRATE VI HFMER

* s3: FRENFEHERRATIC

* 3. MIBRA RARAS
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* s3:
° s3:
* s3:

5| B =gt ik s
B
PutBuckettrid

* s3IRENIIRATIC

* s3:
° s3.
° s3:
° s3.
° s3:
° s3.
° s3:
° s3.

PutBuckethR As1E !
PutObjectVersionTagging
REVFHERRAR AR
RENFFAERACI

SadRIE R
PutObjectRetention
REVFHER(LE
FREVH SR hig s

IR EXFCloud Volumes ONTAPEZERRY AWS I 53T REFERIMKF RE, NAESAH LT APl IER

* s3:
° s3:

PutBucketZB&
PutBucketFr Gzl

M IRE BB hRAXFR

REERSIRE v2 KB ZEIEAT IBRRS 1208, WRFELTR:

* kms:FlIF«K*

* kms: iR

* athena: FFIAEIAMIT
© HHD: RENEIRLER
© HH: FRENEIBAT
* athena: FLEEIFHIT
© RK: BIEREURERE

© Rk BIER

* Bok: #ERRD X

PAES

RIBEZH LU APl 3EREEFENetApp Data Classification:

* ec2: IR
* ec2: HRSEFPRTS

* ec2: BITSEMAI
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* ec2: &IETAH

* ec2:BIEARE

*ec2: tliEE

* ec2: [innE

*ec2: BIERSA

* ec2: MFRRSA

* ec2:iERL LA

* ec2:BIEEMLEEO

* ec2:HEIAMLZIZO

* ec2:FRMIZEO

* ec2:HEIRFI

* ec2:¥@RVpcs

* ec2: BIEIRER

* ec2HEIRXIF

* cloudformation: 8l 4%

* cloudformation:HipitEd%

* cloudformation:f#iX Stacks

* cloudformation: &ERMEEREH
* lamIRINA eI SE IR E X4
 ec2:AssociatelaminstanceProfile

* ec2. EiRlaminstanceProfileAssociations
L {&{FEFNetApp Data Classificationfy, XA H LT APl IERFE S3 FiEE:
* iamIRINA e R LR E X H

* ec2:AssociatelamInstanceProfile
* ec2: #EiRlaminstanceProfileAssociations
* s3: IREXTFAERRITIC

* 3. RENFERUE

* s3: FIHFTEIRAVTFER

* 3. BRI

* s3: RENFERRERINTS

* s3: FRENFAERSRER

* s3: FRENFFEHERRAC

* s3: REXMR

*iam: REXAE
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* s3: fBRXTHR
* s3: MBS KRS
* s3: Puti®k

* sts: AssumeRole

Cloud Volumes ONTAP

ZARIER B LT APIEKUTE AWS FEZEFEIECloud Volumes ONTAP

B 121ME BFEE? BFHRIEE? FBFMpx?
FICloud Volumes iam:F|HEFIREX =B = S
ONTAPSZfIgIZEM
B8 IAM e E . = = ==
EE%K#F lam. ﬁUE%@ = (=) (=)
iam: fkREBEE & = =
iam:PutRolePolicy £ 5 &
iam:GIELHIREX = & &
s
iam:fHpRAEEE & = =
iam:AINAeREs =2 S S
BB X
iam:MEEFEEXH T = =
ifikREE
iam:MIBREFIRREX T = =
a2
iam: PassRole = = £
ec2:Associatelamins & = &5
tanceProfile
ec2. i = = &=
AR lamInstanceProfile
Associations
ec2:. fRBR>* S =z S
EXlamInstanceProfile
FRREIENURSHE  sts: MRIBIENCEHE =2 = &=
IR T EIEE  ec2:iEiAEE = b= =
fR1& (AMI)
3= =@

R VPC FIRERE  ec2:3ERRAR =
X (X HA WEE)
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B8y 121E BFEpE? BFHEREE? FBFMpR?
EEHRFRRRIEM ec2:fIEMEZEZEO =2 5 S
E1ECloud Vol
DUV oo MUEIED R 2 =
ec2:MBRMLZEO & = =
ﬁﬂ%ﬂﬂllﬂéﬁ%lﬂ% S = S
RENEIRFWMZEE ec2:iERFM = = &
4
e ec2:##RVpcs = = )
¥REYCloud Volumes ec2:{RDHCPIEIT 2 & &
ONTAPSZ{5#9 DNS
SERMEINT R
HICloud Volumes ec2: BlIERE = = &=
NTAP#HIE EBS
O THIREBS T oo mistE B 2 2
ec2: HIR IR & = =
fFkCloud Volumes ec2: FREUTHIGH =2 = =
ONTAP#ZHI&, % W
AL =g
F|AutoSupportiE 2
SREXFI M FIER  ec2:iERZIAXS =z S S
FREXATF AWS XiF  ec2:i#R XI5 2 =2 =
IES
B2 5Cloud ec2:MIBFIRES & = =
Volumes ONTAPE "
BIXBERRBRIIRS  ec2 RTINS S = &
BIEFNEIE AWS cloudformation: 8|3 £ & s
CloudFormation 18  1f#%
TRAHEL cloudformation:flifg = S S
b5
cloudformation:i# = = &=
jRStacks
cloudformation: & =& & &=
KRR FH
~IER: WikElR =2 & B
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BlIEFEECloud
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FREMIEDBRE
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£ AWS RIAEIE
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hARED HA TS0
R 2R e EE
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BIERE
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ERE
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EE =k

HANMABIBRNIRES, B ISE TEIERD FER.

2025F118118
FRIEEERIRMZES], TNINetApp Backup and Recovery RBEE LI TINR, XLEANREE MATTEAIRIEHE

53

* kms:F&*

* kms:FER*

* athena: FIAEIAMIT
© HH: RENEIRLER
© HEHD: IRENEIEAT
* athena: {FLEEIEHIT
* K BIEEURERE

© Rk BIER

© Rk #HtERIBRS X

2024%F9AH9H

T NetApp Console B Z15NetAppii5E1E LUK Kubernetes SEB¥ YR AN EIE, FEILMITEXIFAYREE #2
FRfIBR T A PR,
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EE MRBEFRAEIAR

"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",

"Sid": "K8sServicePolicy"
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

by

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

2024%F5H9H

Cloud Volumes ONTAPIIEEZELLTINIR:
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ec2: HAT]FAXIE

2023F6H6H

Cloud Volumes ONTAPILTEEE LI TR :
kms: 4 f A B XX I ER R £A
2023F2H14H

NetApp Cloud TieringIl EEZE LU AR :
ec2: 3R Vpcim =

AWS I HI SR IELT AN

RIER AWS R BFBENGMHUERN, HEME %J‘*ﬁ'JUE SH S CIERY, NetApp
ConsolexBzfglZ it L 24, BFENABEHEMREETIZE LT 2H,

N

Y i ] B8

SSH 22 REXTHIRENA SSH A8

HTTP 80 * RIEMEFim Web XTS84t A RERY HTTP i518]
* #£Cloud Volumes ONTAPF IS 2 {E

HTTPS 443 IR P RER HTTPS A1 LA K B NetApp Data ClassificationS= 79 %
TCP 3128 79Cloud Volumes ONTAPIRI EEXMifial, ZPEEEAMFohITH IR,

UL

RIBRVFIE X £ 2B TAFMBEHIERE, MNRAILUER, 1HEREARRHIERN, NREFEE RN, 15
fERBRHUERN,

EARH RN
RIBRVFIRE X 2 H B LT RSN,

X i ] BRY

FfiE TCP el PR HibmE
Ffi5 UDP el FRE HibmE
S G

MREFEE HISRESE™ASAFN, Wa] UAER U TME BMGTAREBR LSS ENIRO
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()  mPsRREEAL

R3S i %0 Br BrY
AP| A HTTPS 443 H i B Bk 3 AWS. ONTAP,
#AutoSupport FIONTAPEEFEIE  NetApp Data
LIF ClassificationFJAPI
WA, UKAENetApp
& i%AutoSupport;é
AP| JAH TCP 3000 ONTAP HA Afi#2§ SONTAP HA JAfi#2%
BYE(E
TCP 8080 56 S ZRERF IR N LR
eS|
DNS UDP 33 DNS BFiEHIE8 DNS
AT

Azure P RMFAFE L 2N

1=H 8 RIER Azure YR

ZiNetApp ConsolefE Azure FRaEHIS IR, ESE—MBEXABKINE VM, %
VM ARIBIREEIEZ Azure 1TIHPHRFREFRIZNAIR, CIEFEBNRITZ Azure AR
17 AP AR,

EEFENRELRILBEXABIRTENFHEE.

MNetApp ConsoleZfE

HEERER AT Azure PRHENEEMNN, ESBR "AANENAETREEIML, SIZEEXAR
» HEEDELEMNT. ZABHEH SIRESIEZ Azure TTIRANZRIRIZFARIAIR. HREFARN,
ABHNRFRR RN, EAFENRELIZILABHEEEN.

FREFEHM Azure HIZEE

HEM Azure TIHEENEE Linux EHN EFohREAEN, EFEETREBEXABHAEERECRILE
PPER,

EEEHRABERNN, FAGESMRAPZAFINHENIR MRFZHONR, EMRERITRESTIH.

* EEEFAXERBRND P WA, FSREUTIIE:
° "GE Azure TIAERERIRR"
° "G B A HERERIANR"
° "% B REIRTCAIAR"

"Name": "Console Operator",

"Actions": [
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"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Compute/disks/delete",
Compute/disks/read",
Compute/disks/write",
Compute/locations/operations/read",
Compute/locations/vmSizes/read",

.Resources/subscriptions/locations/read",
.Compute/operations/read",

Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",
Compute/virtualMachines/restart/action",
Compute/virtualMachines/deallocate/action",
Compute/virtualMachines/start/action",
Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",

.Compute/images/read",
.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",
.Network/virtualNetworks/checkIpAddressAvailability/read",
.Network/virtualNetworks/subnets/read",
.Network/virtualNetworks/subnets/write",
.Network/virtualNetworks/subnets/virtualMachines/read",
.Network/virtualNetworks/virtualMachines/read",
.Network/virtualNetworks/subnets/join/action",
.Resources/deployments/operations/read",
.Resources/deployments/read",
.Resources/deployments/write",
.Resources/resources/read",
.Resources/subscriptions/operationresults/read",
.Resources/subscriptions/resourceGroups/delete",
.Resources/subscriptions/resourceGroups/read",
.Resources/subscriptions/resourcegroups/resources/read",
.Resources/subscriptions/resourceGroups/write",

Storage/checknameavailability/read",

.Storage/operations/read",

Storage/storageAccounts/listkeys/action",
Storage/storageAccounts/read",
Storage/storageAccounts/delete",
Storage/storageAccounts/write",

407



"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Storage/storageAccounts/blobServices/containers/read",
Storage/storageAccounts/listAccountSas/action",
Storage/usages/read",

Compute/snapshots/write",

Compute/snapshots/read",
Compute/availabilitySets/write",
Compute/availabilitySets/read",
Compute/disks/beginGetAccess/action",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen
ts/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write",

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/loadBalancers/read",
.Network/loadBalancers/write",
.Network/loadBalancers/delete",
.Network/loadBalancers/backendAddressPools/read",
.Network/loadBalancers/backendAddressPools/join/action",
.Network/loadBalancers/loadBalancingRules/read",
.Network/loadBalancers/probes/read",
.Network/loadBalancers/probes/join/action",
.Authorization/locks/*",
.Network/routeTables/join/action",
.NetApp/netAppAccounts/read",
.NetApp/netAppAccounts/capacityPools/read",
.NetApp/netAppAccounts/capacityPools/volumes/write",
.NetApp/netAppAccounts/capacityPools/volumes/read",
.NetApp/netAppAccounts/capacityPools/volumes/delete",
.Network/privateEndpoints/write",

"Microsoft.Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

on",
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"Microsoft.

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

Storage/storageAccounts/privatekEndpointConnections/read",

.Storage/storageAccounts/managementPolicies/read",

Storage/storageAccounts/managementPolicies/write",

.Network/privateEndpoints/read",
.Network/privateDnsZones/write",
.Network/privateDnsZones/virtualNetworkLinks/write",
.Network/virtualNetworks/join/action",
.Network/privateDnsZones/A/write",
.Network/privateDnsZones/read",

Network/privateDnsZones/virtualNetworkLinks/read",

.Resources/deployments/operationStatuses/read",

Insights/Metrics/Read",
Compute/virtualMachines/extensions/write",



"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",

"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

1,

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft
"Microsoft
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft
"Microsoft
"Microsoft
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft.
"Microsoft

Compute/virtualMachines/extensions/delete",
Compute/virtualMachines/extensions/read",
Compute/virtualMachines/delete",

.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",
.Compute/diskEncryptionSets/read",

Compute/snapshots/delete",

.Network/privateEndpoints/delete",

Compute/availabilitySets/delete",

.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",

Compute/diskEncryptionSets/write",

.KeyVault/vaults/deploy/action",

Compute/diskEncryptionSets/delete",

.Resources/tags/read",
.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",
.Network/applicationSecurityGroups/read",

.Network/networkSecurityGroups/securityRules/write",
.Network/applicationSecurityGroups/delete",

.Network/networkSecurityGroups/securityRules/delete",

Synapse/workspaces/write",

Synapse/workspaces/read",

Synapse/workspaces/delete",

Synapse/register/action",
Synapse/checkNameAvailability/action",
Synapse/workspaces/operationStatuses/read",
Synapse/workspaces/firewallRules/read",
Synapse/workspaces/replaceAllIpFirewallRules/action",

.Synapse/workspaces/operationResults/read",

.ManagedIdentity/userAssignedIdentities/assign/action",

Compute/images/write",

.Network/loadBalancers/frontendIPConfigurations/read",

Compute/virtualMachineScaleSets/write",
Compute/virtualMachineScaleSets/read",

.Compute/virtualMachineScaleSets/delete"

"NotActions": [],
"AssignableScopes": [],
"Description": "Console Permissions",
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"IsCustom": "true"

W{AIEA Azure 1R

IUTEBD TR T NI & NetAppFE R S BHRR S EANIR. NRENQTBERME (REFBIRENR
, MEREREER,.

Azure NetApp Files
L1&{FEFANetApp Data Classificationi3#iAzure NetApp Files#iERS, IESAH LT APl IEXK:

° NetAppo. NetApp /netAppAccounts/read
* NetAppo. NetApp /netAppAccounts/capacityPools/read

* NetApp/netAppAccounts/capacityPools/volumes/write
* NetApp/netAppAccounts/capacityPools/volumes/read

* NetApp/netAppAccounts/capacityPools/volumes/delete

NetApp Backup and Recovery

LUTF& TR T NetApp Backup and Recoverydl{al{ERNIR,

NetApp Backup and RecoverytfR
EFHIERESLZHUT APHERIUSEIIE ZARBINetApp Backup and RecoveryIiggE:

» Microsoft.Storage/storageAccounts/listkeys/action

* Microsoft.Storage/storageAccounts/i%EX
* Microsoft.Storage/storageAccounts/write
» Microsoft.Storage/storageAccounts/blobServices/containers/read

» Microsoft.Storage/storageAccounts/listAccountSas/action
* Microsoft.Resources/iT 5/ & /i52EX

* Microsoft.Resources/iJ [/ F4H/33REX

* Microsoft.Resources/iT 5/ R4R/Z5 IR/ REX

* Microsoft.Resources/iTi#/ZRE/S N

* Microsoft.Storage/storageAccounts/managementPolicies/i%EX
» Microsoft.Storage/storageAccounts/managementPolicies/write
» Microsoft.Authorization/locks/write

» Microsoft.Authorization/locks/read

UTRATEOMMENBENRE, efEANNRED, STRBRS!
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" id" :
"/subscriptions/{subscriptionId}/providers/Microsoft.Authorization/roleDef

initions/{roleDefinitionGuid}",

"properties": ({
"roleName": "Custom Role",
"description": "Minimal permissions required for Backup and

Recovery.",
"assignableScopes": [
"/subscriptions/{subscriptionId}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}/providers/Microsoft.Storage/storageAccounts/
{storageAccountNameWithObjectLockPreprovisioned}"
1y
"permissions": [
{
"actions": [
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",
"Microsoft.Storage/storageAccounts/listAccountSas/action",
"Microsoft.Resources/subscriptions/locations/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Storage/storageAccounts/managementPolicies/read",
"Microsoft.Storage/storageAccounts/managementPolicies/write",
"Microsoft.Authorization/locks/write",
"Microsoft.Authorization/locks/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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SRENMRENR

EHIGREAH LT APHER, UKMBEENNRERIEUNERNEINEE, XENRAITFERMSE. =
HENZESD:
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#%& Google Cloud APtk 1R

title: Console agent deployment policy
description: Permissions for the user who deploys the Console agent
stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

- compute.zones.get

- compute.zones.list
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- config.deployments
- config.operations.

- config.deployments.
- config.deployments.
- config.deployments.
- config.deployments.
- config.deployments.

- config.deployments
- config.deployments
- config.previews.ge

- config.previews.1li

.Create

get

delete
deleteState
get
getState
list
.update
.updateState
t

st

- config.revisions.get

- config.resources.1l
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager
- deploymentmanager
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