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I NetApp console

Home ¥7 Management
Add and manage storage systems and
enable data services.
& Storage

Alerts

View and act on real-time system alerts for

Protection .
d OMTAP on-premises systems.

9

Governance Lifecycle planning
Receive recommendations for systems
nearing capacity limits and systems
Health approaching the end of their service life,

Workloads Keystone
Scale storage with flexible subscriptions that

c O

support hybrid multi-cloud environments.

@® Mobility

ﬁ' Administration
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Ml NetApp console

Home Licenses and subscriptions
Manage and monitor data service
marketplace subscriptions, direct licenses,
& Storage and billing.

Support

Protection .
. Submit and manage support cases.

> Governance Identity and access
Manage users, roles, permissions and
authentications methods.

M Health
Agents

&) Workloads Provision cloud-scale networking and
compute, with flexibility and ease of
management access.

@® Mobility

Credentials

‘ﬂ’ Administration Add and manage organizational-level and

@ user-level credentials.

Motification settings
Manage how notifications are sent and
when,

Audit
Audit user and APl actions taken in your
MetApp organization.

RS
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HYRME) A1*Digital Advisor* (R IATERPIRS E N AL EREFEINR) -



Ml NetApp console

Home Digital Advisor
Identify risks, fix security gaps, plan
upgrades and monitor health
& Storage

Software updates
Execute and manage software update

¥ Protection ) = .
workflows for ONTAP on-premises systems.

#) Governance Sustainability
Monitor systems® environmental impact to

achieve sustainability goals.
Health

7

€) Workloads
® Mobility

-ﬂ' Administration
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I NetApp console

Home Data Classification
Scan and classify data to achieve enhanced
governance, efficiency, and privacy.
& Storage

Automation hub
® Protecti Use scripted solutions to automate the
rotection i :
deployment and integration of NetApp

products and services.

@& Governance

7

Health
&) Workloads
@® Mobility

ﬂ. Administration
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"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",
"iam:PassRole",
"iam:ListRoles",
"ec?2:DescribelInstanceStatus",
"ec2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
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DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",

:DescribeNetworkInterfaces",

DeleteNetworkInterface",

:ModifyNetworkInterfaceAttribute",

DescribeSubnets",
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CreateLaunchTemplate",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",
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"cloudformation:DescribeStackEvents",
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GetRole",
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"cloudformation:ListStacks"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:TerminateInstances"

1,

"Condition": {
"StringLike": {
"ec2:ResourceTag/OCCMInstance": "*x"

by

"Resource": [
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1. SR

Podman

BRIBUTHBLEMEE Podman:

* BAFE5H podman.socket fRSS

* Z2¥tpython3

* %23t podman-compose N EIRZS 1.0.6

* & podman-compose 7 NNZEI PATH If IR L=

* YNER{EMA Red Hat Enterprise Linux 8, iBEIIEERY Podman hrZsfEFARYE Aardvark DNS A& CNI

@ ZRMNIEFAE aardvark-dns im0 (BAINME: 53) , LUEES DNS i1, RRUARE
i

P$IE
1. NRFEH_LELRET podman-docker €2, FGEMIR,

dnf remove podman-docker
rm /var/run/docker.sock

2. &% Podman,
EA] LAME 7 Red Hat Enterprise Linux Ff#&ZEF£EX Podman,

3tF Red Hat Enterprise Linux 9:

sudo dnf install podman-2:<version>

EHrh <version> BB EELRER Podman iFa0hRA, =&Y Podman iR7s o

JtF Red Hat Enterprise Linux 8:

sudo dnf install podman-3:<version>

Erh <version> @R EERER Podman iF80kRA, &Y Podman iR7s o

3. BRHE5h podman.socket ARS.

sudo systemctl enable --now podman.socket

4. 224k python3,
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sudo dnf install python3

5. MNRIEM AL LIT&H EPEL ZHEER, BLEE,
6. YNR{FA Red Hat Enterprise:

P BENERN, EH podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&RZE
e N

JtF Red Hat Enterprise Linux 9:

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.noarch.rpm

JtF Red Hat Enterprise Linux 8:

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

7. 2% podman-compose €2 1.0.6,

sudo dnf install podman-compose-1.0.6

@ £ “dnf install &< 7% E 4% podman-compose #HINZEI PATH IMETEMER, L&
<% podman-compose FNNZE! /usr/bin, EELEEETE “secure_path’ EA_ERYIED,

8. YN FF Red Hat Enterprise Linux 8, i5IIE&ER) Podman hix A& @& E A Aardvark DNS B
NetAvark 14 =& CNI,

<

a. mIBETU TS SHREER networkBackend 2F1& & CNI:

podman info | grep networkBackend

b. 408 networkBackend i & cNT, {FEEBEENN netavarke

C. &3 “netavark # “aardvark-dns fERLUT&H$:

dnf install aardvark-dns netavark

d. $TFF “/etc/containers/containers.conf X FHEEX network_backend &I LAfEE A “netavark A

IEE“Cni”o

YR /etc/containers/containers.conf NFEE, 1BSEEEERN
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*/usr/share/containers/containers.confo

9. EFBEN podman,

systemctl restart podman

10. {ERALL T SHIA networkBackend I7E B E & J9“netavark”:

podman info | grep networkBackend

Docker 5|28

#2828 Docker BYX 1% % Docker Engine,

HIE
1. "&5%F Docker HIZ2E 5 B"

RIS BLERHFHY Docker Engine hR7s, 1570 RERAMARA, EAEHRIGFZIFE,

2. I93F Docker @& BB BAHIEEIETT,

sudo systemctl enable docker && sudo systemctl start docker

T3 REWE
BARET N REEH S AENNEUESFUTER, HEXEEREEH S NEEBERRS S RFIEIR

M=o

TR B ATRILS

FHAREBEZEESEIYENSBASKNUEREL WEERE, i, EHEARMHIFIEFEIZECloud
Volumes ONTAP A4S 171iE R FHIMLR,

H I8 B BRI 17517)
EBEEH & RIERMEN B RS b B EXRER BRI R E I o
fEFAET Web HINetAppiz il & B MiTEAEX REVIE R
M Web 53 28inniEHl & BT BB A Z MR, EEREREH SRIRERH & N EHHITEH
SRBREER.
"JINetApptzHl G IEFME"

MIZHIERIEBR RIS
EHERERER G EBRRMIARRBERUTER, UEEBEARSIMEHNZRENREZELOETTH BRE,

TEYIEE=EZE CNAME %H.

68


https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/

Ui £, B89

AWS k%5 (amazonaws.com) : B AWS HF, HREURTER
AWS KiE, "BXIFAESR, 7S
* =R 15 AWS 24"

* HMTER (EC2)

© BHMILIEEE (1AM)
© ZBEABIERS (KMS)
* e LIRSS (STS)

* ERFEMERS (S3)

\ https://mysupport.netapp.com FRENF RIS B H ENetAppZiF &
iXAutoSupporti B

\ https://support.netapp.com FRENIF RIS B H AINetAppSZ &
iZAutoSupportili 2.

\ https://signin.b2c.netapp.com EHNetAppZiFiLiE (NSS) EiE
SAFHTEY NSS FHE AR N EINetApp

EHlE.

\ https://api.bluexp.netapp.com \ https://netapp-cloud- TENetAppfzhl & i IhaEF AR
account.authO.com \ https://netapp-cloud-account.us.authO.com \ P

https://console.netapp.com \
https://components.console.bluexp.netapp.com \
https://cdn.auth0.com

\ https://bluexpinfraprod.eastus2.data.azurecr.io \ SRRV S &S RIEAH R EE,
https://bluexpinfraprod.azurecr.io
© LIEEBHAIEN, BIFHOE
ZMA S SRR RBERE. W
RIRER"CAINER", JIE
WEXW. AT ERILKK,

12 SO Al ok 8

RE URIRYIR R 7AR 2
{ENetAppIZ IR RKE B AR
MEFHBHRTIRR. "7 BRI
BHRETRYIK" o

© SEEMEI SRR
RE, EIMAENRERHSET
Fo

RIERRSS 28

NetAppZ#F ERMZERNERE. WREEASHNE, NWAFERERERSSHVIER. NREEAER
RIE, EEFE IP MU EHE.

69


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://mysupport.netapp.com
https://support.netapp.com
https://signin.b2c.netapp.com
https://api.bluexp.netapp.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.us.auth0.com
https://console.netapp.com
https://components.console.bluexp.netapp.com
https://cdn.auth0.com
https://bluexpinfraprod.eastus2.data.azurecr.io
https://bluexpinfraprod.azurecr.io
link:reference-networking-saas-console-previous.html
link:reference-networking-saas-console-previous.html
link:reference-networking-saas-console-previous.html
link:reference-networking-saas-console-previous.html
link:reference-networking-saas-console-previous.html
link:reference-networking-saas-console-previous.html
link:reference-networking-saas-console-previous.html
link:reference-networking-saas-console-previous.html
link:reference-networking-saas-console-previous.html
link:reference-networking-saas-console-previous.html
link:reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list

* |P it
- ZiE
* HTTPS IiEH

|
FRIEE B EhE S E A ERIEE AutoSupportE 2 M Cloud Volumes ONTAP &R X EINetAppsz i, BNIEHIA
REFASEEANRE

* HTTP (80) 1 HTTPS (443) iRfitxdzth Ul BYipiE), ERERVEBERTEREN,
* (NHFERERFFHEITHRERRRNAFE SSH (22)
© NREIEEAE b B EMEZEN FMAEEZECloud Volumes ONTAPALE, NMIFREEZiHA 3128 FBILA

UIEZE-S

MR Cloud Volumes ONTAP R L&A Lk B EXMIEIEZ R & 1XAutoSupportE S, IEHIESBMIEXLER
FLEREH & REMNTHNRIERS 38R BE—NERERERHERENZ2AARFETRO 3128 #1T
NItEE, SBEFHERES, EEETHIEO,

BF NTP

INRIGIT X EFANetAppEIE D LT AT HIEIR, NNEES G RIEMNetAppEE 2L R Y LS FAMLE
B (NTP) BRSS, LMBRFZEIIEIRED, "7 #E XNetAppiE D LN EZEE"

T 4. KEEHIEH AWS IR

BEBEFERA T Z —[NetAppishl 8124 AWS R :

T 1 B IAM ERESFHRESRERMINNEI A 5 EC2 SLfIREXEY IAM F,
W 2 miTHlSIRHEBFIFERIRET IAM BF B AWS HRIEH.

RIS BEETH IR,

70


https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html

IAM €&
B
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# Port to use for dns forwarding daemon with netavark in rootful
bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services
should

# run on the machine.
:ns_bind_port = 54
Esc:wg
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TR 2. SIBIEHARENERE (BEXAR)
BEZQE—TBBTE Azure FEIEEHI G RENNRIIEEX BB,

BIE—1 Azure BEX AR, EAJLURKHEDECLER Azure IKF S Microsoft Entra ARSS 14, 1=H] 5@
Azure BHITRPIIE, HERAXENRAREEZIZH QAELA.

ITHBTE Azure REEITH S NIEEIWL, BR "RANKNREERR", SIBMENA®, HREDESED
Mo "EEEHI G UEIERRIR -

EEE, EoJLUER Azure [P, Azure PowerShell. Azure CLI 8 REST API 8lliZ Azure HEX AT, UTH
BRRANAMER Azure CLI I AR, MNREFLEFEREMAE, 1BESR "Azure SXHY"

p
1. Bl Azure HT B E X A B RHINRHIGERIFIE JSON X,

LB EXABENEE NITHI B B5h Azure BHYEHI SRR VM FREINIR, B3GR B
@ FHMER. HiTH80EEH aREN, EB—AMSRNATFIZH S RIE VM, FiTH]
SRIERENS EIE Azure BiF,

"Name": "Azure SetupAsService",

"Actions": [
"Microsoft.Compute/disks/delete",
"Microsoft.Compute/disks/read",
"Microsoft.Compute/disks/write",
"Microsoft.Compute/locations/operations/read",
"Microsoft.Compute/operations/read",
"Microsoft.Compute/virtualMachines/instanceView/read",
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"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

Compute/virtualMachines/read",
Compute/virtualMachines/write",
Compute/virtualMachines/delete",
Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/read",
Compute/availabilitySets/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",

Network/networkInterfaces/join/action",

.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",

"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",

"Microsoft.
"Microsoft.
"Microsoft.

Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",
Network/virtualNetworks/subnets/read",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",

"Microsoft
"Microsoft

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/virtualNetworks/virtualMachines/read",
.Network/publicIPAddresses/write",
.Network/publicIPAddresses/read",

Network/publicIPAddresses/delete",

.Network/networkSecurityGroups/securityRules/read",
.Network/networkSecurityGroups/securityRules/write",
.Network/networkSecurityGroups/securityRules/delete",
.Network/publicIPAddresses/join/action",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea

d"’

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/networkInterfaces/ipConfigurations/read",
.Resources/deployments/operations/read",
.Resources/deployments/read",
.Resources/deployments/delete",
.Resources/deployments/cancel/action",
.Resources/deployments/validate/action",
.Resources/resources/read",
.Resources/subscriptions/operationresults/read",
.Resources/subscriptions/resourceGroups/delete",
.Resources/subscriptions/resourceGroups/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",

"Microsoft.

Resources/subscriptions/resourceGroups/write",
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3.
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"Microsoft.Authorization/roleDefinitions/write",
"Microsoft.Authorization/roleAssignments/write",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/write",
"Microsoft.Network/networkSecurityGroups/delete",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/write",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Authorization/roleAssignments/read"
1,
"NotActions": [],

"AssignableScopes": [],
"Description": "Azure SetupAsService",
"IsCustom": "true"

IR Azure 1T 1D FNEIR] 73 BCSEERECK JSON.

S

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"

1B
{53 JSON X141 Azure FEIBBENX A,
LU H BN Ba{aER Azure Cloud Shell 7Y Bash Sl A,

a. FHA "Azure =HMNT "HIERE Bash 1R,
b. & JSON 3Zf4&,
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Bash v O 7 @ [ M O{Y Do

Connecting terminal...
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

C. i NLLF Azure CLI 5% :

az role definition create --role-definition
Policy for Setup As Service Azure.json

EIMAEB—1 879" Azure SetupAsService’ NBEEX A, ERILUKILEBEEX BB ARG AP KPSk
SEM,
T3 RESHIRIE

MEERI BRI H S RIEER, BRBRM—ERE, UFEEHIS6%ET Azure #1TEHIIEHIE VM, &
BRMERE:

1. BIRREERER Azure 1K Sign in, LMK ATNEBRFER Azure N PR, XEEAIAIEI,
2. 12H X Microsoft Entra IRSZ ERAIIEEE, RS FARIEFEERE IR,

RIBUT S RESHR—MBDIIEG AT S 6,
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Azure K

REEXABDELFEMEH QEEEH S ENARF.

p

1. 72 Azure I'JP R, FTFF Subscriptions BRSZFHIEIFRBFRIITIR,

2. BEHAREES] (IAM)*,

3. BRI ARIM>*RINAESE*, AERIINER:
a. 3%3#% Azure SetupAsService At E T T—%,

@ Azure SetupAsService & Azure =5 5 IEE B RIEPIRENEIAB IR, WREAN
AEBIRET RARENRAIR, NEZFEZET.

b. fREFIEHAF. HARSERKS
C. BEMERRRY, EEENAFKS, ARBEEES

d B TF—5",
e B HE+HE"

ARSS £

BEFER Azure IRPER, e r UEEHSRHEBFIFERIRE Azure RS EERIEE.

£ Microsoft Entra ID REIEHIKBERS &, HIREUTHISPIHR Azure EiE.

SIEATETAGMNILIREFIA Microsoft Entra N FEI2F
1. HRIETE Azure A B2 Active Directory N IR HIE %N FRIEF 7 Both A &R R,

EXFMER, 1EBIH "Microsoft Azure X4 : FRERR"

2. M Azure [JF$TFF Microsoft Entra ID AR5,

Az

All Serices (24) Resources (10)
Microsoft Entra ID (1)
Services

9 Microsoft Entra ID

BF Central ser‘ﬂ instances for SAP solutions

Resource Groups (12) harke|

ﬁﬁ Microsoft Entra

. Microsoft Entra

3. EREBEHR, EEF NARER M.

4. EEHTEM

o HEEBXNARFIFAES:
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o ZFR: WNNBIEFEFT,
o MRFSSRY: EIRK PR (EIRBER ] LIS NetAppiThHl & —EER) o
° EEM URL: EAILUEIHFEREZ,
6. FEIFEM S
EBERIE AD N BEFFMARSS E 14,

KEEX AN RANEER

- M Azure [ JF$TH Subscriptions AR,

prize Al

- BEHEHHIEES] (1AM) > B0 > RMA e

- EREeETRR, ZFIEHSRMER AR, ARET T I
- TERRETRR, e TSR

—_

oA W N

a. fR¥EpEF AP ARSI ER
b. B F PRI

Add role assignment

i? Got feedback?

Role  Members” Rewview + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to @ User, group, or service principal

O Managed identity

Members ~ Select members

C. BRNAEFHZT.
UTFR—1Ml=F:



Select members %

Select (10

| test-service-principal

___  test-senvice-principal

d o

a. EEFENRAREFRH BRI IEE
b. %aﬁ“—F—i”o
6. BEEHFE+DE

Arss EAIERGEEER S EFIFER Azure AR,

MREEEBEL D Azure TTIRIPHZR, NHIERS EEAERNENTR. G, =565 E
PEFRERZE Cloud Volumes ONTAPES B{E AT R
R0 Windows Azure RS EIE API 1R
1. TE*Microsoft Entra ID*BRSZH, %E#F*App Registrations* ik 2R
2. AP AXPR > ARANAPR*
3. f£“Microsoft API"'F, E#F“Azure fRZEIE



Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. mFEDUBLE AP 519518] Azure IRSEIE*, SAEIER IR,

* B
Eﬂm
Eﬂuﬂﬂr a &

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination

85



86

Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the

Select permissions

Application permissions

APl as the signed-in user.

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX A2 RN FARE 7 IDFI B RID
7E*Microsoft Entra ID*ARSZ 5, %E#E*App Registrations* Hi%EF N AR F.

EFINARErF (BFWH IDFIER (JF) ID%

1.
2.

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",

"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

4. {#F JSON XX47E Azure FEIEBEX AT,
LIS BN 4BaN{a{E A Azure Cloud Shell H189 Bash Bl A,

a. FF4R "Azure =IMNT"HIERE Bash iR,
b. F{% JSON Xf&,

Bash v O 7 @ M {Y b

Bequesting a Cloud Shell.sy
Connecting terminal. ..

Welcome to Azure Cloud Shell

Type "az" to use Azure CLT
Type "help" to learn about Cloud Shell
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"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. {#F3 JSON X{41E Azure HEIEBEENX A,
LU H BN Ba{a{ER Azure Cloud Shell iR Bash Sl A,

* FF98 "Azure =R "FHIERE Bash IFIE,
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Upload/Download files

Connecting terminal. ..
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleoud Shell
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az role definition create --role-definition
Connector Policy.json
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Add role assignment

i? (ot feedback?

Role  Members” Review + assign
Selected role Cloud Manager Operator 3.0.12_B
Assign access to 'ZEZ' User, group, or service principal

O Managed identity

Members I Select members

" RN AREFIRTT.
UTFE—1MF:

Select members X

Sefect (1)

| test-senvice-principal

test-service-principal

i "

" RN AR R
" ERT =7
f. S+

AR5 EAIMEEEHEH SRR Azure AR,

MNREABMZ N Azure TTFIEBECloud Volumes ONTAP , NIAZIEARSS E &L E ZIEMTIF,
7ENetAppizHl &, EAILUEIFERE Cloud Volumes ONTAPBYEFEARIITIR.

700 Windows Azure IREZEIE API iR
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1. #£*Microsoft Entra ID*ARSSH, £ *App Registrations*H iR N HIEF.
2. JFAFAPI PR > ARINAR*
3. #E“Microsoft API"F, i&#F“Azure RS EE"

Request API permissions

Select an API
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Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. mFEDUALE AP 5193518 Azure IRSEIE*, SAEIER IR,

£ ,,Eg
EEEW“
x 3 g =

5‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jabs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the

Select permissions

Application permissions

APl as the signed-in user.

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX A2 RN FARE 7 IDFI B RID
7E*Microsoft Entra ID*ARSZ 5, %E#E*App Registrations* Hi%EF N AR F.

EFINARErF (BFWH IDFIER (JF) ID%

1.
2.

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID ¢

Directory (tenant) ID

: 4b0911a0-929b-4715-944b-c03745165b3a

73de25f9-99be-4320-8b24-538ca787a6k3

Object ID

1 Azure tKFIRINENIZRI SR, BRERENARERF (FFK) ID MEAREFHNBER FEF) ID. &

: b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['h
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B M Azure m7 R ahEH & R,
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° FiE
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il 2. TR

Podman

BRIBUTHBLEMEE Podman:

* BFHEE podman.socket ARS
* Z&python3
* &% podman-compose M EHRZs 1.0.6

* ¥ podman-compose #NZEI PATH IFiE L=

* YNER{EMA Red Hat Enterprise Linux 8, iBEIIEERY Podman hrZsfEFARYE Aardvark DNS A& CNI

@ ZRMNIEFAE aardvark-dns im0 (BAINME: 53) , LUEES DNS i1, RRUARE

B0

P$IE
1. NRFEH_LELRET podman-docker €2, FGEMIR,

dnf remove podman-docker
rm /var/run/docker.sock

2. &% Podman,
EA] LAME 7 Red Hat Enterprise Linux Ff#&ZEF£EX Podman,

3tF Red Hat Enterprise Linux 9:

sudo dnf install podman-2:<version>

EHrh <version> BB EELRER Podman iFa0hRA, =&Y Podman iR7s o

JtF Red Hat Enterprise Linux 8:

sudo dnf install podman-3:<version>

Erh <version> @R EERER Podman iF80kRA, &Y Podman iR7s o

3. BRHE5h podman.socket ARS.

sudo systemctl enable --now podman.socket

4. 224k python3,
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sudo dnf install python3

5. MNRIEM AL LIT&H EPEL ZHEER, BLEE,
6. YNR{FA Red Hat Enterprise:

P BENERN, EH podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&RZE
e N

JtF Red Hat Enterprise Linux 9:

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.noarch.rpm

JtF Red Hat Enterprise Linux 8:

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

7. 2% podman-compose €2 1.0.6,

sudo dnf install podman-compose-1.0.6

@ £ “dnf install &< 7% E 4% podman-compose #HINZEI PATH IMETEMER, L&
<% podman-compose FNNZE! /usr/bin, EELEEETE “secure_path’ EA_ERYIED,

8. YN FF Red Hat Enterprise Linux 8, i5IIE&ER) Podman hix A& @& E A Aardvark DNS B
NetAvark 14 =& CNI,

<

a. mIBETU TS SHREER networkBackend 2F1& & CNI:

podman info | grep networkBackend

b. 408 networkBackend i & cNT, {FEEBEENN netavarke

C. &3 “netavark # “aardvark-dns fERLUT&H$:

dnf install aardvark-dns netavark

d. $TFF “/etc/containers/containers.conf X FHEEX network_backend &I LAfEE A “netavark A

IEE“Cni”o

YR /etc/containers/containers.conf NFEE, 1BSEEEERN
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*/usr/share/containers/containers.confo

9. EFBEN podman,

systemctl restart podman

10. {ERALL T SHIA networkBackend I7E B E & J9“netavark”:

podman info | grep networkBackend

Docker 5|28

#2828 Docker BYX 1% % Docker Engine,

HIE
1. "&5%F Docker HIZ2E 5 B"

RIS BLERHFHY Docker Engine hR7s, 1570 RERAMARA, EAEHRIGFZIFE,

2. I93F Docker @& BB BAHIEEIETT,

sudo systemctl enable docker && sudo systemctl start docker
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"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",

"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"
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Bequesting a Cloud Shell.gt

Connecting terminal. ..
Welcome to Azure Cloud Shell

Type "az" to use Azure CLT
Type "help" to learn about Cloud Shell
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"AssignableScopes": [
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Upload/Download files

Connecting terminal. ..
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleoud Shell
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az role definition create --role-definition
Connector Policy.json
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Add role assignment

i? (ot feedback?

Role  Members” Review + assign
Selected role Cloud Manager Operator 3.0.12_B
Assign access to 'ZEZ' User, group, or service principal

O Managed identity

Members I Select members

" RN AREFIRTT.
UTFE—1MF:

Select members X

Sefect (1)

| test-senvice-principal

test-service-principal
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. mFEDUALE AP 5193518 Azure IRSEIE*, SAEIER IR,

1. #£*Microsoft Entra ID*ARSSH, £ *App Registrations*H iR N HIEF.
2. JFAFAPI PR > ARINAR*
3. #E“Microsoft API"F, i&#F“Azure RS EE"

£ ,,Eg
EEEW“
x 3 g =

5‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jabs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. i as a background service ar daemon without a
Select permissions expand all
| Type to search
PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

FREX A2 RN FARE 7 IDFI B RID
1. E*Microsoft Entra ID*BRSZH, £ F*App Registrations*FHiEZE N RIERF.

2. SRV ARERF (FPHE) IDR*EXR (FBF) ID%
@ Delete @ Endpoints
o Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

1 Azure tKRPRINENIZEHI G, GESRENARER (FFi) ID IZARERFNER (FEF) 1D, %
G ID UWREAER.
BIEE P IS
1. FF/E*Microsoft Entra ID*ARSS
2. RN ARR R AR AR,
3. FEEHEBMNNZ>FE P iHTE"
4. fRBFRE AR FFEEET (8],
S. RN
6. EHIE P imZRE,
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['h
+
“

EHRSEAUERE, BNZELEHTNARERF (FFiK) ID. BR (JEF) ID NEFFHIZE,
AN Azure TR BY, EREEEH GFRRALES.

TR 5. wEREHaNE
AR TERE, ERILTEE CRY Linux EH EFohREZN M-

Fazal
TBNIZEBUTAS:

© RETHI B HIERTY root AR,
* NREHSREFEREA DR EEKN, WRHEXAERSSHIFHRES.

BRLLERAREREERERSSE, EXFHEFERERB TR S HE,
* INRAIEARSSBAEMA HTTPS AR I=HAIE, NWFEE CAERAIEH,.

@ FRhREITH G RIEN, TENERRIERSF[LBILR. NRFENZERARIERSB[LEILS
» WATIERFEEERLEIFITHIG. 47 BB IELEREGS"

* £ Azure F89 VM EERIEENR, UEETILUEE BEX B ERHAEN Azure IR,

"Microsoft Azure #4: {8 Azure [JP A VM £ Azure HIRECEFEEIRIR"

RFUIES
NetApp3Ffitm ERRIEMN L EIZF A RERFHIRAE, LG, MREMRATA, EHaEZBHEH.

S
1. SNREMN_EIZE T http_proxy B https_proxy B4 &, ERFEMRI:

unset http proxy
unset https proxy

MRARFXERATE, REFKK.

2. NTEITHISIBIE "NetApp ZHuhsa", AEBEESRFILinuxEN Lo
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TN THERTENNEH PR EL RNIEREERF.
- DECIBEITHIZAEIR R,

chmod +x NetApp Console Agent Cloud <version>

Hep <version> 218 FHAVEH] & EERIARES,

- MRAEBF SRR RE, BRARENS, "TRINETEAFHLENEERNS,
- BITREMIZS,

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

NREHIMBFEZNERKIFRIEERN, WEZRIRIEER, ERILURINZERSNERIE, --proxy Al
--cacert 2HUEAIER, RAFZIRETERNEN]. WMREBRERSSE, WEBRNFARHNSH,

2R CAERIEPBEE EVAERS SRR

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@l10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

“—-proxy AU TRz —FiEH N E N ER HTTP 3 HTTPS IR 25!

° http://Mit: %O

° hitp://FBF & - Zi5 @it ix O

° http://i3& %92 R &  Z 5@t ix O
° https://H#itt: RO

° https://FA P & : 2B @3t iw 0

° https://1H% %92 F & 25 @tit i

BEEE TSI

* ARA U AR A A

" WTFEAR, SA5ER \ B9 ASCIH S, 30 LR,

' EHAARERHES @ FHNARREEE.

* NRFEE S U TMEARHRFER, WP ZSFRF R EN LR FAIHRE SOZEHR T &85!

a0

http://bxpproxyuser:netapp 1\!@3th31:3128
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"--cacert 15 A T & RIEFIEARSS 28 Z [BIRY HTTPS 4118 CA ERIUEFH. HTTPSHIEARSS 28, =&
BARSEE. BEARERSHAFTEZLSH,

+ THEEEZERAERS BT, KESRAAEN, FREEXNERSE. BRFRK CAEZRIEFRHM
BEH e REEN:

+

./NetApp Console Agent Cloud v4.0.0 --cacert /tmp/cacert/certificate.cer

1. NREEA Podman, NIEEFEE aardvark-dns 50,
a. @it SSH EERIEHI & IEEIIWL.

b. $TH podman /usr/share/containers/containers.conf X4 FHE2X Aardvark DNS RS AT R, 130
» RHEMN 54,

vi /usr/share/containers/containers.conf

# Port to use for dns forwarding daemon with netavark in rootful
bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services
should

# run on the machine.
#
dns bind port = 54

Esc:wqg

c. BB EEH & RIEEI
2. FERFRETTMo

LRARE, MREEETRIERSEE, THSRERS (ocom) KEFHBEFR.

()  mRmmsn, CANSERBRENETRENERRTE, "7 RIOTRAREDD,

1. MEZRIES & RIEEIWAIENFTH Web 2R HBWA LT URL:

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
2. BRfE, ®REERIGRE:

a. {EESiEH e AEXEKAR,

b. IANRFKHZ o

C. FEERBERLIMEHIEIT? *"TREFRFIRLTFEARS.
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BRNIZERFRERIVE T RERARS, FAXESEER 7 INEERER MERER S, NEERE%
ERIMEH ALK 5EHRRSNERN, TNERARREKEN. MRESXFRIE, ERIEE
ZIRIET T IaEANetAppizhl & o

d. EEFEIRATFFIAIE"

WNRIEEQIEIES S RIBMIE— Azure iTiE1BE Azure Blob 121, IEEE| Azure Blob ZERZABTIHEIN
ERFTEL. "TRINAEINetAppiEHl & EIE Azure Blob 721"

$IR 6. RHIINetAppizHl &HINIR

RREELZETIFFIaNE, BRENEH aNEEREZINKER Azure R, RENIRIEEFIGEBE
2 Azure FREVEUIEATFAERALLE1E,
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\ https://www.googleapis.com/compute/v1/\ EI2 Google Cloud FHE R,
https://compute.googleapis.com/compute/v1 \
https://cloudresourcemanager.googleapis.com/v1/projects \
https://www.googleapis.com/compute/beta \

https://storage.googleapis.com/storage/v1 \

https://www.googleapis.com/storage/v1 \ https://iam.googleapis.com/

v1 \ https://cloudkms.googleapis.com/v1 \
https://www.googleapis.com/deploymentmanager/v2/projects

\ https://mysupport.netapp.com FRENIF AT B HEINetApp 5 &
iXAutoSupporti B

\ https://support.netapp.com REVFEI{E BH ENetAppZHEA
iXAutoSupportiE B
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title: Console agent deployment policy

description: Permissions for the user who deploys the Console agent
stage: GA
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- compute.disks.create
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title: Console agent deployment policy

description: Permissions for the user who deploys the NetApp Console
agent

stage: GA

includedPermissions:

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create
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compute.globalOperations.get

compute.images.get
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compute.instances.

compute.instances

attachDisk

Create

get

list
setDeletionProtection
setLabels
setMachineType
setMetadata

setTags

start

.updateDisplayDevice

compute.machineTypes.get

compute.networks.get

compute.networks.list

compute.networks.updatePolicy

compute.projects.get

compute.regions.get

compute.regions.list

compute.subnetworks.get

compute.subnetworks.list

compute.zoneOperations.get

compute.zones.get

compute.zones.list

deploymentmanager.
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compositeTypes.get
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deployments.create
deployments.delete
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.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get



- deploymentmanager.types.list
- resourcemanager.projects.get
- compute.instances.setServiceAccount

- iam.serviceAccounts.list
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"Google Cloud X14: BIZARSKS"

3. MREITRIESIEH B RIEPIEI B FRBE FEZECloud Volumes ONTAPARSE, NIFENITHISHERN
AR S5 1K P HR A X LT B 8917 1P AR R

fan, RigEHSAEUTHE 1§, MEBREEHE 2 F8IZCloud Volumes ONTAPZSE, EHFERT
E 2 BARSS K P 3R,

a. M IAM AIBIBARSE S, FEFREBEBIFECloud Volumes ONTAPZ Y Google Cloud B,
b. 7£ IAM T1E £, %4 HFiARINR FHHEHEFRIIEHAE S,
* BANIEH & IEARS MK - BV BB FHB
F EFEEFENENEEX AR,
" OREMRTES
BXIEHMEE, BB "Google Cloud 314"

SR 4. IgEHE VPC R
NREERHELZ VPC BARRMBIRSTEF, NEBEEEFERINR,
FRNHSE, 4 IAM ECETTAEY, SRR IZRBIRZE,
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REZFES Google Cloud API i#
IRE, fFEHaFEREEWN

£,
R EBFEERE Google Cloud 3£

Mt EEMZ. AFERIaER
HEML,

1. NRIEGERH NIBMNEZIBLL BB FIEFLITH S RELIEMN, WNENMEAEE
deploymentmanager.editor, SIRFKIEEFMN, NetAppiEH| &BFEENINEFEIE—NES VPCO Bh

NI EIEDE
2. XY ERRBBIAIERN (552

D 37
‘a8

PEHEFILITHI G N ECIRENNY, A FEfirewall.create

FMfirewall.delete, XLEAVPRAIFIZHISIK, .yaml X4, MREFAHLE VPC EE HA 3, XL
FRIGATA VPC1. 2 7 3 SIS, WNFFRrEEMEE, XERRBKEATFH VPCO SIE

o

3. 3#F Cloud Tiering, 7ERSMHF HBRERSKF _EBE serviceAccount.user B, MALEER
B3, B, MNREEMBELSSES serviceAccount.user, NIfEMA getlAMPolicy ZiARSS M B A
2 ETINR,

1% 5. [3H Google Cloud API

EEPEITH & IR Cloud Volumes ONTAPZ &1, BAZ Google Cloud API,

TR

1. EEMINBE AR BB LT Google Cloud API:
° nEFEEIESE V2 API
° EEAPI
° ZRIREIESE AP
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° ITE5|ZE AP
° BRI EE (IAM) API
° ZEEERS (KMS) AP

(N H &R NetApp Backup and Recovery 5E P EIEINZZE (CMEK) £&FERNAETE)
"Google Cloud X#%4: FF API"
$IE 6: tIEiTHIaNE
£ Google Cloud glIEZHIS IR,

Bli2izH 5 RIEZEAIINECETE Google Cloud HE3ZEMMNLAE. eIRIzRIGRERE, B7IRIAFRD
CPU =4/ RAM RISV VM K, 7 iz & IERIERAIAERE" o

Fraz Al
BNIZEBUTAS:!

* BIEIEH & RIEEFIER Google Cloud IR KIzHI & RIEEEHHAARS K S,
* AEAMERIIVPCRFMo
* THE VM EHIER,

° CPU: 8% 8 > vCPU

° A7F: 32GB

° M23FEB: 1R n2-standard-8,

Google Cloud TEE B 32§ Shielded VM IEERVIRIER SR VM 321 LS iz 5 I

-
1. FREEMRN S EEF Google Cloud SDK,

IRAIERZRET geloud SDK BIZH shell, 1BIEHALAER Google Cloud Shell,
B X Google Cloud SDK WE %52, i&iAiA"Google Cloud SDK X 14T1HE",

2. WIS UERR EREDEXFARERRNEFRSHER:

gcloud auth list

MUV ERUTAR, HP * BRIKFE2EERIIAFKS !
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Credentialed Accounts
ACTIVE ACCOUNT
some user account@domain.com

* desired user account@domain.com
To set the active account, run:

$ gcloud config set account “ACCOUNT®
Updates are available for some Cloud SDK components. To install them,
please run:

$ gcloud components update

3. i&17 "gcloud compute instances create #5%:

gcloud compute instances create <instance-name>
--machine-type=n2-standard-8
--image-project=netapp-cloudmanager
--image-family=cloudmanager
—--scopes=cloud-platform
--project=<project>
--service-account=<service-account>
--zone=<zone>
--no-address
--tags <network-tag>
--network <network-path>
--subnet <subnet-path>
--boot-disk-kms-key <kms-key-path>

SEHIR R
VM SCBIFR R EISEGI 2 TR,

=
(AJik) ERREEBEIMNAIIE

AR5 b
TR 2 pad PIEERARSS K.

X
TR ERE AR IR

Tk
(D) FERIMER IP itk (BFRER NAT SHIERIRERAE QA HEEXW)

PILEAREE
(AJik) ADNRILEATIC, ERARCHE I ASEMN SRR & RELA
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PILEER1E
(AJik) AMNEMBEH ERENMERIR (WTFHE VPC, BFETERRI)

FRERE
(1) AINEZHMEBEFSRENFREHR (WFH=Z VPC, BEFETERRT)

kms ZHKREF
(AI3%E) &I KMS ZEARMZEHI aREMNEE (FEENA 1AM FR)

at

IXLEFRENEZEE, 1EiHIR"Google Cloud 5 SDK 214"
BITZHSEBERLHERE, FH8RELAFMMRENERYESHRIET.
4. FTFF Web F B 23HBANTH EREEN URL:

EHISEMN URL FTLUZAMEN. FE IP Hltsi A4t 1P ik, BAEURTENMIECE., B0, a0R=H
SREUTEERH IP IR AREH, WATMASERSREENEERNENFAR P ik,

S. BRE, REEHANE:
a. IEESEH G AEXENERIG4ES,

"TRREHMIBREE" .
b. BNRFRIE R

ZR
EHaREREREHRERERIEH AR,

FTFF Web X 5287353 "NetAppizhl & " FIAERITH 8 1K,
£ Google Cloud FRF R RLEITHIGIE

EEEBCH Linux EN EFohL&EiTHERIE, BRETEHEINER. KRENE. #&
Google Cloud #XfE. B Google Cloud API. R&EIFTHIE, ARIREEESZFINER,

a2 Al
* fRN 2B —N" 7 fEEH &
* fRRZ BN — T =5 & CERRE,
B BEENEK
EHaAERGBIERERERIERLAER. RAM 2R, IKOBEREFNEN LET.

= B CHELREE 19000 F) 19200 A UID 0 GID SEE. XMEEZEER, FrEES. WRIEM
() oEmE=SREERIEEERN UD X GID, NRBRERAM. NetAppRNERRESE
SV I EL I
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(EES N

* CPU: 8 1%8 8 4> vCPU

* N7E: 32GB
s BEEESiE BN ENFIE165GBTE], HXERINT:

° /opt: WA 120 GiB AJFH= 8]

ARIB(ER /opt R%E “/opt/application/netapp B # M EA S,

° /var. #JNH 40 GiB A HTE]

EHISRIEEE S E /var [BA Docker 5% Podman BYi&it ENEE L E R OIER 2. BEFEFRiR
, I T4&TE “/var/lib/containers/storage’ B R, IMNFREHFT S i E SR FIL=IEL
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3.9.50 HEZhRA
, IERIE TR
RV PRIETC

FREMNERETIAR

Podman hixZs 4.6.1

% 4.9.4
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B3R,

3.9.45 {ESkk4~ Docker Engine
, NetAppiz#l&4h 23.06 = 28.0.0

TR Z R

e LR CPU #1 RAM ZREYSEHISERL, Tl J#EE n2-standard-8,
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lopt AR IR =S |A]
WA 100 GiB Rl 8]

RIBER Jopt ZZE “/opt/application/netapp’ B R MER R,

Ivar RRYHEEE %S 8]
WAE 20 GiB AT ASE)

THIaRIEZEE =8 /var B} Docker 8 Podman BJi&itBHERELLB R EIER. BEKR, (1
£ “Ivarllib/containers/storage’ B R, IMNBLZER TS EEREH T =(aE),

18 2. %%k Podman I Docker Engine
RIBEIIRIER S, RENAEZFIFEE Podman 3 Docker Engine.
* Red Hat Enterprise Linux 8 1 9 &2 Podman,
EEZIFH Podman RRZ o
* Ubuntu 52 Docker 5|%,

EE M Docker Engine hRZs o
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i 3. TR

Podman

BRIBUTHBLEMEE Podman:

* BFHEE podman.socket ARS
* Z&python3
* &% podman-compose M EHRZs 1.0.6

* ¥ podman-compose #NZEI PATH IFiE L=

* YNER{EMA Red Hat Enterprise Linux 8, iBEIIEERY Podman hrZsfEFARYE Aardvark DNS A& CNI

@ ZRMNIEFAE aardvark-dns im0 (BAINME: 53) , LUEES DNS i1, RRUARE

B0

P$IE
1. NRFEH_LELRET podman-docker €2, FGEMIR,

dnf remove podman-docker
rm /var/run/docker.sock

2. &% Podman,
EA] LAME 7 Red Hat Enterprise Linux Ff#&ZEF£EX Podman,

3tF Red Hat Enterprise Linux 9:

sudo dnf install podman-2:<version>

EHrh <version> BB EELRER Podman iFa0hRA, =&Y Podman iR7s o

JtF Red Hat Enterprise Linux 8:

sudo dnf install podman-3:<version>

Erh <version> @R EERER Podman iF80kRA, &Y Podman iR7s o

3. BRHE5h podman.socket ARS.

sudo systemctl enable --now podman.socket

4. 224k python3,
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sudo dnf install python3

5. MNRIEM AL LIT&H EPEL ZHEER, BLEE,
6. YNR{FA Red Hat Enterprise:

P BENERN, EH podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&RZE
e N

JtF Red Hat Enterprise Linux 9:

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.noarch.rpm

JtF Red Hat Enterprise Linux 8:

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

7. 2% podman-compose €2 1.0.6,

sudo dnf install podman-compose-1.0.6

@ £ “dnf install &< 7% E 4% podman-compose #HINZEI PATH IMETEMER, L&
<% podman-compose FNNZE! /usr/bin, EELEEETE “secure_path’ EA_ERYIED,

8. YN FF Red Hat Enterprise Linux 8, i5IIE&ER) Podman hix A& @& E A Aardvark DNS B
NetAvark 14 =& CNI,

<

a. mIBETU TS SHREER networkBackend 2F1& & CNI:

podman info | grep networkBackend

b. 408 networkBackend i & cNT, {FEEBEENN netavarke

C. &3 “netavark # “aardvark-dns fERLUT&H$:

dnf install aardvark-dns netavark

d. $TFF “/etc/containers/containers.conf X FHEEX network_backend &I LAfEE A “netavark A

IEE“Cni”o

YR /etc/containers/containers.conf NFEE, 1BSEEEERN
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*/usr/share/containers/containers.confo

9. EFBEN podman,

systemctl restart podman

10. {ERALL T SHIA networkBackend I7E B E & J9“netavark”:

podman info | grep networkBackend

Docker 5|28

#2828 Docker BYX 1% % Docker Engine,

HIE
1. "&5%F Docker HIZ2E 5 B"

RIS BLERHFHY Docker Engine hR7s, 1570 RERAMARA, EAEHRIGFZIFE,

2. I93F Docker @& BB BAHIEEIETT,

sudo systemctl enable docker && sudo systemctl start docker

SR 31 BN

RERHNE, UEEFSREIUERRSRIMEFRNFRIMIZ. §li, EFEEWRITLUEEZIBIINSH
BRI LU T H L B EXR A1,

EEIR R BATRILS

FHAREBEZEESEIYENSBASRNUEREL WEERE, i, EHEARMHIFEFREIZECloud
Volumes ONTAP A4S 171iE R FHIMLR,

H G B BX P 17517)
EBEEH & RIERMEN B RS b B EXRER BRI R E I o
fEFAET Web HINetAppizHl & B MiTBEAEX REVIE =
M Web 53 28innizHl & BT BB A Z MR, EEREREH SRIRERH & EHHITEH
SRBREER.
"JINetApptzHl G IEFME"

MIZHIERIEBR RIS
EHERERER G EBRRMIARRBERUTER, UEEBEARSIMEHNZRENREZELOETTH BRE,

TEYIEE=EZE CNAME %H.
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I /2

\ https://www.googleapis.com/compute/v1/\
https://compute.googleapis.com/compute/v1 \
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1. 7£ Google Cloud FEZBEX At
a. QlE— M EALUTHREN YAML X154 & IRRARS 1K P AR
b. M Google Cloud #iE =7
c. HEEEFRENRA YAML X1,
d. FAMNEBENXAR gcloud iam roles create #5 %

BT R BIFE T B R 38132 — 1% 9" connector B
gcloud iam roles create connector --project=myproject --file=connector.yaml
"Google Cloud X#14: GIENEIEEENXAE"
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1. NRIEGERH NIBMNEZIBLL BB FIEFLITH S RELIEMN, WNENMEAEE
deploymentmanager.editor, SIRFKIEEFMN, NetAppiEH| &BFEENINEFEIE—NES VPCO Bh
KB B ERE,

2. (NHERBH BN EBA B EFILIER NIRRT, A HEEfirewall.create
FMfirewall.delete, XLEAVPRAIFIZHISIK, .yaml X4, MREFAHLE VPC EE HA 3, XL
EEJJI%JEH:.F?U VPC1. 2 # 3 UEMAERN, WNFAAEEMEE, XENRBKERATI VPCO gIEM
s

3. 3#F Cloud Tiering, 7ERSMHF HBRERSKF _EBE serviceAccount.user B, MALEER
B3, B, MNREEMBELSSES serviceAccount.user, NIfEMA getlAMPolicy ZiARSS M B A
2 ETINR,
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° ITE5|ZE AP
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1. SNREMN_EIZE T http_proxy B https_proxy B4 &, 15KFERI:

unset http proxy
unset https proxy

MRAIHFXERATE, REFKK.
2. NTHITHI B RIBRME "NetApp 2Hia=", AEBEEH FLinuxEH Lo
TN THERTENNEH PR EL NIELEERF.
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chmod +x NetApp Console Agent Cloud <version>
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4. MREBMNIFERSRE, BREARENS, "TRINAZEAFHLENEERS,
O. IBITRERIZ,

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

NREHNEFZAIERIGEEREWN, WEEMIREER. ErLURNBEAEELRIE, --proxy Al
--cacert 2B AL, RAFZIRTERNEN]. MREBRERSSE, WEBRNFAIRHNSH,

UTRER CAERIEPERE ENAIERSFHIRA):

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@l10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer
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° hitps:/A % %92 F & Z @3tk i%m 0
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* BREILEA AP SRR
- MFEAR, SHER \ B9 ASCI S, 0 LR,
' FHEREBEAZREE @ FRNAFRAHED,
* NRREEEUTNEEHFR, WAREZ®F R EN L RBATRE XOZFHRF R & 53!
fBan:

http://bxpproxyuser:netapp 1\!@3th31:3128

“--cacert I8 E A FEHI & R EMAIEIRS 28 ZEHY HTTPS 1ARIH CA B&iE+H. HTTPSHIEARS2:. =&
RSS2, ERRERSHEBFELSH,
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./NetApp Console Agent Cloud v4.0.0 --cacert /tmp/cacert/certificate.cer

1. ANREFEA Podman, NMFEEIFEE aardvark-dns im0
BT SSH EZEITHI AR IEE M.

b. ¥TFF podman /usr/share/containers/containers.conf X &4 Aardvark DNS BRSZBIEEIH . 5190
, BHEEN 54,

vi /usr/share/containers/containers.conf

# Port to use for dns forwarding daemon with netavark in rootful
bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services
should

# run on the machine.

#
dns _bind port = 54

Esc:wqg
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RELRE, MREEE T RIERSEE, 16 GRERS (occm) BREMBEIMX.

()  mBmpEl, EANSEREREHDSRENDCRRTE, T RIERAZET,
1. MEERIES & REE I ENITH Web X 5E28 A LT URL:

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
2. BRE, wERHERE:

a. IEESIEH e IEXEKIAR,

b. NRFKRIZ R,
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FEREEH SRR ERERNEEH 5
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AWS

HiThl e REREREAME, EFEEINEBFIFENRE IAM BRI EARIEE 12 AWS
R,

MRITH SR IBRETEARM, NWHIAFERLLERIRIES%. EREER IAM B,
S
1. BF AWS FHIaHEME IAM BRS.
2. BERRS:

a. FER R > BIEERR,

b. %3 JSON HEHIFFEMERN A =5 S LI IAM FEEE",

C. SERLTISH B LLCI IR 5RER,

RIBEIT R EAMINetAppIEIRSS , ErTREEE QIS P REE,

MFIREX, SRARERNREF. BT AWS FREKBNSRAFHANERS, FEBEERDE
8%, "THREXEHAENEN IAM KEBNEZEE" .
3. RERERHIMEI IAM BB,
° "AWS X14: B IAM A"
° "AWS 3% RANFNMIER 1AM SERE"
4. HIRFAPABIRRZS, ErIUEREES S RIEERERINEINetAppiTHl &,
“R

EIMAENMZAE BBFIFENRN IAM BREIRER. RxEFaRER, NEHlaRXERESE S
(REEESIN

Azure

HiTHl NIRRT AME, BREEIBEITE Microsoft Entra ID IS EARSS EAHIREUTHI & RIEFTERY
Azure FHERAITH G AR A Azure IR,

LIEATFETAENIAEITHI Microsoft Entra N ATEF
1. HRIRIETE Azure FHE BIZE Active Directory N TR HIG 1% N FATEF 9 R4 f B AR,

BXEFEMER, FBE "Microsoft Azure 14 : FrEAE"

2. M Azure ["JP#TFF Microsoft Entra ID AR,
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Microsoft Azure ~ entrs
Azl All Serices (24) Resources (10) Resource Groups (12) harke|
Microsoft Entra ID (1)
Services
@ Microsoft Entra ID @ Microsoft Entra
I Central ser{rl:l instances for SAP solutions . Microsoft Entra

3. fEREAR, EF AR M.
4. FEFHEM S
5. {EE A XN ARFIIFAESR:
° R WARAEFHET.
° MR EFRIKF R (EEERE A LS NetAppiEhl & —EER) .
° BEM URIL: BRI FERRBS,
6. EFE M,
BB AD M AEFFIRS &,

BuRAREFIESRE
1. QIEEEXAG:

EEE, EoJLUEA Azure [TJP. Azure PowerShell. Azure CLI 8 REST API 63 Azure BENX A
B, UTTBERIUNMAER Azure CLI 81ER 6, MMREHFEFEREMSGE, BSIR "Azure TR

a. Ef"=H 5 RN EE X AR HBENREFE JSON XHH,
b. @I Azure 1T5 ID FRNINEI AT 2 BECEEREEL JSON X

&1z 9B P B M ARSI Cloud Volumes ONTAPRZLHIE A Azure ITIE700 1D,

B+

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54091999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. f£/ JSON XH7E Azure FRIEBEHENX AR,
LU H BN Ba{a{ER Azure Cloud Shell iR Bash Sl A,

* FFUA "Azure =HMR"FHiEF Bash iR,
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= EfZ JSON Xf4,

Bash vio ? @ GO D

Connecting terminal...
Welcome to Azure Cloud

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

* [/ Azure CLI RIIE B ENX .

az role definition create --role-definition

Connector Policy.json

REENZE— RN EHSRIERNEEX AR, FLHSESIEH 8 RIEEIM.

2. B AEFDELAE:
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- BRNVARFIRTT.
UTF2—1MIF:

Select members %

Select (10

| test-service-principal

test-senvice-principal
" RN RTE R FE R

T
e I

Arss EAIERGEEEH S EFIFER Azure AR,

MNREABMZ N Azure 1T EEBZECloud Volumes ONTAP , NMIWATUEIRSE E &S E ZIESMTIR,
ENetAppizHlarr, & LLEEEFZECloud Volumes ONTAPEYEfEARITT IR,

™0 Windows Azure fRSZEIE API YR
1. £*Microsoft Entra ID*BR$ZH, & F*App Registrations*FiEE N RIERF.

2. R API AR > AN PR*S
3. E“Microsoft API"F, iE#F“Azure IRSZEIE,
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

4. A LURLE AR S171A18] Azure IRSEIRY, AREERIIIE",

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination




R

Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. i as a background service ar daemon without a
Select permissions expand all
| Type to search
PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

FREX A2 RN FARE 7 IDFI B RID
1. E*Microsoft Entra ID*BRSZH, £ F*App Registrations*FHiEZE N RIERF.

2. SRV ARERF (FPHE) IDR*EXR (FBF) ID%
@ Delete @ Endpoints
o Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

1 Azure tKRPRINENIZEHI G, GESRENARER (FFi) ID IZARERFNER (FEF) 1D, %
G ID UWREAER.
BIEE P IS
1. FF/E*Microsoft Entra ID*ARSS
2. RN ARR R AR AR,
3. FEEHEBMNNZ>FE P iHTE"
4. fRBFRE AR FFEEET (8],
S. RN
6. EHIE P imZRE,
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

FEhREITH G RIE

LIBFHLEITHARIEN, EEBEEZEMNNBHBEUFEEFEER, BEE—4 Linux V28, HFEEERHE
Podman =¥ Docker, ERBURTFERY Linux I21ER S

%4 Podman 5% Docker Engine
IRIBEIIRIER S, RENAIEZFIFEE Podman 3¢ Docker Engines
* Red Hat Enterprise Linux 8 1 9 &2 Podman,
EE LN Podman RRZ o
* Ubuntu 52 Docker 5|%,

B E LM Docker Engine hRZS o
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i 4. TR

Podman

BRIBUTHBLEMEE Podman:

* BFHEE podman.socket ARS
* Z&python3
* &% podman-compose M EHRZs 1.0.6

* ¥ podman-compose #NZEI PATH IFiE L=

* YNER{EMA Red Hat Enterprise Linux 8, iBEIIEERY Podman hrZsfEFARYE Aardvark DNS A& CNI

@ ZRMNIEFAE aardvark-dns im0 (BAINME: 53) , LUEES DNS i1, RRUARE

B0

P$IE
1. NRFEH_LELRET podman-docker €2, FGEMIR,

dnf remove podman-docker
rm /var/run/docker.sock

2. &% Podman,
EA] LAME 7 Red Hat Enterprise Linux Ff#&ZEF£EX Podman,

3tF Red Hat Enterprise Linux 9:

sudo dnf install podman-2:<version>

EHrh <version> BB EELRER Podman iFa0hRA, =&Y Podman iR7s o

JtF Red Hat Enterprise Linux 8:

sudo dnf install podman-3:<version>

Erh <version> @R EERER Podman iF80kRA, &Y Podman iR7s o

3. BRHE5h podman.socket ARS.

sudo systemctl enable --now podman.socket

4. 224k python3,
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sudo dnf install python3

5. MNRIEM AL LIT&H EPEL ZHEER, BLEE,
6. YNR{FA Red Hat Enterprise:

P BENERN, EH podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&RZE
e N

JtF Red Hat Enterprise Linux 9:

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.noarch.rpm

JtF Red Hat Enterprise Linux 8:

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

7. 2% podman-compose €2 1.0.6,

sudo dnf install podman-compose-1.0.6

@ £ “dnf install &< 7% E 4% podman-compose #HINZEI PATH IMETEMER, L&
<% podman-compose FNNZE! /usr/bin, EELEEETE “secure_path’ EA_ERYIED,

8. YN FF Red Hat Enterprise Linux 8, i5IIE&ER) Podman hix A& @& E A Aardvark DNS B
NetAvark 14 =& CNI,

<

a. mIBETU TS SHREER networkBackend 2F1& & CNI:

podman info | grep networkBackend

b. 408 networkBackend i & cNT, {FEEBEENN netavarke

C. &3 “netavark # “aardvark-dns fERLUT&H$:

dnf install aardvark-dns netavark

d. $TFF “/etc/containers/containers.conf X FHEEX network_backend &I LAfEE A “netavark A

IEE“Cni”o

YR /etc/containers/containers.conf NFEE, 1BSEEEERN
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*/usr/share/containers/containers.confo

9. EFBEN podman,

systemctl restart podman

10. {ERALL T SHIA networkBackend I7E B E & J9“netavark”:

podman info | grep networkBackend

Docker 5|28

#2828 Docker BYX 1% % Docker Engine,

HIE
1. "&5%F Docker HIZ2E 5 B"

RIS BLERHFHY Docker Engine hR7s, 1570 RERAMARA, EAEHRIGFZIFE,

2. I93F Docker @& BB BAHIEEIETT,

sudo systemctl enable docker && sudo systemctl start docker

FEIREIEH SRR
EAUIA Linux ENETFEH 2ETH G RER M.

Faz Al
EBNIZEBUTAS:

* REITHIBIER root AR,
* NRIFFHERBEENREA AN EERM, NRHEXRIERSSEZNIFHAES,

BRILUEFERERERERERSSE, EXFHFRERB TR GHE,
* NRAEARSSEFER HTTPS HAEZ=ENIE, NFEE CAZRRIES,

@ FryREERIGRIEN, TEANERNERSHKBIED. IRFENSHARERSIZILKEILES
» MATEREGERMEIFERIS. #4407 CELRERIE"

RFUIES
NetAppsffitm LR MR ERRF A RERFIRE, RE/G, MREMRARTA, FHatEZBEH.

p
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1. SNREMN_LEIZET http_proxy 5% https_proxy 245 &, 5K EMIRR:

unset http proxy
unset https proxy

MRFHEFXERFTE, REFKW.

2. WREIEH & RIERMA "NetApp 2iFIER", ARFHEERIZILinuxEN Lo
BN THERTENMNEN T EL N ELRERERF.

3. HECTITHIZARIRIR,

chmod +x NetApp Console Agent Cloud <version>

Hep <version> 218 T AYZH] & RIEAIARZS,

4 MREBFIFERRE, BEREERS, "7 RIAZAFHLENLEERS,
O. IBITREMZA,

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> —--cacert <path and file name of a CA-signed certificate>

NREHMBFEZNERKIFRIEEN, WEERMIREEE, ErILURINZERSNELRE, --proxy Al
-—-cacert ZHREAIEN, RAFZIRTRERNEN]. NMREENERSE, WEBRAFITRBSH,

UTEER CAERIERERE ENAIERS 2[R

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

—-proxy R TR 2 —FiIzHI 5 XIBEEE AR HTTP 3¢ HTTPS IEARSS 23!

° http://Mit:i% 0

° http://FAF & - Z i3 @3k i% O

° http:/181% %92 F & Z i@tk O
° https://Hbtit:iE 0]

° https://FAF & : 25 @itk w0

° https:/3HE %92 F & FEi@thit: ik 0

HEERUTEI
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* ARA U AR A ESEAF .

" WA, SER \ B9 ASCIH S, g0 BRI,

' EHERERTRES @ FHNARREEE.

* NRTHEE S UTNEARHRFER, WO ZSFRF R EN L RFAIHRE SOZEHRFF . & 5!
falan:

http://bxpproxyuser:netapp 1\!@3t31:3128

‘—-cacert IEE B FEHI & RIBMNARIERS 2R 2B HTTPS 5818 CA B ZiFH, HTTPSHIEARSZEE. #EHMK
1BARSS 2. BEARIERSZSEEE S

+ THEEEZERAERSBHNTRE. KESAAREN, FHREEEXNERSSE. BRFRK CAEIRBEFRHM
ARl e RIEEN:

+

./NetApp Console Agent Cloud v4.0.0 --cacert /tmp/cacert/certificate.cer

1. NREFEA Podman, MFEZEIFEE aardvark-dns im0
a. @it SSH EZETiTHI & RIEEIML.

b. ¥TFF podman /usr/share/containers/containers.conf X &4 Aardvark DNS BRSSBIEEIH . 5190
, BHEHEN 54,

vi /usr/share/containers/containers.conf

# Port to use for dns forwarding daemon with netavark in rootful
bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services
should

# run on the machine.
#
dns bind port = 54

Esc:wqg

c. EMTEEEH G REEI

T=FEMH4?
EFEETENetAppizhl & IEAHZH & R,
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fEFANetAppizhl & EMHEH 5L

BERIEH S HRBERNAESERARXE, ERANBRTEERIZH GIIER. MNREERER TERE
Ha, WAILLUES SaaS MItER. MREAR BRI TERIEFIG, WAIUMNEHSREINAMER,

p
1. 477 Web SR FHiaNEH RN URL:

EHl S EA URL AJ AR AN FAF IP #ulEEi AL P sk, BABURTENMEE, B0, NREH
SREBATFEERHE IP N AH RS, WATHEANSIEH SRIBEENEEEMNTNNE IP ik,

2. IMHER,
3. BRfE, REIRHS:
a. IEESITH A IEXERNEFI G845,
b. BNRFRIR o
C. FERBAERSIRRIEBIT? “MREFREME LT ERKT.
Hizh e NEREEAMY, RFEREEI
d. LA IAE
[INetAppizhl IR M TR B FE
REHRERHENER, PIENERE, UERHaREEBE AWS 5 Azure FHRITIRIFFIEBINR,
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AWS

FHaZ Al

@%ﬁlﬂumJﬁULTﬁ‘tbAWS FUE, ENRRFEE/LOHAREN. FEHE/L0H, ARRKREERNEES
BHo

R

1. EEFEIE > &,
W RLR I
3. EEFARINERE HIZR M SHI T BIRE,
a. ZiHUE: #%EE*Amazon Web Services > {1,
b. EXEIE: N AWS AR ZAMEH,
c. mIHITH: Wid BT IRSEFEME TR HIAITIRH S XL EIEXEK,
d. @1 HWINEXEIEAIEAE BHER R

EIMIE R LAFITE "NetAppiZhl & "FIaEBITH 8 118,
Azure
PR, =P

INRERINIIR T XL Azure FHE, ENRIEEFELDHAREER. FRL0%, AEBRNZHE & RE
B R

3
1. FEFEE > i,
2. FEFRINERE HRBRS PN L BEE,
a. EIEAIE: %EEFE Microsoft Azure > LIE*,
b. EXERE: MAEXEFENIER Microsoft Entra RS EHHIE L :
" AR (BFFE) ID
*B® (fJP) D
" BPImRNE
c. MiHITIR: Wi BN THSEFEIMA ITFR T IHITiH S XL EIEXREL,
d. #1Z: HWINE X EIEAIEAE SHEE R
“R

=EH e RERTEAEAREE Azure FHITIRIEFIERINIR, EIMTERILARITE "NetApptzhl & " FrIafEAixE
il & R,

3 VCenter 7EZ53t L 347 H & RIE

MNRZZ VMWare BF, ZALUER OVA EEH VCenter RREITHISRIE, 0@
I NetAppiz il & TE OVA 3REX URL,
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@ HIEEEA VCenter TRAREITHIG AR, ERILUGER VM Web RIS HITHIAES. "THEE
FARER VM IEH GBS ES. "
HEFEREEH S RE

REZAT, BHREREN VM EHHEEER A BizH & IR LUA R M BATNSE. 2EANetAppEUEiRS
g Cloud Volumes ONTAP, ENITHI S RIELIESRUEBEREURKRERITIZE,

EEEHaREENER
FEREREFEREZH, BERFERENENHRREEK,
* CPU: 8 1%k 8 4> vCPU
* RN7E: 32GB
* H42%Si8]: 165 GB (EE®)
* vSphere 7.0 S{E Sk
* ESXi E£#1 7.03 HES RS

() vCenter FEHRREATR, MARKESAE ESX TH ERE,

S AR BRI
SEMMAEERSE, BREHAREEEHBE SNSRI 5 BATMEKIEE,

EEIE R B ATRILR

EHERESES KT ENEERASKNMUERIINGEE, 50, BitR7EARtIFEF )ECloud
Volumes ONTAPR LT TZ B R FTAIMLE

b B BXRi7317)
BEEH SRENNEUEXTES HIGEEMNER T BB R R E R Ro
fEFRET Web FINetAppizhl 5B MITEHEXRBYIR =
M Web | 5igsinnlizHl GBI BB R Z MR, BFEERERER GRIREEH QEHH#ITIZE
SNEERER.
"JINetApptEHl G IEFME" o

Mz RIEEXRRIR R
EHERIEREHMEERRMIARREARAUTHR, UEBAHRIMEHNZRAIRELOHETTH BRI,

TEYIHEYRREZ CNAME 5B

@ BT R (E AR EE A MAIEH S IEREE Google Cloud &R, EEIE Google Cloud &R
, JB7E Google Cloud F%& 3 ({1,
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AWS

LiITH B RIBLREE RIS, EEEXLT AWS iF
%4 (f5l#0Cloud Volumes ONTAP)

MIZHI & RIBEX R AR

TR, UEEIEEETE AWS FHINetApp

EHaES Hﬂiﬁﬁﬂ%ﬂlﬁlﬂ%ﬁ*?u—F mm, UBEBEAHSMERINRRMREZELHTHBIEE
TEYIHNEREE CNAME &8,
)=} BrY
AWS A% (amazonaws.com) : BB AWS BiR, HYJEFUE’J
AWS Eijo "Eééliémﬁﬂ 5% 1ﬁ
* =HZAK S5 AWS "

- #MHTEE (EC2)

© BHFRRIEE (1AM)
* BIAEERS (KMS)
* R THIARSS (STS)
© EREMERS (S3)

\ https://mysupport.netapp.com

\ https://support.netapp.com

\ https://signin.b2c.netapp.com

\ https://api.bluexp.netapp.com \ https://netapp-cloud-
account.authO0.com \ https://netapp-cloud-account.us.authO.com \
https://console.netapp.com \
https://components.console.bluexp.netapp.com \
https://cdn.auth0.com

REVF R {E B HMNetAppZ A
i*AutoSupportiE 2.

REVFAIME B HMNetAppZHEA
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Bash vio ? @ GO D

Connecting terminal...
Welcome to Azure Cloud

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

* [/ Azure CLI RIIE B ENX .

az role definition create --role-definition

Connector Policy.json
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- BRNVARFIRTT.
UTF2—1MIF:

Select members %

Select (10

| test-service-principal

test-senvice-principal
" RN RTE R FE R

T
e I

Arss EAIERGEEEH S EFIFER Azure AR,

MNREABMZ N Azure 1T EEBZECloud Volumes ONTAP , NMIWATUEIRSE E &S E ZIESMTIR,
ENetAppizHlarr, & LLEEEFZECloud Volumes ONTAPEYEfEARITT IR,

™0 Windows Azure fRSZEIE API YR
1. £*Microsoft Entra ID*BR$ZH, & F*App Registrations*FiEE N RIERF.

2. R API AR > AN PR*S
3. E“Microsoft API"F, iE#F“Azure IRSZEIE,
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

4. A LURLE AR S171A18] Azure IRSEIRY, AREERIIIE",

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the

Select permissions

Application permissions

APl as the signed-in user.

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX A2 RN FARE 7 IDFI B RID
7E*Microsoft Entra ID*ARSZ 5, %E#E*App Registrations* Hi%EF N AR F.

EFINARErF (BFWH IDFIER (JF) ID%

1.
2.

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID ¢

Directory (tenant) ID

: 4b0911a0-929b-4715-944b-c03745165b3a

73de25f9-99be-4320-8b24-538ca787a6k3

Object ID

1 Azure tKFIRINENIZRI SR, BRERENARERF (FFK) ID MEAREFHNBER FEF) ID. &

: b37482a9-375f-49c2-b27c-e630514106a5

HIEa A ID LR EARER.

BIEEF mE
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['h
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&=
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e iR CPU #1 RAM ERBVSLHIZREY, {17 t3.2xlarges
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e IR CPU #1 RAM EREYSLfIZEEY, (1 Standard_D8s_v3,
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EHIARIEZEE =8 /var A Docker 2% Podman Fi&itBNEELLBRFRIESES,
£ “Ivarllib/containers/storage’ B R, IMBLER TS EERESH T I =(al,

$18 4. %% Podman I Docker Engine
EFHLREITHARIE, H@id %% Podman 3 Docker Engine 3 /E&EHo
RIBEIVIRER S, RENAIEZFIFE Podman 3 Docker Engine,
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Podman

BRIBUTHBLEMEE Podman:

* BAFE5H podman.socket fRSS

* Z2¥tpython3

* %23t podman-compose N EIRZS 1.0.6

* & podman-compose 7 NNZEI PATH If IR L=

* YNER{EMA Red Hat Enterprise Linux 8, iBEIIEERY Podman hrZsfEFARYE Aardvark DNS A& CNI

@ ZRMNIEFAE aardvark-dns im0 (BAINME: 53) , LUEES DNS i1, RRUARE
i

P$IE
1. NRFEH_LELRET podman-docker €2, FGEMIR,

dnf remove podman-docker
rm /var/run/docker.sock

2. &% Podman,
EA] LAME 7 Red Hat Enterprise Linux Ff#&ZEF£EX Podman,

3tF Red Hat Enterprise Linux 9:

sudo dnf install podman-2:<version>

EHrh <version> BB EELRER Podman iFa0hRA, =&Y Podman iR7s o

JtF Red Hat Enterprise Linux 8:

sudo dnf install podman-3:<version>

Erh <version> @R EERER Podman iF80kRA, &Y Podman iR7s o

3. BRHE5h podman.socket ARS.

sudo systemctl enable --now podman.socket

4. 224k python3,
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sudo dnf install python3

5. MNRIEM AL LIT&H EPEL ZHEER, BLEE,
6. YNR{FA Red Hat Enterprise:

P BENERN, EH podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&RZE
e N

JtF Red Hat Enterprise Linux 9:

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.noarch.rpm

JtF Red Hat Enterprise Linux 8:

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

7. 2% podman-compose €2 1.0.6,

sudo dnf install podman-compose-1.0.6

@ £ “dnf install &< 7% E 4% podman-compose #HINZEI PATH IMETEMER, L&
<% podman-compose FNNZE! /usr/bin, EELEEETE “secure_path’ EA_ERYIED,

8. YN FF Red Hat Enterprise Linux 8, i5IIE&ER) Podman hix A& @& E A Aardvark DNS B
NetAvark 14 =& CNI,

<

a. mIBETU TS SHREER networkBackend 2F1& & CNI:

podman info | grep networkBackend

b. 408 networkBackend i & cNT, {FEEBEENN netavarke

C. &3 “netavark # “aardvark-dns fERLUT&H$:

dnf install aardvark-dns netavark

d. $TFF “/etc/containers/containers.conf X FHEEX network_backend &I LAfEE A “netavark A

IEE“Cni”o

YR /etc/containers/containers.conf NFEE, 1BSEEEERN
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*/usr/share/containers/containers.confo

9. EFBEN podman,

systemctl restart podman

10. {ERALL T SHIA networkBackend I7E B E & J9“netavark”:

podman info | grep networkBackend

Docker 5|28

#2828 Docker BYX 1% % Docker Engine,

HIE
1. "&5%F Docker HIZ2E 5 B"

RIS BLERHFHY Docker Engine hR7s, 1570 RERAMARA, EAEHRIGFZIFE,

2. I93F Docker @& BB BAHIEEIETT,

sudo systemctl enable docker && sudo systemctl start docker

IR 5 IR

REMEIER, UEEHEARETUEEARSFHAER, R7T HEG S RERRHENNEMNFMZIN, EEF
EMRABEUTER,

EEIR R BATRILS

REEHERBESEEUBEBMNEEE, H, &i1XIEZECloud Volumes ONTAP B9VPC 8§ VNet, &R
B ZSHIONTAPEEEF PRTE AV ERIE A Oho

EEZ ML LA P i EINetAppisEl &

AZMRRNT, AP MNERSRIE VM IBRIERIG, 6 e BRI N ER R BIEERES. M
H B TR ERIER, MBI BB RAXERR.

@ 4.0.0 kA2 FIRYIEHI 6 RIEF B R SNREARE] 4.0.0 HESRES, WATLUAMRIFT
RAPMIBRIBIF SR, "THHEX 4.0.0 ZHIRAFAENNEIHRNESZEE. "
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o ZFR: WNNBIEFEFT,
o MRFSSRY: EIRK PR (EIRBER ] LIS NetAppiThHl & —EER) o
° EEM URL: EAILUEIHFEREZ,
6. FEIFEM S
EBERIE AD N AR FARSS E 4K,

RNARFDESAAE
1. QIEEEXAG:

EEE, EoJLUEA Azure [TJP. Azure PowerShell. Azure CLI 8 REST API 63 Azure BEX A
B, UTTBERIUNMAFER Azure CLI 812 R 6, MREHFEEREMSGE, BSIR "Azure STH"

a. Efl"=EH 5 RN EE X AR HBENRZFE JSON XHH,
b. @I Azure 1T ID FRNINEIR] 2 BCEEREEL JSON X

1Bz 9B P B M A Cloud Volumes ONTAPRZLHIE A Azure ITIE700 1D,

B+

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54091999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. f§F JSON X471 Azure FRIBZEENX A,
LIS 4Ba0{a{E A Azure Cloud Shell 189 Bash Bl A,

* FFR "Azure =N "FHIERE Bash iR,
* _F{£ JSON x4,
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Bash v i O ?2 @ [H DB

Connecting terminal...
Welcome to Azure Cloud

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

* [/ Azure CLI RIIEBENX .

az role definition create —--role-definition

Connector Policy.json

RAEENZE— RN ERSRIERNEEX AR, AILHDESIESS RIEEDIM.

2. G AEFDELAE:

o o o 9

[©)

- M Azure [ JF$TH Subscriptions %3,

- IEEITIR

ERRAREES] (IAM) ST >IN e 2 i,

- ErAReNETRR, EETHSIRMER AeHER T 5%

SURIRA, FTERU TR

- RERERARR. ARRS TR

" ERIEERS

205



Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- BRNVARFIRTT.
UTF2—1MIF:

Select members %

Select (10

| test-service-principal

test-senvice-principal
" RN RTE R FE R

T
e I

Arss EAIERGEEEH S EFIFER Azure AR,

MNREABMZ N Azure 1T EEBZECloud Volumes ONTAP , NMIWATUEIRSE E &S E ZIESMTIR,
ENetAppizHlarr, & LLEEEFZECloud Volumes ONTAPEYEfEARITT IR,

™0 Windows Azure fRSZEIE API YR
1. £*Microsoft Entra ID*BR$ZH, & F*App Registrations*FiEE N RIERF.

2. R API AR > AN PR*S
3. E“Microsoft API"F, iE#F“Azure IRSZEIE,
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

4. A LURLE AR S171A18] Azure IRSEIRY, AREERIIIE",

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the

Select permissions

Application permissions

APl as the signed-in user.

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX A2 RN FARE 7 IDFI B RID
7E*Microsoft Entra ID*ARSZ 5, %E#E*App Registrations* Hi%EF N AR F.

EFINARErF (BFWH IDFIER (JF) ID%

1.
2.

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID ¢

Directory (tenant) ID

: 4b0911a0-929b-4715-944b-c03745165b3a

73de25f9-99be-4320-8b24-538ca787a6k3

Object ID

1 Azure tKFIRINENIZRI SR, BRERENARERF (FFK) ID MEAREFHNBER FEF) ID. &

: b37482a9-375f-49c2-b27c-e630514106a5

HIEa A ID LR EARER.

BIEEF mE
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIPTION EXPIRES VALUE

Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

=

TBHRSEAUERETSE, BENZELERITVARRF (FFHK) ID. BR (AF) ID MEFHIZRN
Bo A0 Azure 1K RS, EFEBEITFIGPRALER.

Google Cloud RSZ 1K S
tlE— M AeHBEENATERATEH & RE VM LHARS K,
S

1. 7£ Google Cloud FBIEZBENX A

a. BlE—1 YAML Xff, HABEETE Google Cloud FUZHI & IREEE",
b. M Google Cloud #E =7

c. HEAEEHISRIEMENRRN YAML X4,

d. FEARLIEBRENX A gcloud iam roles create’ i<,

IR RGIED B %5 eI —1 % J“connector (VA&

gcloud iam roles create connector —--project=myproject
-—file=connector.yaml

-+

"Google Cloud X#4: SIENEEBEXAE"

2. 1 Google Cloud FIEEARS MK S
a. M IAM FNEIRARSSH, 18 BRSSIKF > BIEARS KA,
b. I NARSS K IFAR(E BIHIEIE BB H A,
C. EFENINICIEAY A&,
d. ERFEIRTEUCIRAE,

"Google Cloud X#14: BIZRSHKS"

“

EBIAERE — TR UDEAER S0 VM SLEIRIARSS KA
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18 7. EH Google Cloud API

7 Google Cloud H&8ZCloud Volumes ONTAPEZEZ ™ API,
B
1. &I E SR ERBE LT Google Cloud API"

° ZEPEEIRES V2 AP

° ZEEAPI

° ZRIREESE AP

° HHESIEAPI

° SMRFIAIREIE (IAM) API

° ZEIABIERS (KMS) AP

(X &t %¥NetApp Backup and Recovery 5% R EEINEZE A (CMEK) &5 ERNA TE)

FERBIEIV T ERE TR 5
UZREEREBEH a2, UEERTUES RN ILEZE MEMANetAppiEHla. Bk,

ZEERIGARE, BdinriEtaNE EETHRARRERKERS S, ARRHEZA
REN TR,

TR 2EEHaNE
MoRMENHH LTS S AENE Linux TV EFEHRE,
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"7 RRUIAIZ E AWS FXFR"

* 1889 1AM BB P ITIRFIECE TR AWS Marketplace BIRBR,

TR CPU A1 RAM E3R,
"EHELHIER"

EC2 LBV AR

B

p
1.

2.

Z3

BI1E "AWS Marketplace LHINetAppiZHl & IS K"
EHHTE L, EFRREITIR
EITHZIYS, i5ERESZFT

ARk Y g

THSETME, EFBEREE"

T EREII A TIE L, WREEET ERIKE, JARREREEE
B TTE R IR T, 8T EC2 B, ARER B

fEF EC2 $=H| 8 BEhSRBIFHMI IAM A&, R MMILE I RIETERIX—Ro.

RERE R EHARE S
°© ANRAAREE : BNSEHIRI R IRAIAREE
° NAREFMIRERGREG: BhIibEio. =6 & RE AMI BREF,
o ISR RIBXIFATAY, EFHE RAM F1 CPU BERAILHIKE (FRSTiEZEHIETF t3.2xlarge

o

c BN (BR) | aREEEARREERELAINERN,.
° MFIRE: RIEFEREMNEILE:
" EEFEFRER VPC HMF Mo
* EERAIRENEE A P i,
* EEREARE, NEHaRELFIERAIERNERT A SSH. HTTP #M HTTPS,
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© ECEFME . RERENEIAKRNIHESEE,

MRBEIRE EEA Amazon EBS %, 5% a4k, BF &1, & &, REEF—
KMS %5%A,

© BRIFAER: T IAM LHIEEXMG T, SRS e REMFERIR IAM A&,
c R BEEREHEERMEL

AWS ERIEERNIK BRI, =H 8RB BEITAROFEL D .

T—F2M14?
L ENetAppizTHl &,

AWS HfFm17

ez el

BNIZEBUTAS:

* HREMFERBIVPCRF Mo

T AR K"
* BEWINREEEY IAM e, HhaaEdlaREREINR,

"7 REANEIS B AWS AR

* 1889 1AM B P ITIRFECE TR AWS Marketplace BIRBR,
* EC2 EfIRYZREAXS,

p

1. 3% %] AWS Marketplace HF2HEAINetAppizTH| & IE,
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a. ¥T7F EC2 BRSSHEE BanEfl,
b. %% AWS Marketplace,
C. ##ZNetApp Console FHiEZEF fo

1. Choose AMI 2 Choose Instance Type 3. Configure Instance 4. Add Siorage 5. Add Tags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Comont i Seh

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI
provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs:
Search by Systems Manager parameter
1to 1of 1 Products

Quick Start
Q, bluexp x

My AMIs
BlueXP - Manual Installation without access keys
AWS Marketplace 1 NetApp ¥ m
| . # (6)13.9.23 [ By Metfpp, Inc.

Community AMIs Linux/Unix, Red Hat Enterprise Linux Red Hat Linux | 64-bit (x86) Amazon Machine Image (AMI) | Updated: 11/17/22

Read below for instructions on how to deploy Cloud Volumes ONTAR

¥ Categories More info




d. IR URGE,
2. BRI RECE HERE LA

° ERSLHIZEE: RIBXEEIAMG, &

"BEERERHIEKR",

B2 FRSEFIRE (BINEA t3.2xlarge) o

° EE%?—%W#*EEU. 7R VPC FMIFW, EEREEPRE 1 REIEN IAM A, BRKXLERFRIF (&
), FEREMEMFSEERNEER,

Number of instances

@
Purchasing option (i)
Network ()

Subnet (i)

Auto-assign Public IP ()

Placement group ()

Capacity Reservation (j)

| 1 Launch into Auto Scaling Group (7)

[JRequest Spot instances

| vpc-aT6d91c2 | VPC4QA (default)

4| C Create new VPC

| subnet-39536¢13 | QASubnet1 | us-east-1b

1 Create new subnet

155 IP Addresses available

| Enable

A

[J Add instance to placement group

| Open

3 ! )
hd c Create new Capacity Reservation

-y
IAM role ()

| Cloud_manager

2|C create new 1aM role

CPU options ()

Shutdown behavior ()

[ specify CPU options

| stop

a|

Enable termination protection

Protect against accidental termination

Monitering

[JEnable CloudWatch detailed maonitoring
Additional charges apply.

o AINTERE: REBAFHEED

© AIMAREE: WRFE, HWASEFIRIIRRE,

o

© HE. HEEREHER B

#R

ER2H: EERFSRELFIPIFENERT A SSH. HTTP M HTTPS,

AWS ERIEERNIRERBEI . =H aRELHIMMAEBITROFEL D o

T—FEHA?
KEEHE

Azure BiFH1%
FreG 2 /i
BNIZEBUTHRSA:

* THEMLEERD VNet F1FM,

"7 AR K"
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* BRI EFIENIRE Azure BEX A,

"T RN E Azure AXR"

g

1. #%3| Azure TIZFAINetAppizHl & KIE VM B,
o "Il XIFHY Azure THIZHTIE"
° "Azure BIFFXIERY Azure Hi7DIE"

2. EIFILANIREN, AEIEF AL,

3. M Azure IJPH, EFGIRHIRER L BECE M.

e E B IAMWIEHE F R AT EI:

° VM K/ 3E&F#HE CPU #1 RAM E3RAY VM K/, F{ 137 Standard_D8s_v3.
o iR IHIAMIE L@ HDD 8f SSD M LI R IE 1AL,

© AHEIP: NRERFG AL 1P it SizH S HE VM —EfEA, Wiz IP ity ifEREZS SKU LU
HRER S ERLL A 1P #oil,

Create public IP address x

MName *

| newlP d

SKU* (D)

@ Basic O Standard

Assignment

O Dynamic @ Static

YNREFERIRE SKU IP ik, NMIEHISRMERIEH QRERN_AE_IP ik, MARQE P, W
RIEATFnRHEHI QRN ST EIARNZTAR IP ik, NEHEPRRIERERK.

"Azure X14: AF IP SKU"
c ML LA FHIERIEFEMEMA SSH. HTTP M HTTPS BINILIERE,
"&BE Azure L 2HMN" .
° B T EET, B BARASRHIEEZHD

IIREREE, RANEES D RIFERSREEMIIE Microsoft Entra ID fRIREE, MEAFEM
EEEHE. "FHT#E Azure RIFRVIEEIRIR" o

4. TEHE + QIR TIE L, HELERHEE IR UFHREE,
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1. NREMN_EIEE T http_proxy B https_proxy B4 &, EFEMIB:

unset http proxy
unset https proxy

MRAHFXERATE, REFKK.
2. NTEIEHI A RERIRM "NetApp 28", ARBEERZILinuxEN Lo
BN THERTENMEN TR EL N EREREF.

3. HECTITHIZARIRIR,

chmod +x NetApp Console Agent Cloud <version>

Hrh <version> 2& T HAVZH & RS,
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4. MREBMNIFER SRR, BREARENS, "TRINAZEFHLENEERS, "
O. IBITRERIZ,

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

NRIEHMBFEZAERIFRIEERN, WREZRIRIEER. ErILURINZERASHERIE, --proxy
--cacert ZHUEAIER, RAFZRTERNEN]. MREBRERSSE, WEBRNFAIRHNSH,

UTRER CAERIEPEE ENAIERS2FHIRA):

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@l10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

“--proxy EAR UL TRz — iz e IBECE A GER HTTP 8¢ HTTPS HIEARSS 25

° http:/Ait:i% O

° http://FAF & @3t i% 0

° http:/15 8 %928 F & - Z B @ittt :iw
° https://H#iit: RO

° https://FAF & ZB@3it: %m0

° https:/15% %92 FF & 25 @it i ]

EERUTEI:

* BRAILEAA P SRR,
" MTFEAR, EAOER \ B ASCIH S, 90 LR,
* FRIERERRHEE @ FRINAR{HEE,

* IRFZBEEUTEMEHRFR, WATTEZSFRFREN LR FALRE X ZFHRFR: &
g !

a0

http://bxpproxyuser:netapp 1\!@3th31:3128

"--cacert 15 A T & RIEMAIEARSS 28 Z [BIRY HTTPS IAiRIAY CA ERIEFH, HTTPSHIEARSS 28, 1=
BAERSSE. ERAERSSHNBEZLSH.
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ANENER SR
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./NetApp Console Agent Cloud v4.0.0 --cacert
/tmp/cacert/certificate.cer

1. NEREEA Podman, NIEEEEE aardvark-dns %0,
i SSH iEZ T HI AR IEE M.

b. $TH podman /usr/share/containers/containers.conf X4 FHE2X Aardvark DNS ARZS3 AY3EE i .o
540, RKHEEBER 54,

vi /usr/share/containers/containers.conf

# Port to use for dns forwarding daemon with netavark in rootful
bridge

# mode and dns enabled.

# Using an alternate port might be useful if other DNS services
should

# run on the machine.

#
dns bind port = 54

Esc:wqg
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NetApp BlueXP
i NetApp NetApp, Inc.

BlueXP lets you build, protect, and govern your hybrid multicloud data estate.

(E==

OVERVIEW PRICING DOCUMENTATION SUPPORT
Overview
BlueXP is NetApp's hybrid multicloud storage and data services experience Additional details

that helps organizations build and operate a centrally controlled data

i ; ] Type: Saas & APls
foundation across on-premises, edge, and cloud environments.

Last updated: 12/19/22
et . i 5 i inE 7 i
EIUEXP abstracts the L.omple_mty of argiutectmg the underlying Google fl:ltldd Category: Analytics, Developer tools, Storage
infrastructure resources making it easier to'deploy and operate NetApp's
storage, mobility, protection, and analysis services within your Google Cloud
environment.
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SSH %E#3ILfl, EC2 Linux SSFIMAFZ 2 ubuntu (33F 2023 5 5 Bz a0 8RB, F
F&2 ec2-user) o
"AWS XY ERZEIER Linux SE4)"

b. &% AWS CLlI,
"AWS X1y ZEEEI&EHMRAE AWS CLI"

C. {5/ "aws ec2 modify-instance-metadata-options a5 % 2K IMDSv2 #31& PUT MRz BkEXFRHIE L/
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aws ec2 modify-instance-metadata-options \
--instance-id <instance-id> \
--http-put-response-hop-limit 3 \
--http-tokens required \
--http-endpoint enabled
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Docker (F8F Ubuntu #1 VCenter =)

docker ps -a

Podman

podman ps -a

ZRAENBAR

1E&B] LUBE7E com/opt/application/netapp/service-manager-2/config.json X H1&E isUpgradeDisabled 15:&
REBBshHR. FINERT, Jﬂ:hulx%jj false, H#EZHNREZEHNARK. ErILUELHATEIRE S true LA
PREBMHAHR. EEMLITRZE, BRIZHAE JSON B,

ESMBERABHAER, BERUTTEHIE isUpgradeDisabled 17EIKE A false,

g
1. BAREEWIEENERRMNHFH R R,
2. gI#2 /opt/application/netapp/service-manager-2/config.json X{HIEMREIAE, LUIRERETUREEK,

3. YmiE /opt/application/netapp/service-manager-2/config.json X434 isUpgradeDisabled 15EHIEE RN
trueo

"isUpgradeDisabled": true,
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4. RIFEAIM
S BEHIETTU T e L EMB RS B IR 2 fRSS:

systemctl restart netapp-service-manager.service
6. BEITUTHSHKIERENKESES E/R/_active(running):

systemctl status netapp-service-manager.service
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p
1. MTFEIEH B RIBIG "NetApp ZHUAR"
2. BREEZFEHF Linux T,
3. HERIETTRIZARIAL R,

chmod +x /path/NetApp-Console-Agent-0Offline-<version>

Hrh <version> @& T H 89T & R IERIRRZS,

sudo /path/NetApp-Console-Agent-Offline-<version>

Hrh <version> 2E& T HHNARIBRIRRZS,
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::952013314444:roo0t",
"Service": "ec2.amazonaws.com"

I

"Action": "sts:AssumeRole"
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Request APl permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph
Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Eﬂ
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlook/Exchange, Onelnve,

OneMNote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenanos

‘ ' Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_pi Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

% Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

D Customer Insights

Create profile and interaction models for
your products
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5‘ Azure Data Explorer

Perform ad-hoc quertes on terabytes of
data to build n=ar real-time and complex
analytics solutions

‘P Azure Import/Export

Pregrammatic control of importfexport
jobs

I_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination
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A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.
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&«  Product details

NetApp BlueXP
Fl NetApp NetApp, Inc.

BlueXP lets you build, protect, and govern your hybrid multicloud data estate.

]

OVERVIEW PRICING DOCUMENTATION SUPPORT
Overview
BlueXP is NetApp's hybrid multicloud storage and data services experience Additional details

that helps organizations build and operate a centrally controlled data

i _ : Type: Saas & APIs
foundation across on-premises, edge, and cloud environments. =

Last updated: 12/19/22
BlueXP abstracts the complexity of architecting the underlying Google Cloud
infrastructure resources making it easier to deploy and operate NetApp's
storage, mobility, protection, and analysis services within your Google Cloud
environment.

Category: Analytics, Developer tools, Storage
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Status Order number Plan Discount Startdate ) Plan duration End date Payment Schedule Auto-renew Next plan
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° "% B PRHIE AR

RGP X LI E B ERECR:
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BUER #1

"Version": "2012-

"Statement": [

{

"Action":
"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

10-17",

[
DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2
"clo
"clo
"clo
"clo
"clo
"iam
"

"iam:

"wa

lam

lam

"iam:

m"wa
"iam
L1

"wa

"sts:

"sts
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:

lam:

lam:

lam:

lam:
lam:

lam:

:ReplaceRoute",
:UnassignPrivateIpAddresses",
DeleteSecurityGroup",
DeleteNetworkInterface",
DeleteSnapshot",

DeleteTags",

DeleteRoute",
DeletePlacementGroup",
DescribePlacementGroups",
DescribeVolumesModifications",
:ModifyVolume",
udformation:CreateStack",
udformation:DescribeStacks",
udformation:DescribeStackEvents",
udformation:ValidateTemplate",
udformation:DeleteStack",
:PassRole",

CreateRole",

PutRolePolicy",
CreateInstanceProfile",
:AddRoleTolInstanceProfile",
:RemoveRoleFromInstanceProfile",
ListInstanceProfiles",
DeleteRole",
:DeleteRolePolicy",
DeleteInstanceProfile",
GetRolePolicy",

GetRole",
DecodeAuthorizationMessage",
:AssumeRole",
GetBucketTagging",
GetBucketLocation",
ListBucket",

CreateBucket",
GetLifecycleConfiguration",
ListBucketVersions",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketPolicy",
GetBucketAcl",

:PutObjectTagging",

GetObjectTagging",
DeleteObject",
DeleteObjectVersion",
PutObject",
ListAl1lMyBuckets",
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"s3:GetObject",
"s3:GetEncryptionConfiguration",
"kms:List*",
"kms:ReEncrypt*",
"kms:Describe*",
"kms:CreateGrant",
"fsx:Describe*",
"fsx:List*",
"kms:GenerateDataKeyWithoutPlaintext"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "cvoServicePolicy"

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:DescribelInstances",
"ec2?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:TerminateInstances",
"ec2?2:DescribelInstanceAttribute",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2:CreateSecurityGroup",
"ec?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"kms:List*",
"kms:Describe*",
"ec2:DescribeVpcEndpoints",
"kms:ListAliases",
"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",
"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",
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"glue:BatchDeletePartition"

1,

"Resource": "*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
:AbortMultipartUpload",
"s3:
"s3:
"s3:
"s3:
"s3:

"83

"53

"S3

"S3

1,

GetBucketLocation",
ListAllMyBuckets",
ListBucket",

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketAcl",
PutBucketPublicAccessBlock",
GetObject",
PutEncryptionConfiguration",
DeleteObject",
DeleteObjectVersion",
ListBucketMultipartUploads",
PutObject",

PutBucketAcl",

ListMultipartUploadParts",
DeleteBucket",
GetObjectVersionTagging",
GetObjectVersionAcl",
GetObjectRetention",

:GetObjectTagging",
"s3:

GetObjectVersion",

:PutObjectVersionTagging",
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

PutObjectRetention",
DeleteObjectTagging",
DeleteObjectVersionTagging",

GetBucketObjectLockConfiguration",

GetBucketVersioning",

PutBucketObjectLockConfiguration",

PutBucketVersioning",

:BypassGovernanceRetention",
"s3:
"s3:

PutBucketPolicy",
PutBucketOwnershipControls"

"Resource": [
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"arn:aws:s3:::netapp-backup-*"
I
"Effect": "Allow",
"Sid": "backupS3Policy"

"Action": [
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1,

"Resource": |
"arn:aws:s3:::fabric-pool*"

1,

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

I

"Resource": |

"arn:aws:ec2:*:*:instance/*"

L]



1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec?2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1y

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1y

"Effect": "Allow"

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": |
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"ok

"ok
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BUER #2

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"ec2:CreateTags",
"ec2:DeleteTags",
"ec2:DescribeTags",
"tag:getResources",
"tag:getTagKeys",
"tag:getTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*",
"Effect": "Allow",
"Sid": "tagServicePolicy"
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"Version":
"Statement": [

{

"Effect":
"Action":

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2

"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"2012-

lam:

lam:

lam:

lam:

lam:

lam:

10-17",

"Allow",

[
ListInstanceProfiles",
CreateRole",
DeleteRole",
PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
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"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:

DeleteSnapshot",
DescribeSnapshots",
StopInstances",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
:DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"s3
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms

"kms:

"kms:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1,

:GetObject",

ListBucket",

:ListAl1MyBuckets",

GetBucketTagging",
GetBucketLocation",
CreateBucket",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketAcl",

GetBucketPolicy",

Lige®",

:ReEncrypt*",

Describe*",

CreateGrant",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup"

"Resource": "x"

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

fabricPoolPolicy",

: "Allow",

|

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketPolicyStatus",



"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

I

"Resource": |
"arn:aws-us-gov:s3:::fabric-pool*"

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Wk n
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"Resource": [

"arn:aws-us-gov:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-us-gov:ec2:*:*:volume/*"
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",
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382

"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso-b:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",



"ec2:AttachVolume",
"ec2:DetachVolume"
1,
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

by

"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"
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384

"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",



"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",
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"ec2:AttachVolume",

"ec2:DetachVolume"

I
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,
"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

SNfEIfEF AWS #XFR

AT ER D4R T S0felE A &1 NetAppiz il & B IR S HHEAR S HINR. RGN AT BRME (IEFEAH R HN
R, MtESSREEER.

i&FFONTAP HYAmazon FSx
IZTHI B RIBEA H LT AP IERFEIEAmazon FSx for ONTAPX 4 &A%k .

* ec2:HER LAl
* ec2: HERLHIRZES
* ec2:HBERLHIEM
* ec2HEREEHER
* ec2:iHIAEIKR
* ec2:BIEIRE
* ec2:iERE
* ec2iERL A
* ec2: iEHIRMLEIEO
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* ec2:HERF W

* ec2:¥@iRVpcs

* ec2:##HIRDHCPIEIN

* ec2:HERIRER

* ec2: iR AN

* ec2:HERXIF

* ec2:iEHIRIRE

* ec2: fHiRlaminstanceProfileAssociations
* eC2:EIARTNEE KI5
* ec2: iR Vpciln &=

* ec2:¥HiRVpcs

* ec2: HIREEN

* ec2ERMEA

* kms: 5 &~

* kms:HER*

* kms: BIE2#EAY

* kms: FH5HIE

* fox: iR

* fsx:5lFR*

Amazon S3 7Zf&i@ &I

EHaERE LT APHERFK LI Amazon S3 7Fi#if:

S FREVINZRECE
NetApp&EPHIRE

ZAREA LT AP IEKEEIE Amazon S3 HHYE :

* 3. REVFHERIUE

* s3: FIHFIERATFER
* s3: FIRAE

* s3: BIEAE

* s3IRENE A A HAECE

* s3: PutLifecyclefid &

* s3: PutBuckettFid

* 3. FIHEFMERARA
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* s3: IREVFFAERRAC

* s3: PutBucketALifia)ik
* kms: 5 &~

* kms:HER*

* s3: RELR

* ec2: R Vpcln &=

* kms: FH5IE

* 3. PutEncryptionft &

HEERERNERG AEREM XA, RKEILHLUT APIIEXK:

* s3: BIER

* 53 MIPRAR

* 3. MIBRX KAk

* s3: FRENFFHERRACI

* s3: FIRHE

* s3: FIHFMERARZAS

* s3: YIS ES L1F
* s3: Putif®

» s3:PutBucketAcl

* s3: PutLifecyclefit &
* s3: PutBucketAtifia)ik
* s3: FIESER E1F

* s3FIHEE S EEES
* athena: FIAEIAMIT
© HEBREE: RENEIBLER
© JEBREE: SRENEIEHIT
* athena: fFLEEIFHIT
* oK BIREIRRE

© Bk BIER

* Bk #EMRD X

W n{EF Datalock FINetApp Ransomware Resilience #{T& &M, RKIESLZHUUT APl EK:

* s3FRE RARAAFIC
* s3: RENEMEEXRBIALE
* s3FRE RhRAAC
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° s3: PutObjectTagging
* 53 MpRXR

* s3: MERXRIRIE

* s3: REVWRIRE

* s3: MFFRXRARAATIE
* s3: Putif®

* s3: FREUR

* s3:PutBucketObjectLockEC &
* s3IRENE A A HAECE

* s3: IRIRET L EFER
* s3: FREVFAERRITIC

* s3: MR RARZS

* s3: FthTFiERAREs

* s3: FIRHE

* s3: PutBuckettrid

* S3IRENIRATIC

* s3: PutBuckethRZs{=Hl
° s3: PutObjectVersionTagging
* s3: IRENFFfERARZ

* s3: FRENFFHERRACI

* s3: LUIRIERE

* s3. PutObjectRetention
* 3. REVFERUE

* 31 REVHRARZA

gNRIEXICloud Volumes ONTAPE M ERRI AWS IKF 5XREEANKARE, MARESEZHUT APIHEK

* s3: PutBucketZ:H&
* s3: PutBucketFR B4l
VAES
RIB&E LT AP 5K R EFZENetApp2iiE 7 2K
* ec2: IR
* ec2: RFLHPRZS

* ec2: BITSEMAI
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* ec2: &IETAH

* ec2:BIEARE

*ec2: tliEE

* ec2: [innE

*ec2: BIERSA

* ec2: MFRREA

* ec2:iERL LA

* ec2:BIEEMLEEO

* ec2:HEIARLZEZO

* ec2:FRMIZEEO

* ec2:HEIRFI

* ec2:¥@RVpcs

* ec2: BIEEIRE

* ec2:HEIRXIF

* cloudformation: 8l #t%

* cloudformation:MilBRitEd%

* cloudformation: Rt

* cloudformation: &RMEEREH
* lamIRINA eI SEHIERRE X4

» ec2:AssociatelamlInstanceProfile

* ec2: #EiRlaminstanceProfileAssociations

HEfERNetAPpEIED KIS, RIBZAHLLT APIIERFITH S3 77fi#fR:

* iam:ARIN A B EISLAIECE S

» ec2:AssociatelamlInstanceProfile

* ec2: #EiRlaminstanceProfileAssociations
* s3: IREXTFAERRITIC

* 3. REVFERUE

* s3: FILFTAREVTFIER

* 3. FIRME

* 83! REFRERRERS

* s3: FREVFAERSRER

* s3: FREVFFHERRAC

* s3: REXHR

*iam: REXAE
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* s3: fBRXTHR
* s3: MBS KRS
* s3: Puti®k

* sts: AssumeRole

Cloud Volumes ONTAP

ZARIER LB LT APIIEKUTE AWS FEZEFEIECloud Volumes ONTAP

HrY 1B21E FATFERE? RAFREEE? FAFMIpR?
ACloud Volumes  iam:FIHEFIRREX 2 = S
ONTAPLfgIEFN 1+
fs s
CE g RO o pipme R & &
iam: MIFRAE S b= =
iam:PutRolePolicy £ & &
iam:BIELHIEEEX =2 S S
%
am:FFAEERE & b= =
am:AIMNABRIES 2 £ S
[iGy=0 4k
amMEHIECEX Y & = =
FFREE
iam:MEREHIEEEX & = =
%
iam: PassRole = ) 5
ec2:Associatelamins 2 = &

tanceProfile

ec2. ¥ = = =
ARlamlInstanceProfile
Associations
ec2: fi#bRx & = =
EXlamInstanceProfile
RIIEAURSEHE sts: fRIDIENCEE =2 = =
AP ETEIEE  ec2:iEIAER = = =
iR1& (AMI)
iR VPC VR ec2:@ARRHAR = &= &=

& (RHAXFE)
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B8y 121E BFEpE? BFHEREE? FBFMpR?
EEIRFNFREM ec2:8IEMLEZO =2 5 S
&EI2Cloud Volumes o o
ONTAPHIRED  CC2oAMERD &2 = &
ec2:MBRMLZEO & = =
eECZ:{l’f}EﬂIWé%J%DE S = S
RENEIRFWMZEE ec2:iERFM y = &
4B 51
A= ec2:1#HiRVpcs = b=t S
¥REYCloud Volumes ec2:{RDHCPIEIT 2 & &
ONTAPSZ{5#9 DNS
SERMEINT R
HICloud Volumes ec2: BlIERE 2 = &=
NTAPiHiE EB
O THIREBS T oo mistE B R R
ec2: HIR IR & = =
£ Cloud Volumes ec2: FEUTHIAHE =2 2 S
ONTAP#ZHI&, % W
AL =g
F|AutoSupportiE 2
SREXFI M FIER  ec2:iERZIAXS =z S S
SREXEI B AWS X35  ec2:3#R X5 = =z S
IES
B2 5Cloud ec2:MIBFIRES & = =
Volumes ONTAPE "
BIXBR I ZRMIRE  ec2HmIRRE & = &
BIEFNEIE AWS cloudformation: 8|3 £ & &
CloudFormation 18  1f#%
TRAHEL cloudformation:flifg = S S
b5
cloudformation:3#i* = = &=
i Y5
cloudformation: & =& & &=
KRR FH
~IER: WikElR =2 & B
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S]] 1R(E BATERE?
RETBXEEN ec2: HATAHAXE 2

AWS ZAHIXis,

RILFRESESHZ

EHA

BEXAE

LARINAMIBRANPREY, FHAISETEEIERS H7ERR,

20245959H

FAFER?

T NetAppizHl & N B 2 FNetAppii 5 &7 LUK Kubernetes SRBFRVATMAEIR, Rt MATEXIHAIERER #2

HBR T AR
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EE MRBEFRAEIAR

o

2024%559H

"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",

"Sid": "K8sServicePolicy"
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

by

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

I

"Effect": "Allow"

Cloud Volumes ONTAPIIEEZ L, TR :
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ec2. WIART X1

2023F6H6H

Cloud Volumes ONTAPIREEZE LI TR :
kms: £ AR A B EIEZE H

2023%F2H14H
NetApp Cloud Tiering I7EZEE LA TR :

ec2:3#RVpcim =

1ZTHI 8 IR Azure IR

LNetAppiTHl B 1E Azure REIIEHIBRIER, E2BE— 1 BEXABMHMNE VM, %
VM ARIBIRHEIRZ Azure TRV E RIURIZAINR, RIBERANER 21 Azure BR
1T APl AR,

EEFENRELIRILBEXABIRTENFHEE.

MNetAppiTHI & E2pE

LIFERIEHIATE Azure PEHERIEEMWE, EEBE "2ASINVITETIREEMIL, SIEBEEXARE
, FFBERDBRAEIMN. ZAENITH SIREEIEZ Azure ITHARNE RN AIZFAEMNIE, HCIEAHRE,
ABINRRITRN. BAEENRECIRILABHEETH.

FEhEPE KM Azure HIFEFE

HEM Azure TIHEENEE Linux EN EFohREAEN, EFEETREBEXABHEEMECAILE
PER,

EEERRABERNN, EAGREMRAPZAFINHINIR MRFZHONR, EMRERITRASTIH.

* EEEFAXERBRND P WA, FSRELUTIIE:
° "GE Azure TIHERERIRR"
° "G EAERERIAR"
° "% B REIRTCAIALR"

"Name": "Console Operator",

"Actions": [
"Microsoft.Compute/disks/delete",
"Microsoft.Compute/disks/read",
"Microsoft.Compute/disks/write",
"Microsoft.Compute/locations/operations/read",
"Microsoft.Compute/locations/vmSizes/read",
"Microsoft.Resources/subscriptions/locations/read",

"Microsoft.Compute/operations/read",
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"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft
"Microsoft

Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",
Compute/virtualMachines/restart/action",
Compute/virtualMachines/deallocate/action",
Compute/virtualMachines/start/action",
.Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",
Compute/images/read",
.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",

.Network/virtualNetworks/checkIpAddressAvailability/read",

.Network/virtualNetworks/subnets/read",
.Network/virtualNetworks/subnets/write",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",
"Microsoft.Network/virtualNetworks/virtualMachines/read",
"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/resources/read",
"Microsoft.Resources/subscriptions/operationresults/read",
"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",

"Microsoft.Storage/checknameavailability/read",
"Microsoft.Storage/operations/read",
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"Microsoft
"Microsoft

.Storage/storageAccounts/listkeys/action",
.Storage/storageAccounts/read",



"Microsoft.
"Microsoft.

Storage/storageAccounts/delete",
Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",

"Microsoft.Storage/storageAccounts/listAccountSas/action",

"Microsoft
ts/read",

"Microsoft
ts/write",

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

on",

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

.Storage/usages/read",

Compute/snapshots/write",
Compute/snapshots/read",
Compute/availabilitySets/write",
Compute/availabilitySets/read",
Compute/disks/beginGetAccess/action",

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

"Microsoft.Network/loadBalancers/read",
"Microsoft.Network/loadBalancers/write",
"Microsoft.Network/loadBalancers/delete",

.Network/loadBalancers/backendAddressPools/read",

.Network/loadBalancers/backendAddressPools/join/action",

.Network/loadBalancers/loadBalancingRules/read",

"Microsoft.Network/loadBalancers/probes/read",

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/loadBalancers/probes/join/action",
.Authorization/locks/*",
.Network/routeTables/join/action",
.NetApp/netAppAccounts/read",
.NetApp/netAppAccounts/capacityPools/read",

.NetApp/netAppAccounts/capacityPools/volumes/write",

.NetApp/netAppAccounts/capacityPools/volumes/read",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.Network/privateEndpoints/write",

.Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

Storage/storageAccounts/privateEndpointConnections/read",
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"Microsoft.

"Microsoft.

"Microsoft

"Microsoft

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
.KeyVault/vaults/read",

.KeyVault/vaults/accessPolicies/write",

"Microsoft

"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

Storage/storageAccounts/managementPolicies/read",

Storage/storageAccounts/managementPolicies/write",

Network/privateEndpoints/read",
Network/privateDnsZones/write",

.Network/privateDnsZones/virtualNetworkLinks/write",

Network/virtualNetworks/join/action",
Network/privateDnsZones/A/write",
Network/privateDnsZones/read",

.Network/privateDnsZones/virtualNetworkLinks/read",

.Resources/deployments/operationStatuses/read",

Insights/Metrics/Read",

.Compute/virtualMachines/extensions/write",

Compute/virtualMachines/extensions/delete",
Compute/virtualMachines/extensions/read",
Compute/virtualMachines/delete",

.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",

Compute/diskEncryptionSets/read",
Compute/snapshots/delete",

.Network/privateEndpoints/delete",

Compute/availabilitySets/delete",

Compute/diskEncryptionSets/write",

.KeyVault/vaults/deploy/action",

Compute/diskEncryptionSets/delete",

.Resources/tags/read",
.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",
.Network/applicationSecurityGroups/read",

"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",

"Microsoft.Network/networkSecurityGroups/securityRules/write",

"Microsoft.

Network/applicationSecurityGroups/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Synapse/workspaces/write",
"Microsoft.Synapse/workspaces/read",
"Microsoft.Synapse/workspaces/delete",

400



"Microsoft.Synapse/register/action",
"Microsoft.Synapse/checkNameAvailability/action",
"Microsoft.Synapse/workspaces/operationStatuses/read",
"Microsoft.Synapse/workspaces/firewallRules/read",

"Microsoft.Synapse/workspaces/replaceAllIpFirewallRules/action",
"Microsoft.Synapse/workspaces/operationResults/read",

"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

"Microsoft.ManagedIdentity/userAssignedIdentities/assign/action",
"Microsoft.Compute/images/write",

"Microsoft.Network/loadBalancers/frontendIPConfigurations/read",
"Microsoft.Compute/virtualMachineScaleSets/write",
"Microsoft.Compute/virtualMachineScaleSets/read",
"Microsoft.Compute/virtualMachineScaleSets/delete"

1,

"NotActions": [],
"AssignableScopes": [],
"Description": "Console Permissions",
"IsCustom": "true"
}
WAIER Azure R

LURERD A T RIS T NetAppFER A BURRS ERAMNR. IREMN QB BERME (NEFEIRHIR
» MItERZRERE.

Azure NetApp Files
LIT{FEANetAppEiiE D 21 Azure NetApp Files#iERT, RIBSAHLUT APIIEXK:

* NetApp. NetApp /netAppAccounts/read
* NetApp. NetApp /netAppAccounts/capacityPools/read

* NetApp/netAppAccounts/capacityPools/volumes/write
* NetApp/netAppAccounts/capacityPools/volumes/read

* NetApp/netAppAccounts/capacityPools/volumes/delete

NetApp&HPHIRE
ZHI S IEXNetAppFMHFIRE L H LT AP IES

* Microsoft.Storage/storageAccounts/listkeys/action

* Microsoft.Storage/storageAccounts/i%EX

» Microsoft.Storage/storageAccounts/write
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* Microsoft.Storage/storageAccounts/blobServices/containers/read
» Microsoft.Storage/storageAccounts/listAccountSas/action

* Microsoft.KeyVault/{R & Z/3%=EY

* Microsoft.KeyVault{R & ZE/1H 18] SR/ N

* Microsoft.Network/M£& 1% (/152X

* Microsoft.Resources/iT 5/ & /3%EEX

* Microsoft.Network/virtualNetworks/i52EX

* Microsoft.Network/virtualNetworks/= /33 EX

* Microsoft.Resources/iT 5/ R4R/152EX

* Microsoft.Resources/iJ [/ 2R/ 2 IRAEEX
* Microsoft.Resources/iJ [/ FE/B N

* Microsoft. 324/ 81/

* Microsoft.Network/privateEndpoints/5 \

* Microsoft.Network/privateEndpoints/52EX

* Microsoft.Network/privateDnsZones/virtualNetworkLinks/5 )\

» Microsoft.Network/virtualNetworks/join/action

* Microsoft.Network/privateDnsZones/A/E )\

* Microsoft.Network/privateDnsZones/i52EX

* Microsoft.Network/privateDnsZones/virtualNetworkLinks/352EX
* Microsoft.Network/networkInterfaces/ffff#

* Microsoft.Network/networkSecurityGroups/flis

* Microsoft.Resources/2BE/Milfk

* Microsoft.ManagedIdentity/userAssignedldentities/43 Bt/i2 1

HEERERMIMEIIEN, REILLLT APIEXK:

* Microsoft.Synapse/ T{EX/E A\

* Microsoft.Synapse/ T{EX/i%EX

* Microsoft.Synapse/ TEX/Mif&

* Microsoft.Synapse/s: /A2 E

* Microsoft.Synapse/checkNameAuvailability/t&{F

* Microsoft.Synapse/ L{EX/operationStatuses/I%EX

* Microsoft.Synapse/ T{EX /R A &N /152EX

* Microsoft.Synapse/ L{EX/replaceAlllpFirewallRules/{&{E

* Microsoft.Synapse/ T{EX /4% {EL5 R /352EX

* Microsoft.Synapse/ T {EX/privateEndpointConnectionsApproval/iZ{E
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NetApp#iiEn

LITERBIED K, RESAHIUT APIEK,

121E

Microsoft. Compute/{il & /12 1F/i52EX
Microsoft.Compute/{il &/vmSizes/
REX

Microsoft. Compute/i®{F/i5ZEX

Microsoft.Compute/virtualMachines/
instanceView/i52EX

Microsoft.Compute/virtualMachines/
powerQOff/action

Microsoft. Compute/RE#XA1/i52EX

Microsoft.Compute/virtualMachines/

=1k

Microsoft.Compute/virtualMachines/

[RTh/g1E

Microsoft.Compute/virtualMachines/
vmSizes/iEZEX

Microsoft.Compute/EEHH1/B N\
Microsoft. Compute/Elf&/35ZEX
Microsoft. Compute/f &2/ B
Microsoft. Compute/f£2/152EX

Microsoft.Compute/f#&52/5 N\
Microsoft.Storage/checknameavaila
bility/352EX
Microsoft.Storage/#&1E/15:EX

Microsoft.Storage/storageAccounts/
listkeys/action

Microsoft.Storage/storageAccounts/
JREX

Microsoft.Storage/storageAccounts/
write

Microsoft.Storage/storageAccounts/
blobServices/containers/read

Microsoft.Network/M &2 [1/352EX

Microsoft.Network/networkInterface
sIB\

Microsoft.Network/networkInterface
s/join/action
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121F
Microsoft.Network/networkSecurity
Groups/i%EEX

Microsoft.Network/networkSecurity
Groups/SE \

Microsoft.Resources/iJiE)/{i B/i%

EX

Microsoft.Network/locations/operati
onResults/read

Microsoft.Network/{i & /#¢{E/i5EX
Microsoft.Network/virtualNetworks/
15%EX
Microsoft.Network/virtualNetworks/c
hecklpAddressAvailability/i5:EX

Microsoft.Network/virtualNetworks/

FW/332EY

Microsoft.Network/virtualNetworks/
FM/virtualMachines/i%ZEX

Microsoft.Network/virtualNetworks/v
irtualMachines/i%EX

Microsoft.Network/virtualNetworks/

FRININ/AELE

Microsoft.Network/virtualNetworks/

FRIEN

Microsoft.Network/routeTables/join/
action

Microsoft.Resources/ZBE/1&1E/ 3%
BY

Microsoft.Resources/ZBE/352EX
Microsoft.Resources/ZBZE/5 N\

Microsoft.Resources/& J5/352EX

Microsoft.Resources/subscriptions/
operationresults/read

Microsoft.Resources/subscriptions/r
esourceGroups/delete

Microsoft.Resources/3T5)/3& TR/
152EY

Microsoft.Resources/3T /3R R/
AR YAE:

Microsoft.Resources/iT 5/ &R/
ISPN
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Cloud Volumes ONTAP

ZAIBAH LT APl 1EKLATE Azure REREF EIECloud Volumes ONTAP o

B8y
BIEE IR BRI

BFM VHD #E

1B21E
Microsoft.Compute/

& /HRE/RER

Microsoft.Compute/
i B /vmSizes/iEEX

Microsoft.Resources
ATIRMIEREY
Microsoft.Compute/
121E152EY

Microsoft.Compute/v
irtualMachines/insta
nceView/3%EX

Microsoft.Compute/v
irtualMachines/powe
rOff/action

Microsoft.Compute/

REHAHL/I3RER

Microsoft.Compute/v
irtualMachines/E &/
1B1E
Microsoft.Compute/v
irtualMachines/Ezh/
L
Microsoft.Compute/v
irtualMachines/fi#k&
DECARIE

Microsoft.Compute/v
irtualMachines/vmSi
zes/1EEX

Microsoft.Compute/

RSN

Microsoft.Compute/v
irtualMachines/flp&

Microsoft.Resources

IEBEMER

Microsoft.Compute/

El & /33%EX

Microsoft.Compute/

SIETEEPN
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B8y 121 RTaE? BTHEEE? FAFER?

EBIRFMHEIEF  Microsoft.Network/ 2 = S
BIEMEEO £24%O/332EY
Microsoft.Network/n 2 = &
etworkInterfaces/5
A
Microsoft.Network/n £ e =
etworklInterfaces/join
/action
Microsoft.Network/n £ B =
etworkInterfaces/fif|
53
BIRMEIEMLLR LS Microsoft.Network/n 2 = =
A=l etworkSecurityGroup
/1B
Microsoft.Network/n £ = =
etworkSecurityGroup
sIG\
Microsoft.Network/n 2 & &
etworkSecurityGroup
sIMONARLE
Microsoft.Network/n 7 2 =
etworkSecurityGroup
s/flpx

406



B8y

FEVE XXig. B
VNet F1-FMBIRILE
8, H¥ VM &N
Zl| VNet

BIEMEERRIRA

121E
Microsoft.Network/lo

cations/operationRe
sults/read

Microsoft.Network/{i

B HR1EARER

Microsoft.Network/vir
tualNetworks/i%ZEX

Microsoft.Network/vir
tualNetworks/checkl
pAddressAvailability/
JREX
Microsoft.Network/vir

tualNetworks/F /3%
BY

Microsoft.Network/vir
tualNetworks/=
®M/virtualMachines/
3%EX
Microsoft.Network/vir

tualNetworks/virtual
Machines/33ZEYX

Microsoft.Network/vir
tualNetworks/5M/fl
NIEE

Microsoft.Resources

IEBE /4R 1E/3EY

Microsoft.Resources

IERE/3EY

Microsoft.Resources

EIE=TEEPN
Microsoft.Resources
[ TRAEEY
Microsoft.Resources

/subscriptions/operat
ionresults/read

Microsoft.Resources
/subscriptions/resour
ceGroups/delete

Microsoft.Resources
ATIRZE R4 %ER
Microsoft.Resources
RTIRR IR R TR AR
HX

Microsoft.Resources
RTIREIREIT )N

RTaE?

i

gl

i

i

iyl

f0

i

il

7]

7|

il

i

il

il

[l

il

[l

il

[l

il

il

i

[l

FAFER?

=S
=

iy

iy

iy

iy

iy

iy

17|

iy

iy

iy

iy

iy

i

iyl

iy

iy

407



B8y

BIE Azure 72K
R

/B Blob Zf&& %
FTERENK P 0=

B VNet IRSB &4
AU ITEUED B

408

1B21E
Microsoft.Compute/
TR 3 EX

Microsoft.Compute/

ZAZTEEDN

Microsoft.Compute/
HEE /MR

Microsoft.Storage/ch
ecknameavailability/
32EY

Microsoft.Storage/i®
YE/32BY

Microsoft.Storage/st
orageAccounts/listke
ys/action

Microsoft.Storage/st
orageAccounts/J5EEX

Microsoft.Storage/st
orageAccounts/flx

Microsoft.Storage/st
orageAccounts/write

Microsoft.Storage/{#
FR1ERAREY

Microsoft.Storage/st
orageAccounts/blob
Services/containers/r
ead

Microsoft.KeyVault/
REFENREX

Microsoft.KeyVault/
REEALIRIRE/E
A

Microsoft.Network/vir
tualNetworks/FM/5
A

Microsoft.Network/ro
uteTables/join/action

RTaE?

=
=

=
n=

i

i

iy

i

iyl

i

i

f0

=
=

[l

il

il

il

il

i

il

il

al

il

i

[l

il

FAFER?

iy

i

iy

17|

iyl

iyl

[l

17|

iyl

iy

17|

iy

iy

o



B8y

BIEMEIE Azure 3T
ERER

BIEM BB AME

ERKETINER
LElE

1B21E
Microsoft.Compute/

RER/B N

Microsoft.Compute/
1RER/332EX

Microsoft.Compute/

TR/ B

Microsoft.Compute/
T
#/beginGetAccess/
1B1E

Microsoft.Compute/

A RAME/SAN

Microsoft.Compute/

RIS /AREX

Microsoft.Marketplac
eOrdering/offertypes
/publishers/offers/pla
ns/agreements/read

Microsoft.Marketplac
eOrdering/offertypes
/publishers/offers/pla
ns/agreements/write

RTaE?

iy

iy

=
n=

f0

[l

il

iy

iy

iy

i

FAFER?

=S
=

3=
=

i

iy

iy

iy

iy

iy

409



B8y

B HA MRy EY
feyas

121E
Microsoft.Network/lo
adBalancers/3%EY

Microsoft.Network/lo
adBalancers/S )\

Microsoft.Network/lo
adBalancers/fiFz

Microsoft.Network/lo
adBalancers/backen
dAddressPools/i&ZEX

Microsoft.Network/lo
adBalancers/backen
dAddressPools/join/
action

Microsoft.Network/lo
adBalancers/fronten

dIPConfigurations/33
BY

Microsoft.Network/lo
adBalancers/loadBal
ancingRules/3%EX

Microsoft.Network/lo
adBalancers/AxM/3%

EX

Microsoft.Network/lo
adBalancers/Az:N/10
N12E

B Azure 52 ERY  Microsoft 3 2A%/8i/*

HEE

410

RTaE?

i

f0

i

=

[l

iy

17|

il

iy

iy

iy

i

FAFER?

=S
=

3=
=

i

iy

17|

iy

iy

iy

iyl

iy



B
LBFMINEBE T ERE
B, WHAXNEBR%E
Jz=hr gt

TR EMIAERE
BER, BREUR
FIREYIIEREH

TEERE R MIFREY

1B T MRIRA R
BRER

1B21E
Microsoft.Network/pr
ivateEndpoints/5 A\

Microsoft.Storage/st
orageAccounts/Priva
teEndpointConnectio
nsApproval/action

Microsoft.Storage/st

orageAccounts/priva
teEndpointConnectio
ns/3%EX

Microsoft.Network/pr
ivateEndpoints/3%EX

Microsoft.Network/pr
ivateDnsZones/5 A\

Microsoft.Network/pr
ivateDnsZones/virtu
alNetworkLinks/5 N\

Microsoft.Network/vir
tualNetworks/join/act
ion

Microsoft.Network/pr
ivateDnsZones/A/'E
A

Microsoft.Network/pr
ivateDnsZones/332EX

Microsoft.Network/pr
ivateDnsZones/virtu
alNetworkLinks/3%ZEY

Microsoft.Resources
/deployments/operati
onStatuses/read

Microsoft.Network/pr
ivateEndpoints/ffili&

Microsoft.Compute/

B PSS /MIFR

RTaE?

f0

il

i

f0

i

i

=

i

i

il

i

il

il

i

il

[l

il

il

FAFER?

=S
=

3=
=

[l

iy il

iy

o

iy

iy

17|

iy

iyl

7]

411



B8y

£/8 API NBARF
EEMMEZA

79 HA M ECE [
F&zeA, LIRS
HA BEEMSERE LK
NIC

REX. B NI
5Cloud Volumes
ONTAPH R XEXHY
voy

TECIRHRIBI N F i
KA

412

1B21E
Microsoft.Compute/d
iskEncryptionSets/i
HY

Microsoft.Compute/d
iskEncryptionSets/5
A

Microsoft.KeyVault/
REE/ERE R

Microsoft.Compute/d
iskEncryptionSets/ff

N

Microsoft.Network/a
pplicationSecurityGr
oups/S5\

Microsoft.Network/a
pplicationSecurityGr
oups/iEX

Microsoft.Network/a
pplicationSecurityGr
oups/joinlpConfigura
tion/action

Microsoft.Network/n
etworkSecurityGroup
s/securityRules/5 \

Microsoft.Network/a
pplicationSecurityGr
oups/fips

Microsoft.Network/n
etworkSecurityGroup
s/securityRules/ffil&

Microsoft.Resources
IR [5)35
Microsoft.Resources
HREIBN

Microsoft.Resources

JEnsslilliz3

Microsoft.ManagedId
entity/userAssigned|

dentities/43 Be/121E

RTaE?

il

il

iy

iyl

iy

i

iy

iy

3=

/

=
=

=
n=

=

il

iy

il

il

il

i

il

i

il

il

al

7|

i

FAFER?

17|

iy

i

iy

iyl

iy

iyl

i

17|

iy

iy

7]



B8y 121 RTaE? RATHEIEE

ERERHAERT(E Microsoft.Compute/v 2 &=
FAEBIAN IS EE irtualMachineScaleS
#9Cloud Volumes ets/'E N\

%NTAP?EE%EE Microsoft.Compute/v 2 &
irtualMachineScaleS
ets/I52EY
Microsoft.Compute/v. & &
irtualMachineScaleS
ets/MilF&

DE

L& ENetApp Cloud Tiering BY, RIEESAE LT APIERK,
» Microsoft.Storage/storageAccounts/listkeys/action
* Microsoft.Resources/iJ [/ F4H/3REX
* Microsoft.Resources/iT /i & /3%EX
H R B BRELHLUT APIEK,
» Microsoft.Storage/storageAccounts/blobServices/containers/read

* Microsoft.Storage/storageAccounts/managementPolicies/i%EX

» Microsoft.Storage/storageAccounts/managementPolicies/write

* Microsoft.Storage/storageAccounts/i%EX

ENAE
SAINFMBRAREY, Tl )=7E TERIERD £,

2024F9H9H

HFEHEARABZIFAMMEIE Kubernetes ££8%, EIItbM JSON KB MIBR T LU AR :

* Microsoft.ContainerService/managedClusters/listClusterUserCredential/#2{F

* Microsoft.ContainerService/managedClusters/i%EX

2024%8H22H

FAFER?

=S
=

0=
[=m)

IR R E7RINZE) JSON ZHKegsh, EAE1ECloud Volumes ONTAP 5 R I AR SEFR A B/

* Microsoft.Compute/virtualMachineScaleSets/5 \
* Microsoft.Compute/virtualMachineScaleSets/152EX

* Microsoft.Compute/virtualMachineScaleSets/fif&

413



2023F1285H
BEHIEEMNDE Azure Blob 7Zf#BY, NetApp Backup and Recovery FEBEE L TFR:

* Microsoft.Compute/RE X 41/35ZEX

* Microsoft.Compute/virtualMachines//a &h/4%{E

* Microsoft.Compute/virtualMachines/fi#fk 7 Bo /A% (E
* Microsoft.Compute/virtualMachines/#" F&/MiF&

* Microsoft.Compute/virtualMachines/fflf&

HEizH 8 FERSFEXLENIR, FINREFEREMEFERS, SINEEREERENEEXAER,
2023FE5H12H
LURI PR E 7 I0ZE) JSON ZKB&, EAE(IZCloud Volumes ONTAPE RN ERY:

* Microsoft.Compute/E&/S N

* Microsoft.Network/loadBalancers/frontendIPConfigurations/i%2EX

IATAREM JSON sREEHER, ERAFBREE]:

* Microsoft.Storage/storageAccounts/blobServices/containers/write

* Microsoft.Network/publiclPAddresses/fiflB#
2023%3H23H
IR D LB EE Microsoft.Storage/storageAccounts/delete 1R,
Cloud Volumes ONTAP{HSARZ LAY PR,
2023F185H
UFARPREARINE] JSON ERHE

» Microsoft.Storage/storageAccounts/listAccountSas/action

* Microsoft.Synapse/ T{EX/privateEndpointConnectionsApproval/4&{E

NetApp&E IR E FEX LR,
* Microsoft.Network/loadBalancers/backendAddressPools/join/action

Cloud Volumes ONTAPZRZEZE AR,

1= 8 1CIEM Google Cloud %R

NetApp?'”%J‘*E'EE?I‘WEZ' E7E Google Cloud F#fT#(F, XLEAREETENetAppie Y
BEXABEH, ENiZ 7T HREERXENR R 4.

414



AR5k AR FR
THETHNBEEXAERMTEH SHRIEERE Google Cloud MR IR FIEFT RV FR,

&E

BRI EEX AN ARS8 HE VM BIBRSS KA

* "GEIERTUAY Google Cloud AXFR"
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title:
description:

FERRABERNYN, RANRSREFRANFHINR. MNRFEMHNR, Sl NFELT

NetApp Console agent

Console agent instance.

stage:

GA

includedPermissions:

iam.serviceAccounts.actAs

compute.
compute.
compute.

compute
compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

regionBackendServices.create

regionBackendServices.get

regionBackendServices.list

addres
disks.
disks.
disks.
disks
disks.
disks.
disks

.networks.updatePolicy
.backendServices.create

ses.list
create
createSnapshot
delete

.get

list
setLabels

.use

firewalls.create

firewalls.delete

firewalls.get

firewalls.list

global

images.

images

images.

images

Operations.get
get
.getFromFamily
list
.useReadOnly

instances.addAccessConfig

instances.attachDisk

instances.create

instances.delete

instances.detachDisk

instances.get

instances.getSerialPortOutput

instances.list

THEHEP§IJH:I|O

Permissions for the service account associated with the
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compute.
compute.
compute.
compute.
compute.
compute
compute.instances
compute.instances
compute.
compute.
compute.
compute
compute
compute
compute
compute.
compute.
compute.
compute.
compute.
compute
compute.
compute.
compute.
compute.
compute.
compute.
compute.zones.get
compute.

compute.

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager
deploymentmanager

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

instances.
instances.
instances.
instances.
instances.

.instances.

addresses.

instances.

snapshots.
snapshots.
snapshots.
.snapshots.
snapshots.
subnetworks.
subnetworks.
subnetworks

subnetworks

zones.list

instances.

setDeletionProtection

setLabels
setMachineType
setMetadata
setTags

start

.stop
.updateDisplayDevice
instanceGroups.get

get

updateNetworkInterface
.machineTypes.get
.networks.get
.networks.list
.projects.get
regions.get
regions.list

create
delete
get

list
setLabels
get
list
.use

.useExternallp

zoneOperations.get

setServiceAccount
compositeTypes.get
compositeTypes.list
deployments.create
deployments.delete
deployments.get

deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
types.list



- logging.logEntries.list

- logging.privatelLogEntries.list
- resourcemanager.projects.get

- storage.buckets.create

- storage.buckets.delete

- storage.buckets.get

- storage.buckets.list

- cloudkms.cryptoKeyVersions.useToEncrypt

- cloudkms.cryptoKeys.get

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

- storage.buckets.update

- lam.serviceAccounts.getIamPolicy
- iam.serviceAccounts.list

- storage.objects.get

- storage.objects.list

- monitoring.timeSeries.list

- storage.buckets.getIamPolicy

- cloudkms.cryptoKeys.getIamPolicy
- cloudkms.cryptoKeys.setIamPolicy
- cloudkms. keyRings.get

- cloudkms.keyRings.getIamPolicy

- cloudkms.keyRings.setIamPolicy

Google Cloud HRHIERA
1BR1E

- compute.disks.create -

compute.disks.createSnapshot - compute.disks.delete

- compute.disks.get - compute.disks.list -
compute.disks.setLabels - compute.disks.use

- compute.firewalls. €l - compute.firewalls.fflf -
compute.firewalls.3REX - compute.firewalls.5!|3&

- HE. 2F1R(F IR

- compute.images.get -

compute.images.getFromFamily - compute.images.list

- compute.images.useReadOnly

- TH . LB MINEER - 1158 R0. 0 BEHE
- HHESEHIRNE - B L FIMIER

- 118521 FREX

- 185 FREX R TiR O e

- HE.LA.5IR

- compute.instances.setDeletionProtection
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- compute.instances.setMachineType -
compute.instances.setMinCpuPlatform

- S S R BT
LS S B

- HEEF.B5h - HEEFFLE - T EE6.EHRER
wE&E
- compute.machineTypes.get

- 1B I8 FREX

- compute.snapshots.create -
compute.snapshots.delete - compute.snapshots.get -
compute.snapshots.list -
compute.snapshots.setLabels

- B WL IREY - 1B WL 5% - 158X IREY - it
B XK - iHE. FRLKIREY - THE. FRE K -
B XIHIR(EIREY - 18 X5 IREY - i+ 8. XI5 5K

- deploymentmanager.composite Types.get -
deploymentmanager.composite Types.list -
deploymentmanager.deployments.create -
deploymentmanager.deployments.delete -
deploymentmanager.deployments.get -
deploymentmanager.deployments.list -
deploymentmanager.manifests.get -
deploymentmanager.manifests.list -
deploymentmanager.operations.get -
deploymentmanager.operations.list -
deploymentmanager.resources.get -
deploymentmanager.resources.list -
deploymentmanager.typeProviders.get -
deploymentmanager.typeProviders.list -
deploymentmanager.types.get -
deploymentmanager.types.list

- logging.logEntries.5!3 - logging.privateLogEntries.
1S
-FIREESE TE IREY

- storage.buckets.create - storage.buckets.delete -
storage.buckets.get - storage.buckets.list -
storage.buckets.update

- cloudkms.cryptoKeyVersions.useToEncrypt -
cloudkms.cryptoKeys.get - cloudkms.cryptoKeys.list -
cloudkms.keyRings.list
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- compute.instances.setServiceAccount -
iam.serviceAccounts.actAs -
iam.serviceAccounts.getlamPolicy -

iam.serviceAccounts.list - storage.objects.get -

storage.objects.list

- & itk 5

- compute.backendServices. B -
compute.regionBackendServices.8l/3E -
compute.regionBackendServices.3REX -
compute.regionBackendServices.7!|%&

- B WS E RS

- compute.subnetworks.use -
compute.subnetworks.useExternallp -
compute.instances.addAccessConfig

- compute.instanceGroups.get -
compute.addresses.get -
compute.instances.updateNetworkinterface

- 1515 B iEIFR .55k - 721E .48 . 3R BUamPolicy

- cloudkms.cryptoKeys.get -
cloudkms.cryptoKeys.getlamPolicy -
cloudkms.cryptoKeys.list -
cloudkms.cryptoKeys.setlamPolicy -
cloudkms.keyRings.get -
cloudkms.keyRings.getlamPolicy -
cloudkms.keyRings.list -
cloudkms.keyRings.setlamPolicy

BEE

HAMAMBIBFNRES, FAISE TEERD FER,

2023%F256H
I SRBE AN T LA TAGR :
* LG EHFRMEEO

Cloud Volumes ONTAPEZ YR,

2023F1H27H
B LA TR RN R SRE&

* cloudkms.cryptoKeys.getlamPolicy
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* cloudkms.keyRings.get
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