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"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

"iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:ListInstanceProfiles",

m"wa

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeletelObject"”,
"s3:DeleteObjectVersion",
"s3:PutObject",
"s3:ListAl1MyBuckets",



"s3:GetObject",
"s3:GetEncryptionConfiguration",

"kms :
"kms :
"fsx:
"fsx:

"kms:

1,

ReEncrypt*",
CreateGrant",
Describe*",
List*",

GenerateDataKeyWithoutPlaintext"

"Resource": "*",
"Effect": "Allow",

"Sid":

"cvoServicePolicy"

"Action": [

"ec2:
"ec?2
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:

"ec2:

StartInstances",

:StopInstances",

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",

TerminateInstances",
DescribeInstanceAttribute",
DescribeImages",
CreateTags",

CreateVolume",

:CreateSecurityGroup",

DescribeSubnets",
DescribeVpcs",

DescribeRegions",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"ec2:

"kms:

DescribeVpcEndpoints",
ListAliases",

"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartitions"

1,

"Resource": "*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",



"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:

1,

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketAcl",
PutBucketPublicAccessBlock",
GetObject",
PutEncryptionConfiguration",
DeleteObject",
DeleteObjectVersion",
ListBucketMultipartUploads",
PutObject",

PutBucketAcl",

:AbortMultipartUpload",
:ListMultipartUploadParts",

DeleteBucket",
GetObjectVersionTagging",
GetObjectVersionAcl",
GetObjectRetention",
GetObjectTagging",
GetObjectVersion",
PutObjectVersionTagging",
PutObjectRetention",

:DeleteObjectTagging",

DeleteObjectVersionTagging",
GetBucketObjectLockConfiguration",
GetBucketVersioning",
PutBucketObjectLockConfiguration",
PutBucketVersioning",

:BypassGovernanceRetention",

PutBucketPolicy",
PutBucketOwnershipControls"

"Resource": |

"arn:aws:s3:::netapp-backup-*"

1,

"Effect": "Allow",

g el
by
{

"backupS3Policy"

"Action": [

"s3:
"s3:
"s3:
"s3:

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",



"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1y

"Resource": [
"arn:aws:s3:::fabric-pool*"

1y

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Action": [

"ec?2:StartInstances",

"Wk n

"ok
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"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"k



"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec?

"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

:CreateTags",

DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",
"Effect": "Allow",

"Sid":

"tagServicePolicy"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2

"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

lam:

lam:

lam:

lam:

lam:

lam:

ListInstanceProfiles",
CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",



"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:StopInstances",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",
"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"s3:GetObject",

"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:CreateBucket",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"kms:ReEncrypt*",
"kms:CreateGrant",

"ec2:AssociatelamInstanceProfile",

"ec2:DescribelamInstanceProfileAssociations",

"ec?2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",

11
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by
{

"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::fabric-pool*"

]

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": [
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Resource": |

"arn:aws-us-gov:ec2:*:*:instance/*"

"ok



"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-us—gov:ec2:*:*:volume/*"

13
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",



"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",

15
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b
{

"ec?2:DetachVolume"
I
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

Yo
"Resource": [
"arn:aws-iso-b:ec2:*:*:instance/*"

]

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

L]
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

17
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"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",



"ec2:DetachVolume"

1,
"Condition": ({
"StringLike": ({
"ec2:ResourceTag/WorkingEnvironment": "*"
}
by

"Resource": [
"arn:aws—-iso:ec2:*:*:instance/*"
]
b

{
"Effect": "Allow",

"Action": [
"ec2:AttachVolume",

"ec2:DetachVolume"

1,
"Resource": |

"arn:aws-iso:ec2:*:*:volume/*"

SnfelfEA AWS XFR

ATEB TR T SNfaI{E A& T™NetApp Console BT EHUEARSS RINIR. MIRERI AT BERME (NE R ERTRM
R, U'Jltlﬁc.uz_—\ REHED.

& FONTAP #YAmazon FSx

BHISRIEA H LT API 5K K& EAmazon FSx for ONTAPX &%k :

* ec2:HER LA
* ec2: HERLHIRZE
* ec2: iR LB
*© ec2:IHIRBE R
* ec2:HERERR
* ec2:BIEARE
* ec2:iERE
* ec2:iERL LA
* ec2: BRSO



* ec2:HERF W

* ec2:¥@iRVpcs

* ec2:##HIRDHCPIEIN

* ec2:HERIRER

* ec2: iR AN

* ec2:HERXIF

* ec2:iEHIRIRE

* ec2: fHiRlaminstanceProfileAssociations
* ec2: RTINS LI 5
* ec2: iR Vpciln &=

* ec2:¥HiRVpcs

* ec2: HEIREEHN

* ec2HERMEA

* kms: BIE2#EAY

* kms: FH5I%Z
* fox:giR*

. fsx:FlIR*

Amazon S3 ZER A

EH e ER LT APHERK LI Amazon S3 7Zi#if#:

s3IREVNE B E

NetApp Backup and Recovery

ZAREA LT AP IEKEKEIE Amazon S3 HHYE :

* 3 REVFHERIUE

* s3: FIHFIERATFIER
* 83! IR

* s3: BIER

* s3IRENE A A HAECE

* s3: PutLifecyclefid &

* s3: PutBuckettTigd

* 3. FIHEFMERIRA

* s3: FRENFFHERRACI

* s3: PutBucketAtifia)ik
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* s3: REVHR

* ec2:¥EIRVpcinm

* kms: FH5FIE

* s3: PutEncryptionfid&

HEFERRBRNERG ZEREM XXM, REZAHLT APIEXK:

* s3: BIER

* s3: MHBRITR

* 3. MIBRXT KAk

* s3: FRENFFHERRACI

* s3: FIRHE

* s3: FIHEFMERIRZS

* s3: FIH@ZE D L%
* s3: Puti®

* s3:PutBucketAcl

* s3: PutLifecyclefit &
* 3! PutBucketAFifa)iR
* s3: FLEDE EE

* s3FIHEE D EEES

W n{EF DataLock FINetApp Ransomware Resilience#{T&& DT, KIBSA BT APl iEK:

* S3FREHRhRAARIE

* s3: REVEFHERNRMUECE
* s3FREWRhRZAAC

* s3. PutObjectTagging

* s3: MHFRITR

* s3: BRI RIFIE

* 53! KRBV RREA

* s3: MIBRA RARAFRIE

* s3: Putiig

* s3: FREIWR

* s3:PutBucketObjectLockEl &
* s3IRENE A A HARCE

* s3: IR HTFhER

* 3. REVFERATIC
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* s3: MR RARZS

* s3: FhTFfERAREs

* s3: FIRAE

* s3: PutBucketfrid

* S3IRENIRATIE

* s3: PutBuckethrZs#zHl
° s3: PutObjectVersionTagging
* s3: IRENFFfEMMRZ

* s3: FRENFFHERRACI

* s3: LUIRIERE

* s3. PutObjectRetention
* 3. REVFERUE

* 3 REVHRARZA

gNRIEXICloud Volumes ONTAPE A ERRI AWS IKF 5XREERNKA RE, MARESEZHUT APIHEK

* s3: PutBucketZEH&
* s3: PutBucketFr B4l

EFIRE B BRI R
NRIGTERSIRE v2 R ZRIBAT IBRERSITHEE, NMRFELU TR

* kms:FlF&R*

* kms: iR

* athena: FFIAEIEHIT
 HEBREE: RENEIBLER
© JEBREE: FRENEIEHIT
* athena: {FLEEIFHIT
© oK BIEEHERE

© Rk BlER

* Bk #EMRD X

%
RIEBEZH LT APl iEKFKEFZENetApp Data Classification

* ec2: IR
* ec2. HREFPRZS
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* ec2: iZITEA!

* ec2: & IELAp

* ec2:BIEBARE

*ec2: BliESE

* ec2: MinnE

*ec2: BIERSH

* ec2: fFRREAH

* ec2iERL A

* ec2:BIEMLZIZO

* ec2: BRSO

* ec2:fHBRRILEEO

* ec2: IR F W

* ec2:¥@iRVpcs

* ec2: BIERE

* ec2: HIRXIE

* cloudformation: | i#t%

* cloudformation:filp3fEd%

* cloudformation:##iRStacks

* cloudformation: #RMEEREMH
*lamIARINA eSS E X 4

» ec2:AssociatelamlnstanceProfile

* ec2: itiRlaminstanceProfileAssociations
L {&{FEHENetApp Data Classificationfy, XIERAH LT APl IERFERE S3 170EE:

* lamIARINA eSS IR E X4

» ec2:AssociatelaminstanceProfile
* ec2: #EiRlaminstanceProfileAssociations
* s3: FRENFFHERRATIC

* s3: REVFHERIUE

* s3: FIHFIERTFER

* s3: FIRHE

* 53! RENFHERSRESKES

* 3. IREVFAERRERES

* s3: FRENFFHERRACI

* s3: FREUMR



*iam: FEAE

* s3: fHBRITR

* s3: MIBRITRARZA
* s3: Putit®

* sts: AssumeRole

Cloud Volumes ONTAP

ZAREA L LT APHEKLTE AWS FEEFEECloud Volumes ONTAP ,
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ONTAPSZfIGIEF
EIE IAM BEeMxf . . = = =
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iam: MfREE S = =
iam:PutRolePolicy &£ 5 5
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s
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iamRINABRILs =2 & S
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%
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tanceProfile
ec2: = b= S
ARlamInstanceProfile
Associations
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BExlamlInstanceProfile
FRIDIBIURSIEE sts: RIDIZSAUHE =2 = S
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"% (AMI)
=~ I~
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X (X HAWEE)
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EE MRBEFRAEIAR

"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",

"Sid": "K8sServicePolicy"
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

by

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

2024%F5H9H

Cloud Volumes ONTAPIIEEZELLTINIR:

"k n
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