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"Name": "Console Operator",

"Actions": [

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft.

Compute/disks/delete",
Compute/disks/read",
Compute/disks/write",
Compute/locations/operations/read",
Compute/locations/vmSizes/read",

.Resources/subscriptions/locations/read",

Compute/operations/read",
Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",
Compute/virtualMachines/restart/action",
Compute/virtualMachines/deallocate/action",
Compute/virtualMachines/start/action",
Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",

Compute/images/read",
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"Microsoft.

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",
.Network/virtualNetworks/checkIpAddressAvailability/read",
.Network/virtualNetworks/subnets/read",
.Network/virtualNetworks/subnets/write",
.Network/virtualNetworks/subnets/virtualMachines/read",
.Network/virtualNetworks/virtualMachines/read",
.Network/virtualNetworks/subnets/join/action",
.Resources/deployments/operations/read",
.Resources/deployments/read",
.Resources/deployments/write",
.Resources/resources/read",
.Resources/subscriptions/operationresults/read",
.Resources/subscriptions/resourceGroups/delete",
.Resources/subscriptions/resourceGroups/read",
.Resources/subscriptions/resourcegroups/resources/read",
.Resources/subscriptions/resourceGroups/write",

.Storage/checknameavailability/read",

Storage/operations/read",
Storage/storageAccounts/listkeys/action",
Storage/storageAccounts/read",
Storage/storageAccounts/delete",
Storage/storageAccounts/write",
Storage/storageAccounts/blobServices/containers/read",
Storage/storageAccounts/listAccountSas/action",
Storage/usages/read",

.Compute/snapshots/write",

Compute/snapshots/read",
Compute/availabilitySets/write",
Compute/availabilitySets/read",
Compute/disks/beginGetAccess/action",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen
ts/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen
ts/write",
"Microsoft.Network/loadBalancers/read",
"Microsoft.Network/loadBalancers/write",



"Microsoft.Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti
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"Microsoft.
.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",

"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft

.Network/loadBalancers/delete",
.Network/loadBalancers/backendAddressPools/read",
.Network/loadBalancers/backendAddressPools/join/action",
.Network/loadBalancers/loadBalancingRules/read",
.Network/loadBalancers/probes/read",
.Network/loadBalancers/probes/join/action",
.Authorization/locks/*",
.Network/routeTables/join/action",
.NetApp/netAppAccounts/read",
.NetApp/netAppAccounts/capacityPools/read",
.NetApp/netAppAccounts/capacityPools/volumes/write",
.NetApp/netAppAccounts/capacityPools/volumes/read",
.NetApp/netAppAccounts/capacityPools/volumes/delete",
.Network/privateEndpoints/write",

Storage/storageAccounts/privateEndpointConnections/read",

Storage/storageAccounts/managementPolicies/read",

.Storage/storageAccounts/managementPolicies/write",
.Network/privateEndpoints/read",
.Network/privateDnsZones/write",
.Network/privateDnsZones/virtualNetworkLinks/write",
.Network/virtualNetworks/join/action",
.Network/privateDnsZones/A/write",
.Network/privateDnsZones/read",
.Network/privateDnsZones/virtualNetworkLinks/read",

.Resources/deployments/operationStatuses/read",

Insights/Metrics/Read",
Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/delete",
Compute/virtualMachines/extensions/read",
Compute/virtualMachines/delete",

.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",

Compute/diskEncryptionSets/read",
Compute/snapshots/delete",

.Network/privateEndpoints/delete",

Compute/availabilitySets/delete",

Compute/diskEncryptionSets/write",

.KeyVault/vaults/deploy/action",

Compute/diskEncryptionSets/delete",

.Resources/tags/read",
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"Microsoft
"Microsoft

"Microsoft.

.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",

Network/applicationSecurityGroups/read",

"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",

"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft

.Network/networkSecurityGroups/securityRules/write",
.Network/applicationSecurityGroups/delete",
.Network/networkSecurityGroups/securityRules/delete",

Synapse/workspaces/write",
Synapse/workspaces/read",
Synapse/workspaces/delete",
Synapse/register/action",
Synapse/checkNameAvailability/action",
Synapse/workspaces/operationStatuses/read",

.Synapse/workspaces/firewallRules/read",
.Synapse/workspaces/replaceAllIpFirewallRules/action",
.Synapse/workspaces/operationResults/read",

"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft
"Microsoft

1,

"NotActions":

.ManagedIdentity/userAssignedIdentities/assign/action",

Compute/images/write",

.Network/loadBalancers/frontendIPConfigurations/read",

Compute/virtualMachineScaleSets/write",

.Compute/virtualMachineScaleSets/read",

.Compute/virtualMachineScaleSets/delete"

(1,

"AssignableScopes": [],

"Description": "Console Permissions",

"IsCustom":

A true"
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Azure NetApp Files

%

{&{EFNetApp Data Classificationi3#fiAzure NetApp Files#iERY, RIESAHLUUT APIIEXK:

° NetAppo. NetApp /netAppAccounts/read

° NetAppo. NetApp /netAppAccounts/capacityPools/read

* NetApp/netAppAccounts/capacityPools/volumes/write



* NetApp/netAppAccounts/capacityPools/volumes/read

* NetApp/netAppAccounts/capacityPools/volumes/delete

NetApp Backup and Recovery

LU & 5552 T NetApp Backup and Recovery el fE AR,

NetApp Backup and Recovery#VfR
THIBRIES K LT AP BERSEH B4 HINetApp Backup and RecoveryIigE:

» Microsoft.Storage/storageAccounts/listkeys/action

* Microsoft.Storage/storageAccounts/i%EX

» Microsoft.Storage/storageAccounts/write

» Microsoft.Storage/storageAccounts/blobServices/containers/read
» Microsoft.Storage/storageAccounts/listAccountSas/action

* Microsoft.Resources/1T i5/iL & /i52EX

* Microsoft.Resources/i7 5/ JR4H/152EX

* Microsoft.Resources/1T 5/ R4/ R JR/IREX

* Microsoft.Resources/iT 5/ RE/S N

* Microsoft.Storage/storageAccounts/managementPolicies/i%EX
» Microsoft.Storage/storageAccounts/managementPolicies/write
* Microsoft.Authorization/locks/write

» Microsoft.Authorization/locks/read

UTERTEMMMENBEXRE, EEAMNREL, SCHEERE:



" id" :
"/subscriptions/{subscriptionId}/providers/Microsoft.Authorization/roleDef

initions/{roleDefinitionGuid}",

"properties": ({
"roleName": "Custom Role",
"description": "Minimal permissions required for Backup and

Recovery.",
"assignableScopes": [
"/subscriptions/{subscriptionId}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}/providers/Microsoft.Storage/storageAccounts/
{storageAccountNameWithObjectLockPreprovisioned}"
1y
"permissions": [
{
"actions": [
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",
"Microsoft.Storage/storageAccounts/listAccountSas/action",
"Microsoft.Resources/subscriptions/locations/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Storage/storageAccounts/managementPolicies/read",
"Microsoft.Storage/storageAccounts/managementPolicies/write",
"Microsoft.Authorization/locks/write",
"Microsoft.Authorization/locks/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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* Microsoft.KeyVault{RE FE/iH 0 ZRE&/ B N\

* Microsoft.KeyVault/{R & Z/3%=EY

* Microsoft.ManagedIdentity/userAssignedldentities/4) /121

* Microsoft.Network/networkInterfaces/filf&

* Microsoft.Network/M£&$%& (/352X

* Microsoft.Network/networkSecurityGroups/ftlB&

* Microsoft.Network/privateDnsZones/1%EX

* Microsoft.Network/privateDnsZones/E \

* Microsoft.Network/privateEndpoints/i%EX

* Microsoft.Network/privateEndpoints/5 \

* Microsoft.Network/virtualNetworks/join/action

* Microsoft.Resources/SFZ/flf&

HPMREBIIBhRAXFR

HEERERMIMEINGEN, REILHUT APIHER, RBTE 2025 F 2 BR5IARAE v2 X 2Za1EA T Bk
ZREI0RE, A FBEXLENR:

* Microsoft.Synapse/ T{EX/E N\

* Microsoft.Synapse/ T{EX/i%EX

* Microsoft.Synapse/ T EX /b

* Microsoft.Synapse/s: /e

* Microsoft.Synapse/checkNameAvailability/4&{E

* Microsoft.Synapse/ L{EX/operationStatuses/3%EX

* Microsoft.Synapse/ T{EX/Ff A &N /152EX

* Microsoft.Synapse/ Z{EX/replaceAlllpFirewallRules/i&{E

* Microsoft.Synapse/ T{EX /3R {E4E R/%EEX

* Microsoft.Synapse/ T{EX/privateEndpointConnectionsApproval/4&{E
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Microsoft.Compute/{il &/vmSizes/
JREX

Microsoft. Compute/#&{F/35ZEX

Microsoft.Compute/virtualMachines/
instanceView/i52EX

Microsoft.Compute/virtualMachines/
powerOff/action

Microsoft.Compute/EE#/1/3E£EX

Microsoft.Compute/ R/ E B /1%
3

Microsoft.Compute/virtualMachines/

BENARIE

Microsoft.Compute/virtualMachines/
vmSizes/iEX

Microsoft.Compute/ R\ 1/S N\
Microsoft. Compute/El{&/15ZEX
Microsoft. Compute/F 52 /M bR
Microsoft.Compute/f&£2 /3% EX

Microsoft. Compute/F&5/5 N\

Microsoft.Storage/checknameavaila
bility/3152BX
Microsoft.Storage/i® /35 EX

Microsoft.Storage/storageAccounts/
listkeys/action

Microsoft.Storage/storageAccounts/
3EY

Microsoft.Storage/storageAccounts/
write

Microsoft.Storage/storageAccounts/
blobServices/containers/read

Microsoft.Network/MI£& /3% EX
Microsoft.Network/M£&#Z /5 )\

Microsoft.Network/networkInterface
s/join/action

Microsoft.Network/networkSecurity
Groups/iEX

Microsoft.Network/networkSecurity
Groups/SE \
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11 RATFIRENS? BTHEEE?

Microsoft.Resources/iTIRAMIER =& =
HY

Microsoft.Network/locations/operati 2 =2
onResults/read

Microsoft.Network/{I E/AE{EAREY =& =
Microsoft.Network/virtualNetworks/ 2 =2
2EY

Microsoft.Network/virtualNetworks/c 2 =
hecklpAddressAvailability/i52EX

Microsoft.Network/virtualNetworks/ £ =2
F/352EX

Microsoft.Network/virtualNetworks/ 2 =2
FM/virtualMachines/i%EX

Microsoft.Network/virtualNetworks/v 2 2
irtualMachines/izEX

Microsoft.Network/virtualNetworks/ 2 &
FW/OIN/ARAE

Microsoft.Network/virtualNetworks/ 2 &
FRIEN

Microsoft.Network/routeTables/join/ 2 &
action

Microsoft.Resources/ZBBAR{FIE =& =
HY

Microsoft.Resources/ZBE/3%EX = =
Microsoft.Resources/ZBE/5 N = £
Microsoft.Resources/Z& JR/3%EEY p= =
Microsoft.Resources/subscriptions/ 2 =2
operationresults/read

Microsoft.Resources/subscriptions/r 2 &
esourceGroups/delete

Microsoft.Resources/iTIR/ZRRE/ =2 =
AN

Microsoft.Resources/iTIR/ZERE/ =2 =
ZIR/EEY

Microsoft.Resources/iTIR/ZERE/ = S
EPN

Cloud Volumes ONTAP

ZARIBEZB LT AP EKLUTE Azure HEREFIEIECloud Volumes ONTAP o
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Microsoft.Compute/
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nceView/3EEY
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