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title: Console agent deployment policy
description: Permissions for the user who deploys the Console agent
stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

- compute.zones.get

- compute.zones.list
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title:

description:

NetApp Console agent

Permissions for the service account associated with the

Console agent.

stage: GA

includedPermissions:

cloudbuild.
cloudbuild.
cloudbuild.
cloudbuild.
cloudbuild.
cloudbuild.

builds.get

connections.list
repositories.accessReadToken
repositories.list
workerpools.list
workerpools.get

cloudquotas.quotas.get

cloudkms
cloudkms.
cloudkms.
cloudkms.
cloudkms

config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.

config.

.cryptoKeys.getIamPolicy
cryptoKeys.setIamPolicy
keyRings.get
keyRings.getIamPolicy
.keyRings.setIamPolicy

artifacts.import

deployments.
deployments.
deployments.
deployments.
deployments.
deployments.
deployments.
deployments.

deployments
deployments

create
delete
deleteState
get

getLock
getState
list

lock

.update
.updateState

previews.upload

revisions.get

revisions.getState

operations.get

previews.get

previews.list

resources.list

compute.regionBackendServices.create

compute.
compute.
compute.

compute

compute.

regionBackendServices.get
regionBackendServices.list
regionBackendServices.update

.networks.updatePolicy

addresses.createInternal
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disks
disks.
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disks.
disks.
disks

get

.use

firewalls.
firewalls.
firewalls.
firewalls.

list
setLabels

deletelInternal
list
setLabels

.uselnternal
.backendServices.create
.disks.create
.createSnapshot

delete

Create
delete
get
list

forwardingRules.
forwardingRules.
forwardingRules.
forwardingRules.
.forwardingRules

create
delete
get
setLabels

.update

globalOperations.get

images.get

create
delete

.get
.useReadOnly

.images.getFromFamily

images.list

images.useReadOnly

instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
.instances.
instances.

instances.

instances

addAccessConfig
attachDisk

create

delete

detachDisk

get
getSerialPortOutput
list

setDeletionProtection

setLabels
setMachineType
setMetadata
setTags

start

stop

.updateDisplayDevice
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compute.snapshots
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deploymentmanager.
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deploymentmanager
deploymentmanager

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

instances.
instanceGroups.
instanceGroups.
instanceGroups.
instanceGroups
.instanceGroups
addresses.
instances.

instances.

.snapshots.
snapshots.

snapshots.

snapshots.

zones.list

instances.

use
create
delete
get
.update
.use
get

updateNetworkInterface

setMinCpuPlatform

.machineTypes.get
.networks.get
.networks.list
.projects.get

regions.get

regions.list
regionBackendServices.delete
regionBackendServices.use
resourcePolicies.create
resourcePolicies.delete
resourcePolicies.get

create
delete

.get

list
setLabels

subnetworks.get
subnetworks.list
.subnetworks.use
subnetworks.useExternallp
zoneOperations.get

setServiceAccount
compositeTypes.get
compositeTypes.list
Create
delete
get
list

deployments.
deployments.
deployments.
deployments.

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list

typeProviders.get



- deploymentmanager.typeProviders.list
- deploymentmanager.types.get

- deploymentmanager.types.list

- logging.logEntries.list

- logging.privatelogEntries.list

- logging.logEntries.create

- logging.logEntries.route

- monitoring.timeSeries.list

- resourcemanager.projects.get

- storage.buckets.create

- storage.buckets.delete

- storage.buckets.get

- storage.buckets.list

- storage.objects.create

- storage.objects.delete

- storage.objects.get

- storage.objects.list

- storage.objects.update

- cloudkms.cryptoKeyVersions.useToEncrypt
- cloudkms.cryptoKeys.get

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

- storage.buckets.update

- iam.serviceAccounts.actAs

- lam.serviceAccounts.create

- lam.serviceAccounts.get

- iam.serviceAccounts.getIamPolicy
— lam.serviceAccounts.list

- iam.serviceAccountKeys.create

- storage.buckets.getIamPolicy
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