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BUER #1

"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ListStacks",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

"iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",

m"wa

iam:ListInstanceProfiles",

iam:DeleteRole",
"iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:PutObject",



"s3:ListAl1MyBuckets",
"s3:GetObject",
"s3:GetEncryptionConfiguration",
"kms:ReEncrypt*",
"kms:CreateGrant",
"fsx:Describe*",

"fsx:List*",

"kms:GenerateDataKeyWithoutPlaintext"

1,

"Resource": "*",
"Effect": "Allow",

"Sid": "cvoServicePolicy"
"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec2?2:DescribelInstances",
"ec2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec?2:TerminateInstances",
"ec2:DescribeInstanceAttribute",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSecurityGroup",
"ec2?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"ec2:DescribeVpcEndpoints",
"kms:ListAliases",
"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartitions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",



"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketAcl",
"s3:PutBucketPublicAccessBlock",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutBucketAcl",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:DeleteBucket",
"s3:GetObjectVersionTagging",
"s3:GetObjectVersionAcl",
"s3:GetObjectRetention",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:PutObjectVersionTagging",
"s3:PutObjectRetention",
"s3:DeleteObjectTagging",
"s3:DeleteObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls"

1,

"Resource": [
"arn:aws:s3:::netapp-backup-*"

I

"Effect": "Allow",

"Sid": "backupS3Policy"

"Action": [
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",



10

"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1,

"Resource": [
"arn:aws:s3:::fabric-pool*"

1,

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

I

"Resource": |
"arn:aws:ec2:*:*:instance/*"

I

"Effect": "Allow"

"Condition": {
"StringLike": ({

"ec2:ResourceTag/WorkingEnvironment":

by

"Action": [

"ok n

"Wk n



BUER #2

"ec2:StartInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1
"Effect": "Allow"

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

by

"Action": [
"ec?2:DeleteVolume"

I

"Resource": |
"arn:aws:ec2:*:*:volume/*"

1,
"Effect": "Allow"

"Wk n
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"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec?

"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

:CreateTags",

DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",
"Effect": "Allow",

"Sid":

"tagServicePolicy"



GovCloud ((E) Xig

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2

"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

lam:

lam:

lam:

lam:

lam:

lam:

ListInstanceProfiles",
CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",

13
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"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:

DeleteSnapshot",
DescribeSnapshots",
StopInstances",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
:DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ListStacks",

"cloudformation:ValidateTemplate",

"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

1,

:GetObject",

ListBucket",

ListAllMyBuckets",
GetBucketTagging",
GetBucketLocation",
CreateBucket",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketAcl",

GetBucketPolicy",

:ReEncrypt*",

CreateGrant",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",

DeletePlacementGroup"

"Resource": "*"

"Sid":

"fabricPoolPolicy",

"Effect": "Allow",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",



"s3:
"s3:
"s3:

1,

GetBucketAcl",
GetBucketPolicy",
PutBucketPublicAccessBlock"

"Resource": [

"arn:aws-us-gov:s3:::fabric-pool*"

]
by
{

Sl

"backupPolicy",

"Effect": "Allow",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"
I
"Resource": [
"arn:aws-us—-gov:s3:::netapp-backup-*"
]
by
{
"Effect": "Allow",
"Action": [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetObject",

ListBucket",
ListAllMyBuckets",
GetBucketTagging",

"ec2:StartInstances",

"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": ({

"ec2:ResourceTag/WorkingEnvironment":

by

"Resource": [

"Wk n
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"arn:aws-us-gov:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-us-gov:ec2:*:*:volume/*"



—_

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

17



"cloudformation:ListStacks",
"cloudformation:ValidateTemplate",

iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",

iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociateIlamInstanceProfile",
"ec2?2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",
"iam:ListinstanceProfiles"

1,

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",



by
{

"ec2:AttachVolume",
"ec2:DetachVolume"
I
"Condition": {
"StringLike": {
"ec2:ResourceTag/WorkingEnvironment" :

by

"Resource": |
"arn:aws—-iso-b:ec2:*:*:instance/*"

]

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

"Wk n
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",



"clo
"clo

"iam:

"iam:

"iam:

"s3:
"s3
"s3:
"s3:
"s3
"ec?2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resou

"Sid":
"Effec
"Actio
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resou

"arn

"Effec
"Actio
"ec?2
"ec?2
"ec?2

lam:

lam:

lam:

lam:

lam:

lam:

udformation:ListStacks",
udformation:ValidateTemplate",
PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreatelInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

:ListBucket",

GetBucketTagging",
GetBucketLocation",

:ListAl1MyBuckets",

:AssociatelamInstanceProfile",
DescribeIlamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

r.C:e": mwsn

"fabricPoolPolicy",
t": "Allow",
n": [
DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

rce": [

raws-iso:s3:::fabric-pool*"

t": "Allow",

n": [
:StartInstances",
:StopInstances",

:TerminateInstances",

21



"ec2:AttachVolume",

"ec2:DetachVolume"

I
"Condition": {
"StringLike": {
"ec2:ResourceTag/WorkingEnvironment": "*"
}
by

"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
'ec?2:AttachVolume",
"ec2:DetachVolume"

1,
"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

SNfEIfEF AWS #XFR

LUFERD7T4R T Sfel A & 1" NetApp Console EIR e HEARSSHIMR, WNRIEH AT BERME (RIEFEATRH
PR, MWibERSREF.

iE&FFONTAP BYAmazon FSx
ITHI B RIEAH LT AP IERFEIEAmazon FSx for ONTAPX {4 &A%k :

* ec2: R LA

* ec2: HERLHIRZS
* ec2:HBERLHIEM
* ec2HEREEHER

* ec2:iHIREIKR

* ec2:BIEIRE

* ec2:iERE

* ec2iERL A

* ec2: iEIRMLEIEO
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* ec2:HERF W

* ec2:¥@iRVpcs

* ec2:##HIRDHCPIEIN

* ec2:HERIRER

* ec2: iR AN

* ec2:HERXIF

* ec2:iEHIRIRE

* ec2: fHiRlaminstanceProfileAssociations
* ec2: RTINS LI 5
* ec2: iR Vpciln &=

* ec2:¥HiRVpcs

* ec2: HIREEN

* ec2ERMEA

* kms: BIE2EAY

* kms: FH5HIE

* fox: iR

. fsx:FlIR*

Amazon S3 7Zf&i@& I

EHaERE LT APHERFK LI Amazon S3 7F{i#ifE:

S3IREVINZEE
NetApp Backup and Recovery

ZREA L LT AP IEKREKEIE Amazon S3 HRYE :

* s3: REVEFMERUE

* s3: FIHFrERNTFER
* s3: YR

* s3: BIEAE

* s3IREN&E AR E

* s3: PutLifecyclefit &

* s3: PutBuckettRid

* s3: FIHFMERIRZS

* s3: FREVFFHERRAC

* s3: PutBucketALifia)ik
* 83 FREWHR
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* ec2: R Vpcin =
* kms: FIHFIZ
* s3. PutEncryptionfid &

SEERERMERGEAEREREM XM, EILHLUT APIIEXK:

* s3: DI

* s3: MIFRXR

* s3: MIFRIRARZS

* s3: FREXFFHERRACI

* 83! BIFRKE

* 3. FIHEFMERARA

* s3: FIHEZED L1F
* 53 Putif®

* s3:PutBucketAcl

* s3: PutLifecyclefid &
* s3: PutBucketAFtifia)iR
*s3: HIEREE EF

* s3:FIHZE S E1EERS

L 1&{E M DataLock FINetApp Ransomware Resilience#t{T&& 19T, KIBESA BT APl iEK:

* S3IRENRhRAARIE

* s3: REVFHERNRBECE
* s3ERERhRZAAc

° s3: PutObjectTagging

* s3: MpRXR

* s3: BRI RITIE

* s3: REVNRIRE

* s3: MR RARZAARIE

* s3: Putif®

* s3: FREUR

* s3:PutBucketObjectLockEC &
* s3IRENE A A HAECE

* s3: IRATE Y HFMER

* s3: FRENFFHERRATIC

* s3: MIBRAT RARAS
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"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",

"Sid": "K8sServicePolicy"
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

by

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

2024%559H
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£i#17 AP AR,
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MNetApp ConsoleZfE
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FEhEPE KM Azure HIFHEFE

HIEM Azure TIHEENERE Linux EN EFohREAEN, BFEETREBEXABHEEMECEILE
PER,
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* EEEFAXERBND P WA, FSHELUTIIE:
° "GE Azure TIAERERIRR"
° "B ARMEZAIR"
° "G B REIRTCAIAR"
° "R E T RRIBIAR"

"Name": "Console Operator",
"Actions": |
"Microsoft.Compute/disks/delete",
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Compute/virtualMachines/start/action",
Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",
Compute/images/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",
.Network/virtualNetworks/checkIpAddressAvailability/read",
.Network/virtualNetworks/subnets/read",
.Network/virtualNetworks/subnets/write",
.Network/virtualNetworks/subnets/virtualMachines/read",
.Network/virtualNetworks/virtualMachines/read",
.Network/virtualNetworks/subnets/join/action",
.Resources/deployments/operations/read",
.Resources/deployments/read",
.Resources/deployments/write",
.Resources/resources/read",
.Resources/subscriptions/operationresults/read",
.Resources/subscriptions/resourceGroups/delete",
.Resources/subscriptions/resourceGroups/read",
.Resources/subscriptions/resourcegroups/resources/read",

.Resources/subscriptions/resourceGroups/write",

Storage/checknameavailability/read",
Storage/operations/read",

.Storage/storageAccounts/listkeys/action",

Storage/storageAccounts/read",
Storage/storageAccounts/delete",
Storage/storageAccounts/write",
Storage/storageAccounts/blobServices/containers/read",

35



36

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

Storage/storageAccounts/listAccountSas/action",
Storage/usages/read",

Compute/snapshots/write",
Compute/snapshots/read",
Compute/availabilitySets/write",
Compute/availabilitySets/read",

.Compute/disks/beginGetAccess/action",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen
ts/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write",

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

.Network/loadBalancers/read",
.Network/loadBalancers/write",
.Network/loadBalancers/delete",
.Network/loadBalancers/backendAddressPools/read",
.Network/loadBalancers/backendAddressPools/join/action",
.Network/loadBalancers/loadBalancingRules/read",
.Network/loadBalancers/probes/read",
.Network/loadBalancers/probes/join/action",
.Authorization/locks/*",
.Network/routeTables/join/action",
.NetApp/netAppAccounts/read",
.NetApp/netAppAccounts/capacityPools/read",
.NetApp/netAppAccounts/capacityPools/volumes/write",
.NetApp/netAppAccounts/capacityPools/volumes/read",
.NetApp/netAppAccounts/capacityPools/volumes/delete",
.Network/privateEndpoints/write",

"Microsoft.Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

on",

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

Storage/storageAccounts/privateEndpointConnections/read",

.Storage/storageAccounts/managementPolicies/read",
.Storage/storageAccounts/managementPolicies/write",
.Network/privateEndpoints/read",
.Network/privateDnsZones/write",
.Network/privateDnsZones/virtualNetworkLinks/write",
.Network/virtualNetworks/join/action",
.Network/privateDnsZones/A/write",
.Network/privateDnsZones/read",
.Network/privateDnsZones/virtualNetworkLinks/read",
.Resources/deployments/operationStatuses/read",

Insights/Metrics/Read",
Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/delete",



"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",

"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

1,

"NotActions":
"AssignableScopes":
"Description":

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"IsCustom":

Compute/virtualMachines/extensions/read",
Compute/virtualMachines/delete",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",
Compute/diskEncryptionSets/read",
.Compute/snapshots/delete",
.Network/privateEndpoints/delete",
Compute/availabilitySets/delete",
.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",
Compute/diskEncryptionSets/write",
.KeyVault/vaults/deploy/action",
Compute/diskEncryptionSets/delete",
.Resources/tags/read",
.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",
.Network/applicationSecurityGroups/read",

.Network/networkSecurityGroups/securityRules/write",
.Network/applicationSecurityGroups/delete",
.Network/networkSecurityGroups/securityRules/delete",
.Synapse/workspaces/write",

Synapse/workspaces/read",
Synapse/workspaces/delete",
Synapse/register/action",
Synapse/checkNameAvailability/action",
Synapse/workspaces/operationStatuses/read",
Synapse/workspaces/firewallRules/read",
Synapse/workspaces/replaceAllIpFirewallRules/action",
Synapse/workspaces/operationResults/read",

.ManagedIdentity/userAssignedIdentities/assign/action",
Compute/images/write",
.Network/loadBalancers/frontendIPConfigurations/read",
Compute/virtualMachineScaleSets/write",
Compute/virtualMachineScaleSets/read",
Compute/virtualMachineScaleSets/delete"

(1,
(1,

"Console Permissions",

"true"
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YNfeIfEA Azure AR

UFER DA T IR S T NetApp FE R A BURRS EANR. IREMRBBERME (NEF EIRHIR
» MItERZREE,

Azure NetApp Files
L {&{FHENetApp Data Classificationi3##iAzure NetApp Files#iERY, RIESAH LT APl 3EXK:

* NetApp. NetApp /netAppAccounts/read
* NetApp. NetApp /netAppAccounts/capacityPools/read

* NetApp/netAppAccounts/capacityPools/volumes/write
* NetApp/netAppAccounts/capacityPools/volumes/read

» NetApp/netAppAccounts/capacityPools/volumes/delete

NetApp Backup and Recovery

LUF& T2 7 NetApp Backup and Recoverydl{a{E AR,

NetApp Backup and RecoverytYfR
EHIGRESLZH LT APHERUSSI R ABINetApp Backup and RecoveryIhaE :

» Microsoft.Storage/storageAccounts/listkeys/action

* Microsoft.Storage/storageAccounts/ikEX

» Microsoft.Storage/storageAccounts/write

» Microsoft.Storage/storageAccounts/blobServices/containers/read
» Microsoft.Storage/storageAccounts/listAccountSas/action

* Microsoft.Resources/iT 5/ & /i52EX

* Microsoft.Resources/i7 /3% JR£H/152BX

* Microsoft.Resources/iT 5/ R4R/ 2 IRREX

* Microsoft.Resources/iT i/ RE/S N

* Microsoft.Storage/storageAccounts/managementPolicies/i%EX
* Microsoft.Storage/storageAccounts/managementPolicies/write
* Microsoft.Authorization/locks/write

¢ Microsoft.Authorization/locks/read

UTERTEMMMENBENXRE, EEANNRELD, SCEEBRE:
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" id" :
"/subscriptions/{subscriptionId}/providers/Microsoft.Authorization/roleDef

initions/{roleDefinitionGuid}",

"properties": ({
"roleName": "Custom Role",
"description": "Minimal permissions required for Backup and

Recovery.",
"assignableScopes": [
"/subscriptions/{subscriptionId}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}/providers/Microsoft.Storage/storageAccounts/
{storageAccountNameWithObjectLockPreprovisioned}"
1y
"permissions": [
{
"actions": [
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",
"Microsoft.Storage/storageAccounts/listAccountSas/action",
"Microsoft.Resources/subscriptions/locations/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Storage/storageAccounts/managementPolicies/read",
"Microsoft.Storage/storageAccounts/managementPolicies/write",
"Microsoft.Authorization/locks/write",
"Microsoft.Authorization/locks/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []



SRENMRENR

IEHEREREUT APHEK, USMESREDHIMEIRIEURIERNME G, XENRATEENSL. &
HENMRES G,

* Microsoft.KeyVault{RE FE/H10) K&/ N

* Microsoft.KeyVault/{R & 2 /3%EX

* Microsoft.ManagedIdentity/userAssignedIdentities/4) Bt/ {E

* Microsoft.Network/networkInterfaces/ffl|F

* Microsoft.Network/f£&$& [/35=EX

* Microsoft.Network/networkSecurityGroups/fl#

* Microsoft.Network/privateDnsZones/1%EX

* Microsoft.Network/privateDnsZones/5 \

* Microsoft.Network/privateEndpoints/iszEX

* Microsoft.Network/privateEndpoints/5 \

* Microsoft.Network/virtualNetworks/join/action

* Microsoft.Resources/SFZ/fiFs

M RE BIBhRAX R

HEERRRMMEINEEN, RESAHUT APIER, RETE 2025 F 2 BR5IMRA v2 X 2ZaEA T AR
ZR51ThEE, A REXENIR:

* Microsoft.Synapse/ T{EX/E N

* Microsoft.Synapse/ T{EX/i52EX

* Microsoft.Synapse/ T{EX /MR

* Microsoft.Synapse/;Xfft/#&1E

* Microsoft.Synapse/checkNameAvailability/t&1E

* Microsoft.Synapse/ L{EX/operationStatuses/i%EX

* Microsoft.Synapse/ T{EX /B A SN /152EX

* Microsoft.Synapse/ T {EX/replaceAlllpFirewallRules/}&{E

* Microsoft.Synapse/ T{EX /4% {FL5 R /152EX

* Microsoft.Synapse/ L {EX/privateEndpointConnectionsApproval/i&{E

NetApp Data Classification

HEERHIES LN, RESILHUT APIHER,

1B1E BFi&EL? RTHEEE?
Microsoft.Compute/fiI BE/121EAEZEY 2 p=s
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Microsoft.Compute/virtualMachines/
powerOff/action

Microsoft.Compute/EE#/1/3E£EX

Microsoft.Compute/ R/ E B /1%
3
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BENARIE

Microsoft.Compute/virtualMachines/
vmSizes/iEX

Microsoft.Compute/ R\ 1/S N\
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Microsoft.Storage/checknameavaila
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Microsoft.Resources/iT I8/ & /3%

EX

Microsoft.Network/locations/operati
onResults/read

Microsoft.Network/{iL & /3 {E/iZEX
Microsoft.Network/virtualNetworks/
15EX
Microsoft.Network/virtualNetworks/c
hecklpAddressAvailability/i52EX

Microsoft.Network/virtualNetworks/
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irtualMachines/i%EX

Microsoft.Network/virtualNetworks/

FRININ/ARLE

Microsoft.Network/virtualNetworks/

FRIEN

Microsoft.Network/routeTables/join/
action

Microsoft.Resources/ZBE/1&1E/ 3%
BY

Microsoft.Resources/ZBE/352EY
Microsoft.Resources/ZBZE/5 N\
Microsoft.Resources/& J5/35EX

Microsoft.Resources/subscriptions/
operationresults/read

Microsoft.Resources/subscriptions/r
esourceGroups/delete
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* Microsoft.Synapse/ L{EX/operationStatuses/3%EX

* Microsoft.Synapse/ T{EX /R A &N /152EX
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* Microsoft.Resources/iT 5/ R4R/#5 IR/ IEREX

* Microsoft.Resources/iT i/ ZRA/S N

* Microsoft.Storage/storageAccounts/managementPolicies/i%EX

» Microsoft.Storage/storageAccounts/managementPolicies/write

2024F9H9H

HFEH S BT LRI ERE Kubermnetes 8%, EItbM JSON ZREEHHPR T LA TR :
* Microsoft.ContainerService/managedClusters/listClusterUserCredential/#2{F
* Microsoft.ContainerService/managedClusters/i%EX

202458H22H

LUTHREFHIMNEI JSON FHr&H, FEAE{T=ECloud Volumes ONTAP MM E EFT L ERY

* Microsoft.Compute/virtualMachineScaleSets/5 X\
* Microsoft.Compute/virtualMachineScaleSets/152EX

* Microsoft.Compute/virtualMachineScaleSets/fifl&
2023F1285H
BEHIEE DR Azure Blob 77T, NetApp Backup and Recovery "B EE LI TR :

* Microsoft.Compute/EEM#/1ZEX
* Microsoft.Compute/virtualMachines//2 h/i%{E
* Microsoft.Compute/virtualMachines/f#k& 5 Bo /42
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* Microsoft.Compute/virtualMachines/i F&/fB&
* Microsoft.Compute/ A/

Hiizh @ FERSEEXLENR, BtiNREFEREMEMERS, EIMRREEAENEEXAEH,
2023%F5812H
LURIRE A INE) JSON ZKB&, EAE(IZCloud Volumes ONTAPE BN ERY:

* Microsoft.Compute/E&/S N

* Microsoft.Network/loadBalancers/frontendIPConfigurations/i2EX

IATFIREM JSON SREERMIFR, RAFRBREEN]:

» Microsoft.Storage/storageAccounts/blobServices/containers/write

* Microsoft.Network/publiclPAddresses/filB&
2023%3H23H
IR D LB EE “Microsoft. Storage/storageAccounts/delete 1R,
Cloud Volumes ONTAP{3SAE EILANFR.
2023F1H5H
LUTHPREZRINE] JSON kg :

* Microsoft.Storage/storageAccounts/listAccountSas/action

* Microsoft.Synapse/ T {EX/privateEndpointConnectionsApproval/iZ{E
NetApp Backup and Recovery& &iX AR,
* Microsoft.Network/loadBalancers/backendAddressPools/join/action

Cloud Volumes ONTAPEZPEEE thIY PR,

Azure FRTH S RIEL 2HMN

RIERY Azure Z24AF EAEﬂﬂﬁﬂWoéuM$ﬂ“@LfﬁAﬁﬁﬁ,Na&m
Consolez Bzftl bR 24, MNTFHMZEEN, EFEFNKELTEH,

NI
3% iH B8y
SSH 22 REIFAIEEANAT SSH 717]
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3% iH B89

HTTP 80 ° ?;E'E’f#}\}\%ﬂ-)i'ﬂﬁdﬁ Web J'JB-C EUZIK
M RER HTTP 1719

* #£Cloud Volumes ONTAPH4&
WiEHERA

HTTPS 443 RAEME PG Web 2R ZI 24t A
FRE HTTPS i8], KRR
EINetApp Data ClassificationSZ{fl#4
R

TCP 3128 HJCloud Volumes ONTAP#Z{#t B B
R EIAER, LU AutoSupportiH
BARIXE%SNetApp . EBEBFEX
MFoFTFILLIRO, "7 AR
2 {EAutoSupportl 2 Ry IE"

yy W

RENTEX L2 LI THRA LERE. MRALUZR, HEBREANLGEIN, NREFEEHRIAN, 15
fERER L RN,

B uE R
RIBRIFIRE X A EIE LT RIS,

3% i H B8y

FfiE TCP 250 FrE HibmeE
Ffi5 UDP el FRE HibmE
S

NRIGHEEX HISREFIE ™AERIAN, WA AR U TME R AT AR H IS EFAENHRO.

() mPmRAEIAL

AR5 713 i ] Bir By

API A HTTPS 443 HiE B EX Xt Azure.

#0AutoSupport FIONTAPLEEFEIE  ONTAP. NetApp

LIF Data Classification

AP EE, MUKk
BINetApp &
iXAutoSupport;é &

API EH TCP 8080 BIBDSE ERERAIEIR N LIRS
FESLfI

DNS ubP 53 DNS FF=%| 58 DNS
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54


https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-verify-autosupport.html

Google Cloud tPRFIFFEEHIRA A SN

1=HI B EER Google Cloud Y[R

1EH e IEFEMNPRZ BETE Google Cloud F#1TH#1F, XLANRE S TENetAppiRHERIE
EXABEH, ENiZ T EREERXENRMT 4.

Google Cloud FFP AR
UTBEEXABWETF Google Cloud FAF HERIEFAFNAIR. FItBEXABHRARKENENENAF,
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&%& Google Cloud Atk 1R

title: Console agent deployment policy
description: Permissions for the user who deploys the Console agent
stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

- compute.zones.get

- compute.zones.list
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- config.deployments.create

- config.operations

.get

- config.deployments.delete

- config.deployments.deleteState

- config.deployments.get

- config.deployments.getState

- config.deployments.list

- config.deployments.update

- config.deployments.updateState

- config.previews.get

- config.previews.list

- config.revisions.get

- config.resources.list

- deploymentmanager

- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.

- deploymentmanager
- deploymentmanager

- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.

- deploymentmanager.

- deploymentmanager

.compositeTypes.get
compositeTypes.list
deployments.create
deployments.delete
deployments.get
deployments.list
.manifests.get
.manifests.list
operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
.types.list

- resourcemanager.projects.get
- compute.instances.setServiceAccount
- iam.serviceAccounts.actAs

- ilam.serviceAccounts.create

- lam.serviceAccounts.list

- iam.serviceAccountKeys.create
- storage.buckets.create

- storage.buckets.get

- storage.objects.create

- storage.folders.create

- storage.objects.list

ARSS KA AR

LT BE X el T HinEEH & R Google Cloud BRSSHKS EIE Google Cloud MEHRYZRMHIZFNE

AR
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* "REMVERTUAY Google Cloud AXFR"
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& Google RE KSR

heEGL H&ZISEPWBEE’JWDD'EHHIJF%, BHRABERREREN. TEATIIHTREREENHNR.

Google (X RTEHE" "&EF WA Google Cloud AR K S"

title:

description:

NetApp Console agent

Permissions for the service account associated with the

Console agent.

stage: GA

includedPermissions:

cloudbuild.
cloudbuild.
cloudbuild.
cloudbuild.
cloudbuild.
cloudbuild.

builds.get

connections.list
repositories.accessReadToken
repositories.list
workerpools.list
workerpools.get

cloudquotas.quotas.get

cloudkms
cloudkms.
cloudkms.
cloudkms.
cloudkms

config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.

config.

.cryptoKeys.getIamPolicy
cryptoKeys.setIamPolicy
keyRings.get
keyRings.getIamPolicy
.keyRings.setIamPolicy

artifacts.import

deployments.
deployments.
deployments.
deployments.
deployments.
deployments.
deployments.
deployments.

deployments
deployments

create
delete
deleteState
get

getLock
getState
list

lock

.update
.updateState

previews.upload

revisions.get

revisions.getState

operations.get

previews.get

previews.list

resources.list

compute.regionBackendServices.create

compute.
compute.
compute.

compute

compute.

regionBackendServices.get
regionBackendServices.list
regionBackendServices.update

.networks.updatePolicy

addresses.createInternal

"BF
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compute.
compute.
compute.
compute.

compute
compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute.
.healthChecks.
.healthChecks.
healthChecks
.healthChecks
compute.

compute
compute

compute.

compute

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute.
compute.
compute.

addresses.
addresses.
addresses.

addresses

disks
disks.
disks.
disks.
disks.
disks

get

.use

firewalls.
firewalls.
firewalls.
firewalls.

list
setLabels

deletelInternal
list
setLabels

.uselnternal
.backendServices.create
.disks.create
.createSnapshot

delete

Create
delete
get
list

forwardingRules.
forwardingRules.
forwardingRules.
forwardingRules.
.forwardingRules

create
delete
get
setLabels

.update

globalOperations.get

images.get

create
delete

.get
.useReadOnly

.images.getFromFamily

images.list

images.useReadOnly

instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
.instances.
instances.

instances.

instances

addAccessConfig
attachDisk

create

delete

detachDisk

get
getSerialPortOutput
list

setDeletionProtection

setLabels
setMachineType
setMetadata
setTags

start

stop

.updateDisplayDevice



compute.instances.

use

compute.instanceGroups.create

compute.instanceGroups.delete

compute.instanceGroups.get

compute.instanceGroups.update

compute.instanceGroups.use

compute.addresses.
compute.instances.updateNetworkInterface

compute.instances.

get

setMinCpuPlatform

compute.machineTypes.get

compute.networks.get

compute.networks.list

compute.projects.get

compute.regions.get

compute.regions.list

compute.regionBackendServices.delete

compute.regionBackendServices.use

compute.resourcePolicies.create

compute.resourcePolicies.delete

compute.resourcePolicies.get

compute.snapshots.
compute.snapshots.

compute.snapshots

compute.snapshots.

compute.snapshots.

create
delete

.get

list
setLabels

compute.subnetworks.get

compute.subnetworks.list

compute.subnetworks.use

compute.subnetworks.useExternallIp

compute.zoneOperations.get

compute.zones.get

compute.zones.list
compute.instances.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager
deploymentmanager

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

setServiceAccount
compositeTypes.get

compositeTypes.list

deployments.create
deployments.delete
deployments.get
deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list

typeProviders.get
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- deploymentmanager.typeProviders.list
- deploymentmanager.types.get

- deploymentmanager.types.list

- logging.logEntries.list

- logging.privatelogEntries.list

- logging.logEntries.create

- logging.logEntries.route

- monitoring.timeSeries.list

- resourcemanager.projects.get

- storage.buckets.create

- storage.buckets.delete

- storage.buckets.get

- storage.buckets.list

- storage.objects.create

- storage.objects.delete

- storage.objects.get

- storage.objects.list

- storage.objects.update

- cloudkms.cryptoKeyVersions.useToEncrypt
- cloudkms.cryptoKeys.get

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

- storage.buckets.update

- iam.serviceAccounts.actAs

- lam.serviceAccounts.create

- lam.serviceAccounts.get

- iam.serviceAccounts.getIamPolicy
— lam.serviceAccounts.list

- iam.serviceAccountKeys.create

- storage.buckets.getIamPolicy

Google Cloud HREIERA

BEHaeRBEEAEEXABRRMNEREE Google Cloud MZEHHICloud Volumes ONTAPE JRFINetApp iR
IRZHIZ, UTETHRT RIEBENAERXLEAR,

Cloud Volumes ONTAP/{E B IR

EHEREBEFERABEXAEFRINIREEE Google Cloud M4EHAICloud Volumes ONTAPZRA#HIZ, UTH
TR T IR X LR,
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Cloud Volumes ONTAPHIAFE
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config.deployments
.Create

config.deployments
.delete

config.deployments
.deleteState

config.deployments
.get

config.deployments
.getLock

config.deployments
.getState

config.deployments
Jdist

config.deployments
lock

config.deployments
.update

config.deployments
.updateState

config.operations.g
et

config.previews.get

config.previews.list

config.resources.list

config.revisions.get
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compute.disk.creat
eSnapshot
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R AERE
TR AERER
RIS

R AETR
R AN

TR AL R

HEELAN

HEERLZHNIRE
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