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"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

iam:CreateRole",

"

iam:DeleteRole",

n

iam:PutRolePolicy",

iam:CreateInstanceProfile",

"

iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",

iam:DeleteInstanceProfile",
"iam:PassRole",
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"ec2:

"ec2
"ec?

"ec2:
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec2:
"ec2:
"ec2:
"ec?2
"ec?2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2

"ec2:

lam:

ListRoles",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

:ModifyNetworkInterfaceAttribute",
:DescribeSubnets",

DescribeVpcs",
DescribeDhcpOptions",
DescribeKeyPairs",
DescribeRegions",
DescribeInstances",
CreateTags",
DescribeImages",
DescribeAvailabilityZones",

:DescribelLaunchTemplates",

CreatelLaunchTemplate",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"ec2
"ec2:
"ec?2

lam:
"

lam:

"kms:

:AssociatelamInstanceProfile",

DescribeIamInstanceProfileAssociations",

:DisassociateIlamInstanceProfile",

GetRole",
TagRole",
ListAliases",

"cloudformation:ListStacks"

1,

"Resource": "x"
by
{
"Effect": "Allow",
"Action": [
"ec2:TerminateInstances"

1,
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"Condition": {
"StringLike": {
"ec2:ResourceTag/OCCMInstance": "*"
}
by

"Resource": [
"arn:aws:ec2:*:*:instance/*"
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Podman

BRIBUTHBLEMEE Podman:

* BAFE5H podman.socket fRSS

* Z#python3

* %% podman-compose EhkZs 1.0.6

* & podman-compose 7 NNZEI PATH If IR L=

* INRFEA Red Hat Enterprise Linux, iBEIERER Podman hRZSfERAIE Netavark Aardvark DNS T
= CNI

@ LEERIEFEIEE aardvark-dns 0 (FRIAE: 53) , LUBES%: DNS iR, 1REBIHAEE
7. S

i
1. tNREN _LELET podman-docker &, EIEEMIFR,

dnf remove podman-docker
rm /var/run/docker.sock

2. % Podman,
ZA LIME 5 Red Hat Enterprise Linux fFfi#ZEFXEX Podmano

a. ¥tF Red Hat Enterprise Linux 9.6:

sudo dnf install podman-5:<version>

Erh <version> @R EERER Podman iFa0hRA, EEZHFHY Podman hR7s o

b. & F Red Hat Enterprise Linux 9.1 = 9.4:

sudo dnf install podman-4:<version>

Hrh <version> @B EERER Podman iF80hRA, EEZHFH) Podman iR7s o

C. ¥F Red Hat Enterprise Linux 8:

sudo dnf install podman-4:<version>

Hrh <version> BEIEELER Podman XiFMARAE, EEZFH Podman Az o

24



. BFFE5h podman.socket AR,

sudo systemctl enable --now podman.socket

. %% python3,

sudo dnf install python3

- NRENRS LIFEHE EPEL FEER, FLRET.

P BEEHNEN, EA podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&ZE

IR1Fo
. YR FH Red Hat Enterprise 9:

a. LREPELTFEERHEE.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose £ 1.5.0,

sudo dnf install podman-compose-1.5.0

. WNR{EAMIZE Red Hat Enterprise Linux 8:
a. REEPELTEMEEINEEL,

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 223t podman-compose £ 1.0.6,

sudo dnf install podman-compose-1.0.6

R “dnf install 65 %% &4% podman-compose 7HiNZEI PATH IFBT&MEXR, T
(D 3 %¥% podman-compose #INE /usr/bin, EEZEETE secure_path’ 4 _EAYE
I,

C. YNSR{FH Red Hat Enterprise Linux 8, 15IIEER Podman MA@ & AT H Aardvark DNS BY
NetAvark 4 =& CNI,
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i WBTIETU TS ERZR networkBackend @&EIZE N CNI:
podman info | grep networkBackend

i. YNER networkBackend I&B R CNT, REEBHEKN netavarke
iii. 223 netavark’ # “aardvark-dns R T&<:

dnf install aardvark-dns netavark

V. $TFF /etc/containers/containers.conf {4 FH{EEK network_backend IR LA fE A “netavark” AR

IEE“Cni”o

WIER /etc/containers/containers.conf NEE, 1BSEEERN

*/usr/share/containers/containers.confo

V. EFE5H podmans
systemctl restart podman
vi. BRI THSHIA networkBackend I7E BB A9 netavark”:

podman info | grep networkBackend

Docker 5|&
#2828 Docker BYX 1% 4% Docker Engine,

S
1. "&%& Docker BYZ3E 5 ER"

RIS BLERSHFHY Docker Engine hR7S, 1570 RERHMhRA, ENEHIERIFE,

2. I93F Docker @& BB BAHIEEIRTT,

sudo systemctl enable docker && sudo systemctl start docker

T3 IGEME
BHERMSUEREUATER, UEEHSNEEBERRESZFIEIR.
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TR 5. REEHANE

FTERFTERREZME, BEER Linux TN EFmREZRE,

a2 Al
BNIZEBUTAS:

© REITHIBIERY root AR,
* NRIEHSNETEREA IFREERN, NiRHEEXAERSSFVIFAESR.

ERILEREREGRENERSS, EXFMEEENETHaHE,
* NRAEARSSBER HTTPS HAEZE=ENIE, NFE CAERRIER,

@ FrhREERIGRIEN, TENERANERSHKBIER. IRFENSHARERSIZLKEILES
, MAPERERERLPERIG. F4 T IELERES 8"

RFUIES
REE, MREHREATA, EHaREZBMER.

P$IE
1. tNRFEHN _EIZE T http_proxy Bi httos_proxy R4Z &, HEEME:

unset http proxy
unset https proxy
MRAHFXERATE, REEEK.

2. FTEITHI ERIENG, AEBEESIE Linux £4. &R LIMNetApp ConsoleZiNetApp3zHFMIus T &
° NetApp Console: 3E|*IE > EIF > FENIE > ZMEFE > FrpEs

R T HAERERF XA EX R URL.

° NetApp3#Wih (WNRIEE A IHEHTHI GRINER, MFBRUEMLL) "NetApp S2HUA=",
3. DECIETTRIZARIAL R,

chmod +x NetApp Console Agent Cloud <version>

Hrh <version> & T 89T & R IERIRRZS,

4 IREBMN SRR RE, FRARENS, "THRINAEAFHLENEELS, "
O. IBITRERIZA,
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./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

MRENNEFERIEA LRI ERK, NEERMAIEER. BrUEREIERRNERKE,
--proxy Ml --cacert ZHEMIEN, RAFCKRERERNEN]. NREBEXARIERSE, WEEWA
WMEFFREI S

() NRERBEARE, TUEREEMEHTRE, TRARLENEES
.

IUTEEA CAERIEBEE ENAERS B[R

+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+

--proxy AU THEIZ—F Console RIEECE AFER HTTP 3¢ HTTPS IEARSS 25!

+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-
name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+FRLUTEm:

+ ARRIURAMARSURAR, AR, EifER \ B ASCI 8, f1EFR. Console RIERZFE
B @ FHNAFRZHEE, NRBHEE U TEEARFR, WERRBATRISRE XOZFHRFRT . & X
I

+ f5ln:

+ http://bxpproxyuser:netapp1\!@address:3128

1. NEREEA Podman, NIEEHEE aardvark-dns i,

T SSH EREIEHI & RIEE M.

b. ¥TFF podman /usr/share/containers/containers.conf X &4 Aardvark DNS BRSSBIEEIH . 5190
, BHEEN 54,

vi /usr/share/containers/containers.conf

f5lan:
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Port to use for dns forwarding daemon with netavark in rootful bridge
mode and dns enabled.
Using an alternate port might be useful if other DNS services should

run on the machine.

+H H= H= H H*

dns bind port = 54

a. EfRNERSEEML.
2. ERFRETTMo
RELRE, MREEE T REMRSSEE, 126G RERS (occm) BREMBEIMRo

()  mmmpil, EANSEREREHDSRENERRTE, T RNEAZE,

1. MERERH S FURE A NI T Web XBE2RHBALLT URL:

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>

2. BRfE, REEHERIE:
a. {8 SiTH & REREXRIAHR,
b. BANRFHIB .
C. FERBAREWRFREIT? “MRIEFRFEAL T ERART.

BRZERFRERASTEARTS, RAXESEEAR T NAERERI TMERER G, NYEHER
ERIMEH AR IR 5ERRSNERN, TNERARRIRN. MREZXFRIE, HRIEE

ZRRIET T ERNetApp Console" o
d. IEFEFANIFFAE

WNRIBERIEIEH S RIBMIE— AWS A FiEE Amazon S3 12E1E, EIE 2 Amazon S3 R BETIE
ME &4 i@ L. "7 RW{AEENetApp ConsoleP BEIE S3 1FfiBi@"

$IE 6. 12X NetApp ConsoleRIIX[E
ZEEFHIERER, REZSEN AWS IR, UEEHISRIEUEEREE AWS R EIREMFEEMIS .
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IAM €&
KRIER 1AM A eMINEESI & I EC2 KA.
g
1. %3 Amazon EC2 #4148,
2. T,
3. FEEIEHI A ELA,
4. FEENRE > BE > B2 IAM 'Y
S. % IAM A EFHIERE B IAM A,

FiI{E "NetApp Console"FFiafERIZHI & IR,

AWS [R5 5R
EiTH SR EEEFENIER IAM BF B AWS i518255R,

T
1. MR Y RIEIEH & PIRE 7 EFRRIEE 51,
2. FFEIE > &iF,
3. AR
4. FENNER HIZBRSHHDS BIRE
a. FiHUE: #%EE*Amazon Web Services > {1,
b. EXEIE: N AWS AR ZAMEH,
c. MiHITIA: EWiT I EMTRSEFRIMA TR I7IT RS XL EIEXEE,
d. @1 HWINEXEIEAIEAE BHER R

Bi11E "NetApp Console"FIAERITHI &R,

Azure
Azure VI HI G RIER IR

_ﬁﬁ JLMAREIRN G AR LATE Azure FEIEITHI SR, BHiZMNetApp Consoleeaxs WMEYH
I\o

BT RERINATA:
* "B MNetApp ConsoleBl =& IR (XBHmELED)
IR PEISTEIEERRBY VNet FRBEDIZTT Linux MERHI SRR VM.
* "M Azure Ti7 eI BT HI & RE"

IREE B ENETT Linux FEHI S RIBEAE VM, EBEZEEM Azure 17250, MARMIEHER
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* "TEE B CRILInuXEN_E T EH FhRER A"

EERNREENZZMEMAET LR, XBEFNAAES SRIRRMHEE Azure FIIEM EEFIRFAFERIN
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MNetApp Console7t Azure 8| ZiTHI 5

Z MNetApp Consolef Azure HFRIEIEHIG IR, BEEIREMLE. HESF Azure IR, A

EelEER e E,
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* RRORE— T RS AR
* (RRIZEER— T {25 & IR

TEA IGENE
HBARET N REEH S AEBNNEUESIFUTER, XEERAIFTHEREEERES AR,

Azure Xig

WNREEHCloud Volumes ONTAP, NIIEHI&MIENEEESHEERCloud Volumes ONTAP A S HHRERY
Azure XIHH, SREIBETE "Azure Xig X" iEATFCloud Volumes ONTAPER S, Lt EKM{RTECloud
Volumes ONTAP X E X EXEYTZ K 7 2 [B]{# FH Azure Private Link &,

"7 fi#Cloud Volumes ONTAPYN{A{ER Azure Private Link"

VNet F1-F
SIS aRIERY, EREIBECTER VNet F1FM,

EIZE BARMLE
EHAERESES KT QENEERARNMUERIINGEE, 50, i 7EARtIFEF EECloud
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Hud BB iR]
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MER SRR RNIE S
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\ https://management.azure.com \ https://login.microsoftonline.com\  &IE Azure 2 XiFHHEIE,
https://blob.core.windows.net \ https://core.windows.net

\ https://management.chinacloudapi.cn \ https://login.chinacloudapi.cn &I8 Azure FEXIEHNZIE,
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Azure BH1TEPIIE, FERAXENRBRRECEITH SRIE,

1EHB7E Azure REIEIEHI S RIBEIMN, BRA "RASENREERR", SIBMENAE, HFREDESED
Mo "EEEH S UMAERNR"

IEEE, EoJLUER Azure TP, Azure PowerShell. Azure CLI 3 REST API 8132 Azure HENX ., UTH
BERIMAEAR Azure CLI Q2R G, MNMREHFLBFEAEMAE, BFSH "Azure SRS
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1. &%) Azure T B E X A BFIRINNIRIEEREFT JSON X,

IBEXABENXESMNEFE B Azure FRVITHISIE VM FRERINIR, B0 HEERE
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"Name": "Azure SetupAsService",

"Actions": [
"Microsoft.Compute/disks/delete",
"Microsoft.Compute/disks/read",
"Microsoft.Compute/disks/write",
"Microsoft.Compute/locations/operations/read",

"Microsoft.Compute/operations/read",
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"Microsoft.Compute/virtualMachines/instanceView/read",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/write",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Compute/virtualMachines/extensions/write",
"Microsoft.Compute/virtualMachines/extensions/read",
"Microsoft.Compute/availabilitySets/read",
"Microsoft.Network/locations/operationResults/read",
"Microsoft.Network/locations/operations/read",
"Microsoft.Network/networkInterfaces/join/action",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/networkInterfaces/write",
"Microsoft.Network/networkInterfaces/delete",
"Microsoft.Network/networkSecurityGroups/join/action",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Network/virtualNetworks/subnets/read",
"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",
"Microsoft.Network/virtualNetworks/virtualMachines/read",
"Microsoft.Network/publicIPAddresses/write",
"Microsoft.Network/publicIPAddresses/read",
"Microsoft.Network/publicIPAddresses/delete",
"Microsoft.Network/networkSecurityGroups/securityRules/read",
"Microsoft.Network/networkSecurityGroups/securityRules/write",
"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Network/publicIPAddresses/join/action",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea

dam,
"Microsoft.Network/networkInterfaces/ipConfigurations/read",
"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/delete",
"Microsoft.Resources/deployments/cancel/action",
"Microsoft.Resources/deployments/validate/action",
"Microsoft.Resources/resources/read",
"Microsoft.Resources/subscriptions/operationresults/read",
"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Authorization/roleDefinitions/write",
"Microsoft.Authorization/roleAssignments/write",



"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/write",
"Microsoft.Network/networkSecurityGroups/delete",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/write",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Authorization/roleAssignments/read"
1,
"NotActions": [],

"AssignableScopes": [],
"Description": "Azure SetupAsService",
"IsCustom": "true"

- 1B Azure 1Ti ID AANEIR] 2 ESSEEISREEL JSON,
B+
"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"
]

. {#F8 JSON X{41E Azure HRIEBEHENX A,

LU H BN Ba{a{ER Azure Cloud Shell 1Y Bash Sl A,

a. FHA "Azure =HMNT "HiEEE Bash 15,
b. F{£ JSON 4,
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Bash v O 7 @ [ M O{Y Do

Connecting terminal...
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

C. i NLLF Azure CLI 5% :

az role definition create --role-definition
Policy for Setup As Service Azure.json

EIMAEB—1 879" Azure SetupAsService’ NBEEX A, ERILUKILEBEEX BB ARG AP KPSk
SEM,
T3 RESHIRIE

MEERI G eI H A B, BRBRM—ERE, UFEEHISEE%ET Azure #1TEHIIEHIE VM, &
BRMERE:

1. BIRREERER Azure 1K Sign in, LMK ATNEBRFER Azure N PR, XEEAIAIEI,
2. 12H X Microsoft Entra IRSZ ERAIIEEE, RS FARIEFEERE IR,

RIBUT S RESHR—MBDIIEG AT S 6,

40



Azure K

REEXABDELFEMEH QEEEH S ENARF.

p

1. 72 Azure I'JP R, FTFF Subscriptions BRSZFHIEIFRBFRIITIR,

2. BEHAREES] (IAM)*,

3. BRI ARIM>*RINAESE*, AERIINER:
a. 3%3#% Azure SetupAsService At E T T—%,

@ Azure SetupAsService & Azure =5 5 IEE B RIEPIRENEIAB IR, WREAN
AEBIRET RARENRAIR, NEZFEZET.

b. fREFIEHAF. HARSERKS
C. BEMERRRY, EEENAFKS, ARBEEES

d B TF—5",
e B HE+HE"

ARS5 £

BEFER Azure IRPER, e r UEEHSRHEBFIFERIRE Azure RS EERIEE.

£ Microsoft Entra ID REIEHIKBERS &, HIREUTHISPIHR Azure EiE.

SIEATETAGMNILIREFIA Microsoft Entra N FEI2F
1. HRIETE Azure A B2 Active Directory N IR HIE %N FRIEF 7 Both A &R R,

EXFMER, 1EBIH "Microsoft Azure X4 : FRERR"

2. M Azure [JF$TFF Microsoft Entra ID AR5,

Az

All Serices (24) Resources (10)
Microsoft Entra ID (1)
Services

9 Microsoft Entra ID

BF Central ser‘ﬂ instances for SAP solutions

Resource Groups (12) harke|

ﬁﬁ Microsoft Entra

. Microsoft Entra

3. EREBEHR, EEF NARER M.

4. EEHTEM
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° MKFSEEL: EIERIKFRE ((EEEEA LASNetApp Console—2fE)

o EEM URI: Er]LUE I FERES,

6. WM

TELIR AD NREFMARS E 1K,

REEXABDEikLNRER

—_

prirs = 138

3 I SR SCR N

. M Azure | JP$TH Subscriptions RS,

- BBEIAIEEER (IAM) > F/ 0 > ARNA &S
- ERENERRR, EEREIEH SRR AT, ARREET—F%
C ERRETRF, TR TSR

a. fR¥EpEF AP, ARSI ER

b. B RS

i? Got feedback?

Selected role

Assign access to

Members

Riole Members

Add role assignment

Rewview + assign

Cloud Manager Operator 3.9.12_B

@ User, group, or service principal

O Managed identity

~ Select members

C. BRNAEFHZT.
UTFR—1Ml=F:
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Select members %

Select (10

| test-service-principal

___  test-senvice-principal

d o

a. EEFENRAREFRH BRI IEE
b. %aﬁ“—F—i”o
6. BEEHFE+DE

Arss EAIERGEEER S EFIFER Azure AR,

MREEEBEL D Azure TTIRIPHZR, NHIERS EEAERNENTR. G, =565 E
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R0 Windows Azure RS EIE API 1R
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. mFEDUBLE AP 519518] Azure IRSEIE*, SAEIER IR,

* B
Eﬂm
Eﬂuﬂﬂr a &

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the

Select permissions

Application permissions

APl as the signed-in user.

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX T2 RN FA 27 IDF] B RID
7E*Microsoft Entra ID*ARSZ 5, %E#E*App Registrations* Hi%EF N AR F.

EFINARErF (BFWH IDFIER (JF) ID%

1.
2.

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID ¢

Directory (tenant) ID

: 4b0911a0-929b-4715-944b-c03745165b3a

73de25f9-99be-4320-8b24-538ca787a6k3

Object ID

1 Azure tKFIRINENIZRI SR, BRERENARERF (FFK) ID MEAREFHNBER FEF) ID. &

: b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['h
+
“
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"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

]
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Bash v O o ? @ LDk
Requesting a Cloud Shell.sY i
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleud Shell
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Role  Members Review + assign
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Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- BRNVARFHIRT.
UTF2—1MIF:

Select members %

Select (10

| test-service-principal

test-senvice-principal

" PR IR R
T
e I

Arss EAIERGEEEH S EFIFER Azure AR,

MNREABMZ N Azure TTEEBZECloud Volumes ONTAP , NMIWATUEIRSE E &4 E ZIESMTIR,

IEN N

7ENetApp Console, &B]LLEFEEBZE Cloud Volumes ONTAPEYE /YT,



780 Windows Azure RS EIE API AR
1. #E*Microsoft Entra ID*IRSZH, 1%E#F*App Registrations* &R N AR Fo

2. EFE*API AR > FRINAE*o
3. £“Microsoft API"'~, iE#E“‘Azure IRSZEIE”,

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Teke advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
&y Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

I _':i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products
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ﬂ_‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jabs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the

Select permissions

Application permissions

APl as the signed-in user.

expand all

| Type to search
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Access Azure Service Management as organization users (preview) @
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret
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* Ubuntu 22 Docker 5|2,
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il 2. TR

Podman

BRIBUTHBLEMEE Podman:

* BAFE5H podman.socket fRSS

* Z#python3

* %% podman-compose EhkZs 1.0.6

* & podman-compose 7 NNZEI PATH If IR L=

* INRFEA Red Hat Enterprise Linux, iBEIERER Podman hRZSfERAIE Netavark Aardvark DNS T
= CNI

@ LEERIEFEIEE aardvark-dns 0 (FRIAE: 53) , LUBES%: DNS iR, 1REBIHAEE
7. S

i
1. tNREN _LELET podman-docker &, EIEEMIFR,

dnf remove podman-docker
rm /var/run/docker.sock

2. % Podman,
ZA LIME 5 Red Hat Enterprise Linux fFfi#ZEFXEX Podmano

a. ¥tF Red Hat Enterprise Linux 9.6:

sudo dnf install podman-5:<version>

Erh <version> @R EERER Podman iFa0hRA, EEZHFHY Podman hR7s o

b. & F Red Hat Enterprise Linux 9.1 = 9.4:

sudo dnf install podman-4:<version>

Hrh <version> @B EERER Podman iF80hRA, EEZHFH) Podman iR7s o

C. ¥F Red Hat Enterprise Linux 8:

sudo dnf install podman-4:<version>

Hrh <version> BEIEELER Podman XiFMARAE, EEZFH Podman Az o
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3. BRHEEh podman.socket AR,

sudo systemctl enable --now podman.socket

4. 2%k python3,

sudo dnf install python3

5. MREHWRFK LIXEHE EPEL FiEER, BFREE.

P BEEHNEN, EA podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&ZE

IR1Fo
6. #NREMA Red Hat Enterprise 9:

a. LREPELTFEERHEE.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose £ 1.5.0,

sudo dnf install podman-compose-1.5.0

7. WNREAME Red Hat Enterprise Linux 8:
a. REEPELTFREENGE,

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 223t podman-compose £ 1.0.6,

sudo dnf install podman-compose-1.0.6

R “dnf install 65 %% &4% podman-compose 7HiNZEI PATH IFBT&MEXR, T
(D 3 %¥% podman-compose #INE /usr/bin, EEZEETE secure_path’ 4 _EAYE
I,

C. YNSR{FH Red Hat Enterprise Linux 8, 15IIEER Podman MA@ & AT H Aardvark DNS BY
NetAvark 4 =& CNI,
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i WTETUTHSHRELER networkBackend 2&i&E /7 CNI:

podman info | grep networkBackend

i. YNER networkBackend I&B R CNT, REEBHEKN netavarke
iii. 223 netavark’ # “aardvark-dns R T&<:

dnf install aardvark-dns netavark

iv. ¥TFF “/etc/containers/containers.conf X&4HEEX network _backend &R LAE A “netavark A

=11

& ‘cni’o

WIER /etc/containers/containers.conf NEE, 1BSEEERN

*/usr/share/containers/containers.confo

V. EFE5H podmans

systemctl restart podman

vi. LT SHIA networkBackend 7 BB 9“netavark”:

podman info | grep networkBackend

Docker 5|&
#2828 Docker BYX 1% 4% Docker Engine,

55%
1. "&%& Docker BYZ3E 5 ER"

RIS BLERSHFHY Docker Engine hR7S, 1570 RERHMhRA, ENEHIERIFE,

2. I8 Docker 2B BB RAHIEFIET.

sudo systemctl enable docker && sudo systemctl start docker

SR 31 REWLE

BARET N REEH S AENNEUESFUTER, HEXEEREEH S NEEBERRES S RFIRR
*[] /}IL*EO
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NEFNERENRSCIEEEXAT

EEE, EoJLUER Azure [JP. Azure PowerShell. Azure CLI B REST API 83 Azure BENX A,
UTHBERIEIFER Azure CLI 812 A€, MNMREFBFEREMGE, BEIH "Azure STHY"

-

1. IREHIEB CHEN EFhREZNRMG, BE VM LEBARSGSENRERIR, UEETEZR
EX A BRMHAFTR Azure IR,

"Microsoft Azure X #%: fEH Azure [JP A VM B Azure RIREEEHEE A"

2. BHIEZRNBEEXAENR"HBENREFE JSON X4,
3. @i Azure 1Ti5 ID ARMNENET 2 ECSEEIRIEEL JSON X,
&N 1Z A8 E 5NetApp Console—i2ERIE Azure 1TIFEFRIN 1D,
B+
"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",

"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"
]

4. {58 JSON X41E Azure FRIZBENX A,

T Z BN BNEHER Azure Cloud Shell R Bash lIZ/A &,

a. 78 "Azure =IMNE"HIERRE Bash iR,
b. F{% JSON Xf%,

Bash v D ?2 & M (D

Requesting a Cloud Shell.gt

Connecting terminal...
Welcome to Zezure Cloud Shell

Type "az" to use Arzure CLI
Type "help" to learn about Cloud Shell

boammettfbAzure:~5 D
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az role definition create --role-definition agent Policy.json
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RN Z P B M EIZZCloud Volumes ONTAPZZBYE N Azure iTiE700 1D

1 |_.\

B+

"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

]

C. {EF JSON X1E Azure HEIEBEHENX A,
LU R FEBABaE A Azure Cloud Shell H#Y Bash I A,

T8 "Azure =IM5E"FHiEF Bash 715,
* F{& JSON X5,

Bash v O o ? @ LDk
Requesting a Cloud Shell.sY i
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleud Shell

boammettfAzure:-~5 D

* {EF Azure CLI BIEZBEX At

az role definition create --role-definition agent Policy.json

MEENZE— TN EAEHRRMERNBEXAE, AJEHES AT & EEIWL.
2. B RREFRSmARE:
a. M Azure [JP$TFF Subscriptions fR55,
b. EZEITIH,
C. R HIEEE] (AMY > HRIN">“RINB s i,
d. F*AEHETRH, B EHeRIER ABHIER T %%
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e TERSIETRH, FTERUTSRE:

" REREFAR. HRARSER
" EEEEAS

Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- BRNVARFHIRT.
UTF2—1MIF:

Select members %

Select (10

| test-service-principal

test-senvice-principal

" PR IR R
T
e I

Arss EAIERGEEEH S EFIFER Azure AR,

MNREABMZ N Azure TTEEBZECloud Volumes ONTAP , NMIWATUEIRSE E &4 E ZIESMTIR,

IEN N

7ENetApp Console, &B]LLEFEEBZE Cloud Volumes ONTAPEYE /YT,



780 Windows Azure RS EIE API AR
1. #E*Microsoft Entra ID*IRSZH, 1%E#F*App Registrations* &R N AR Fo

2. EFE*API AR > FRINAE*o
3. £“Microsoft API"'~, iE#E“‘Azure IRSZEIE”,

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Teke advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
&y Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

I _':i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. mELUBLE AP 519518 Azure IRSEIE*, SAEIER IR,

= u @
Eﬂm
Eﬂmﬂr a &

ﬂ_‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jabs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the

Select permissions

Application permissions

APl as the signed-in user.

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX T2 RN FA 27 IDF] B RID
7E*Microsoft Entra ID*ARSZ 5, %E#E*App Registrations* Hi%EF N AR F.

EFINARErF (BFWH IDFIER (JF) ID%

1.
2.

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID ¢

Directory (tenant) ID

: 4b0911a0-929b-4715-944b-c03745165b3a

73de25f9-99be-4320-8b24-538ca787a6k3

Object ID

1 Azure tKFIRINENIZRI SR, BRERENARERF (FFK) ID MEAREFHNBER FEF) ID. &

: b37482a9-375f-49c2-b27c-e630514106a5

HIEa A ID LR EARER.

BIEEF mE

1.

2
3
4.
5
6

FFiE*Microsoft Entra ID*ARS3
RN R M IR
O EENIE BN E> R P IEE

4
o

TR T2 o

TR MHEANE YR AN 552 B (8l

i 271y /1 8
- ERIE P IRNENE,

ADMIN CONSENT REQUIRED

R



Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
| + New client secret
DESCRIPTION EXPIRES VALUE Copy to clipboard
test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h
=+
%5

EHRSEAUERE, BNZELEHTNARERF (FFiK) ID. BR (JEF) ID NEFFHIZE,
AN Azure TR BY, EREEEH GFRRALES.

TR 5. wEREHaNE

ARG TERE, ERILTEE CRY Linux EH EFohREZN M-
FaZ Al

TNIZEBUTAS:

© RETHI B HIERTY root AR,
* NREHSREFEREA DR EEKN, RS XAERSSHNIFHRES.

BRLLERAEREREERERSSE, EXFHFERERB TR SHE,
* INRAIERRSSBAEMA HTTPS AR I=8AIE, NFEE CAERAIEH,.

@ FRhREITH G RIEN, TENERRIERSF[LBILR. NRFENZERARIERSB[LEILS
» WATIERFEEERLEIFITHIG. 47 BB IELEREGS"

* £ Azure F89 VM EERIEENR, UEETILUEE BEX B ERHAEN Azure IR,

an

"Microsoft Azure 44 R Azure [JP 9 VM £ Azure BIREEEHEE RN

RFUIES
REG, MRBHMRANR, EHaESBMEN.

S
1. SNREMN_EIZE T http_proxy B https_proxy B4 &, 15FEMRI:

unset http proxy
unset https proxy

MEAIFXERST S, REIERBL,
2. FHIEHARERYE, ARBEEHIE Linux . ERTLUMNetApp ConsoleZiNetAppsz 5L T &o

75


reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm

° NetApp Console: 3% E*{IE > EIF > ENIE > HIE > Fohidks
EE T HRIBRERRE X EH R URL,

° NetAppsz#is (MIREIE LB HEERI G RIRIR, NFZEUIMIL) "NetApp ZHbR",
3. HECTITHIZARIRIR,

chmod +x NetApp Console Agent Cloud <version>

Hrh <version> @& T HBVITHI & IERRDS,

4. MREBFIFERRE, FEREERS, "7 RIAZEAFHLENLEENRS.,
S. IBITRERIZA,

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

MREHNBFENIEA BRI EEWN, WEERIAEER. EaIUEREIERRNERRIE,
--proxy M --cacert BHEMEN, RAFERERNE(]. NMREBEEXRIERSEE, WEEBA
WMEFTRAI S,

() OREEBIARE, TUEREEMEHTRE, 7RIS
+

UTRER CAERIEPEE EINAERS2FHIRA):

=+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+

--proxy AU TEXZ—R Console KIBECE JfEA HTTP 3¢ HTTPS XIEARSS 28!

+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-
name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+ ARSI

+ ARRIURAMARSRAR, WFEAR, EIifER \ B ASCI 8, f1EFR. Console RIERZ{HFE
B @ FHNAFREHENE, NRBHEE U TEEIARFR, WABERRBATRISRE XOZFHFRT . & X

+ fgn:
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+ http://bxpproxyuser:netapp1\!@address:3128
1. WNRIEMFEA Podman, MEEFE aardvark-dns i,

a. @d SSH ER R K S LI EI.

b. $TFF podman /usr/share/containers/containers.conf X1 H{&24 Aardvark DNS RSSHVEE IR . FI40
, WHEHR 54,

vi /usr/share/containers/containers.conf

a0

Port to use for dns forwarding daemon with netavark in rootful bridge
mode and dns enabled.

Using an alternate port might be useful if other DNS services should
run on the machine.

H H= H= H H*

dns_bind port = 54

a. EfEEHSCEEML.
2. EHFRETH.

RELEREY, MREIEE T RERSEE, T68RERS (occm) KEMBTIM XK.

()  wmmmesn, CANSERERENETRENERATE, "7 RIOTRAREND, "

1. MIERZEIEHI S IR IR ENFTH Web 528 HMA LT URL:

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
2. BRfE, wEEHANE:

a. 5 STl e IEREXRVALR,

b. MANRFHIR,

C. FRRBELREIMEFRET? *"TRIFEFIEILFERRS.
EMIZFRFRAIE S FEART, AAXESEER T IAEREREL TEREH G, NEEHER
SHIMEHH LB I, S5 ERRSIEEEN, TNEAZRERN. MREBXHFEINE, "KRIERE
ZIRIER T {FERENetApp Console" o

d. FEFEFANTFFIRE,

WNRIETERIEEFI B RIEMIE— Azure TR FHHE Azure Blob 77, ZIEEE) Azure Blob ZERZBEIHEIN
TR TE L, "THRIMEEENetApp Console EIE Azure Blob 77"
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title: Console agent deployment policy

description: Permissions for the user who deploys the Console
agent

stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setlLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setlLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

— compute.zones.get

- compute.zones.list

- config.deployments.create



- config.operations.get

- config.deployments.delete

- config.deployments.deleteState

- config.deployments.get

- config.deployments.getState

- config.deployments.list

- config.deployments.update

- config.deployments.updateState

- config.previews.get

- config.previews.list

- config.revisions.get

- config.resources.list

- deploymentmanager.compositeTypes.get
- deploymentmanager.compositeTypes.list
- deploymentmanager.deployments.create
- deploymentmanager.deployments.delete
- deploymentmanager.deployments.get

- deploymentmanager.deployments.list

- deploymentmanager.manifests.get

- deploymentmanager.manifests.list

- deploymentmanager.operations.get

- deploymentmanager.operations.list

- deploymentmanager.resources.get

- deploymentmanager.resources.list

- deploymentmanager.typeProviders.get
- deploymentmanager.typeProviders.list
- deploymentmanager.types.get

- deploymentmanager.types.list

- resourcemanager.projects.get

- compute.instances.setServiceAccount
- lam.serviceAccounts.actAs

- iam.serviceAccounts.create

- iam.serviceAccounts.list

- lam.serviceAccountKeys.create

- storage.buckets.create

- storage.buckets.get

- storage.objects.create

- storage.folders.create

- storage.objects.list
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C. EEEEFRBENRE YAML XX {4,
d. FEALIEBENX AR gcloud iam roles create @<,



U BIFEI B 45818 —1 & S “connectorDeployment” Y I &
gcloud iam A% connectorDeployment --project=myproject --file=connector-deployment.yaml
"Google Cloud X#4: gIENEEBEXAE"
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¢Gﬁ(j;)g‘ll?§ BEX RSWE "RESE%RE  HERNERAF ZERSTESHENRE

HRIE

RERS BEX RSHE NERSKAE HENEHARE BEN4FIRSHE FRICloud

P B EEIER RIER  Volumes ONTAPHIARS
Cloud BEX BRSBWE storage.admin i FE&H (7Ti%) &EFAFNetApp Cloud
Volumes 5i: NetApp Tiering#NetApp Backup and
ONTAP ConsolefRZ5 M~ Recovery

ARSS K ER

serviceAccount.u
ser

Google Google fREBWME (BIA) 4miEEE HE.WEAR REEPES Google Cloud API i#

API Bg55  Cloud IXH. AFEHAEHLER
fi=: %,

Google Google fREIE (BAIN) 4miE2d iHE.WMEAP R EBFEERE Google Cloud 3£
Compute Cloud A ERRI, YR AR
Engine HERLE,

BRIARRSS

L3s

*:

1.

NREEH BB B NERLL BB HITFILITHI Q@ RECIEMN, WNXENTMEAFTE
deploymentmanager.editor, S0RFKISEFMN, NetApp ConsoledG7E EHNIEFEIE—MEE VPCO
Bh A SERL B ERE

REERB R AEMNE B2 B EFEFILITH G AT TN, A HEEfirewall.create
FMfirewall.delete, XLEANPRAIFIZHISIK, .yaml X4, MREFAHLE VPC EE HA 3, XL
EEJJI%JEH:.F?U VPC1. 2 7 3 UEMAERN, NFAAEEMEE, XENRBKERATI VPCO gIEM
s

3tF Cloud Tiering, 3 EARSSMF HIEARSS K _EBH serviceAccount.user A&, MAINEIED
B3, B, SNREEMBELKSSES serviceAccount.user, NIfEMA getlAMPolicy Z ARSI B A
= BTRIR.

1% 5. |3 Google Cloud API

7EEpEIEH A IEFCloud Volumes ONTAPZ B, B Google Cloud API,

TR

1. EEMINBE AR BB LT Google Cloud API:
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° ZRIREIESS API
° ITE5|Z AP
° B IAIREIE (IAM) API

° TRIAEIERS (KMS) APl (X2 1&it+1% NetApp Backup and Recovery 5& F EIEMINZ A
(CMEK) —ii2EARA T E)

° Cloud Quotas API (A Infrastructure Manager B2 Cloud Volumes ONTAP BYZEE)
"Google Cloud X1%: ZF API"
SR 6. pIEITHISHIE
£/ Google Cloud gIiEEHI 8,

BIEIEH & RNIEREMARIARETE Google Cloud HEIZEMMNEAG. ¢lR2izRIaRERE, B7ZIVREAEFRD
CPU =4/ RAM RN VM Kl 7 gz & IERIERIAELE" o

a2z Al
B ZEBUTREA:

* BlEEIEHI A IEFTFERY Google Cloud PR IAKIEHI B RIEE MRS K S o
* H AN TR RIIVPC R F Mo
* THE VM LHIER,

° CPU: 8 1% 8 1> vCPU

° N7F: 32GB

° M2ZKAEL: IR n2-standard-8

Google Cloud TEE A2 # Shielded VM INEERVIRIER SR VM 321 LS izt I,

TE
1. FEREEMRN G EER Google Cloud SDK,

RAIERZET geloud SDK ByZHt shell, 1BIEHATLAER Google Cloud Shell,
B X Google Cloud SDK WE %52, 1&1AiA"Google Cloud SDK XA4T1[HE"

2. WIHEREBUERE RS D EXHARENRARSHER:

gcloud auth list

MENETRUTAR, Hf - ARKFREERIAFIKS:
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Credentialed Accounts
ACTIVE ACCOUNT

some user account@domain.com

* desired user account@domain.com

To set the active account, run:
$ gcloud config set account “ACCOUNT®
Updates are available for some Cloud SDK components. To install them,

please run:

$ gcloud components update

3. i&17 "gcloud compute instances create #5%:
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gcloud compute instances create <instance-name>

--machine-type=n2-standard-8

--image-project=netapp-cloudmanager

--image-family=cloudmanager

—--scopes=cloud-platform
--project=<project>

--service-account=<service-account>

—--zone=<zone>
--no-address
--tags <network-tag>

--network <network-path>

--subnet <subnet-path>

--boot-disk-kms-key <kms-key-path>

SEHIR R
VM SCBIFR R EISEGI 2 TR,

=
(AJik) EREEBEUNAIIE

AR5 b
TR 2 pad PIEERARSS K.

X
TR ERE AR IR

Tk
(FIE) AEEFASMER IP st (87

PILEAREE

2 NAT SR

Iz
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SRHFAHEEN)

(AJik) ADNRILEATIC, ERARCHE I ASEMN SRR & RELA



PILEER1E
(AJik) AMNEMBEH ERENMERIR (WTFHE VPC, BFETERRI)

FRERE
(1) AINEZHMEBEFSRENFREHR (WFH=Z VPC, BEFETERRT)

kms ZHKREF
(AI3%E) &I KMS ZEARMZEHI aREMNEE (FEENA 1AM FR)

at

IXLEFRENEZEE, 1EiHIR"Google Cloud 5 SDK 214"
BITZHSEBERLHERE, FH8RELAFMMRENERYESHRIET.
4. FTFF Web F B 23HBANTH EREEN URL:

EHISEMN URL FTLUZAMEN. FE IP Hltsi A4t 1P ik, BAEURTENMIECE., B0, a0R=H
SREUTEERH IP IR AREH, WATMASERSREENEERNENFAR P ik,

S. BRE, REEHANE:
a. IEESEH G AEXENERIG4ES,

"TRREHMIBREE" .
b. BNRFRIE R

ZR
EHaREREREHRERERIEH AR,

FTFF Web 385528755 "NetApp Console"FFIAEREHIS I,

£ Google Cloud FRF R RLEITHIGIE

EEEBCH Linux TN EFhZELHERIE, BEEEFFNNER. RENSE. &
Google Cloud XfE. 2H Google Cloud APl. R&1THIE, AERHEEERFINR,
FFea 2 A

* ARRIZBE—" T T H A,

* fRRZEIM— T T 6 & CIERES"

TE1. BEEIHNEK
EHaREBERG ST R EHERERAER. RAM ER, IwOBREMNEN LIBTT.
=HISCIERE 19000 F) 19200 A9 UID A GID BEl. XMNEEREER, FEEEKR. WMREH

() oEmE=SREERIEEERN UD X GID, NRBRERAM. NetAppRNERRESE
BV I ES I 2 e
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E2:E2))
FHAERESETAEIN. REHEUTRIEXK, FAZEMEZHF:
* CPU: 813 8 1~ vCPU
* NfE: 32GB
s HE=iE: BNENINE165GBRIE], D XEXRINT:
° /opt: WAAE 120 GiB RJAZE
IBFEF Jopt' &3 /opt/application/netapp’ B R X EA B,
° /var. WA 40 GiB RJHZ|E]
E|aRIBEZEE S8 /var EH Podman 5% Docker &It ZMEEXTMNE R T OIERSSE, K

ik, MWITEEUTAERIZESRSS: /var/lib/containers/storage’ B ®H “/var/lib/docker BT
Docker, JMEBZEEHFTS HHENEA T8,

Google Cloud #2828
e CPU #1 RAM ERBVSLHIZEE!, NetAppHE#E n2-standard-8,
Google Cloud ENSLAI_ ERIEHIERIEBZIFUTRIER S "SEHIPBIE I IIEE"

N EERER
HELTINEAE TR ZFHNIRER RIS E EPWEEREF.

IRERFNASFREK

Taiﬁ)ﬁffﬁ:‘cﬁéifvfFE*%E%‘FE%E%‘JE‘E?, EREREFUAMRMERAR, REREZFE— AR ALT

2ERY SR ERGRE SR IERE FRrEMNABIA SELinux
Red Hat Enterprise 9.6 4.0.0 {ESKA, Podman ARZs 5.4.0
Linux =H 84 TR , podman-compose
* XREIBRA, HZRER B 1.5.00
* FHHATE Red
Hat iTiR& e gﬁ Podman A
. MNRFFE °
i, EVIETLE
ERIER LA )
RTEEERE
MPTENE=H
B,

100


https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm

BRIERR
ERHIRNE AR
N FRH

ERFIRN AR
N TR%H

fERpIEEEAE Ubuntu
N TR%H

Docker Engine
23.06 = 28.0.0,

FFi

Google Cloud #28257!

SFRIRERGARA  FFRIAEMZ

9.1%F94

* (NPREEIEMREN,

* EHHME Red
Hat 1Ji#] &H1EH
A, WRFFE
i, ENIETE
ERIELEHRE)
Wi fFEERE
MFrENE=1
L7

8.6 = 8.10

* (NPREEEREN,

* EHHME Red
Hat 1Ji#] 1B
A, WRFRFE
i, ENIETE
ERIELEHERE)
W fFEERE
MFrENE=7
i,

FREMNERTIA

3.9.50 HESARA,
THIB A FhnEREL
HZRIELR

3.9.50 BEFhi A,
=l 5 TFARERT
R RIRTU

24.04 LTS

22.04 LTS

7 CPU A RAM ERAYSLFIZEE!, NetApp#iF n2-standard-8,

Google Cloud FEESANISEAI_ERYIEHI SRIBIFUTRIER G "SIiFsIE 1 TIEE"

g 2. %% Podman I Docker Engine

RIBEHIRIERSR, REMRIEZFIFEE Podman 5 Docker Engine,

* Red Hat Enterprise Linux 8 1 9 5% Podman,

EEXIFN Podman kRZ o
* Ubuntu &% Docker 5%,

BE LA Docker Engine hRZ o

SELinux

Podman h7s 4.9.4
» podman-compose

R 7S 1.5.00

& E Podman &
BEK,

Podman hRZs 4.6.1
g 4.9.4, ¥

podman-compose
1.0.6,

& E Podman &
EK,

3.9.45 HWEBHRA,
NetApp Console&t
?ﬁﬁ)ﬁ*ﬁiﬁiﬁ%ﬁﬁ*ﬁ
I

3.9.50 S ESHrEs

101


https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm

i 3. TR

Podman

BRIBUTHBLEMEE Podman:

* BAFE5H podman.socket fRSS

* Z#python3

* %% podman-compose EhkZs 1.0.6

* & podman-compose 7 NNZEI PATH If IR L=

* INRFEA Red Hat Enterprise Linux, iBEIERER Podman hRZSfERAIE Netavark Aardvark DNS T
= CNI

@ LEERIEFEIEE aardvark-dns 0 (FRIAE: 53) , LUBES%: DNS iR, 1REBIHAEE
7. S

i
1. tNREN _LELET podman-docker &, EIEEMIFR,

dnf remove podman-docker
rm /var/run/docker.sock

2. % Podman,
ZA LIME 5 Red Hat Enterprise Linux fFfi#ZEFXEX Podmano

a. ¥tF Red Hat Enterprise Linux 9.6:

sudo dnf install podman-5:<version>

Erh <version> @R EERER Podman iFa0hRA, EEZHFHY Podman hR7s o

b. & F Red Hat Enterprise Linux 9.1 = 9.4:

sudo dnf install podman-4:<version>

Hrh <version> @B EERER Podman iF80hRA, EEZHFH) Podman iR7s o

C. ¥F Red Hat Enterprise Linux 8:

sudo dnf install podman-4:<version>

Hrh <version> BEIEELER Podman XiFMARAE, EEZFH Podman Az o
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. BFFE5h podman.socket AR,

sudo systemctl enable --now podman.socket

. %% python3,

sudo dnf install python3

- NRENRS LIFEHE EPEL FEER, FLRET.

P BEEHNEN, EA podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&ZE

IR1Fo
. YR FH Red Hat Enterprise 9:

a. LREPELTFEERHEE.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose £ 1.5.0,

sudo dnf install podman-compose-1.5.0

. WNR{EAMIZE Red Hat Enterprise Linux 8:
a. REEPELTEMEEINEEL,

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 223t podman-compose £ 1.0.6,

sudo dnf install podman-compose-1.0.6

R “dnf install 65 %% &4% podman-compose 7HiNZEI PATH IFBT&MEXR, T
(D 3 %¥% podman-compose #INE /usr/bin, EEZEETE secure_path’ 4 _EAYE
I,

C. YNSR{FH Red Hat Enterprise Linux 8, 15IIEER Podman MA@ & AT H Aardvark DNS BY
NetAvark 4 =& CNI,

103



i WTETUTHSHRELER networkBackend 2&i&E /7 CNI:

podman info | grep networkBackend

i. YNER networkBackend I&B R CNT, REEBHEKN netavarke
iii. 223 netavark’ # “aardvark-dns R T&<:

dnf install aardvark-dns netavark

iv. ¥TFF “/etc/containers/containers.conf X&4HEEX network _backend &R LAE A “netavark A

=11

& ‘cni’o

WIER /etc/containers/containers.conf NEE, 1BSEEERN

*/usr/share/containers/containers.confo

V. EFE5H podmans

systemctl restart podman

vi. LT SHIA networkBackend 7 BB 9“netavark”:

podman info | grep networkBackend

Docker 5|&
#2828 Docker BYX 1% 4% Docker Engine,

55%
1. "&%& Docker BYZ3E 5 ER"

RIS BLERSHFHY Docker Engine hR7S, 1570 RERHMhRA, ENEHIERIFE,

2. I8 Docker 2B BB RAHIEFIET.

sudo systemctl enable docker && sudo systemctl start docker

SR 31 REWLE

u%uE’Jﬂfﬁ, DEEH e R USRS ZIMERNRRINAE. §i0, EFEHIRALUEED BARMSEH
BrILU#TH IS B BRI,
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R E B AR

FHEREBESES I QENSERARNMUERIINEEE, 5, it 7ERMIFEREECloud
Volumes ONTAP%,;LZW_ﬁ%%,JLE’JH%O

s B EXR 7R
EPEEH & RIERMSNI BV RS Hih B EXRERA SR R E I o

EAETF Web BINetApp ConsolelT MitE xR Him =

M Web 53 2sinnizhl & BT BB A Z MR, EFEEEREH SRLEEH aEHHITES
SNEERER.

"JINetAppiTHl B EFMLE"

Mz & RIBEK RIS
EH e EER %tﬂiﬁﬁﬂ%lﬂﬂilﬂ%ﬁ%%u"lt =, UEBEAHSIFRHRFRIUARELHTH B2

TEIHAYEREZ CNAME 5B

i =, B89

\ https://www.googleapis.com/compute/v1/\ E12 Google Cloud FIFIE R,
https://compute.googleapis.com/compute/v1 \

https://cloudresourcemanager.googleapis.com/v1/projects \
https://www.googleapis.com/compute/beta \
https://storage.googleapis.com/storage/v1 \
https://www.googleapis.com/storage/v1 \ https://iam.googleapis.com/
v1 \ https://cloudkms.googleapis.com/v1 \
https://config.googleapis.com/v1/projects

\ https://mysupport.netapp.com REVF RIS B HFEINetAppZIF &
iXAutoSupportiE So

\ https://signin.b2c.netapp.com FHNetAppZiFik s (NSS) EiE
FAFHFTHI NSS &?E/?_ﬁﬂﬂ EINetApp
Console,

\ https://support.netapp.com FRENF B 1E B HANetApp L
1XAutoSupportE B LA K1z Uk Cloud
Volumes ONTAPHYER {4 B ¥,

\ https://api.bluexp.netapp.com \ https://netapp-cloud- 7ENetApp Console R INREF AR
account.authO.com \ https://netapp-cloud-account.us.authO.com \ £,

https://console.netapp.com \
https://components.console.bluexp.netapp.com \
https://cdn.auth0.com
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3. DEIETTRIZARIALR,

chmod +x NetApp Console Agent Cloud <version>

Hrh <version> Z& T HAVEH & RS,
4 MREBMNIFERRE, FRARENS, "7 RINAZAFHLENEERS,
O. IBITRERIZ,

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

NREHNBFEZRIEA AR BN, WEERNAREER. ErIUEREIEZERRINERAE,
--proxy Ml --cacert ZHEMIEN, RAFCKRETRERNEN]. NREBEXNRIERS2E, WEEHWA
NEPRFIRSE

() nREWEIARE, TUERERREMTRE, TRAEEREH A
+

UTRER CAERIERERE EXAIERSFAIRAE:

+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+

-—proxy ERALUL TN Z—I& Console RIBECE AER HTTP 3¢ HTTPS {12k 23
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-

name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+ R TE:

+ APAIUEAARSIEAR. XFEARF, S40ER \ B ASCI 8, 30 EFfR. Console RIERZFFE
B @ FHNAFRESENE, NREBEEEUTEMEHEFR, WARERRBHITIZRE OZSHRFR . &5
!

+ f5lgn:

+ http://bxpproxyuser:netapp1\!@address:3128

1. NREEA Podman, NIEEHEE aardvark-dns im0,
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Bash vio ? @ MDD

Requesting a Cloud Shell.'h
. ' Upload/Downlead files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT
Type "help" to learn about Cleoud Shell
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az role definition create --role-definition agent Policy.json
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- BRNVARFIRTT.
UTF2—1MIF:

Select members %

Select (10

| test-service-principal

test-senvice-principal
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

4. A LURLE AR S171A18] Azure IRSEIRY, AREERIIIE",

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the

Select permissions

Application permissions

APl as the signed-in user.

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX T2 RN FA 27 IDF] B RID
7E*Microsoft Entra ID*ARSZ 5, %E#E*App Registrations* Hi%EF N AR F.

EFINARErF (BFWH IDFIER (JF) ID%

1.
2.

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID ¢

Directory (tenant) ID

: 4b0911a0-929b-4715-944b-c03745165b3a

73de25f9-99be-4320-8b24-538ca787a6k3

Object ID

1 Azure tKFIRINENIZRI SR, BRERENARERF (FFK) ID MEAREFHNBER FEF) ID. &

: b37482a9-375f-49c2-b27c-e630514106a5

HIEa A ID LR EARER.

BIEEF mE
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2
3
4.
5
6

FFiE*Microsoft Entra ID*ARS3
RN R M IR
O EENIE BN E> R P IEE

4
o

TR T2 o

TR MHEANE YR AN 552 B (8l

i 271y /1 8
- ERIE P IRNENE,

ADMIN CONSENT REQUIRED
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

FEhREITH G RIE

LIBFHLEITHARIEN, EEBEZENNBHBEUFEEFEER, BEE—4 Linux V28, HFEEERHE
Podman =¥ Docker, ERBURTFERY Linux I21ER S

%4 Podman 5% Docker Engine
IRIBEIIRIER S, RENAIEZFIFEE Podman 3¢ Docker Engines
* Red Hat Enterprise Linux 8 1 9 &2 Podman,
EE LN Podman RRZ o
* Ubuntu 52 Docker 5|%,

B E LM Docker Engine hRZS o
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i 4. TR

Podman

BRIBUTHBLEMEE Podman:

* BAFE5H podman.socket fRSS

* Z#python3

* %% podman-compose EhkZs 1.0.6

* & podman-compose 7 NNZEI PATH If IR L=

* INRFEA Red Hat Enterprise Linux, iBEIERER Podman hRZSfERAIE Netavark Aardvark DNS T
= CNI

@ LEERIEFEIEE aardvark-dns 0 (FRIAE: 53) , LUBES%: DNS iR, 1REBIHAEE
7. S

i
1. tNREN _LELET podman-docker &, EIEEMIFR,

dnf remove podman-docker
rm /var/run/docker.sock

2. % Podman,
ZA LIME 5 Red Hat Enterprise Linux fFfi#ZEFXEX Podmano

a. ¥tF Red Hat Enterprise Linux 9.6:

sudo dnf install podman-5:<version>

Erh <version> @R EERER Podman iFa0hRA, EEZHFHY Podman hR7s o

b. & F Red Hat Enterprise Linux 9.1 = 9.4:

sudo dnf install podman-4:<version>

Hrh <version> @B EERER Podman iF80hRA, EEZHFH) Podman iR7s o

C. ¥F Red Hat Enterprise Linux 8:

sudo dnf install podman-4:<version>

Hrh <version> BEIEELER Podman XiFMARAE, EEZFH Podman Az o
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. BFFE5h podman.socket AR,

sudo systemctl enable --now podman.socket

. %% python3,

sudo dnf install python3

- NRENRS LIFEHE EPEL FEER, FLRET.

P BEEHNEN, EA podman-compose B] M Extra Packages for Enterprise Linux (EPEL) fZf&ZE

IR1Fo
. YR FH Red Hat Enterprise 9:

a. LREPELTFEERHEE.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose £ 1.5.0,

sudo dnf install podman-compose-1.5.0

. WNR{EAMIZE Red Hat Enterprise Linux 8:
a. REEPELTEMEEINEEL,

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 223t podman-compose £ 1.0.6,

sudo dnf install podman-compose-1.0.6

R “dnf install 65 %% &4% podman-compose 7HiNZEI PATH IFBT&MEXR, T
(D 3 %¥% podman-compose #INE /usr/bin, EEZEETE secure_path’ 4 _EAYE
I,

C. YNSR{FH Red Hat Enterprise Linux 8, 15IIEER Podman MA@ & AT H Aardvark DNS BY
NetAvark 4 =& CNI,
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i WTETUTHSHRELER networkBackend 2&i&E /7 CNI:

podman info | grep networkBackend

i. YNER networkBackend I&B R CNT, REEBHEKN netavarke
iii. 223 netavark’ # “aardvark-dns R T&<:

dnf install aardvark-dns netavark

iv. ¥TFF “/etc/containers/containers.conf X&4HEEX network _backend &R LAE A “netavark A

=11

& ‘cni’o

WIER /etc/containers/containers.conf NEE, 1BSEEERN

*/usr/share/containers/containers.confo

V. EFE5H podmans

systemctl restart podman

vi. LT SHIA networkBackend 7 BB 9“netavark”:

podman info | grep networkBackend

Docker 5|%
#2828 Docker BYX 1% 4% Docker Engine,

55%
1. "&%& Docker BYZ3E 5 ER"

RIS BLERSHFHY Docker Engine hR7S, 1570 RERHMhRA, ENEHIERIFE,

2. I8 Docker 2B BB RAHIEFIET.

sudo systemctl enable docker && sudo systemctl start docker

FEIREEH SRR
EAMIA Linux ENETFEH LETH G RERM.

AR =Wl
B ZBEEUTHR:
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https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
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* REBHISMIEM root AR,
* MRFHISREZTEREA BRI EEMN, NEHE X IERSZSEZIFAER.

ERILUEREREGRENERSS, EXFMEEENETH & E
* NRAEARSSBER HTTPS HAEZ=ENIE, NFEE CAZRRIER,

@ FrHREERIGRIEN, TEANERAERSHKBIED. IRFENSHARERSIZKEILES
, MAERERERLPERIG. F40 T IELEPESa"

RFUIES
REE, WIREFNREATA, EHaREZBMER.

-
1. tNREHN_EIZE T http_proxy Bk httos_proxy R4 % &, EEEMEE:

unset http proxy
unset https proxy
MRAWFXERATE, REBKK.

2. THITHIARERYE, ARBHEHESIE Linux £l &R LIMNetApp ConsoleZiNetAppz 15k T £
° NetApp Console: FEI*IE > BIE > HENRIE > AT > Fohii

R T HAERERF XX URL.

° NetApp3#5Wit (WNRIEE A G SHIRIR, MFRUELMLLE) "NetApp S2HUA=",
3. HECTITHIZARIRIR,

chmod +x NetApp Console Agent Cloud <version>

Hrp <version> 218 T EAYZH & RIEAIARZS,
4 MREBFRIFERRE, BEREERS, "7 RIAZAFHLENLEERS,

S. IBITRERIZA,

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

NREHMBEEMRIEA G EERN, WEERIREEE, BUERESEFRRINERLIE,
-—proxy M —-cacert BHEANEN, RAFIERERNEN]. WREEEXRIERSE, WEERA
WEFF RS,
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() ORSEEBEARE, TUEREEREHTRE, TRARANEEE
-+

UTRER CAERIEPRERE ENAIERSFAIRAE):

+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+

--proxy FRALUTHRIR Z—I Console fIBEE NER HTTP g HTTPS {I2ARSS 25!
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-

name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+FELUTEI:
+ AFAIURAMARSIRAR, MFEAR, e \ Y ASCI 5, 1 EFR. Console RIERZIFE
B @ FHNAFRESENE, NREEESUTESHEFR, WAREERRBHITIZRE OZSHRFR . &5
!
+ 50
+ http://bxpproxyuser:netapp1\|@address:3128

1. YNREER Podman, MFEEIFAEE aardvark-dns iwH.

T SSH ERE RTS8 RIEEM.

b. $TF podman /usr/share/containers/containers.conf X {4 FH{&tZ Aardvark DNS ARSZHIERE IR, 530
, BHEEH54,

vi /usr/share/containers/containers.conf

fBgn:

# Port to use for dns forwarding daemon with netavark in rootful bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services should
# run on the machine.

#

dns_bind port = 54

a. EffEEH S CEEML.
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T—S$2HA4?
1ZEEENetApp Console i E a5 IR,
{£FANetApp Consoles:zHI & 1E

EFRIEH AR EHR SNESERNARXEK, ERANBUATEEREH QR MREERERTERET
#la, MeJLiEE SaaS WihE R, MREERMBRATEAERIG, WaILMEHRSREENAMER,

p
1. $TH Web 5 2RHBNIZHI SR URL:

EHISEMN URL RTLURAMEN. FE IP HltEi A4t 1P ik, BAEURTENRIECE., B0, a05R=H
SREUTEERH IP I AREH, WATMASERSREENEERHNENFAE IP ik

2. IMEER.
3. BRE, KERHS:
a. IEESIEH A RIEREITH A48,
b. BNRFKHIRTT,
C. FEEBELREIMEREBEIT? *MREFREFIEALTFERRS.
LIEH A IEREEAMY, RXIFREE
d. EFE LA EIE,
FINetApp Consoleiz i =izt E1E
ZRHLZEFFERER, AMENTEE, UEEFHEREREBTE AWS 3 Azure FHITIRIEFTRHIANR,
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AWS

FHaZ Al

@%ﬁlﬂumJﬁULTﬁ‘tbAWS FUE, ENRRFEE/LOHAREN. FEHE/L0H, ARRKREERNEES
BHo

R

1. EEFEIE > &,
WEEALREIE

3. EEFARINERE HIZR M SHI T BIRE,
a. ZiHUE: #%EE*Amazon Web Services > {1,
b. EXEIE: N AWS AR ZAMEH,
c. mIHITH: Wid BT IRSEFEME TR HIAITIRH S XL EIEXEK,
d. Bz HIAEXMEIERIEAE SHEEFERI,

1RINAE R LAFI{E "NetApp Console"FFIAEBiIEHI &R IE,

Azure

FriaZ /i

INRERINIBIR T XL Azure FHE, ENRIEEFELDHAEER. FR//L0%, AEHBRNZHE & RE
B R

3
1. FFEE > i,
2. FEERINERE FHRBRS P L BEE,
a. EIEAIE: %EE Microsoft Azure > LIE*,
b. EXERE: MAEXEFENIER Microsoft Entra RS EHHE L :
" AR (BFFE) ID
*B® (fJAP) D
* BPIRE
c. MiHITIR: Wi BN THSEFEIMA ITER AT iH S XL EIEXREX,
d. #1Z: HINE XSRS SHEE R
“R

EH e RERTEAARETE Azure FHITIRIEFRERINIR, EIMTERILARITE "NetApp Console"FHIAfER
=H e E.

3 VCenter 72753t L 347 H & RIE

YNREZE VMWare AP, EoJLIER OVA E&R VCenter MR EIFHIGRIE, 7B
I NetApp Console3XEX OVA Tk URL,
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@ HIEEEA VCenter TRAREITHIG AR, ERILUGER VM Web RIS HITHIAES. "THEE
FARER VM IEH GBS ES. "
HEFEREEH S RE

REZAT, BHREREN VM EHHEEER A BizH & IR LUA R M BATNSE. 2EANetAppEUEiRS
g Cloud Volumes ONTAP, ENITHI S RIELIESRUEBEREURKRERITIZE,

EEEHaREENER
FEREREFEREZH, BERFERENENHRREEK,
* CPU: 8 1%k 8 4> vCPU
* RN7E: 32GB
* H42%Si8]: 165 GB (EE®)
* vSphere 7.0 {E Sk
* ESXi E£#1 7.03 HES RS

() vCenter FEHRREATR, MARKESAE ESX TH ERE,

S AR BRI
SEMMAEERSE, BREHAREEEHBE SNSRI 5 BATMEKIEE,

EEIE R B ATRILR

EHERESES KT ENEERASKNMUERIINGEE, 50, BitR7EARtIFEF )ECloud
Volumes ONTAPR LT TZ B R FTAIMLE

HH iy B B P 375 1]
BB H &R ERNME M E N ES Hih BB MEEA SEBE R E i Mo
fEAAET Web HINetApp Consoleft MitE N EXRBiH S
M Web FE28iFEIEH S RIT BN MR R Z NN, EREFERIEHARKGERT & REHHITIES
EBEEFER.
"JINetAppizTHl & HEEML" o

Mz RIEEXRRIR R
EHERIEREHMEERRMIARREARAUTHR, UEBAHRIMEHNZRAIRELOHETTH BRI,

TEYIHEYRREZ CNAME 5B

@ BT R (E AR EE A MAIEH S IEREE Google Cloud &R, EEIE Google Cloud &R
, JB7E Google Cloud F%& 3 ({1,
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AWS

LiITH B RIBLREE RIS, EEEXLT AWS iF
%4 (f5l#0Cloud Volumes ONTAP)

MIZHI & RIBEX R AR

EHIaER Hjiﬁﬁﬂ%ﬂlﬁlﬂ%ﬁ*?u"F R, UWEBAHRIRHRZRIRMNRIZEHE

TE YRR EZ CNAME 5 Bo.

2
=)

AWS fg%5 (amazonaws.com) :

* =Rk

- #MHTEE (EC2)

© BHFRRIEE (1AM)
* BIAEERS (KMS)
* R THIARSS (STS)

© EREMERS (S3)

Amazon FsX for NetApp ONTAP:

* api.workloads.netapp.com

\ https://mysupport.netapp.com

\ https://signin.b2c.netapp.com

\ https://support.netapp.com

\ https://api.bluexp.netapp.com \ https://netapp-cloud-
account.authO.com \ https://netapp-cloud-account.us.authO.com \
https://console.netapp.com \
https://components.console.bluexp.netapp.com \
https://cdn.auth0.com
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TR, UEEIEEETE AWS FHINetApp

THEERE

BEY

%EE AWS %JZ'E;EO ‘ HY/;%:_FU E,J
AWS Eiﬁzo "Eééliémﬁﬂ SN 1ﬁ
25 AWS 7"

ETF Web BiEHI G @EE S
Workload Factory AP| 32 B K &18
§$%1’EE$ONTAP BIFSx TEfh

REVFRIME B HMNetAppZ A
1XAutoSupportiH 2.

FEHNetAppXZiFiLi= (NSS) EiE
TG FTHY NSS EIRAINEINetApp
Console,

REUF RIS B HEINetAppZIF &
i%AutoSupportiE B LU 3%
Cloud Volumes ONTAPHIZR {4
T

7ENetApp Console 32 IHAER
ARSS .
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™0 Windows Azure fRSZEIE API AR
1. £*Microsoft Entra ID*BR$ZH, & F*App Registrations*FiEZE N A2

2. FEFE*API AR > AN PR*S
3. E“Microsoft API"F, E#F“Azure IRSZEIE,
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

4. A LURLE AR S171A18] Azure IRSEIRY, AREERIIIE",

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination




R

Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. i as a background service ar daemon without a
Select permissions expand all
| Type to search
PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

FREX T2 RN FA 27 IDF] B RID
1. E*Microsoft Entra ID*BRSZH, £ F*App Registrations*FHiEZE N RIERF.

2. SRV ARERF (FPHE) IDR*EXR (FBF) ID%
@ Delete @ Endpoints
o Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

1 Azure tKRPRINENIZEHI G, GESRENARER (FFi) ID IZARERFNER (FEF) 1D, %
G ID UWREAER.
BIEE P IS
1. FF/E*Microsoft Entra ID*ARSS
2. N ARR R AR AR,
3. FEEHEBMNNZE>FE P IHTE
4. fRBFRE AR FFEEET (8],
S. BRI
6. EFIE P ImZRE,
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['h

7 VCenter MR L EITH| IR

NetAppZiF7EEH VCenter B RELHISRIE, OVA XHEE—IECEMN VM YR, ERILUE
VMware I EHEIE ZM%, BIE#EMNetApp Console FEIX 4 EEFE URL, EEIEIEH SNRIBRENAER
WEH.

T# OVA 5{E %! URL

Ei%MNetApp Console T#; OVA &l OVA URL,

1 &R EE > K1,

2. B TIE L, EEEERIESAM,

3. #EHEEA OVA%,

4. FETEH OVA HEHI URL LUTE VCenter FER,

£/ VCenter REFERIE
B RIEH VCenter I 15 LIEPB IR,

p

1 MMREOIFMREFR, FREZIJEB LEIENZEMER. KEE, ERIUBERIIER, "7 #FEnE
FRIUEF. "

2. NRBES A AFEPE OVA,

MZHF 5 RERNBE
a. BRPEEHFHIEE BE OVF &EiR.... b. AURLH  a. HRIEEHWRBEHEZFITH S RE OVA, b. iEEF
PERE OVA XHHNREEME, ARIEE T—F. 1RIE>MIEIRITEEIMN

. STRLERE OVF 18R M S BB iTH & IR,

- AEIMWLER BN XHER, RAEEFET—5,

CEBR—MTEER, RAREERT—5%

- BEERNEAEE, AEREET—%%

- FEZFEINY, REEER T 5%

ERBEFEANABEELRE: EXARE. SHEAEHLTRE,

ERESEEIWIEIEEE, AEEFE T % BREBEENER,

© 0o N o o A~ W

144


task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html
task-installing-https-cert.html

10. EFABEEREMNNSE, AREFRT—D* WRNERN IPv4 FHEHEB WFHRLH SR I E BRI
R,

N FBEXEREOR, HEUTFE:
° RIBER
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* ENE REREMTNEN®. EXEESERE, f/40, FQDN

console10.searchdomain.company.com 4N\ /3 console10,
* X DNS: {EERATRARTEVE DNS 3525,
* 4HB) DNS: 15ER T RRAEITRYEE) DNS AR5 88,
" BRI IEERITEVZERNERIEE, 5180, R FQDN 2
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* IPv4 it BRETE|ENZAY IP ik,
* IPv4 FRBES: IPv4 HIAEEYF RIS,
* IPv4 RSHEAE: IPv4 i3RI KL,
12. {7 F—4
13. EFERTEN BOPIFEMAES, EETH
vSphere 1£51= B RIEH| G RIEHENHE,

14. JThb L

() mRsHSKM, CALARBINHIRHRENEE. 7 ROTRAZEDT,

f£FANetApp ConsoleTAtEH| & IR

ERFHaHERHARESENARXEK, ERARNNRATEEREHANIER, NREEFEER TERE
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=H S EMN URL AT LR AMEN. F0E IP MUEEAt IP stisit, BAEURTENRIECE. FlW, Rz
HENEUTREQHL IP I AHEF, WATEMASER SRR EEZMNENFAE P ik,

2. EMEER.

3. BRfE, wERIRHSE:
a. IEE SR e AEXERNERI G5,
b. AN RFRIB .
C. HEEBEAEREIMEPIEIT? " MREFBHEAL FERARS.

HiTH A AVERRERE, FFREUR
d. R EIRAFFIAIE
RoirMBEERNEIES S
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@%ﬁlﬂumJﬁULTﬁ‘tbAWS FUE, ENRRFEE/LOHAREN. FEHE/L0H, ARRKREERNEES
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R

1. EEFEIE > &,
WEEALREIE

3. EEFARINERE HIZR M SHI T BIRE,
a. ZiHUE: #%EE*Amazon Web Services > {1,
b. EXEIE: N AWS AR ZAMEH,
c. mIHITH: Wid BT IRSEFEME TR HIAITIRH S XL EIEXEK,
d. Bz HIAEXMEIERIEAE SHEEFERI,

1RINAE R LAFI{E "NetApp Console"FFIAEBiIEHI &R IE,

Azure

FriaZ /i

INRERINIBIR T XL Azure FHE, ENRIEEFELDHAEER. FR//L0%, AEHBRNZHE & RE
B R

3
1. FFEE > i,
2. FEERINERE FHRBRS P L BEE,
a. EIEAIE: %EE Microsoft Azure > LIE*,
b. EXERE: MAEXEFENIER Microsoft Entra RS EHHE L :
" AR (BFFE) ID
*B® (fJAP) D
* BPIRE
c. MiHITIR: Wi BN THSEFEIMA ITER AT iH S XL EIEXREX,
d. #1Z: HINE XSRS SHEE R
“R

EH e RERTEAARETE Azure FHITIRIEFRERINIR, EIMTERILARITE "NetApp Console"FHIAfER
=H e E.

iz 5 AR D

SHEAM Linux ENEFoIREN, ERIGAREER_NE_KO, B2E Xm0 LHTT
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https://console.netapp.com
https://console.netapp.com

XEE N UEFEN3E BB FFrENetApp ConsoleZBE R,

Y % B
HTTP 80 * IRMHEMNE PG Web NI 28 E A~ R ERY HTTP A18]
* 7ZCloud Volumes ONTAPF &2 F2 P

HTTPS 443 FRAEME P I Web %588 B2 P FER) HTTPS 3517
fipiEs e R

A & B4R VCenter 3¢ ESXi E4]

HEITHISNRIER, ERILUIMER VCenter 3¢ ESXi EHNFHITELL. Fla0, EoTLUEM
REEHISRIERN VM 6189 CPU 3¢ RAM,

fEF VM Web =6 G817 LA R 4EP(ESS

* EANEEE AN
* ERAE

© BHERSERE
© ERTEERE

PR
EAZ BT A RAIE, i, EREEERX IP ik, DNS MMXAIESR.

WISl 2 et =
ZRILLM VSphere B P IRIEIFIZHEIS .
B
1. $T7F VSphere B IHHERFER VCenter,
2. WIEFE BRI S RERN VM 6,
3. R BE Web FHIE%
4. gg%@ VM LHIBHEENAF ZREEER VM £6l. AFPERE maint BEREEEIE VM LFIIEE

(e b
BRI AR "maint A,

Pz
1. T VSphere EF i HERENEH VCenter,
2. EFERERHAREN VM 61,
3. 1 B5h Web £5I8%
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4. EAEIE VM LFIREERMAFRBMELER VM 6l, AFRERE maint ZEZETELIE VM EHIRHEE

HIZH5,
5. # N\ "1"&%& "System Configuration' &,
6. N 1" ENEIF AP ERHIERER ENEREI TR,

IEANEEIMANSEFIRY CPU 3% RAM
SR LUE IR B & T2 VM LAY CPU 2 RAM,
7E&H9 VCenter 3¢ ESXi A H4REE VM LHIRE, AEERHEIFEHIENBAER.
VSphere EF iR IE
1. $T7F VSphere EFIHHERFER VCenter
2. EFREREHISRERN VM 241,
3. ARRE VM LHIFHIEFEREIRE
4. 1ANFATF /opt B /var 5 XAIRER =S (d],
a. EFFER 27 LUENAT /opt BIRERZIE],
b. IR FER 3* KN /var EAMNERTIE,
S REEN.
HEPISH B RS B
1. T VSphere EF s HERENEH VCenter,
2. EFEERHAREN VM 61,
3. 1 B5h Web £5H16%

4. EAEIE VM LFIREERMAFRBMEBER VM 6l, AFRERE ‘maint ZEZETELIE VM EHIRHEE

HIZ65,
5. 3# X\ 1 to view the "System Configuration” 32E,
6. HN 2 HIZBRE LNIERHEITIRE, THaPBMEEHEMD XK/,

BEREEMHINEIRE

EE VSphere B IHHARIE VM BIMLEIEE UBIASHIBR SN, EREEEE (FeEH) UTMLILE
;1P #iEF] DNS 45,
-

1. ¥TFF VSphere B iGHE R &R VCenter,

2. EEREEHSNEN VM L6,
3. EF*BTh Web =H1&%
4

- EAEIE VM LIRS ER AR RMEZBER VM Lfl, APRE maint ZEZETELIZ VM SEHIRHETE

HZE5,
#N 2°EFE Network Configuration’ 32,
6. A 1 5 6 Z[EMEFREFHENHINSEILE.

o
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1. ¥TFF VSphere B P iGHE R &R VCenter,
R E TS & IERN VM X,
TR B Th Web 15418%,

fEREIE VM SEFIFHEEN AR ZNEBRER VM £6l. AFRRE maint BREEEEIE VM KAIREE
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¥ Enter,
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AYEERT,

S. BN 3 EEZFMIZUTRE,
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HTTPS Certificate EhnEe Con ke

@ HTTPS Setup is active

Expiration: Aug 15, 2029 10:09:01 am
Issuer: C=IL, ST=israel, L=Tel Aviv, O=NetApp, OU=Dev, CN= Localhost, E=Admin@netapp.com
Subject: C=IL, ST=lsrael, L=Tel Aviv, O=NetApp, OU=Dev, CN= Localhost, EsAdmin@netapp.com

Certificate: View C5R
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systemctl stop netapp-service-manager.service

1. 4m%8 /opt/application/netapp/service-manager-2/config.json X143 3& skipConfigCheck iR EMEER A
trueo

"skipConfigCheck": true

2. (RIFIERIX M
3. BEIETTU T e L EMBEIARS B IR 2 ARSS:

systemctl restart netapp-service-manager.service
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- BRNVARFIRTT.
UTF2—1MIF:

Select members %

Select (10

| test-service-principal

test-senvice-principal

i "

" PR IR AR
T
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Arss EAIERGEEEH S EFIFER Azure AR,

WNREEMZ D Azure JTIHEEFE Cloud Volumes ONTAP , MIAZUEARSS E AL EREMTiH. ENetApp
Consoled, f&8]LU%EFERE Cloud Volumes ONTAPBS E{ERIITIH.

700 Windows Azure fRSZ &2 API R
RN RS T A S ER“Windows Azure BREZ BIE API"BUE,
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1. #£*Microsoft Entra ID*ARSSH, £ *App Registrations*H iR N HIEF.
2. JFAFAPI PR > ARINAR*
3. #E“Microsoft API"F, i&#F“‘Azure RS EE"

Request APl permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph
Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Eﬂ
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlook/Exchange, Onelnve,

OneMNote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenanos

‘ ' Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_pi Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

% Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

D Customer Insights

Create profile and interaction models for
your products

4. mELUBALE AR 519518 Azure IRSEIE*, SAEIER IR,

a o BB
EEInZ]E;v z O

5‘ Azure Data Explorer

Perform ad-hoc quertes on terabytes of
data to build n=ar real-time and complex
analytics solutions

‘P Azure Import/Export

Pregrammatic control of importfexport
jobs

I_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination
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Request APl permissions

€ All APIs

Azure Service Management
/_S https://management.azure.com/ Dacs [

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user. Your

Select permissions

Application permissions

expand all

| Type to search

PERMISSION

user_impersonation
Access Azure Service Man

FREX N 2R IDFI B RID

¥ Azure tKF ARINZAEH GRS,
ID UmIZH NERo

p

ADMIN CONSENT REQUIRED

agement as organization users (preview) @

ERERMUNAREF (FFE) IDINAREFNER (HF) ID. ZTHIEaER

1. E*Microsoft Entra ID*BRZH, %1 F*App Registrations* &R N BIERF.
2. SR RER (BEFPE) IDFI*ER FEF) ID%

@ Delete @ endpoi
o Welcome to the new

Display name

nits

and improved App registrations. Looking to learn

: test-service-principal

Application (client) ID

Directory (tenant) 1D

: 4b0911a0-929b-4715-944b-c03745165b3a

73de25f9-99be-43e0-8b24-538ca787a6b3

Object ID

—— "

: b37482a9-375F-49c2-b27c-e630514106a5

¥ Azure ik P AINZEIERIGET, SRERENARERF (FFik) ID MEAREFNER FBF) ID. &FHE&

fEF ID LUREHZAER.

ellfe gl Ik

IR P IRE R R EERHELAITH S LR Microsoft Entra ID #1753,

p

1. FZ*Microsoft Entra ID*IRZ .
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

| =+ Mew client secret

DESCRIPTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *5Z1jSe2By:D*-ZRoVANLTdACYT:+0vA r’h

“
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Azure TR EY, ERBEITHIGFRALLES.

REERNEES S

79 Azure Tk PIREFREAIRG, &R LU ZKF NERFNIZIEH G, TP EBE, & UERRRER Azure
EHRB5ICloud Volumes ONTAP o
FriaZ

NRENNECREFFOIZT XERE, WARKFE/L2HAEEREl]. F//10%, RAERFEREAMEE
%IJI:IO

FreaZ Al
TEELOIRITHIENIE, ASAREMUTHIEIRE, "7 B eEzEsE aLE" ,
ﬁ%
EEEIE > &,
2. EFRINER FREBa SR BigE,
a. FIEAIE: %EFE*Microsoft Azure > IR,
b. EXEE: WMANEXIEFAHEINRAY Microsoft Entra IRSZS EAEMES:

" AR (BPIH) ID
- B® (fEF) ID
* RPIREA
C. M1 B IZENTRSGERIA TR HI71TiH 5 XL FE IR,
d. HiZ: BIAEXIEIERF4E B FHISERM*

=

185


concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation
concept-agents.html#agent-installation

TR UM FAE BFEIE TTE YR B B — A KL ARG IR =6 & B

Edit Account & Add Subscription

Credentials

| 1

cloud-manager-app | Application ID: 57c42424-88a0-480a.

Managed Service Identity

OCCM QA1 (Default) hd

EENEREIE

183 X BX Marketplace 1Ti#. 4miEEEMBIEREIEREIEERIMEITHI AR Azure FHE

¥ Azure HiFTT IR REXEIEHE

¥ Azure EIRFNMFIEHIEE, ErILUE Azure TI7ITIR S XEERXE, Bl LUMERITHRRCZEEFERSS
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BB
1. EFEIE > &,
2. EFRAEIEE,
3. ERSEH SRR —AHEIENIRERE, REEFEREITIH

B TRESER RIBXENER, B8 MiHiTIRS SNetApp Console X BBV EHE X EX,
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4. EFMBRHITHIA
Google Cloud

T #i# Google Cloud B YR
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BiEMMEH G EEBTH a2 AT, BAAEMANR:

1. BHRBEAES MEH & Bohizhl 8 LEARR Google 1k EBE=H & RIE,

2. BEZHSAEN, RAIRREER RS KA X FRIREH & MRS MK IREURE 132 &I Cloud
Volumes ONTAPZ%t. fEANetAppENHIRE BEEENEFF. BIRKBEE X AEMMEIARSS MK KRR HN

PRo
TEH#RT LEE 1 B 2 PRI RER:

) Google Cloud Platform

NetApp Console @ SIC())?JS(J;(T :“(;Icount

Role: Console agent deployment policy

Choose the cloud provider where you
want to run the Console agent

mlE aws < @ Service account
al - Cloud IAM

Role: NetApp Console

Console agent

BT ENR, BSHLUTIE:

s "GEIERTIAY Google Cloud AXFR"
* "B RFIRTICRIAR"
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"7 fRUN{aI X B% Google Cloud Marketplace 171" o
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s —MEHIBIEREEXEL—4H Google Cloud £1E

* &2 BEE— Google Cloud Marketplace 1755 &1 X< Bk
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Cloud Volumes ONTAPINH

Cloud Volumes ONTAPH LU 514 & IBA FRI—mME®, Al FARENmMEBEd, EEARERIINE PP

ZCloud Volumes ONTAP , EFEEEREH S RERSKAMAERNZIZIE.
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Google Cloud &g, XMITESZEAIREE T LUMERHIZTIRRZ A EIERS T E.

3§ Marketplace iJ[%5 Google Cloud E1ExEx

£ Google Cloud H1&fZE Console fXIEEY, Console # 85 Console fUIE VM SLHIXEXRIEGAEIRS., &0]
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1. RS > &,

2. EFRRLAEIE

3. RS EREXBN—AEIENIRERSE, AREREEITIA

Google Cloud
al § ®

Type: Service Account

Associate Subscription @
1 View 0

Subscrioti Working Environments - :
Subscriptions ' = Copy Credentials 1D 1

1. BEEMAEENTREEENEITH, BN THTIRPEE— Google Cloud EMITH, AEEEFEE

Google Cloud Project

OCCM-Dev -
Subscription
® GCP subscription for staging -

e Add Subscription

2. NRETEEITIA, BEEFRINTTIA>484H 1288 Google Cloud Marketplace Y R (E,
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a. EEMETEME "Google Cloud Marketplace _EFINetApp Intelligent ServicesTiE", HRIEINEE SN

BHRER T IEWRITIR.
= Google Cloud

<&  Product details

2* NetApp ‘

NetApp Intelligent Services

NetApp, Inc.

Get best-in-class data protection and security for your workloads
running on NetApp® ONTAP® storage.

Owverview Pricing Documentation Support Related Products
Overview
MetApp offers a comprehensive suite of intelligent services for your A
ONTAP systems. They proactively protect critical workloads against Ty
evolving cyberthreats, detect and respond to ransomware attacks in real La
time, eliminate backup windows, and orchestrate a quick recovery in Ca

minutes when disaster strikes. NetApp intelligent services and Cloud

b. BT

C. EFIELMERIKA HRZSFHRANFM

d. TS
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e. TEHEBIFHEER, EE FNetApp, Inc. M
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Your order request has been sent to NetApp,
Inc.

'.- |

‘. '

¥ouwr new subscription 1o the Claud Manager T manth plan for Clowd Manager Tor Cloud
Wolumes ONTAP requines your registiation with NetApp, Inc. After HelApp, Inc. approves
YEUIT Fequest, your subscription will be actie and you will begin geting charged. This

pracessing time will depend on the vendor, and you should reach ol fo MelApp, Inc
dinpctly with any quesiions relaled Lo signup.

WVIEW ORDERS REGISTER WITH NETAPFR INGC
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NREALRPNEABLENENEBIKF PRI T 7, BABKKEERE "NetApp

@ ConsoleH#ICloud Volumes ONTAPTIE" kM. MRXIEEIMER, BEEREHINetApp
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Google Cloud Project
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® GCP subscription for staging -

° Add Subscription
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HEZ Marketplace 1T iERT26E

BHY, 1B Google Cloud Marketplace 1T NetApp #IEARS IsE AR R EFASEIREREEHE!
Console MEREH#. WMREAEXMER, BERUTTERRITHTRE,

iS%

SinE "Google Cloud Marketplace B9 NetApp TTE"UEBITTRRE. WRNEE/ Manage on
Prowder, EE N RENFFIERE Manage Orders,

Pricing

&  The product was purchased on 12/9/20. MANAGE ORDERS

* NRITRERRBERITIE, MXIBEIMER, WAIEEEXZITH T ERAR—IKRIKSHHEMABLRM 5,
MRXZHF TR, REERBUIITHAEAES 3 uaﬁiéf?‘ ‘B9 NetApp $HERIFA-

= Filter Enter property name or value
Status Order number Plan Discount Startdate Plan duration End date Payment Schedule Auto-renew Next plan

(] Zeebbe.. 1@ Cloud Manager - 10727/ 1 month - Postpay N/A N/A

ﬁl]%ﬂimj‘ﬂj‘fﬁﬂ Pending X7, 1&IR[E] marketplace T, $Af5i%#¥ Manage on Provider LA5ER%

J: pY] |L*EO
= Filter Enter property name or value
Status Order number Plan Discount Startdate Plan duration End date Payment Schedule Auto-renew Next plan
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<saml:AttributeStatement
xmlns:x500="urn:oasis:names:tc:SAML:2.0:profiles:attribute:X500"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
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