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self 56 25 56 31 z 63 18 68

setok3s 4 2 3 4 2 9

SIS
SRVRETEF EBITERENUTER:

* RERIN. REERIVRT LR, " IFAEEE

s A E DL, BERIEFECPU. AEHEFMEEINESE.

* EHPTRHE. RELIESBITATRYIRITHE.

* B Pod Y&, BEHURSIEITFHPodyRIIHE,

* KPR TR E, BHEEEITA g iE" PRI,
* EEHPRNTERESME, RHEEFRITAIEAETIRIE.,

A Tmikas

JiniERY EF&‘*%E)\ET, AR RFEIINART— * BE LS * o ERIRTUGRE 5 @BECAT FA T T
FCRVFRB LR, SR LAGEA NOT B AND g * FRiE= * J@_IL,LﬁHX T " WK R B = (E

FilterBy - namespace | kube * X
Create wildcard containing "kube"
kube-public
kube-system

None

BT @rrsRiEN (FIs0 NOT, AND, "None" %) EiMiESRFERPETNRER, BEIZMFIRPIEZEHN
mMB LUK E SRR


kubernetes_cluster_detail.html
kubernetes_cluster_detail.html
kubernetes_cluster_detail.html
kubernetes_cluster_detail.html
kubernetes_cluster_detail.html
kubernetes_cluster_detail.html
kubernetes_cluster_detail.html
kubernetes_cluster_detail.html
kubernetes_cluster_detail.html
kubernetes_cluster_detail.html
kubernetes_cluster_detail.html
kubernetes_cluster_detail.html
kubernetes_cluster_detail.html

FilterBy ~ namespace ciclickhouse X | X ¥ X

Kubernetes fiiEgs 9 £ XX hikes, Flal, MMREMUFIHFET E-LE, N pod _name ffiEssNE5IH 51T
MAEXH Pod o LtESh, SIREXFERR TRV ATHIESS, N pod _name JHiEes X5 HiZdr & TE) T =
and £B Pod o

HAR, BEMNRANHEERTXAHTIR, EFERTHE, BIZHRE

ELREESFH2ENetApp Kubornetesaizi&ER Z Al

ERESHLRZEI, 1BRELEE "Kubbernetes iGiT12{ER"

At R
Kubernetes h7x Kubbernetes v1.20 %8 = ki as,
Kubbernetes% % AWS Elanic Kubernetes Service (EKS) Azure

Kubernetes Service (AKS) Google Kubernetes Engine
(GKE) Red Hat OpenShift Rancher Kubernetes
Engine (RKE) VMware Tanzu

LinuxiR{ER L Data Infrastructure Insight 3z #Fiz1TARM6G4ZR/BY TS
mo MILISIT: MIETTLINUXNIZkRZ4.18.08 B 5
WS, RZECFIRIERS,

R Data Infrastructure Insightsz 3 ¥4 1%551TLinux
BIKubernetes T . FARIEE —KubernetesTi /2
R, AT EXEF S EEH LU TKubernetestias
. Kubernetes v1.20EShk4s: Kubernetes.io/OS =
Linux Randcher + Catch.iofEA 24w/ Kubernetes
& Catch.io/OS = Linux

WA MHURLMkubeclgn 2. ; NIRBRELR. 1B
XEEar AN EBRIE R,

Efkubeclip LITHREEE NS BITK8sEEHREIE. H
A8 InternetE % EData Infrastructure InsightifiE,

NREELRARFERRE. BRBIRERLTENSH
RO ER EO & IR 2 155 #ATIR(E. N T RIS MRS
MRS 151 MBI (NTP) S & 2 RS ET
BITHMY(SNTP)EIZ Agentit &4 L AYETIE],

Hth NRIEEITHIRZOpenShift 4.6 Emhas. MR T i
RmEXLERIRF M ZIN BRIUETE" OpenShift 15
EH“O

API%HE AR BEFERE Operator (ENEFH T B Operator). NI
TECEIBAPISH; Ee]IEESFEALRINSHE,

5
B

e
i

FiaZ BRI ERSR
IMREETHRNIE, HEENFHEEROpenshift, EFATEUTFET,

HIB A KR,


task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html#configuring-proxy-support
task_config_telegraf_agent_k8s.html#configuring-proxy-support
task_config_telegraf_agent_k8s.html#configuring-proxy-support
task_config_telegraf_agent_k8s.html#configuring-proxy-support
task_config_telegraf_agent_k8s.html#configuring-proxy-support
task_config_telegraf_agent_k8s.html#configuring-proxy-support
task_config_telegraf_agent_k8s.html#configuring-proxy-support
task_config_telegraf_agent_k8s.html#configuring-proxy-support
task_config_telegraf_agent_k8s.html#configuring-proxy-support
task_config_telegraf_agent_k8s.html#configuring-proxy-support
task_config_telegraf_agent_k8s.html#configuring-proxy-support
task_config_telegraf_agent_k8s.html#configuring-proxy-support
task_config_telegraf_agent_k8s.html#configuring-proxy-support
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions

FeE B

R IR AR MIE AR ERIRIERZENetApp Kubbernetes iSiTiR R, XLERIERL A LIZHER
B9, BRI LARSIRAT:

* ERITREMABER(ER"CURL HREIFREAE. LUEBHRITIIAERNRSERE|Data Infrastructure
InsightIf 1%

* BiTFKubnetes&E & 5Data Infrastructure Insightif &&= FrEHILIE

MREFEHF—PHXEPMMEEARIE. NELENetApp Kubornetesi@Elaizas. ML HEERIBEE N
5Data Infrastructure InsightifiE#1TRIFES, B0, EEBEREB M E L E OperatorfVfR 5% 28/VMifalData
Infrastructure Insight3f MData Infrastructure Insight ™ & —i# I3 14

A S

I FHAFLENetApp KubernetestREIEITaSRIE. ELREIRMERZAI. AR
E http_proxy/https_proxy_environmentZ £, - FRLERIBIME. ErJEXEFEIZE_no_proxy environment_

=
TE,

S

ERETE. BRELEHNARSR L RENetApp KubernetesiSiTRER Z AT HMITIA TSR

1. AHFIAFIRE https_proxy 1/ 5% http_proxy IFIELE:
a. MRBIZENNRIELE SMWIEABFR/ZR). BETUTHS:

export https proxy=<proxy server>:<proxy port>

. IRBIREMNRIEEGSHRIE ARR/E) . BEITUTHL:

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po

rt>
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agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>
password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled
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f£operator-DEPLOYAMLHA Zg4Emonitor-operatorZhE. HIEXFrE %S| B LUERFAE DockerfZ i E.

image: <docker repo of the enterprise/corp docker repo>/kube-rbac-
proxy:<kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

“miBoperator-config.yamIfBJAgentConfiguration LA iz BFr#IDocker repofii &, RIBIEMEERIZEH
BimagePullSecret, B X EZIFMEE, 1HEN_https://kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation for
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repositoryl[using a custom or private docker repository].

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShift it FH
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# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true
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kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure a Kubemnetes Operator to send cluster information to Cloud Insights.

Select existing APl Access Token or create a new one

KEY2024 (,..owEMNdM) v -+ API Access Token Production Best Practices i@

Installation Instructions Nesd Help?

Flease review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow these steps.

Define Kubernetes cluster name and namespace
Provide the Kubernetes cluster name and specify a namespace for deploying the monitoring components.

Cluster Mamespace

clustername netapp-monitoring

o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes o unique access key that is valid for 24 hours.
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o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.
s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.
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NetApp / Observability / Collectors

Data Collectors Acquisition Units 0 4] Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation [ [l GG N C o (YTl = Filter...

Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated @ 1.1540.0 O 13470 @ 11620
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B

oom-test A\ Outdated © 1.1555.0 N/A (i ] l.@ BodiviDEplovient

IRBERETSMMAENEFIRES. HATEREFTENZKESERIBERAY.

&) kubernetes .
© Modify Deployment
Kubernetes
Cluster Information
Kubernetes Cluster Network Performance and Map Event Logs Change Analysis
ci-demo-01 Enabled - Online Enabled - Online Enabled - Online

Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis

Cancel
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kubectl -n netapp-monitoring get agentconfiguration netapp-monitoring-
configuration
NEFEAgentConfiguration:

* ZENEEET LNSMEET.
yﬂ%:uﬁﬁﬁ EIJXEQ/:EX?_ﬁ% Z. 1ﬁEﬁ{%lu\?ﬂEﬂyﬁ_#ﬁBq'@g&Eg&{%ﬁﬁﬁ EIJZEO

IR AgentConfiguration R1F1E

2 IR ERRITAE N TTIRA R B S I IRENH S RIETRRAINtAppIESE, IWE RIS
2Sjd]):

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0] .spec.cluster-name}'
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w7, FEMAENNERTE)

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, &> > ERER,
* <<installing-the-kubernetes-monitoring-operator, ZEES SRS E R,

° IBERMBERSEER M,

° NH R Operator YAMLX 4[5, 7EEFE 2 81. $ETEagent_backup.yamlF ik FIBFAE BENXIRERIE
EI T & Moperator-config.yaml,

* NREFERNZBEEXFMEE. BHRERNEMNA SR MEERNE.

{Z1EF B 5Kubnetes Monitoring Operator

E({Z|EKubenetes Monitoring Operator:

kubectl -n netapp-monitoring scale deploy monitoring-operator
--replicas=0
EB&fKubenetes Monitoring Operator:

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1
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kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

RIS R BB E DN E RS B=AT, Bk s S =

kubectl delete ns <NAMESPACE>

NRFB—P e LRE " RIEIZFR" . BRI BREN S B AU S R E 5o

RIRFHRITUATE L, RIBEHANREER. HhEEa<SaaESiRE object not found THS. FIURE
BB LR

kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

NRLAIEIE T RE L TFXAR:

kubectl delete scc telegraf-hostaccess

*FKube-state-metrics
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HREDBRIERAZAREBLRR. WX FTREENSER. BXIBERFNRTMRE. ESNR T H

IBE"
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kubectl -n netapp-monitoring edit AgentConfiguration
ERTE L EBIRIERMAEE X FAgentConfiguration, HBEITUTHL

kubectl get crd agentconfigurations.monitoring.netapp.com

MRIEBEBEI ' Error from server (NotFound)”
HE, MADSEHEIRIER, AETE ﬁﬁﬁAgentConfigurationo

AoE IR
BRI AER- ML B ERE P LR IERLEEKubnetes Monitoring Operator, XA IER SR UZHEFER. ta]
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ACE fAEf% 5Data Infrastructure InsightifiE# 1T BIFAERE, MREEG—MIE. HBETUMEBELRE Operator
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I TF AT LEKubersnetes Operating Monitorf9{tIE, T:E?c%%OperatorZBu\ pi=pbed
E http_proxy/https_proxy_EnvironmentZT £, - FRLERIBIME. ErIEEXEFEEIZE_no_proxy environment_

TE,

BIGET S, 1B57E*%EKubernetes Monitoring OperatorZ BI* E R K L HITUTH .

1. NYBIAFILE hitos_proxy 1 / 5 htto_proxy BT & :
a. MNRERENREBLESHNIIE(BFR/ZR). BT TH:

export https proxy=<proxy server>:<proxy port>

—g—

. IRBREMAREEESHRIE ARR/E) . BETU TSRS
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export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

E{FKubennetesE B Fr{E AR IE 5Data Infrastructure Insightif B #HITIES. BEEIIEAAAXLIRBEER
#Kubennetes Monitoring Operator,

7EEpZEKubernetes Monitoring OperatorZ &i. I&{Eoperator-config.yamlFEt & AgentConfigurationdB X IEER 53

agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

£ BE X% FiDocker Ffi#i %
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MNetApp Monitoring OperatorZ& 2545z 1T " Image Pull Snippet”s Ith#<$1§E R EIData Infrastructure Insight?z
B, REURIERBIFRERGKRIIXR. AR MData Infrastructure InsightfZEEF T iH, HIIRTAS. BAR
HHFEEIRETZD, ttan<n NTERIERFERANMEREG. SERNATIERNMEG, BENMUTAS. THRXL
BB THLLThEE,

12V E R IhBERKubornetes 1515

* NetAppi&iz
* Cl-KKube-RBAC-{tIE
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e C|I-KSM
* Cl-(EPraEE
* distroless rootF

EHEE

* Cl-m#3{iL

* Cl-Kuber-netes-event-exporter

I 14 BE A BRET
e Cl-net-observer

RIBERI L SRR, FIRIER Docker BURHEERIEHIFAT / A4l / 12k Docker TZfEFE, HfRTEAEEHIX LR
BHIBREFRICH] B F & R 5Data Infrastructure InsightfZiEEFHIBEIRICH B RRE2—F.

ffoperator-DEPLOYAMLA Zg4Emonitor-operatorZpE. FHIECKFTE %5 | B LAERFAE DockerfZ i,

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

“miBoperator-config.yamIfBJAgentConfiguration LA iz B Er#IDocker repofii &, RNABIZMEELIEH
AimagePullSecret, B X*EZIFME 8, 1H5E M _https://kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShift i BH

WMRIETEITRIROpenShift 4.6 EShRAs. MATTE_operator-config.yamlF4giEAgentConfiguration LAz
FA_run$t_Ig&:
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# Set runPrivileged to true SELinux is enabled on your kubernetes nodes
runPrivileged: true

OpenShiftA] ASEHEE ST 2% 5. MM ATEERE LEX T LEKubernetesA 4 8Y15 iR

BREMTY

netapp-Cl-tentlaf-ds_. netapp-Cl-fluent-bit-ds_F1_netapp-Cl-net-oboder-L4-DS DemonSets®4 T EEEH I E
MR EITR—1POD. UBIERBEFRET R LR, 1RESREBREENATFELERFTAMN SR, NRE
ENRERRETERIBENSE, MMMELLEPodES T A LEETT, NATLIXLESE 6l toleration*"
7£_AgentConfiguration_#"s MREFEENSENATFEHPIAET R, NIEANMEIRERIBEBRISLEN
AiEE. UEALUTRIFAHRITIRIERPOD,

T fi#H *KubbernetestE Z{E B "HEFNNE"

IR[EIEI"NetApp Kubernetes iz ig{F R 245 TUE"

KTREEEF

EffipRKubernetes Monitoring OperatorfE EEESEREINE BV EMINE. BEZZE ZBIM_operator-setup.yamIX
BB TEIR:

ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-clusterrolebinding

WMREBFALR. BRI MEBFPRIPRZER:

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-
clusterrolebinding

MRBRAT"TES". 1BEL_AgentConfiguration_3¥_operator-config.yaml_LABUHE EFEchange-management
#8493, FfEchange-management#fs FE31E kindsTolgnoreFamWatch: "secnes" . 12 FItITHE5|SHINE|
SHEFEEMAE,

# change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'
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IHiFKubnetes S iTI2{E R EIEEZ

TET‘%f’EEE@E%T%&Eﬁﬁgﬂgﬁﬁﬁﬂ‘ﬁééﬂ%{%’]EENetAppE%o AU EREZFERBRSEE TEFRIIIERE.
W e LIBCEKubornetesiE N1THI28. BXIFHMEE, 1S Kubernetes 214",

FAFIIEERE R N A2 HZ AR £ "Monitoring Operator"&5iNERAY_A k. B FREGR LEZEALERE

fEEE>EIRE R AHER_THRE
BEFRIERGER. BRITUTIE:

1. EHIFEITIREGIRENA EL

2. IRIBRREFIHBNEFEESD

3. ZEEBRER QAHEA(REIFIdI-image-signing.pub)
4. FARKSEERIIER, BEIMUTHREEZRETRSE

$ cosign verify --key dii-image-signing.pub --insecure-ignore-sct
-—-insecure-ignore-tlog <repository>/<image>:<tag>
Verification for <repository>/<image>:<tag> --
The following checks were performed on each of these signatures:
- The cosign claims were validated
- The signatures were verified against the specified public key
[{"critical":{"identity":{"docker-
reference":"<repository>/<image>"}, "image": {"docker-manifest-
digest":"sha256:<hash>"},"type":"cosign container image
signature"}, "optional":null}]

BEHEER

7£1& EKubnetes Monitoring OperatorBTiB 2 RIRART, &=t I Ti2E:

B)RR BRI TRME:

HEAKREE Kubernetes ;kAMBESHEN GHEMEIEEZ RRUTTBINHINEN Telegraf {12, AREMR

IRV [ &, FRBY Kubernetes kAMEEATF ERMHY Telegraf IR, EHTEATelegraf 2.08(E

RS 2B EN B HITE B, =hRZ. F HData Infrastructure Insight@AZE&h4
FKubernetesSEB¥ 17 it
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)

I'm sing messages in the logs sikingZ& M LA FRBEYH
B E090115: 21: 39.962145 1 refinder.go: 178]
K8s.io/Kube-state-metrics/Internal /store/Builder: 352
. failed to list *v1.MutatingWebhankConfiguration

. the server could not find the requested resource
resum.go (IO.lease.178) s/source.leasing.k8kv1/io

. unfleasing.go to the resum.go inters.go list

HEZIKETelegraffViEiRE B W FFA/R. {ETelegraf
MasciEmhFIE T 10811814: 23: 41 1P-172-31-39-
47 systemd[1]: BapiEHFIREHEIARS IR, LUE
mInfluxDBR HEtR. 10811H14: 23: 41 1P-172-
31-39-47F831E[1827]: time="2021-10-11T14: 23

. 41Z" level = error msg="failed to create cache
directory, /etc/trendelaf/.cache/snowsclap, err: mkdir
/etc/trendaf/.ca che: permission denied. ignored\n”
func="gosnowscale.(defaultLogg).Errorf"
file="log.go:120" OCT11 14: 23: 41 1P-172-31-39-
47 trendelaf[1827]: time="msg-10:23=11Z"$]F &
R, BERBR, T
FHletcltrendelaf/.cache/snowsclap/ocsp_response
_cache.json: T HEHER\n"
func="gosnowsclap. ( defaultLogger).Errorf"
file="log.go:120" OCT11 14: 23: 41 |P-172-31-39-47
trendaf[1827]: 2021-10-11T14: 23: 41Z1! |35
Telegraf 1.19.3

7 Kubernetes £, FRY Telegraf Pod iR&E AT EiR:
" 22 mountstats F2BTHEE: FIEFTH mountstats
X4 /hostfs/proc/1/mountstats , f&i%. open
/hostfs/proc/1/mountstats : X RIEEL "
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BEEIR AT IRIE:
WNRIETITHIEKube-state-metricshk252.0.05 B = ik
Zs. MKuberneteshRZs{fF1.20. NIRTEES X LETH
B EIREY Kubernetes hiR7As:  kubect! version LAFREX
Kube-state-metrics hitZ<: kubectl get deploy/Kube-
state-metrics -o jsonpath="""{ ..image} 'Ef5IEX
GXLHEE, AP UERE Kube-state-metrics Z8E
L ABLITEY: mutatingwebconfigurations

nn

_webhook , BERILUERUTSE:

resources=certificatesigningrequests , configmaps

, cronjobs , demonsets , Z&E, Imm, KF
podautoscalers , ingeses , {Ell, PREISEHE, BT
i8], PIKERRE, TR, EfE, FAMLSE, poddisH
BT 58, Pod, IEPE, HFITHE, BRE, WR
, T7iEsE, &, fFhlds, &, T7iE88, 77iE88, 775
, B, T7iEss, 770, Tfifss, 1FiEss, =2, 7
fifgs, frfifids, fefifies, 77fifids, &, 7788, 778
, T7fifigs, 77E88, 17hls8, 773, 7Fflss, TFME
, TrfEss, T7B88, 77(B88, 77(hs8, 77(Es8, 778
, TrfiBss, 77iE88, 77588, &, 1Fhlss, Fhlss, &
figs, Tritss, 778, 7ffiss, 1FiEs8, =8, 7
fikes, 778, &, 1Fhliss, T7iEe3, 7Fflss, 778
, 171B38, 77f&2%, IO webhookconfigurations ,
volumeattachments

XE— P EHBREER, "It GitHub X =B Xi¥4
=B, 820, RE Telegraf BahHisiT, BFAME
LB BS XL IRE B

R B AFHREISEAESELinux. M AJRESPE LE Telegraf
PodifirlKubelnetes T /2 _E#Y/proc/1/mountstats X 4
EEARILARE. BRI AIBERE H B Brunt3 i858,
BXIFMER, SR " OpensShift 17ER"
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F) R :

1£ Kubernetes =, FHAY Telegraf ReplicaSet Pod k&
LUTFHEIR:  inputs.prometheus] $EHEIR: TTEMERR
$AZAY /etc/Kubernetes , PKl/etcd/server.crt :
letc/Kubernetes , crt/etcd/server.key : TF

letc/Kubernetes , pki/etcd/server.key : open
letc/Kubernetes , pki/etcd/server.key : no tEIEXHF
FER

BEMNRPSPIPSATIE, XRERFINHMNLIEE
fER?

BEZHEBRIERER R, HEKEERE
HPSP/PSA,

H " ImagePullBackoff"f&i%

FIEEARE TR SR « 1T = SR Y
R E .

BEIR A TIRE:

Telegraf ReplicaSet Pod MEISE N ETI MK eted T3
= 517, MR ReplicaSet Pod REEHA— T HE
BT, BBKEIXLEEIR KEEWE etcd TRES
BEETSNEMm, NRE, BERVENSERNE
Telegraf ReplicaSet , Bl Teleaf-RS H1, 530, 4Ri8
ReplicaSet... kubectl edit RS ceaaf-rs ... FHEFiEHH
REBEAMEFEPR, AlE, EFEEH ReplicaSet Pod

o

WNREHIKubornetesEEEFIZ1THI BPod L 2 2RE&(PSP)
PodZ2HEN(PSA). MIATFHREI R
AYKubornetes Monitoring Operator, &R & EFH
R EIZHFPSP/PSARY ZigiOperator: 1. E1Z TR SIS
IBETT: kubect delete agent agent-monitoring-
ngubect NetApp delete ns NetAppiziTkubect delete
crd agents.monitoring.kubec.com kubect delete
NetApp NetApp delete-manager-roole agent-proxy-
roxy-role-metric-reator kubect delete cluster cluster-
manager-rolebingagent-proxy-rolebingagent-
rolebingagent-roleb % 4 sx AR S BY MR 4R E R o

1. FERUTHLRBNAIE: kubect -n <name-space>
edit agent 2.}4"securtion-policy-enabled"#ri2 /9
"false", XIFRAPodZLHREMPodLLEN. H
THRERBITERE, FERAUTmHITHIA: kubectl
get PSP (RZZ/~Pod Security Policy Removed)
kubectl get all -n <namespace> grep -i PSP (M. E/Rk
HEMERIRNE)

MREABBE XK EADockerfFiERE. BiEE
$§Kubornetes Monitoring Operatorfit & JJ IE#iR 5]

. WAgsHMXELEEIR, FHIEZEZHNEXTHEE
/% Firepofit B,

ﬁ%’?@ﬁiﬂ'ﬂ)(?ﬁ%ﬂ’\ﬁﬁtﬂ\ AR RARA SR A

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl
<monitoring-operator-pod> --all

-n netapp-monitoring logs

-containers=true
kubectl -n netapp-monitoring logs
<telegraf-pod> --all

-containers=true
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Operator&n % =8| F I Net-Observer (Workload Map)
Pod{iI FCrashLoopBackOffeh

PodiE7EOperatordp & == [B)FIZ{T(RAIAE: netapo-
monitoring). BEE AT, UIhAsERIEHAHRET
FH KubeNetf SRRV AT 3R

Operatordn 4 == 8] PHY K £ENet-observer Pod4t
FPendingik%S

Z#HKubernetes I51TIRERG. FKEIE
FEinputs.prometheus] PIZEIERUTARA: [HTTPE
=M. [M\tep.sve.cluster-local:8080/metrics &
Hhttp://kube-state-metrics <namespace>1& KRBT H £
. get\tcp.svc.cluster-local:8080/metrics http://kube-
state-metrics: #%¥T<namespace><namespace>

. LOOKUP Kupe-state-metrics.tcp.svc.cluster-local:

no s MEA

f_ﬁiﬁﬁ EFIHEEDPHIKubnetes CronJobsUEE{E{aIFE
o

REIRERR. ZFHIXDS Podi#
ACrashLoopBackOff, #HPODHEER"su
. authentication failure"(su: B3IERMK).

HETelegraf HET B EEHIUTHIZHEE: E
[agent]E N ZEOutputs.http: POST "\https

. INlace/rest/v1/lace/ingest/EMmxdb"BY s : @it £
ELEBT{E] (<tenant_url>, AT SKESEEY)

Fir b —EEM4HER volvedobject F3E,

AT ARBER N EIFRIERPodEEIETT. — 1R
JINetApp-Cl-monitoring operator-Pod <pod>. H—1
4 gmonitoring operator-Pod? <pod>
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L FIRIE:
XLEPodXS R F P F LS AT MR 14 B9 T 1/E £ 2 BRET ER3E
UrgERR, EEIRXUTIRE: -REHF—PodAE
DA ERZhRZs, Flgn: - {"cifEFid": "Your
-enffl Fid". "cCollector cluster-cluster-": "Your -K8s
-cluster-name". "R %": "prod". "level ": "error"

< "msg": "IEKRMW, FRE: NZhRE3.10.08F &K
RiZhR7A4.18.0", "time": "2022-11-09T08: 23: 08Z"
} ---sNet-observer PodERLinuxR#Zhra=ZE
$94.18.0, <" "uname -r "KERZIRZS. FHHEEFE
©11>=4.18.0

OBEKESER TR LRBEIRE, N7 /EMEI TR
MEEIRS . SRR IE R MBI (NTP)SK & &
LR B Y (SNTP)[EZE Agentit B4/l _ERIRTE],

Net-observer@— 1 "DemonSet. 7EK8sERME T
m B T—1POD, *id FTATFFEMRSHIPOD, H
BT REEEE T CPURAEFENZ REER, HFR
TRPAEBFRENAEMCPU,

BE. REERETHIEERB_craaf-RS_ POD
7£_KSM_PODEmIZ BB, AoBRIER. Ff
BPodiz{T/a. XLHBMNELE,

IIEERIKubberneteshRZS(BP kubectl version)s
NRZBV1.20 xS EERRA. NXEFRHARIPRS,
KEKubernetes Monitoring OperatorZ8ZIKube-state-
metricshRZ51X 3z #5v1.cronjob. X FKubernetes 1.2.x%
BE{RARZA. cronJob#R{iIFv1beta.cronJob,

It Kube-state-metricsk A~ ZlcronJob& R,

“mi8_AgentConfiguration FRY"$FhI K "2y, F

¥% dockerMetricCollectionEnabled"i& & fifalse. B*
FAEE, BSRRERN ILEED", FE: ..
-Z#R. Docker  run-mode: - DemonSet
Bt I -X#F: Docker UNIS sdoc_sif fi
5 f&: UNIX: ///run/Dockero sk......

48 _AgentConfiguration FREY"HFHIK" 2093, FH
¥ outputTimeout 1EHNEM10FD, BXFMER, S
RIRMERAY D F I,

HIREIRR LARER D RIS BFHITIRIE TR

H2023%F108128#2. Data Infrastructure Insight¥tiz
EEBITTEN. UBIFMHNBFRERS;, BExe2XEAX
LT EIRIHZE R BRI ZEE R,
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)

FHBIKubbernetesEH ESMZ LM Data Infrastructure
InsightiR &5

grep event-exporter

sed 's/event-exporter./event-exporter/”
It & #RRZ 79" NetApp-Cl-event-exporter "5 "event-
exporter, 1#E TR, miEIEARIE kubectl -n

netapp-monitoring edit agent, Fi&Elog_file

HE, URME E—PhHRFINENSE4SHEPOD
2R, BEREMMIE. log fileNI&E
J79"Ivar/log/containers/NetApp-Cl-event-exporter .log"
g§"/var/log/containers/event-exporter . log"

fluent-bit:

- name: event-exporter-ci

substitutions:

- key: LOG_FILE

values:

- Ivar/log/containers/netapp-ci-event-exporter.log

B, BELEE BN EEERE,

BXIREZEEMCPUN/SRERFINER. 1S
TdKubornetes Monitoring Operator"fig & 711",

“NEE T ELTF RS, BEEFLKERGG. B
[EINetApp-Cl-Kube-state-metrics Pod,

S FEhEEPO,

BRI LT RE:
WERFEHSHIEPodRI R

“kubectl -n netapp-monitoring get
pods

awk {print $1}'

FAMKubenetes T2 ERAEF ERIPODIAA
=T P

R/ DB EBC B T = S B INetApp-Cl-Kube-state-
metrics PodTo 2B oS AR ME, TIE. StatefulSet
ZE1EIE17. HBEEEE RN A FNetApp-Cl-KUE-
STATE-MErics Pod,

iZ1TKubelnetes OperatorA4& /5. netapo-Cl-Kube-
state-metrics PodT;xE5. 51 &ErrimagePull (o7&
IEENBRIR)o

EEHEOT. EBKubernetestEE 2R "Event

Discarded as older then maxEventAgeSonds";H &

{&e&Operator agentconfiguration 33§ _event-exporter Telegrafa &R HES. 1BH A BIERFAR B EEHo

maxEventAgeSonds(f5Ig. 60%Y). event-exporter
kubeQPS(f5130. 100)#0_event-exporter kubeBurst _(
flgn. 500)1“7Jl] l, BXRXLEREIRTE ZIFA(E
B 1BE 0 EE LI T,

IR M
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SUENNEKBIRER S/ T = Telegraff] BiE WIFHIIR
Hlo FNRAFBEILANBRE. BEERNLMORIBEIE H

¥ _Unproted BN _true, XFiERTelegraf R =1
BINENRED. HTFREZNNE R RE IR .
ALX I gE T REZ 2N, BERFELETMEZBE
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AgentConfiguration {4713

LUF=2_AgentConfiguration_ {47341,

apiVersion: monitoring.netapp.com/vlalphal
kind: AgentConfiguration
metadata:
name: netapp-ci-monitoring-configuration
namespace: "netapp-monitoring"
labels:
installed-by: nkmo-netapp-monitoring

spec:
# # You can modify the following fields to configure the operator.
# # Optional settings are commented out and include default values for
reference
¥ # To update them, uncomment the line, change the value, and apply
the updated AgentConfiguration.
agent:
# # [Required Field] A uniquely identifiable user-friendly
clustername.
# # clusterName must be unique across all clusters in your Data
Infrastructure Insights environment.

clusterName: "my cluster"

# # Proxy settings. The proxy that the operator should use to send
metrics to Data Infrastructure Insights.

# # Please see documentation here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#configuring-proxy-
support

# proxy:

# server:
port:

NOProxy:

username:

password:
isTelegrafProxyEnabled:
isFluentbitProxyEnabled:
isCollectorsProxykEnabled:

H H= H= H HF= FH H

[Required Field] By default, the operator uses the CI repository.

+H =
+H =

To use a private repository, change this field to your repository
name.

# # Please see documentation here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository
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dockerRepo: 'docker.cOl.cloudinsights.netapp.com'

# # [Required Field] The name of the imagePullSecret for dockerRepo.

# # If you are using a private repository, change this field from
'netapp-ci-docker' to the name of your secret.

dockerImagePullSecret: 'netapp-ci-docker'

# # Allow the operator to automatically rotate its ApiKey before
expiration.

# tokenRotationEnabled: 'true'

# # Number of days before expiration that the ApiKey should be
rotated. This must be less than the total ApiKey duration.

# tokenRotationThresholdDays: '30'

telegraf:
# # Settings to fine-tune metrics data collection. Telegraf config
names are included in parenthesis.
# # See
https://github.com/influxdata/telegraf/blob/master/docs/CONFIGURATION.md#a
gent

# # The default time telegraf will wait between inputs for all plugins
(interval) . Max=60

# collectionInterval: '60s'

# # Maximum number of records per output that telegraf will write in
one batch (metric batch size).

# batchSize: '10000"'

# # Maximum number of records per output that telegraf will cache
pending a successful write (metric buffer limit).

# bufferLimit: '150000'

# # Collect metrics on multiples of interval (round interval).

# roundInterval: 'true'

# # Each plugin waits a random amount of time between the scheduled
collection time and that time + collection jitter before collecting inputs
(collection jitter).

# collectionJitter: '0Os'

# # Collected metrics are rounded to the precision specified. When set
to "0s" precision will be set by the units specified by interval
(precision) .

# precision: '0Os'

# # Time telegraf will wait between writing outputs (flush interval).
Max=collectionInterval

# flushInterval: '60s'

# # Each output waits a random amount of time between the scheduled
write time and that time + flush jitter before writing outputs
(flush jitter).

# flushJitter: '0Os'

25



26

# # Timeout for writing to outputs (timeout).
# outputTimeout: '5s'

# # telegraf-ds CPU/Mem limits and requests.

# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/

# dsCpuLimit: '750m'

# dsMemLimit: '800Mi'

# dsCpuRequest: '100m’

# dsMemRequest: '500Mi'

# # telegraf-rs CPU/Mem limits and requests.

# rsCpuLimit: '3

# rsMemLimit: '4Gi'

# rsCpuRequest: '100m'

# rsMemRequest: '500Mi’

# # Skip second run of processors after aggregators
# skipProcessorsAfterAggregators: 'true'

# # telegraf additional tolerations. Use the following abbreviated
single line format only.

# # Inspect telegraf-rs/-ds to view tolerations which are always
present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# dsTolerations: ''

# rsTolerations: ''

# If telegraf warns of insufficient lockable memory, try increasing
the limit of lockable memory for Telegraf in the underlying operating
system/node. If increasing the limit is not an option, set this to true
to instruct Telegraf to not attempt to reserve locked memory pages. While
this might pose a security risk as decrypted secrets might be swapped out
to disk, it allows for execution in environments where reserving locked
memory 1s not possible.

# unprotected: 'false'

# # Run the telegraf DaemonSet's telegraf-mountstats-poller container
in privileged mode. Set runPrivileged to true if SELinux is enabled on
your Kubernetes nodes.

# runPrivileged: '{{

.Values.telegraf installer.kubernetes.privileged mode }}'

# # Set runDsPrivileged to true to run the telegraf DaemonSet's



telegraf container in privileged mode
# runDsPrivileged: '{{
.Values.telegraf installer.kubernetes.ds.privileged mode }}'

=

# Collect container Block IO metrics.
# dsBlockIOEnabled: 'true'

=

# Collect NFS IO metrics.
dsNfsIOEnabled: 'true'

=

# # Collect kubernetes.system container metrics and objects in the
kube-system|cattle-system namespaces for managed kubernetes clusters (EKS,
AKS, GKE, managed Rancher). Set this to true if you want collect these
metrics.

# managedK8sSystemMetricCollectionEnabled: 'false'

# # Collect kubernetes.pod volume (pod ephemeral storage) metrics.
Set this to true if you want to collect these metrics.
# podvVolumeMetricCollectionEnabled: 'false'

# # Declare Rancher cluster as managed. Set this to true if your
Rancher cluster is managed as opposed to on-premise.
# isManagedRancher: 'false'

# # If telegraf-rs fails to start due to being unable to find the etcd
crt and key, manually specify the appropriate path here.

# rsHostEtcdCrt: "'

# rsHostEtcdKey: ''

# kube-state-metrics:
# kube-state-metrics CPU/Mem limits and requests.
cpulLimit: '500m'

#

#

# memLimit: '1Gi'

# cpuRequest: '100m'
#

memRequest: '500Mi’

# # Comma-separated list of resources to enable.

# # See resources in https://github.com/kubernetes/kube-state-
metrics/blob/main/docs/cli-arguments.md

# resources:
'cronjobs,daemonsets,deployments, ingresses, jobs, namespaces, nodes,persisten
tvolumeclaims, persistentvolumes, pods, replicasets, resourcequotas, services, s
tatefulsets'

# # Comma-separated list of metrics to enable.
# # See metric-allowlist in https://github.com/kubernetes/kube-state-
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metrics/blob/main/docs/cli-arguments.md
# metrics:

'kube cronjob created, kube cronjob status active,kube cronjob labels, kube
daemonset created, kube daemonset status current number scheduled, kube daem
onset status desired number scheduled, kube daemonset status number availab
le, kube daemonset status number misscheduled, kube daemonset status number
ready, kube daemonset status number unavailable, kube daemonset status obser
ved generation, kube daemonset status updated number scheduled, kube daemons
et metadata generation, kube daemonset labels, kube deployment status replic
as, kube deployment status replicas available, kube deployment status replic
as_unavailable, kube deployment status replicas updated, kube deployment sta
tus observed generation, kube deployment spec replicas, kube deployment spec
_paused, kube deployment spec strategy rollingupdate max unavailable, kube d
eployment spec strategy rollingupdate max surge, kube deployment metadata g
eneration, kube deployment labels, kube deployment created, kube job created,
kube job owner, kube job status active,kube job status succeeded, kube job s
tatus failed, kube job labels, kube job status start time, kube job status co
mpletion time, kube namespace created, kube namespace labels, kube namespace
status phase, kube node info, kube node labels, kube node role, kube node spec
_unschedulable, kube node created, kube persistentvolume capacity bytes, kube
_persistentvolume status phase, kube persistentvolume labels, kube persisten
tvolume info, kube persistentvolume claim ref, kube persistentvolumeclaim ac
cess mode, kube persistentvolumeclaim info, kube persistentvolumeclaim label
s, kube persistentvolumeclaim resource requests storage bytes, kube persiste
ntvolumeclaim status phase, kube pod info, kube pod start time, kube pod comp
letion time, kube pod owner, kube pod labels, kube pod status phase, kube pod
status ready, kube pod status scheduled, kube pod container info, kube pod co
ntainer status waiting, kube pod container status waiting reason, kube pod c
ontainer status running, kube pod container state started, kube pod containe
r status terminated, kube pod container status terminated reason, kube pod c
ontainer status last terminated reason, kube pod container status ready, kub
e pod container status restarts total, kube pod overhead cpu cores, kube pod
_overhead memory bytes, kube pod created, kube pod deletion timestamp, kube p
od init container info,kube pod init container status waiting, kube pod ini
t container status waiting reason, kube pod init container status running, k
ube pod init container status terminated, kube pod init container status te
rminated reason, kube pod init container status last terminated reason, kube
_pod init container status ready, kube pod init container status restarts t
otal, kube pod status scheduled time, kube pod status unschedulable, kube pod
_spec _volumes persistentvolumeclaims readonly, kube pod container resource
requests cpu cores, kube pod container resource requests memory bytes, kube
pod container resource requests storage bytes, kube pod container resource
requests ephemeral storage bytes, kube pod container resource limits cpu co
res, kube pod container resource limits memory bytes, kube pod container res
ource limits storage bytes, kube pod container resource limits ephemeral st
orage bytes, kube pod init container resource limits cpu cores, kube pod ini



t container resource limits memory bytes, kube pod init container resource
limits storage bytes,kube pod init container resource limits ephemeral sto
rage bytes, kube pod init container resource requests cpu cores, kube pod in
it container resource requests memory bytes, kube pod init container resour
ce requests storage bytes,kube pod init container resource requests epheme
ral storage bytes,kube replicaset status replicas, kube replicaset status r
eady replicas,kube replicaset status observed generation, kube replicaset s
pec replicas,kube replicaset metadata generation, kube replicaset labels, ku
be replicaset created, kube replicaset owner, kube resourcequota, kube resour
cequota created, kube service info, kube service labels, kube service created
, kube service spec type,kube statefulset status replicas, kube statefulset
status replicas current, kube statefulset status replicas_ ready, kube statef
ulset status replicas updated, kube statefulset status observed generation,
kube statefulset replicas,kube statefulset metadata generation, kube statef
ulset created, kube statefulset labels, kube statefulset status current revi
sion, kube statefulset status update revision, kube node status capacity, kub
e node status allocatable, kube node status condition, kube pod container re
source requests, kube pod container resource limits,kube pod init container

_resource limits,kube pod init container resource requests'

# # Comma-separated list of Kubernetes label keys that will be used in
the resources' labels metric.

# # See metric-labels-allowlist in https://github.com/kubernetes/kube-
state-metrics/blob/main/docs/cli-arguments.md

# labels:
'cronjobs=[*],daemonsets=[*],deployments=[*], ingresses=[*], jobs=[*], namesp
aces=[*],nodes=[*],persistentvolumeclaims=[*],persistentvolumes=[*], pods=]
*]1,replicasets=[*], resourcequotas=[*],services=[*],statefulsets=[*]"

# # kube-state-metrics additional tolerations. Use the following
abbreviated single line format only.

# # No tolerations are applied by default

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# tolerations: "'

# # kube-state-metrics shards. Increase the number of shards for
larger clusters if telegraf RS pod(s) experience collection timeouts
# shards: '2'

# # Settings for the Events Log feature.
# logs:
# # Set runPrivileged to true if Fluent Bit fails to start, trying to
open/create its database.
# runPrivileged: 'false'
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"TCP" .
#

#

# If Fluent Bit should read new files from the head, not tail.
# See Read from Head in
//docs.fluentbit.io/manual/pipeline/inputs/tail

readFromHead: "true"

# Network protocol that Fluent Bit should use for DNS: "UDP" or

dnsMode: "UDP"

# DNS resolver that Fluent Bit should use: "LEGACY" or "ASYNC"
fluentBitDNSResolver: "LEGACY"

# Logs additional tolerations. Use the following abbreviated single

line format only.

#

# Inspect fluent-bit-ds to view tolerations which are always

present. No tolerations are applied by default for event-exporter.

#

# Example: '{key: taintl, operator: Exists, effect:

NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

id
#

id
#

fluent-bit-tolerations: "'

event-exporter-tolerations: ''

# event-exporter CPU/Mem limits and requests.
# See https://kubernetes.io/docs/concepts/configuration/manage-

resources—-containers/

#

#
id
#

H =+

#
#

event-exporter-cpulLimit: '500m'
event-exporter-memLimit: '1Gi'
event-exporter-cpuRequest: '50m'
event-exporter-memRequest: '100Mi'

# event-exporter max event age.
# See https://github.com/jkroepke/resmoio-kubernetes-event-exporter
event-exporter-maxEventAgeSeconds: '10'

# event-exporter client-side throttling
# Set kubeBurst to roughly match your events per minute and

kubeQPS=kubeBurst/5

#

# See https://github.com/resmoio/kubernetes-event-

exporter#troubleshoot-events-discarded-warning

#
#

id
#

event-exporter-kubeQPS: 20
event-exporter-kubeBurst: 100

# fluent-bit CPU/Mem limits and requests.
# See https://kubernetes.io/docs/concepts/configuration/manage—-

resources—-containers/

id
#
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fluent-bit-memLimit: '1Gi'



# fluent-bit-cpuRequest: '50m'
# fluent-bit-memRequest: '100Mi'

# # Settings for the Network Performance and Map feature.
# workload-map:
# # netapp-ci-net-observer-14-ds CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/
# cpulLimit: '500m'
# memLimit: '500Mi'
# cpuRequest: '100m’'
# memRequest: '500Mi'’

=

# Metric aggregation interval in seconds. Min=30, Max=120
# metricAggregationInterval: '60'

# # Interval for bpf polling. Min=3, Max=15
# bpfPollInterval: '8'

# # Enable performing reverse DNS lookups on observed IPs.
# enableDNSLookup: 'true'

# # netapp-ci-net-observer-14-ds additional tolerations. Use the
following abbreviated single line format only.

# # Inspect netapp-ci-net-observer-14-ds to view tolerations which are
always present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# l4-tolerations: ''

# # Set runPrivileged to true if SELinux is enabled on your Kubernetes
nodes.

# # Note: In OpenShift environments, this is set to true
automatically.

# runPrivileged: 'false'

# change-management:
# # change-observer-watch-rs CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/
# cpuLimit: '1'
# memLimit: '1Gi'
# cpuRequest: '500m'
# memRequest: '500Mi’'

# # Interval in minutes after which a non-successful deployment of a
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workload will be marked as failed

# failureDeclarationIntervalMins: '30'

# # Frequency at which workload deployment in-progress events are sent
# deployAggrIntervalSeconds: '300'

# # Frequency at which non-workload deployments are combined and sent
# nonWorkloadAggrIntervalSeconds: 'l5'

# # A set of regular expressions used in env names and data maps whose
value will be redacted

# termsToRedact: '"pwd", "password", "token", "apikey", "api-key",
"api key", "jwt", "accesskey", "access key", "access-key", "ca-file",
"key-file", "cert", "cafile", "keyfile", "tls", "crt", "salt",
".dockerconfigjson", "auth", "secret"'

# # A comma separated list of additional kinds to watch from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"authorization.k8s.io.subjectaccessreviews"'

# additionalKindsToWatch: ''

# # A comma separated list of additional field paths whose diff is
ignored as part of change analytics. This list in addition to the default
set of field paths ignored by the collector.

# # Example: '"metadata.specTime", "data.status"'

# additionalFieldsDiffToIgnore: ''

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

# kindsToIgnoreFromWatch: ''

# # Frequency with which log records are sent to CI from the collector
# logRecordAggrIntervalSeconds: '20'

# # change-observer-watch-ds additional tolerations. Use the following
abbreviated single line format only.

# # Inspect change-observer-watch-ds to view tolerations which are
always present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# watch-tolerations: ''
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Shared Resources Namespaces Workloads

Namespaces (5)

Name 4 CPU Usage (cores) Memory Usage (GiB) Workload Count
netapp-menitoring 0.25 0.38 4
kube-system 0.01 0.03 3
kube-public 0.00 0.00 0
kube-node-lease 0.00 0.00 ]
default 0.00 <0.01 1

T1EE

EH. TEAHERRZETES M aIT PN IELEIIR. BXERCPUNRNEERIB. BhanR=E
HEEADRNT BE1,

Shared Resources Mamespaces Worldoads

Workloads (8)
Name + CPU Usage Memory Usage Mamespace
(cores) (GiB)

telegraf-rs-fogg 0.24 0.24 netapp-monitoring
telegraf-ds-k957c 0.01 0.10 netapp-monitering
nginx 0.00 =0,01 default
monitoring-operator-6fcf4755ff-p2csk =0.01 0.02 netapp-monitering
metrics-server-Tb4fsb595-f7jof =0.01 0.01 kube-system
local-path-provisioner-64d45Tc435-289gx =0.01 0.01 kube-system
kube-state-metrics-7995366f3c-t8c49 =0.01 0.01 netapp-monitoring
coredns-5dE9dcT5db-nkwSp =0.01 0.01 kube-system
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NetApp Cloud Insights Demo [/ Kubernetes [

Filter By = Kubernetes Cluster ci-demo-01

Change Analysis

» X MNamespace netapp-fitness-store-01

» X Workload Name frontend

~x@e

Dec 14,2023
O 10:29 AM - 10:38 AM

Reset Zoom  Bucket: 20 seconds

1
10:36 AM

Triggered On : name

Deployment:
catalog

Deployment:
catalog

Deployment:
frontend

Deployment:
catalog

Deployment;
catalog

1 T
1037 AM 10:38 AM

Last updated 12/14/2023 1:29:55 PM

Status

Active

Complete

Resolved

Resolved

Active

Kind Health Pods Storage Labels
Alerts hs @2 Deploys 01 0 Deployment Unhealthy 2f2 ] 5
Timeline
B @ rontena > O ——
[ ] @ catalog > ] 00 De— e
W
1 1 1 1 I 1
10:30 AM 10:31 AM 10:32 AM 10:33 AM 10:38 AM 10:35 AM

Compareto: @ Changes

Type Summary Start Time Duration
Workloads

@ aL-279510 Workload CPU Throttling 12/14/2023 10:35:00 AM
|1 order

frEnaEs anc0 ens 0O Deploy 5 attributes changed 12/14/2023 10:30:01 AM 5minutes
catalog
4 Changes and 18 Alerts O AL-279476 Workload Network Latency-  12/14/2023 10:04:00 AM 27 minutes
Changes and 18 Ale RIT High

[] point-of-sale A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM 1 minute
Kubernetes Resources A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM
|7 Mamespace (8} 4 .

A AL-27989T Workload CPU Throttling 12/14/2023 10:28:00 AM 1 minute
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Deployment:
catalog

Resolved

£FEHData Infrastructure InsightBy[ESEE Boifl#T. 3/ ESCERMKE RRRIFIMEE

ThER. i AIZEFEKubernetes

AR Emizger Lize
MUK EE BARIETESEE.,

=E %

45



Filter By = Kubernetes Cluster stream-54 ¥ X Namespace | kube-system X ¥ | X Workload Name = coredns v I o
Kind Health Pods Storage Labels
0 8 0 0
fleits o Bebloy= Deployment Healthy 11 0 3
Timeline Bucket: 6 minutes
Wil AR S AR SRR A R . N 000
I ' | | ' 1 i i 1 ) ' '
12:30PM 12:45PM L1:.00 PM LI1SPM L30PM 1:A45PM 2:00 PM 215PM 230 PM 2:45PM 3:00PM 3:15PM
Compare to: @ Changes Last updated 11/28/2023 3:17:05 PM
Type Summary Start Time Duration Triggered On : name Status
O AL-2982983 once Workload Down copy ~ 11/28/2023 3:07:00 PM 1 minute Deployment: Resolved
coredns
© 212982989 once Workload Down copy  11/28/2023 3:07:00 PM Deployment: Active
coredns
© AL-2932887 once Workload Down copy ~ 11/28/2023 3:01:00 PM 1 minute Deployment: Resolved
coredns
© A1-2982837 once Workload Down copy ~ 11/28/2023 3:01:00 PM Deployment: Active
coredns
O AL-2982782 once Workload Down copy ~ 11/28/2023 2:57:00 PM 0 milliseconds Deployment: Resolved
coredns
© A1-2982782 once Workload Down copy ~ 11/28/2023 2:57:00 PM Deployment: Active
coredns
O AL-2982441 once Workload Down copy ~ 11/28/2023 2:32:00 PM 1 minute Deployment: Resolved
coredns
O AL-2982441 once Workload Down copy ~ 11/28/2023 2:32:00 PM Deployment: Active
coredns
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TP RERRZVFBTINIEAH. SN TEAESINABRFTRRASZIEMEBEXNERE, 25T
{ECA I FEE AT S B 2R 44 (Kubernetes Explorer).

46

EKHMKR(TEAHMRE)HAEDITEHET).



Top 3 Workloads
with Most Alerts

S RER

5 @ catalog

Analyze:

Changes and Alerts
Change Analysis (here]

Infrastructure
Kubermetes Exmilorer

Dependency and Flow
Workload Map

Log Analysis
Event Logs

=i
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AR BELUARAERIKEXF o
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& Deploy Failed X

Summary
Start Time End Time Duration
10/18/2023 2:40:01 PM 10/18/2023 2:50:02 PM 10 minutes

Triggered On : kind
Deployment

Triggered On

@ ci-demo-01 »

@ netapp-fitness-store-01 >

@ billing-accounts »

Failure Detail

Reason For Failure
ProgressDeadlineExcesded - ReplicaSet "billing-accounts-6ddc7df546" has timed out progressing,

Message
Failed deploy

Changes (2)

Attribute Name

spec.template.spec.containers]
0].image

metadata.annotations.deploy
ment.kubernetes.io/revision

All Changes Diff

Previous

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.0

2064

MNew

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.09

2965

Associated Events

EventLogs

Etf. EFERAEHEXERNOFAEE. BEMAERN SRR UM ERER AN ELHNER.
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