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1. ez a1, BATER Administrator kP &R E] ONTAP , HEMIE A diagnostic-level commandso.
2. FERUTHTEEREAR,

security login role create -role ci readonly -cmddirname DEFAULT -access
readonly

security login role create -role ci readonly -cmddirname security
—access readonly

security login role create -role ci readonly -access all -cmddirname
{cluster application-record create}

3. FAUTHLRNERIEZAF, HiT create ¥ E, RFABRTEMNALLEF L,

security login create -username ci user -application ontapi
—authentication-method password -role ci readonly

SNSREF AD/LDAP K, MIsF<R A

security login create -user-or-group-name DOMAIN\aduser/adgroup
—application ontapi -authentication-method domain -role ci readonly

IR BUTER B SIRAERSE -

security login rest-role create -role ci readonly rest -api
/api/network/ethernet -access readonly

security login create -user-or-group-name ci user -application http
—authmethod password -role ci readonly rest
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Role Command/ Access
Vserver Name Directory Query Level

clusterl ci readonly DEFAULT read only
clusterl ci readonly security readonly

clusterl::security login> show

Vserver: clusterl

Authentication Acct

UserName Application Method Role Name

ci user ontapi password ci readonly

Locked

YR ONTAPIHIRIIEHIIRBEARIERM. MData Infrastructure Insight RESTIHERIBER K. MM
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AU Foi&iBid HTTP &#2El ZAPI

WBELM, FHEI SSLException
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HMEZEIR: ZAPI MNAYEIRMCEER 13001 , " ¥ EWL, mEASH IP k. BRIENEIM AU It
BERITF " ZAPI 812134 60 , MBS "API &k BN NG LITETHS

RBY5ERY " ZAPI IR &2 "initialize_session ()

ReturnD NULL environment " ZAPI 41245525 14007

, MRZE2E "Node is not healthy"

£33
E] . BRI TRME:
FTEM ZAPI WS ERE " $HIR XEEREN RS RET. EEITTRESHUT

<. > system node systemshell -node *
-command "spmctl -h cmd — stop ; spmctl -h cmd —
exec
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2. KeRAERH_admin_HIVserverfI &R, EIGERLHSHERILET,

vserver show -type admin

. ERUTHLEIZAR:

security login rest-role create -role {role name} -api /api -access
readonly

security login rest-role create -role {role name} -api
/api/cluster/agents -access all

vserver services web access create -name spi -role {role name} -vserver
{vserver name as retrieved above}

security login create -user-or-group-name {username} -application http
-authentication-method password -role {role name}

3. FRAMUTHLIERIEAF, T create ¥fE, RFARKRTEMALLEFES,

security login create -username ci user -application http

—authentication-method password -role ci readonly

WNREA AD/LDAP 1k, MEn<$ A

security login create -user-or-group-name DOMAIN\aduser/adgroup
—application http -authentication-method domain -role ci readonly

ERNAENARERERIN TR EirahaIsESBRRARR:



security login

Vserver

<vserver name>

2 entries were

rest-role show

Role
Name

restRole

displayed.

-vserver <vserver name> -role restRole

Access
APT Level
/api readonly
/api/cluster/agents all

security login show -vserver <vserver name> -user-or-group-name restUser

Vserver: <vserver name>

Second
User/Group Authentication Acct
Authentication
Role Name Locked Method

Name Application Method

password restRole no none

T#%
EMICHIBIONTAP (ontapi)2IEUNEE2S: T2 EIFTAIONTAP RESTURE 2. 1BHITLUTIRIE:

1. IIRESTUREEER, BWWANAFPESSNE—MREREENAFR AR, . EHA EENRESHIE
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