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FASZAFF 8080

BRIRAVER

BT Z SRR RRBIONTAPE SR EMR I T SRONTAPIT 28, EILEH T IR SR SRECE SR
AHRERA BRI SRR S

EENRREBSAX ONTAP APl WE AR, XBEFE—MEEHLHIRKS, HEBUEINR,

BEEBRNBIEEMIENDRR NS EAMIK, . BEAEHEEEESAR /B EREIONTAP, Al
TEONTAPARSS 28 LHITIA Fan<:

1. Feazai, BATER Administrator lKFP & RE| ONTAP , F BB diagnostic-level commands,
2. FAUTHLEIREREAE,

security login role create -role ci readonly -cmddirname DEFAULT -access
readonly

security login role create -role ci readonly -cmddirname security
-access readonly

security login role create -role ci readonly -access all -cmddirname
{cluster application-record create}

3. FRUTHESERRIEMAF . HIT create i¥fa, RARKRRERANLLEFZE,

security login create -username ci user -application ontapi
—authentication-method password -role ci readonly

YNERER AD/LDAP 1K, MIsF<R A

security login create -user-or-group-name DOMAIN\aduser/adgroup
—application ontapi -authentication-method domain -role ci readonly

IR B SRR I 2R -

security login rest-role create -role ci readonly rest -api
/api/network/ethernet -access readonly

security login create -user-or-group-name ci user -application http
—authmethod password -role ci readonly rest

ERNAENARERERN TR, KirmteIsesEmRE:
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Role Command/ Access
Vserver Name Directory Query Level

clusterl ci readonly DEFAULT read only

clusterl ci readonly security readonly

clusterl::security login> show
Vserver: clusterl

Authentication Acct

UserName Application Method

ci user ontapi password

Role Name Locked

ci readonly no

YR ONTAPIHIRIIEHIIEBEARIERM. MData Infrastructure Insight RESTIEERIBER K. MM

@ HREHIELITIR, Fla. NREELHIEEMIEERAR WSS EBA T ZIhEE. BRHKED
BEONTAP LHIAR. MIRERKK, Lo WMRFEFEEONTAPLEX ARG, MEER
DMIREST APITHEE. EHRIG _http_RINZEI LA EH,

AR
SNRIEEIREW SRR L IR, BEIARITU TR
AR

]

BRI T80E:

1ZU 401 HTTP MERZEY 13003 ZAPI $£i21CRS, ZAPI  HERAFP ZFZR6E LU R,

R " APRAE " 8 " RIRINEA LS
EBRANT 8.1

ZAPI 3&[g] "cluster role is not cluster_mgmt LIF"

HiR: " AXEF 7 R EAERSE

Bidla, ZAPI &<RK

AU TTiE@id HTTP &3] ZAPI

WBERM, FHI SSLException

HEREER: ZAPI N AYEIRACAS A 13001 ,

ERTIHNRMERAERN 8.1 . FHEEISZIFHIREMRZA.

AU FES58EERE IP #1T8E. 10F IP HIREFE
BN HEAM IP

NRFEAIEIEWEE R LI 7 1877528, Nelaes
REXMIER. 1ER IP Be#EM cdot & &%

AU SEEnE R, BN, KOS IP it
tt, ARENZEIRAM AU BN 1TIEITaR <,

HE ZAPI s OB BT AN A, R AU Ziim SSL
ERFAEANE, NBER/RRK.

AU [EEE IR M7FE8S EMAi A iz O &1% SSL, 1
& ZAP| x2S SSL A 2FEAE MK,

"8 KBRS, wWOSH P ik, AFRENSIHM AU T

EEARFTH " ZAPI #HiRE54 60 , MNEE "API R BN LITEITH S,

FZBY5ERE " ZAPI MR & & "initialize_session ()

ReturnD NULL environment " ZAPI 21259 14007

, MM &% "Node is not healthy”
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MERE

a] R : BRI T 8E:
" ToEM ZAPI ISR MERE " $R1R X@E 2Rt RIETT. BB TRLEZHUT
#8<: >_system node systemshell -node *

-command "spmctl -h cmd — stop ; spmctl -h cmd —
exec

BXAEMER, BB S MER SRR SRR,

NetApp ONTAP REST#kiElgEE 28

LR EE RS EAAREST APIAR MIZITONTAP 9.14 1 N E SR ANZE RS REF
B, EMSHEMM4RELIE, 3T FRHIRAHONTAPR S, 1BERETZAPIEINetApp
ONTAPEHURE IR UREE28 ST,

ONTAP RESTUWE S I AT ER T ETONTAPIFURESS, FEib. WESIREIEIRAIREFTE
@ 8. BXONTAPIFIRESTZEIEZHEMEE. BB I"ONTAP 9.14.1 ONTAPIZ|RESTHYBR
EI =R
ER
e EFM AL SR ERNERINT
s SARERS LR A B RIAIRASINAPKF, 5ER. QIEFMWRESTRHF/AENEEEIERNER,

° MIfRE L. BUEEMZRRRAETELHIRENEK, EE@ONTAPIETEM. FE—LEEANXR, &
S TEN_KXFRREEE .

* ONTAP 9.14 1S E = hR 4o
* ImEAEK: 443
BRNRRER

B FIF SRR IRTFZRIONTAPE BIREKH TS HRONTAPITH s, RGN iR EESRECE LD
PR ER ERERIH R SRR E R,

BEEERS AIERMEMERDCIEDMK . BERAEHEEEERRAP B/ZBEREIONTAP. A5
EONTAPARSS 28 LUITLA T &<

1. YAz a1, BATER Administrator kP &R E] ONTAP , HEMIEHA diagnostic-level commands.
2. \FRIEE A _admin_KVserverfI B iR, EIGEELGSHERILLRZR,

vserver show -type admin

. ERUTHLEIRAR:
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security login rest-role create -role {role name} -api /api -access
readonly

security login rest-role create -role {role name} -api
/api/cluster/agents -access all

vserver services web access create -name spi -role {role name} -vserver
{vserver name as retrieved above}

security login create -user-or-group—-name {username} -application http
-—authentication-method password -role {role name}

3. FERAUTHSIRRIEZAF, HIT create <fE, RFERKIEREMALLRAFNERD,

security login create -username ci user -application http
—authentication-method password -role ci readonly

YR 1FEFE AD/LDAP 1k, MR A

security login create -user-or-group-name DOMAIN\aduser/adgroup

—application http -authentication-method domain -role ci readonly

ERNBENARERERN TR Lirab I sESBRRAR:

security login rest-role show -vserver <vserver name> -role restRole

Role Access
Vserver Name API Level
<vserver name> restRole /api readonly
/api/cluster/agents all

2 entries were displayed.

security login show -vserver <vserver name> -user-or-group-name restUser

Vserver: <vserver name>

Second
User/Group Authentication Acct
Authentication
Name Application Method Role Name Locked Method
restUser http password restRole no none
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UTAREERTEE ONTAP BIEEEFER T ERNE LA RN RESE, HRFSKERERTHM
BRI SR,
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* B &P —ENTRESRITIESHRYIR, IREHPHMMETSNESEKEMER, NRE
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