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Cloud Insights Support

NetApp Serial Number:
123456783011234567890

AWS Customer [D:
AbCdEfGhI12345678390zyxWVU

Support activation is required to enable support with NetApp through web ticket or

phone.
Activate Suppaort at register.netapp.com.

Check this box to allow NetApp access to your instance of Cloud Insights.

Knowledge Base

Search through the Cloud Insights
Knowledge Base to find helpful
articles.

Learning Center

Cloud Insights Course List:
» Hybrid Cloud Resource Management
s Cloud Insights Fundamentals
» Cloud Resource Management
» Cloud Secure

Proxy Settings

Documentation Center

Visit the Cloud Insights
Documentation Center to find step by
step instructions to help you get the
mast out of Cloud Insights.

Cloud Education All-Access Pass:
Visitand subscribe the Cloud Education All-
Access Pass to get unlimited access to our best

cloud learning resources.

Need to setup proxy sxceptions? Click here to learn more.
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Contact Us
Need help with Cloud Insights?
Technical Support:

Open a Support Ticket | Phone
(P1) | Chat

Communities

Join the Cloud Insights Community to
follow ongoing discussions or create a
new ane.

Course Catalog:
Browse the Learning Services Product Catalog to find all
the courses that are relevant to you.

Sales:

Have questions regarding your
subscription?

Contact Sales.

Feedback

We value your input. Your feedback
helps us improve Cloud Insights.
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Cloud Insights Support

MetApp Serial Number: MetApp Subscription Name:
95011122233344458512 A-000012345

Support activation is required to enable support with MetApp through chat, ticket or phone.
Activate Support at register.netapp.com.

Check this box to allow NetApp access to your instance of Cloud Insights.

S EEWAMBFFEMRE, ARRE "R *.

Existing Customer Registration

The fields marked with * are mandatory

First Mame®
Last Name”
Company”
Email Address®

Product Line” Cloud Insights v
Billing Provider * NetApp v

Cloud Insights Serial # * L] “5@ 05012235021303893918
MetApp Subscription Name * (] e.g. A-S0000100

Add another Serial #

4. MRRKREFR, RAZBAPEBET " SRIHREM " E. SHTEMAINSS SSO AR & XEXRIE
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New Customer Registration

IMPORTANT: After submitting, a confirmation email will be sent to the email address filled-in the
form. Please click the validation link in that email to complete the registration.

The fields marked with * are mandatory

First Name®

Last Mame™

Company*
Email Address”
Office Phone*

Address Line 1*
Address Line 2
Postal Code / City”

|
|
|
|
|
Alternate Phone |
|
|
|
|
|

State/Province / Country™ | - Select - v

Netdpp Reference SN |
If you currently own a NetApp product, please provide the Serial Mumber
for that product here in order to speed-up the validation process

Product Line* Cloud Insights v

Billing Provider * Metipp v

Cloud Insights Serial # * @ |e.g. 95012235021303893918 |

MNetApp Subscription Name ~ @ |E-D. A-50000100 |
Add another Serial #

Socty chock  Randno |
Fnter the rharartars shnwn in the imane tn varife vonr =

1. 3%$%_Data Infrastructure’AZR 1_{EAF MLk, EFEITERIREE (NetAppHAWS). HE(#Data
Infrastructure InsightFl F R EFHIHelp > Support(FEEI>1F)RE. RHEENFTISHINetAppiT iR &R
HAWSEFID:




Cloud Insights Support

MetApp Serial Number: MetApp Subscription Name:
95011122233344455512 A-000012345

Support activation is required to enable support with MetApp through chat, ticket or phone,
Activate Support at register.netapp.com.

Check this box to allow MetApp access to your instance of Cloud Insights.
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View Installed Systems

Selection Criteria

» Select: Serial Number (located on back of unit) ¥ | Then, enter Value: Go!
Enter the entire value, or use asterisk (*) for wildcard searches. (Wildcard search does not apply to Serial Numbers)
Wildcard searches may take some time.
Enter the Cluster Serial Number value without dashes.

-0OR-

* Search Type Product Famlly (optlonai)
Serial Numbers for My Location v _SAAS CLOUD INSIGHTS
City (optional): State/Province (optional):
US and Canada Only ¥
Postal Code (optional): Country (optlonal)
- Select One ¥ | Go!

4k

Details

If you see any discrepancies or errors in the information shown below, please submit Feedback and be sure to include the serial nu

Data Infrastructure Insight Data Collectorsz1%%5I1%
TR EHRERN THA X RINHUEKERRIE BSMFAE REUEE M AR RN SR 215k,

Role=,
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FE WiER

HTTP JREVERT#)ER FRINES 30

SR FIEA A9 UTF-8 SRHIEIE N E SRR B RS TARAE PN EREA
UTF-8 &=

MaERimERR (7 ZRINEFI900F,

= A Cr G e S 58 ONTAP &£, ERILEMAERETES
é)gNTAP SRITEER IR, MIIRPIERFENITHEK

SRR f¥FData Infrastructure InsightU 8 S B¥ 3SR ERHR

HAER. BT ERIEEMIERREE R Z 5N

IR IREONTAPRAGEC B NI STHAE R . H

HRIVIRIRBIERR. MR IR EBIE R IX B 3R
BRZRMWER, 520 TEAINREESEI

ONTAPINZIEHT

Z " ONTAPRE A IR IR IR M 7 IhRENR. AIRTRENAHER. FTEZIHIRHNARZ
FNESHA2E. BNRH—EES; —MRKE. NRESS5HIRPHESETER—RT. NZFNAER,

SFHNES:

A200 A220 A250 A300 A320 A400 A700 A700s A800 A900 C190 FAS2240-4 FAS2552 FAS2650 FAS2720
FAS2750 FAS8200 FAS8300 FAS8700 FAS9000

FFFHES

FAS2620 AFF FAS3250 FAS3270 FAS500f FAS6280 FAS/FAS8020 FASEXAFF FAS 8040 FASEXAFF 8060
FASZLAFF 8080

BRIREERE

T IF SRR IR TFZRAIONTAPE BIRE K TS HRONTAPITHE s, FILEATEHERERSREICESD
AHRERA SR SRR S

EENHRREBSAX ONTAP APl WE AR, XBEFE—IMEELFIRKS, HEBUEINR,

BASRL N SIERMIRIDRRDEIRAMIKF . BEREHEEEERAF Z/ZBEEREIONTAP. AR
TEONTAPARSS 28 LIITIA T an<:

1. FFsaZ a1, BATER Administrator PSR E] ONTAP , HEMIER diagnostic-level commands.
2. FRAUTHSERRIRAR,
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security login role create -role ci readonly -cmddirname DEFAULT -access
readonly

security login role create -role ci readonly -cmddirname security
—access readonly

security login role create -role ci readonly -access all -cmddirname
{cluster application-record create}

3. FERAMUTHLERIEAF, HiT create /G, RARRTEMALLEFHES,

security login create -username ci user -application ontapi
—authentication-method password -role ci readonly

YNER{ER AD/LDAP K, MIsE<R A

security login create -user-or-group-name DOMAIN\aduser/adgroup

—application ontapi -authentication-method domain -role ci readonly

IR BUTER B SHRATERIE

security login rest-role create -role ci readonly rest -api
/api/network/ethernet -access readonly

security login create -user-or-group-name ci user -application http
—authmethod password -role ci readonly rest

ERNAEHERERERITFAT. SRR ERTR:

Role Command/ Access
Vserver Name Directory Query Level

clusterl ci readonly DEFAULT read only
clusterl ci readonly security readonly

clusterl::security login> show

Vserver: clusterl

Authentication Acct

UserName Application Method Role Name Locked

ci user ontapi password ci readonly no
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YR ONTAPIHIRIEHIE BERIERM. MData Infrastructure Insight RESTIEERIBERRI. MIMF

@ BSEHIEHITMR, Hli0. WREEHIEEMIEMERDUNER LBR 7123088, BRRED
EONTAP_LHINPR. MIKERFEM, Lo, tNRLFEFEONTAPLENXEAE. MEER
IREST APIThEE. iBHMRIE_http AL AEH,

HEEHR

SNR LIRS SR INAE, BEIHPITATIRE:

e

E] . BRI TRME:

UL 401 HTTP MRZEY 13003 ZAPI SRS, ZAPI HERFARMED LKA IR,
RE] " RARE " B " RIEREA LA

S BHRANTF 8.1 ERTIFMNRIERARN 8.1 . AR LIFMNRITARAS,

ZAPI R[] "cluster role is not cluster_mgmt LIF" AU ZESEEEIE IP #TIBE. KT IPHIRIEZE
B NEM IP

IR " A7 EXEERS NRFERILEIRNES R I 7 1B 17fE2s, NITTRES
KEXMER. 15 IP EXAEA cdot £,

FitfE, ZAPI HS%KM AU SE£EHBEHIRE, NEMLS, mOSH IP i
it BRPENZIEM AU BN G SITIETH S,

AU T3k HTTP &3 ZAPI KE ZAP| iIn B BEZANXA, MR AU =idmE SSL
ERTRRANAE, NBERHEK.

BIERM, FHI SSLException AU EEZRMF#Eas EAVAX AR O &% SSL, 1

& ZAP| ix21ES SSL R 2FEAEMIE,

HMEZEIR: ZAPI IRZAYEEIRACES 0 13001 , " ¥ TR, mOSH IP ik, APEMEIEM AU I+
BERITH " ZAPI $8I2XE5 0 60 , MEEE "API kK BHHGLITETH S,

YEEYSERE " ZAPI BN B S “initialize_session ()

ReturnD NULL environment " ZAPI 813/ 14007

, MM E% "Node is not healthy"

MEBE
i BRI T #E:
" TTEM ZAPI UREETERE " fHiR XEEERNEESRITRIET. EBTTRESHUT

8<% >_system node systemshell -node *

-command "spmctl -h cmd — stop ; spmctl -h cmd —
exec

BXEMESR, BN ST EN SRR ESE S TIR"

NetApp ONTAP REST#UREUREE2S

L EGEUE 2R ERAREST APIAR MIZITONTAP 9.14. 1 B S RASHFER AR ES
B, EMSHEMM4EEEIRE, T RHIHRABIONTAPR S, BERETZAPIEINetApp
ONTAPHIE BB U S 28 3T,
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ONTAP RESTUrEE 2R Bl B F & LIBTETONTAPIRIUR EERR, Ak, WETIRERIISIRRI BEIFTE
@ o BXONTAPIFIRESTZBZEERIFHMEE. ES I "ONTAP 9.14.1 ONTAPIZIRESTHIM:
%T‘Sszéo

XK
FCEM AL BRI SRR BRI T

* BATEENSIHIR R BFEIRREAAINAFIKF, 5318, SIBRMNRESTHEF/AENFEEEESNR,

° MInEE LR, BUREMZBMRERNETERHIRENER. EEEONTAPETEM. FE—EEAKIR. 15
S TER_XTFRRIGESED .

* ONTAP 9.14 1K E =R 4o
* IWOEK: 443

BRINREERE

R FiF SRR TAZAIONTAPE BIREMK I TS HRONTAPITH 4428, FALERE B ERSRECER S
PR A EASRIH SR SIERE R,

EEEBHLMAHIEEMEMERDCIEDMKS . BEREREIEEIERBF A/ZIBEREIONTAP. AG
TEONTAPHRS 88 L HITA T @<

1. FFYaZ e, BATER Administrator P &R E] ONTAP , HEME A diagnostic-level commandso.
2. KORAERH_admin_HIVserverfI&Z . EIGERLHLHERILBETR,

vserver show -type admin

. ERAUTHLEIRAR:

security login rest-role create -role {role name} -api /api —-access
readonly

security login rest-role create -role {role name} -api
/api/cluster/agents -access all

vserver services web access create -name spi -role {role name} -vserver
{vserver name as retrieved above}

security login create -user-or-group-name {username} -application http
-authentication-method password -role {role name}

3. FAUTHSUNERRIZAF., 1T create 89 fE, RASIRTEMALLEFAHZE,

security login create -username ci user -application http
—authentication-method password -role ci readonly

YNSREF AD/LDAP K, MISE< R A
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security login create -user-or-group-name DOMAIN\aduser/adgroup

—application http -authentication-method domain -role ci readonly

ERNAENAFRERERIN TR SRt sESBRRARR:

security login rest-role show -vserver <vserver name> -role restRole

Role Access
Vserver Name APT Level
<vserver name> restRole /api readonly
/api/cluster/agents all

2 entries were displayed.

security login show -vserver <vserver name> -user-or-group-name restUser

Vserver: <vserver name>

Second
User/Group Authentication Acct
Authentication
Name Application Method Role Name Locked Method
restUser http password restRole no none
AR

2 MITHIRIONTAP (ontapi)#iEU &2 T2 EIFTAIONTAP RESTU 2R, 1BHITLATIRIE:

1. IIRESTUREER. BIWWANAFPESSAE—MREREENAFR AR, . EHAEENRESHIE
THIABF.

2. HE E—PURERRR. FEEFBHREEIIE,

3. ILFTRIRESTIREE SR RELIEE D300, RBRIEIHREIAR BN " ER "B EREIE.

4 REEEE. MERESTUSESRMERERE. BRIZEEIMERFRE.
NRFE. B LUERABEENIRREE E—MrEEES,

BE

FEE ks

ONTAPEIZIPiiiE NetAppSE B IPHINIL R T2 REH B, DMNEEHE
12IP/FQDN,

ONTAP RESTAHF & NetApp BB &

ONTAP RESTZH NetApp SEE¥HYEHD
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BREMSSE#IREE R IR ] BEONTAP EMSHE S 4R, BIAE
TR TF B RRES.

EMS#EiaaFR(F)) AIANMEH607D,

A&

aﬁEEEtH SHTEERMONTAPEUEIREE R EF R, AEMIEREHIE, NTFARENEMHELE, HBIBTRZ
BEEBRANARE, EEBIENESIEHTHRERRE, BISEUTAE:

T 1 BISRIE HIEEMZRNTRZR 1 —iF
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RAID 4H g
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it FETR

RE FhEt

LUN &

& NEE

Storage Virtual Machine/Vserver Storage Virtual Machine

ONTAP #iEEIEANIE

UTAREERTEE ONTAP HIEEERFER T ERNE LA RN RESE, HRIFSKEHRERTHM
R ERSS.
T#i#

* BShEEPE-NERTRESITRESHRIIR. MREHETHAETRNESEKEER, NRS
ER—TESHM,

* Vendor —5EREHEkIERIVEZIM Vendor ZFFFEREL

* Serial Number—PF&%!JUUID

* 1P —BERHIERTEEN IP HENR,

* ACED R As—E

* ISR E—RATPABEYIEHENER 2 2/, MAEHABNME,

¢ IER—RERENEEENBE AL EAE A EPMERIER. ER8ER . Data Infrastructure Insight2E1%
KREUXFME. (BESLEEHIEMNLE, Data Infrastructure InsightiE SRIEZS MREENFIHEER
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TIOPSHIIAGTE. MAEEHMETIRIZFItEIhEE,

- HEMABERS. BEE—TRESREEERAENEEEE. HData Infrastructure InsightZEIR YR
BARNEBERIRSE PR,

=gt

* IFE—IHFRTERITEAERED, E,

* type —MMEEHIRTREME T RPIREVAUIE R EE, RENNE "BE "L "RADA ",

. ;ﬁﬁ—ﬂu%ﬁtﬁﬁ%ﬁi’iuE@%E*’@ﬁi&)%?ﬁiﬁﬁﬁ*ﬁﬁ, MEZFEELRLA SR AEREB B ERTTEABEHE
%o

* {#F8 Flash Pool —2 / H{E—UItETF SATA/SAS Wt EEF SSD #HITEIZMIEK?

* 5 — RAID KRR AR, RAID-DP ANEBIE, raid TP A=EFBERLE,

c RE—AWENZSEERRE, JRAENZESREUNXERERFERNE L.

 TEFEANRE—NREFERANERARDENERNBELREATEHEANZERSS, NILLHWEDLE
BARF 0%,

* Snapshot —ERARBRAENSRE, FRERFHEMENETPBTET AT T AREBEIIHIX
15, MetroCluster EEEHHY ONTAP [RAJgER B/RiX—=, MmEM ONTAP EENAREERiX—5,

* FIRE——ERE, ERNZFEEARHAENEAHENRSHEEICE DL, MEBFBRER—TES
FEF I RER I X— IR E ENR LIERE, NWAHTFHEERE, ESHERIREDE, FEXTES
REo. Lbsh, FZMEFIMNERISCETfERReMEF AR, MARETARNHERE TIEHH.

" IOPS —RiZTFE RS BHPIAHERY IOPS 2/, BItE—NZFHERMESENMAREN 25T

B,
FET S
* FE—IT SFTERYERERES . I,
* HARRH T R—EE M N SR EESI— M ERES— I HaENTEEs L, BEERELL,

* RE—TRETRR. REMFFETIRLRYF, BUEEIERHITHIRESNA A,
* model — T SRR S E R,

* version —IZEFHINRAE o

* Serial Number — 152 F 515,

* RFE—WMRETA, N9E 2 AfF.

* FJBER £ ONTAP £, XR—MRBETEFENEHSEENIER. SRIEEIIESHNIIRE—TT 0 2
100% Z BBV, ZEFTE WAFL BES AT CPU FIBRPRS, MREMEIHFEE > 50% , N
RIMREBERE—FIRERIERIRE | TRABANIEEEERE, TEARBANLIERRH,

* IOPS—EEFEET AR _EONTAP RESTIEA.
* IER—HERBET AR ERONTAP RESTHEMA.

* B E—HEFEETRXR EAONTAP RESTIEM.
* WhIEEZ— CPU i+#k,
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RNESHAZHE. ENRE—LEES; —&RH. IRESSFIRPPESETR—RY. WZFHFNEG.

SRS

A200 A220 A250 A300 A320 A400 A700 A700s A800 A900 C190 FAS2240-4 FAS2552 FAS2650 FAS2720

FAS2750 FAS8200 FAS8300 FAS8700 FAS9000

AR S

FAS2620 AFF FAS3250 FAS3270 FAS500f FAS6280 FAS/FAS8020 FASEXAFF FAS 8040 FASEXAFF 8060

FASZ{AFF 8080
iEHERR
IR UEEAEBESS LI, BIAHITATRIE:

A/ :

ZiA I ONTAP RESTHUEW S 23AY. SHINWI T
iR: BEE: 10.193.70.14: 10.193.70.14_EHIONTAP
REST APIFRAF: 10.193.70.14F;£FKEV/API/cluster
. 4005&IR1EK

FAESIONTAP ontapili$E88 B HURHISHT A
llO"0

BXHEMESR, 15

7z 7- R TIE1TH NetApp Data ONTAP #iEUk =28

JFFFEARE 7- IR TIE{THY Data ONTAP SEMITZE R 4%,

HEI AT RE:

XA sEE T older ONTAPPE%!(5I4IONTAP 9.6)i&
EREST APITHAE, ONTAP 9.14.120NTAP RESTUk
ERTIFHR{KEONTAPhRZS, 7ERESTZEIFIONTAP
kA, Wiz=UZE"400 Bad Request"lifz, 3F3%
FREST{E/9.14.1 9.10. 13 E SR ZA<BIONTAPhRZs
EARESE B L  FsimillarsE & : Configuration

© 10.193.98.84: ONTAP REST API{iiF10.193.98.84
AHA: 10.193.98.84: ONTAP REST API{if
+10.193.98.84: cheryl5-cluster-api a3cb3247-3d3c-
11ee-8ff3-009.56b364a7. 1EEHIRAREHIERZ
141,

ONTAP RESTARIRE(NTEONTAPR AR R EA RIS
FFo f5l80. ONTAP RESTRARIRERAZRE. Rallk
ERR N HIE RISVM, TREIRE SIS THIENE
ffIONTAP RESTHE#rnfl: NEHE: RESTAHEIR
Evol0, BE: RESTAEIRSGaggor0. =Ffifi: KZ#is
FRER R AP EIETAIC R, B IRIERME

I, Storage Virtual Machine: RESTARBIREG LA "
IR LLIMNISVM (g0, "B, "GMT". "TE"). H
FEUAERER I EEEMAS D HER S E. ERIEEE
SARIEEHIRENEFENINIAE T, MR
5. ENEELHINUEAEZ,

S0 TUE S SR RS TR

ERILAER 7- IRV EUEE

28, ZWERERLTRERRINE =M ERERTE.
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PHRERLIRATRAER MNetApp 7-RIUEHEINESRREUTERER. MTARENSMAESRE, WERTIEA
FRERANAE. EFRIKIERESRSEHITHRIEARE, BICEMTAIE:

®

tEEsHE SRR N EF A

HNE I B SARIE HRE SRR 1—1F
7R 7R

RAID 48 g

Ffitss =i#

Ff#zs FETR

=S FigEA

LUN %

& EIEE

AR XERAREUHNAERS, mTeeHAARIESIERESRIFIEER.

BECEMEALSIERERS, EFEREUATEX:

* FAS Tz HI2sFIEC 33 /Y IP ik,
* Um0 443
 IEHISMEEN TR B EX BB AR AR ZNENE, XF 7- RXEBUTAGIEE:
° "api-*" : {FEALLAS A LUE OnCommand Insight $11TFiE NetApp 7% APl 5%,
° "login-http-admin" : {FERALLEH<SEILLAIF OnCommand Insight i@ HTTP i%#% % NetApp 7Efi#,
° "security-api-Vfiler" : A< A LIE OnCommand Insight $11T NetApp 7Zfi& APl s RIQZR vFiler

BItiER.

° "cli-options" : {8 A ILLIEIN AT 52BN IFAE R 410,
° "CLI-LUN" : jfjaiXLeap S LUEIE LUN » BR45E LUN ¢ LUN FEBPIRE (LUN B2, K0, BENL/

HH*IH*IL.\*H :/H\:;’{k IL:\) o

° cli-df : fERLLETR 2R e] AEE =,
° cli-ifconfig : FERALLA<SRIZRZEOM IP #ilk,

=

FBR PR

FRER GBI NetApp TZHE R SR IP Hilit R 2 RTINS
BF& NetApp FERFZRIABF &

=h NetApp ZiERFRIZT
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FE WiER

B HA o T3 At HA BCxS 3 =By IP st sl e 2 fRE 2

£8P HARH T REVAR R HA BEX T =B AR &

B HA BCW X2 2R BV RS HA Boxd 3 mBy 2

BREE

FE WiER

ARRIERE (%) FRE BAIEBYEIRR. ERINMEAN2090 $H.

JES it HTTPS ¢ HTTP & B/ RE IR0

BEEERO MRAZ, BEAERREFRPIIINGD, S
NEfERRERE RO

tERereImaElrE () PEaE Iz [BlRYAdiE]ElfR. RAINEI300%D,

EFiERpERE

BT EF L EIEREERNFINERR R 29, AR LIERAE NetApp FHEAR ENAFEEEENR, UUEL
RIS 23 T LAM NetApp 72 RS TRENEIE.

EE1EE NetApp FERS, FRETRIBEFEARLAFRENE pfiler FHEEMNAFHEU T &E:
* AP RLTF viiler0 (1R7Z(ESS /pfiler) Lo
EFHERRZERET pfiler BYRER,
* U ENXTRFARBIEE:
° "API"—*: {ERIt#<$ A fEData Infrastructure InsightHl1TFiA NetAppTEiEAPIEE S,
ZfER ZAPI , FEFALLH <,

° login-http-admin: {EHILIEINA] 581 Data Infrastructure Insighti@IHTTPIEIZEINetAppiEfit. EfER
ZAP| , FREERALLEH<,

° secure-API-Vfiler: {E It < Al EHIREMZIMEER ST 1TNetAppEiEAPIdE < KL RviilerB TE B,
° cli-options : F3F "options" 88, FITECXT IP FM1ERBMAIFAIIIE,

° "CLI-LUN" : jfaXLean S IUEIE LUN , B4 E LUN 3¢ LUN FaPIRAES (LUN B, K0, BENL/
RARSHEZRE) o

° cli-df : BF "df-s", "df-r", "df-a-r"@m<, BFERAIATE,
° cli-ifconfig : AT “ifconfig -a " 88<, FATIRENIFAERS IP Hullk,

> cli-rdfile : FATF "rdfile /etc/netgroup" #5<, FATIRENMLRA,

° cli-date : 7~ date @8%, FIF3IKEX Snapshot &lZ4sHY5EEE HHR,

° cli-snap : F3F "snap list" 85%, FIF3IKEX Snapshot &7,

AR KR cli-date T cli-snap AR, NIBILUSERFE, EFR=RE Snapshot &7,
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BNERUTaLFNHEZ—EXBFAR. LTI

* login-http-admin , api-*, security-api-vfile , cli-rdfile , cli-options , cli-df , cli-lun , cli-ifconfig , cli-

date , cli-snap, _
* login-http-admin , api-*, security-api-vfile , cli-
B R
NR AL ERIEU SR SR IR AR, B IHHITIATRE:

e

)

1ZUR 401 HTTP MmAZEY 13003 ZAPI $5iR1KA2,
R[E] " SRR " 5 " RIENERLL RS "

" TAEPATHS "

ZAPI

e

SEEhRZ/VT 8.1

ZAPI iR[E] "cluster role is not cluster_mgmt LIF"

" A3 7 IRIFESR

fHIR:

FiXG, ZAPI H$EK
AU ToiEEEE ZAPI
AU ToiE@id HTTP &3] ZAPI

BIERM, FHEI SSLException

HMEIZHEIR: ZAPI INAYEEIRMARS R 13001 ,
EBERITH " ZAPI $12XE3 8 60 , MBS "API &
FRESSER " ZAPI [ 614 "initialize_session ()
ReturnD NULL environment " ZAPI $£12E5 /9 14007
, MR &% "Node is not healthy"

ZAP| K EIEF B AR
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FEREREFERITEA/NA
FAIEABRFAIE
BEAFETAREREAR
FMEAFRER AT
ZA7E Slab RERIEEF
AARERREREFEER
EAREFEEREREERA
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EARGFERREFEEAN
FEEEREFLERERA
FREFHERNFERRER
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HIZRFNHIE Zombie &
BERUNFIKETHHE
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ERVEIEE
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1. M*Observability > Collectors*H#1, ##*+Data Collector*, E#EActiveEE 71K R
ERRET Telegraf RIBMIRIERAH TS,

2 MBHAREMTRENNE, REBHEMBERARTFARENRE, HEE_Show Instructions _EFF 5t
B, "tERE"

3. RERTIHHERERNARIRHRER. BeILLOEIRE * + BB ER  ZERANHORIE R R E
Ho IREKHK: RELERRERY / FAWNEIREWRESRHTHAN, A ERAAEMRERIER.

4. IR ES BECE MBS, XN BARATFWEKIERNIRERAS ST arEEMmR,

1M


task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
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Gathers ActveM( memrics

@h’%‘rwmq ActiveMQ Configuration

What Operating System or Platform Are You Using? Meed Help?

B Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4eh-4404-977b-71fa93Te 1 ad3) v + Agent Acress Key
*Plesze ensure that you have a Telegra® Azent in you envirgnment before configuring Show Insructons

Follow Configuration Steps Need Help

@ Copy the contents balow into a new conf file under the C\Program Files\telegrafitelegrafd), folder. For example,
copy the contents to the CA\Program Files\telegrafitelegraf dicloudinsights-activermag.conf file

Replace <IMNSERT_ACTIVEMO_ADDRESS> with the applicable ActiveMQ) server address. Please specify a real
machine addrass, and refrain from wsing a loopback address.

Replace <INSERT_ACTIVEMQ_PORT:> with the applicable ActiveMQ server HTTP part.

Replace <INSERT_ACTIVEMO USERMAME= and <INSERT_ACTIVEMOQ_PASSWORD= with the applicable
ActiveMG credentials.

Modify webadmin' if needed {if ActiveM3 server changes web admin roct path).

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

006 00 O

Fastart the Telzaraf service

®E

BXER. BB "ActiveMQ 314"
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MRt
RS LA TR R HITHEEE

PUE & ARRRT: B BES:
ActiveMQ A%/ ETENYIHEORSE TRITTLIPTS EREITEES T
UuID THERBAFIA N
ActiveMQ 1T 5 #& EFu D EE IDIROR RENEDENTAZT BARNESIHHEAE
E=Er A ] TR IP A UUID a2 RIS E &ZERIBATIARN
ERGIEIRETTIR Iﬁnqueue THEFERNTI K
71\
ActiveMQ E & FHIHORSEDRITE TERIMTRIPTHR EAREITEES TR

UUID TTRIRER S THEARN

HEEHER
BXAEMER. BB > TH,

Apache Data Collector

b E RIS 28 81T MR _ERYApache AR S5 2R U ER $44E

k=it
* B E1%E Apache HTTP ARS528H [EfIETT
* B TRAIEEN VM BE sudo SUEIEGANR

* J@E, Apache mod_status EIRSEZE J97E Apache AR5 2817 /server-status ? auto LB AF T, EUX
EFET AT, HUIEA ExtendedStatus %I, BXMNARBRSBMES, 152 MApachelEHAY:
https://httpd.apache.org/docs/2.4/mod/mod_status.html#enable

dE
*

Pals

—_

- M*Observability > Collectors*/H1, Bii*+Data Collector*s i%E#FApache,
HERRIET Telegraf KIBHURIERAR TS,

2. NRHMALZEATRENRE, HEBENEMRERAATTFERERE, EEE_Show Instructions _BFFR
B, "KIBZi"

3. ERER T HIERERNAIRIFRER, EeILlE8IRE * + AERHRER © RN R R E
Ho REKHK: XEEERRFERY / FaWNEIRERESRHTHAN, FEAREMRERNER.

4. ZREES B EHIERER. XLEHBERATIRERENRERANTANERMSR.
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fﬁ-\F‘F\CI-I E Apache Configuration

Gathers Apache metrics

What Operating System or Platform Are You Using? Need Help?

() Ubuntu & Cebian -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps Need Help?

B. Ensure that the Apacha HTTP Server system you're going to gather metrics on has the 'mod_status' module
enabled and exposed. For details refer to the following docurmant

9 Copy the contents below into a nesw .conf file under the fetc/telegrafitelegraf df directory. For example. copy the
contents to the /etc/telegrafftelegraf d/cloudinsights-apache.conf file

Replace <INSERT_APACHE _ADDRESS> with the applicable Apache server address. Please specify a real machine
addrass. and refrain from using a loopback address

Replace <INSERT_APACHE_PORT= with the applicable Apache server port

Modify the fserver-status’ path in accordance to the Apache server configuration

Festart the Telegraf service

© 00 O

%E
Telegraf FAF Apache HTTP AR5 23 RUERMKFRT "mod_status" IEIRMNEH. BRALLEDS, Apache B HTTP

RSB/ ET—D HTML xR, ERILEN SR EERIESR, WA UME#HITIER, LUEREFTE Apache
BY HTTP BRSS SR ECERVIATS.
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RAM:
AR E = IRHE Apache BY HTTP ARSS28hRR7s 2.4.38 FF 4BV,

IE7E/2 A mod_status :
BRAMAF "mod_status" EHE KRR T E:

* [EER AR
* MERARFZIHER

B
EIRBINNE A "/usr/local/apache/conf/httpd.conf " TRYERE XX HITH], 4RIBILECE XHHEUE TR TIT:

LoadModule status module modules/mod status.so
Include conf/extra/httpd-info.conf

MEBRAFFFIHER

"od_status" BAFFH "/usr/local/apache2/conf/ext/httpd-info.conf " THYECE X5, EMRILEEXGHFE
BUTRE (EDEEHMES) -

# Allow server status reports generated by mod status,
# with the URL of http://servername/server-status
<Location /server-status>

SetHandler server-status
</Location>

#

# ExtendedStatus controls whether Apache will generate "full" status

# information (ExtendedStatus On) or just basic information
(ExtendedStatus

# Off) when the "server-status" handler is called. The default is Off.

#
ExtendedStatus On

BX"mod_statue"tRIRAVIFMIHE. 1BEE N " Apache 1"

MRt
R SEU TR R ITHEEE
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HEHR
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Couchbase #iEUNEEES
Data Infrastructure Insight{$F itk #3EULEE 28 M Cucchbase i & 51T
ESE
1. M*Observability > Collectors*H, #i*+Data Collector*, i#%E#FCouchbase,
RERELET Telegraf RKIEENIRIERAF S,

2 MIRMKREAFIRENRIE, RETHEMRERARTARENRIE, H8HE_Show Instructions _EFFH
B, “RIERE

3. ERER T HIERERNAIZIFRER, EeILlEIRE * + AERHRER  ZHERRNH AR R RZ=
Ho REKHK: XEEERIRERY / FaNEIBERESRHTHAN, A EAREMRERNER.

4. ZRECES B EHIERER XLEHBERATIRERENRERANTFANERMR.
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@ Couchbase Couchbase Configuration

Gathers Couchbass meirics:

What Operating System or Platform Are You Using? Meed Help?

ER Windows v

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - + Agent Access Key

*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Meed Help?

Follow Configuration Steps

Copy the contents below into a new conf file under the C\Program Files\telegrafitelegrafd', folder. For exampie,
copy the comtents to the C\Program Files\telegrafitelegraf dhcloudinsights-couchbase conf file.

ﬁ Replace <INSERT_USERMAME= and =INSERT_PASSWORD= with couchbase server account credentials.

Replace <INSERT_COUCHBASE_ADDRESS> with the applicable Couchbase address Please specify a real
machine address. and refrain from using a loopback address.

@ Replace <INSERT_COUCHBASE _PORT> with the applicable Couchbase port

@ Postart the Telegraf zervice

R
AXE8, BB Couchbase A4

R EREE
RS U TR R I8
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Couchbase T fn R =ia|&EE¥ Couchbase TTEEBMT S IP RETHERRE
TEENSZ
Couchbase 77fE9 E& R DERERE TRZMTAIP B BIRIRIEE E A
BitHSERARFEE/ B
FAERER
HPEHERR

BXEMEE. BEER ZHETE,
CouchDB Data Collector

Data Infrastructure Insight{# BB Itk #x3E U EE 28 M CouchDBUREE ST
%3t
1. M*Observability > Collectors*#, Ei*+Data Collector*, i##¥CouchDB,
RERET Telegraf KIBRVIRIERAHF S,

2. NRHARLZEATWENRE, HEBBANEMRERATFERERIE, EEE _Show Instructions _ BFFR
BH, "fXIEZest"

3. RERTIHHERERNARIRHRER. EBeILOEIRE © + AERIHRNER RN R R Z
Ho RERKE: RELERRERY / FTANEIREWRESRHTHAN, A ERAAEMRERIER.

4. IZRAES BECEHIEWSER. XL BRATFWEKIERNIR RS TarEEMR,
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CouchDB Configuration

Igl EU UEhD EI' Gathers CouchDE metrics
What Operating System or Platform Are You Using? Need Help?
&% RHEL & CentDSs -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcitelegrafitelegraf d/cloudinsights-couchdb.conf file

Feplace <INSERT_COUCHDE_ADDRESS= with the applicable CouchDE address. Please specify a real machine
address. and refrain from using a loopback address

Replace <INSERT_COUCHDEB_PORT=with the applicable CouchDB port

Modify the URL if CouchDB monitoring is exposed at different path

Restart the Telegraf sarvice

® 00 O

®E
BXER, 50" CouchDB Xi4"

R ERER
RS LT R R ITHEEE
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Docker Data Collector

Data Infrastructure Insight{sf F It #3E U EE 28 MDockertEE$E 4R,

2
1. M*Observability > Collectors*#, Ei*+Data Collector*, i##¥Docker,
NREARECE A TWERNAgent. RAARRTEEER, LERE 2R RE
NRBEERE, FERBNNRERANTE, ARRE 45,

2. ¥%88 Docker FLE R PRI BARELHUEW SRR, XLEGBRATFRELIEIZERARH T ERIEEMR.
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> docker = Docker Configuration

What Operating System or Platform Are You Using? Need Help?

%% RHEL & CentO5 ud

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps Meed Help?

Copy the contents below into a new .conf file under the /etc/telegrafitelegraf df directory. For exampie. copy the
contents to the /etc/telegrafitelegraf d/cloudinsights-docker.conf file.

Q Replace <INSERT_DOCKER_ENDPOINT= with the applicable Docker endpoint
g Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

e Rastart the Telegraf service

RE
iIEAF Docker By Telegraf BIAIGIBIZIEER UNIX EEF 5 TCP In & .

RAM
Ao & 2481E Docker 1.12.6 R FF &£,

KE
1B UNIX E#%F3/515) Docker

R Telegraf XIBIETE BareMetal £iE1T, EIZITLA T an <Ltk Telegraf Unix FBF 7 NNZE Docker Unix 4R :
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sudo usermod -aG docker telegraf

MR Telegraf LIETE Kubernetes Pod HIE(T, BEIEIZFIRTE Pod
HERE, ARBILLEREHE] /var/run/docker.sock , BIAFF Docker Unix

BT, flm, BUTABRME podspec H:

volumes:
- name: docker-sock
hostPath:

path: /var/run/docker.sock
type: File

Ala, RUTRARMNEISSEH:

volumeMounts:

- name: docker-sock
mountPath: /var/run/docker.sock

BEEE. HNKubernetesTE &R HAIData Infrastructure InsightZ3E12F & BEhfTHLARST,

1B5d TCP ifmifia Docker

ZINIBER T, Docker FAIRO 2375 #HITHRIMNZRHR), MEEMIRO 2376 #HTMNZEIHIR

R ITELER
RS LT R R EEE

FOE & PRIRFRT:
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R

Memory Containers
Paused Containers
Running Containers
Stopped CPU Go ffI2E]
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R EHIERTBEIESER
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1B ST HRE IR A )
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Elasticsearch Data Collector

Data Infrastructure InsightB] &£ Lt 23R UL SR 28 MElricSearch R I &R $E 4T
1. M*Observability > Collectors*#1, Eifi*+Data Collector*, EHFEIASCHARSEearchs
EFERET Telegraf NIBRNIRIERATF A,

2 MBHFREATUENNE, REBHEMBERARTARENIE, B85 _Show Instructions _EFFt
B, IR

3. MFEA T HIERESRNAIRIFRZR, BB RE * + AIRIFRZER * RERRMNIAIERRRZ
Ho RIESEH: REEEIRBERY / FANBUIBWESHITOAN, FERAEMRERRZER.

4. BERAES R EIIEWESES. XERARATRERIENRERAN T EHNEEMR.

Elasticsearch Configuration

Gathers Elastcsearch metrics

== elasticsearch
-_—

What Operating System or Platform Are You Using? Need Help?

&) Ubunt & Debian

Select existing Agent Access Key or create a new one

Default (4050 bec-ddch-4404-3770-71fa931elad3) - + Agent Access Key
*Please ensure that you have a Telegra® Agent in you environment before configuring  Shoiw Instructions

Follow Configuration Steps Need Help?

0 Copy the contents below into a new .conf file under the fetc/telegraftelegraf d/ directory. For example, copy the
contents to the /etc/telegrafitelegrafd/cloudinsights-elasticsearch.conf file

@ Replace <INSERT_ELASTICSEARCH_ADDRESS= with the applicable Elasticsearch address. Please specify a real
machine addrass. and refrain from using a loocpback address.

9 Replace <INSERT_ELASTICSEARCH_PORT= with the applicable Elasticsearch port

@ Postart the Telegraf service
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RE
BXER, 158N Elasticsearch 314",

R EREE
RS U TR R HEITHEEE

PUE PRIRRT: Bk
Elasticsearch ££&% R T E R T IP DRBRMERRS
Elasticsearch T MRATEEHESTRIDES TR S9KXID
IPES T =
P HERR

BXEMER. B2 TIH.

Flink #iEugEess
Data Infrastructure Insight{$ 3 Itb #EUREE 28 MFlink L EEFE TR

R
1. M*Observability > Collectors*#, Z#*+Data Collector*, ZEiR"§EE",
ERET Telegraf RIEMIRIERALF A,

2. NRHARLZEATHRENRE, HEBBNEMRERATFERERIE, EEE Show Instructions  BFFIR
BH, "fXIEZea"

3. ERERTIHHERERNAIRHRER, SeJLOEIRE * + AERHRER  ZERANHFORIERRE
Ho REKEK: XRELCERIRERY / FTANEIREWRESRHTHAN, A ERAAEMRERIER.

4. IR ES BECE MRS, XENBARATFWEKIENIR AR T arEEMmR,
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é Flink Configuration
Flink Gathers Flink metrics

What Operating System or Platform Are You Using? Meed Help?
R 'Windows
Select existing Agent Access Key or create a new one

Defaul {405f5ec-d4chb-4404-9770-71fa831e7ad3) v + Agent Access Key

*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructians

Meed Help?

Follow Configuration Steps

9 install Jolokia on vour Hlink JobManager(s) and Flink Task Manager(s). For details refer to the following

document

Copy the contents below into a new .conf file under the CA\Program Files\telegrafitelegraf d\ folder. For example
copy the contents to the C\Program Files\telegrafitelegraf d\cloudinsights-flink.conf file

Replace <INSERT_FLINK_JOBMAMAGER ADDRESS:- with the applicable Flink Job Manager address(es). Please
specify a real machine address, and refrain from using a loopback address

@. Heplace <INSERT_FLINK_TASKMANAGER _ADDRESS= with the applicable Flink Task Manager address|es). Please
specify a real machine address, and refrain from using a lcopback address

e Deplace <INSERT_JGLOKIA_PORT= with the applicable jolokia port
a Modify 'Namespace’ if needed for server disambiguation {to avoid name clashes)
@. Modify 'Cluster' if needed for Flink cluster designation

G. Destart the Telegraf service.

RE
STEEM Flink SPEBIELITAS:
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JobManager : Flink &%, iE—%5%! TaskManager . =] AMIREF, RFEEEZ 1 JobManager
o TaskManager : 17 Flink EEFFHIAIE. Flink fHFETIHLEBIRAY JOLokia . B0, FEEMFRE Flink
AHREES, REEEMREHNG L@ Jallokia BREH AT JMX o

#B1

ttERE R RYE Flink 1.0.0 AiFF &Y,

BE

JOLokia Agent Jar

NFFRERNAY, B NE— TR jarokia 32 JAR X5, MiXAIRRZS 7" JOLokia {3 1.6.0"
MU T BBREE FHiM JAR X ( jolokia-jvm-1.6.0-agent.jar ) {IFIE "/opt/Flink/lib/" Fo

JobManager

3% JobManager BZE I AFFIE Jobokia APl , BRI = FISBUTIFEL &, AGEHBE) JobManager

export FLINK ENV JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"
EE U AKREEIAFEEMEEO ( 8778 ) o MAREE—IAE 1p EKBE Jallokia

, MAETLAE "catch all" 0.0.0.0 BRAMKESH 1P . EFE, Ik 1P

HEn] NEBIRIEH AR

TaskManager

EFCE TaskManager MU AFFIE JOLokia APl , EAIET = FISBEUTIMET S, AREHBE TaskManager

export FLINK ENV JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"

TRl REREEFEREMEO ( 8778 ) o AREE—IRE 1P EKBIE Jallokia

, WAL "catch all"™ 0.0.0.0 BRAZEEH 1P . HEER, Ik 1P

HE A MEBHRIES R,

R EEE
RS LT R R ITHEEE
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Hadoop Data Collector
Data Infrastructure Insight{&FH Itk 2B UL EE 28 M Hadoop W EE 51T,

R
1. M*Observability > Collectors*#1, E&*+Data Collector*, 3E#¥Hadoops
ERLRET Telegraf RIBHIRERAH T A,

2. NRHEARREATHRENRIE, HBENHMRERANFERENIE, BEHRE_Show Instructions _EFFIL
B, "IELR"

3. ERER T HIERERNAIZIFRER, EeILLEIRE * + ARHRER © ZERRNH AR R R ZE
Ho REKHK: XEEERIRERY / FAMNEIBEWRESRHTHAN, FEAEMRERNER.

4. ZREEES B EHIERER, XEHBEATFIRERENRERANTFANERMR.
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Hadoop Configuration

Gachers Hadoop metrics.

What Operating System or Platform Are You Using? Need Help?

| &) Ubuntu & Debian v |

Select existing Agent Access Key or create a new one

=+ Agent Access Key

-*Please enzure that you have a Telegraf Agent in you ermvironment before confizuning  Show Instructions

| Defauit {405 05ec-ddcb-2404-577b-7 12831t ad3) b
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Follow Configuration Steps Need Help?

Q nstall Jolokia on yvour Hadoop MameiMNode, Secondary MameMode, DataModels). ResourceManager,
NModeManager(s) and JobHistoryServer. For details refer to the following document

Copy the contents below into a new _conf file under the /etc/telegrafitelegraf df directory. For example, copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-hadoop.conf file.

6 Replace <INSERT_HADOOP_MAMENODE_ADDRESS= with the applicable Hadoop Namehode address. Please
specify a real machine address, and refrain from using a loopback address. Replace corresponding
<|NSERT_JOLOKIA_PORT> with the NamaNode's assigned Jolokia port.

@ Replace <INSERT_HADOCOP_SECOMDARYMNAMENOCDE_ADDRESS= with the applicable Hadoop Secondary
NameMNode address. Please specify a real machine address. and refrain from using a lcopback address. Replace
corresponding <INSERT_JOLOKLA PORT- with the Secondary MameMNode's assigned Jolokia port

Replace =INSERT_HADOOP_DATANODE_ADDRESS> with the applicable Hadoop DataMNode addrass{es] Please
specify a real machine address, and refrain from using a loopback address. Replace correspoending
=INSERT_JOLOKIA_ PORT=> with the DataMode's assigned Jolokia port

@ Replace <INSERT_HADOOP_RESOURCEMANAGER_ADDRESS= with the applicable Hadoop RescurceManager
gddress. Please speacify a real machine address, and refrain from using a loopback address. Replace
corrasponding <INSERT_JOLOKI|A_PORT=with the ResourceManager's assigned Jolokia port

9 Replace <INSERT_HADOOP MNODEMANAGER ADDRESS> with the applicable Hadoop MNodeManager
addressi{es). Please specify a real machine address, and refrain from using a loopback address. Replace
commasponding <INSERT_JOLOKLA. PORT=with the NocdeManager's assigned Jolokia port

0 Beplace <INSERT_HADCOP_JOBHISTORYSERVER_ADDRESS> with the applicable Hacdleop Job History Server
address. Please specify a real machineg address, and refrain from using a loopback address. Replace
corresponding <INSERT_JOLOKIA_PORT=with the Job History Server's assigned Jolokia port

Q Modify '"Namespace' if needed for server disambiguation (to avoid nama clashes)
@ Modify 'Cluster if needed for Hadoop cluster designation.

@ Restart the Telegraf service.

KE
SEEM Hadoop SPERIELU AN
* NameNode : Hadoop A XH#S (HDFS) EHR4%, MiE—%%! DataNode
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* Secondary NameNode : F NameNode HIFAE[E%:1%, 7 Hadoop 1, F=BnhF4kE| NameNode » =
2% NameNode M NameNode WEER, UBEEZENALUHITHRK,

* DataNode : HIEHIEFRFIBE,

* ResourceManager : ItHRERS% (Yarn) . iA—%%! NodeManager .
* NodeManager : IHE&HEIR. BETNAEZFHERGUE,

* JobHistoryServer : A 5TMEPRE SFHFIEREXIIIER,

Hadoop #&H4E FILEBIRAY JOLokia H&fF. e, FEMFFE Hadoop AHWEREE, RAItEEEFFEAH L@
iZ Jallokia EEEH AT JMX 6

EEM

It ERE 2R Hadoop 2.9.2 lRFAF &R,

®E

JOLokia Agent Jar

NFFIBE RN AN, W FE—DMRASRY jarokia IR JAR X, MAAIARZS A" JOLokia LI 1.6.0%
LUITRIRBBRE DS FHAM JAR X4 (jolokia-jvm-1.6.0-agent.jar ) I F{iIE "/op/hadoop/lib/" Fo
NameNode

EfigE NameNode LA AFFIE JOLokia APl , #&BILLTE <Hadoot_home>/etc/Hadoop/Hadoop-env.sh A& E LT
RE:

export HADOOP_NAMENODE_OPTS="$HADOOP_NAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7800,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8000

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8000 above) and Jolokia (7800).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

2 NameNode

EFEIE 4% NameNode LUAFFIEE JOLokia APl , #&B] LLTE <Hadoot_home>/etc/Hadoop/Hadoop-env.sh & &
UTARR:
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export HADOOP_SECONDARYNAMENODE_OPTS="$HADOOP_SECONDARYNAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7802,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8002

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8002 above) and Jolokia (7802).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

DataNode

¥4 DataNode BCE A AFFIE Jolokia APl , f&BILATE <Hadoot_home>/etc/Hadoop/Hadoop-env.sh FiEE LT
AR

export HADOOP DATANODE OPTS="SHADOOP DATANODE OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7801,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8001

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8001 above) and Jolokia (7801).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all™ 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

ResourceManager

4% ResourceManager A& A2 FF I Jolokia API , &A]LLTE <Hadoot_home>/etc/Hadoop/Hadoop-env.sh B
REUTRE:
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export YARN_RESOURCEMANAGER_OPTS="$YARN_RESOURCEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7803,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8003

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8003 above) and Jolokia (7803).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

NodeManager

EfE NodeManager LLAFFILE JOLokia APl , &R LATE <Hadoot_home>/etc/Hadoop/Hadoop-env.sh 1% &
UTRA:

export YARN NODEMANAGER OPTS="SYARN NODEMANAGER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7804,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8004

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8004 above) and Jolokia (7804).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all™ 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

JobHistoryServer

3% JobHistoryServer BLE A AFF Joyokia APl , &E]LITE <Hadoot_home>/etc/Hadoop/Hadoop-env.sh H13&
BUTHA:
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export HADOOP JOB HISTORYSERVER OPTS="SHADOOP JOB HISTORYSERVER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7805,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8005

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8005 above) and Jolokia (7805).
If you have an internal IP to lock Jolokia onto you can replace the "catch

all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from

the telegraf plugin.

Dcom.sun.management . jmxremote.authenticate=false'

You can use the option

authenticate. Use at your own risk.

IR 5
BURE LT R B EH i 5rEs:
R

Hadoop —£k NameNode
Hadoop NodeManager

Hadoop ResourceManager
Hadoop DataNode
Hadoop NameNode

Hadoop JobHistoryServer
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Data Infrastructure Insight{# F It 23 E UL EE 28 MHAProxy U EE$5 4R

[
T

1. M*Observability > Collectors*#, Eii*+Data Collector*, I#E#EHAProxy,

ERRET Telegraf RIBRVIRIERAH T B

2. NRHARLZEATWENRE, HEBBEANEMRERATFERERIE, E8E _Show Instructions  BFFIR

B, "IELR"
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3. ERER T HIERERNAIZIFRER, EeILLEIRE * + ARHRER © ZERRNH AR R RZE
Ho IREKK: XEEERIRERY / FaMNEIBERESRHTOAEN, FEAEMRERNER.

4. ZIREES RECE MRS, XL BARATFWERIENIRERAS ST arEEMmR,

._1:: HAPROXY HAProxy Configuration

Gathers HAProwy metrics.

What Operating System or Platform Are You Using? Need Help?
& Ubuncu & Debian -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddcbh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent im you emvironment before configuring Show Insoructions
Follow Configuration Steps Need Help?

0 Ensure that the HAProxy system you're going to gather metrics on has 'stats enable’ option. For details refer to
the following document

@ Copy the contents below into a new conf file under the fetc/telegrafitelegraf df directory. For exampie, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-haproxy.conf file.

Replace <IMNSERT_HAPROXY_ADDRESS> with the applicable HAProxy server address. Please specify a real
machine addrass, and refrain from wusing a loopback address.

Replace <INSERT_HAPROXY_PORT> with the applicable HAProxy server port.

Modify the haproxy?stats’ path in accordance to the HAProxy server configuration

Modify "‘username’ and ‘passwotrd’ in accordance to the HAProxy server configuration (if credentials are required)

Modify "Namespace’ if needed for server disambiguation (to avoid name clashes)

Reastart the Telegraf service

0000 O
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RE
Telegraf B9 HAProxy ¥4 A&#i T /2 HAProxy ZitfEE. XE—MAETE HAProxy PHECE, BERSHTE

B, BAR, HAProxy BER— HTML ins, EaJTER S as EEBILIR R TRk, LUEIRER
& HAProxy EC&BVIRTS,

REM:

Ao E EARHE HAProxy 1.0.4 hRFF & RY,

RE!

BERASRIMER, BRIEBER haproxy BBEX M, HERKEBIAF / 2557 / 8¢ haproxy URL 7£ " 7fi# " &8
S FEEARMLATRT:

stats enable
stats auth myuser:mypassword
stats uri /haproxy?stats

TEE—MINNEEXHTH, ZREXHCERMHES:
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global
daemon

maxconn 256

defaults
mode http
stats enable
stats uri /haproxy?stats
stats auth myuser:mypassword
timeout connect 5000ms
timeout client 50000ms
timeout server 50000ms

frontend http-in
bind *:80
default backend servers

frontend http-in9%9080
bind *:9080

default backend servers 2
backend servers
server serverl 10.128.0.55:8080 check ssl verify none
server server2 10.128.0.56:8080 check ssl verify none
backend servers 2

server server3 10.128.0.57:8080 check ssl verify none
server serverd4d 10.128.0.58:8080 check ssl verify none

BXTEMNRITIRAE, B2 "HAProxy 4",

MR ITELER
RS LT R R E8E
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R AR
BXHEHMER. BSRS2H TH,

JVM EiEI SR 25
Data Infrastructure Insight{$ F Itk #3EULEE 28 MIVMIKEEFE T,
e
1. M*Observability > Collectors*#, E&*+Data Collector*s 3EZEJIVM,
RERELET Telegraf RIEEMIRIERAF S,

2 MIRMKREAFIRENRIE, RETHEMRERARTARENRIE, H8E_Show Instructions _EFFH#
B, “RIEZE

3. ERER T HIERERNAIZIFRER, EeILlEIRE * + AERHRER  ZHERRNH AR R RZ=
Ho REKHK: XEEERIRERY / FaNEIBERESRHTHAN, A EAREMRERNER.

4. ZRECES B EHIERER XLEHBERATIRERENRERANTFANERMR.
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Java Configuration

P =2 I avd Gathers VM metrics.
What Operating System or Platform Are You Using? Need Help?
#% RHEL & CentO5 -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddoh-4404-8770-71fa831e1sd3) » + Agent Access Hey
*Pleaza ensure that you have a Telegra® Agent in you envirgnment before configuring Show Instructions

Follow Configuration Steps Meed Help?

ﬂ Install Jolokia on your IWMs. For details refer to the following document

a Copy the contents below into & new .conf file under the fatc/telegrafitelegraf d/ directory. For example. copy the
contents to the /etc/telegrafitelegraf dicloudinsights-jem.conf file

Replace <INSERT_IWM_ADDRESS= with the applicable JVM address. Please specify a2 real machine address, and
refrain from using a loopback addrass

Replace <INSERT _JOLOKIA PORT>with the applicable VM jolokia port

Modify ‘Namespace' if needed for server disambiguation (o avoid name clashes)

Reastart the Telegraf service

© 00 O

®E
BXER, BERIVME

R ITELER
RS LT R R EITHEEE
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[emp
T

1. M*Observability > Collectors*#, E*+Data Collector*, i%E#EKafka,
ERRET Telegraf KIEEMIZIERAH T A,

2 MBHAREATWENNE, REBHEMBERARTFARENRE, HEE_Show Instructions _EFF 5t
B, "tERE"

3. RERTIHHERERNARIRHRER. BeILLOEIRE * + BB ER  ZERANHORIE R R E
Ho IREKHK: RELERRERY / FAWNEIREWRESRHTHAN, A ERAAEMRERIER.

4. IR ES BECE MBS, XN BARATFWEKIERNIRERAS ST arEEMmR,
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% kafka Kafka Cﬂr'lﬂguration

Fratmre. Mafle s st e
Lathers Kafka memics

What Operating System or Platform Are You Using? Need Help?

ER Windows v
Select existing Agent Access Key or create a new one
Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) -
*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Install Jolokia on your Kafka brokers. For details refaer to the following document

@ Copy the contents below into a new conf file under the C\Program Filesitelegrafitelegraf d', folder. For example,
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-kafka.conf file.

@ Replace <INSERT _KAFKA BROKER_ADDRESS= with the applicable Kafka broker address. Pleasse specify a real
machine addrass, and refrain from wusing a loopback address.

@ Replace <INSERT_JIOLOKIA_PORT= with the applicable Kafka broker jolokia port
@ Modify "Namespace' if needed for server disambiguation (o avoid name clashes)
@ Modify "Cluster if needed for Kafka cluster designation

.ﬁ Restart the Telegraf service

®E

Kafka @H4EFILEBIRAY JOLokia ¥, flaN, BEMFIE Kafka KIBWEEE, RItBEEEFREAG @
Jallokia BEEEFAFF JMX
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REM

LtECE ERHE Kafka 0.11.0.2 ki FF &89,

®E

LU FRrBHERIRE BH Kafka Z3AIE /I "/opt/Kafka" o EB] LURIBER I ETEEE L TiiH,
JOLokia Agent Jar

JolokiafC¥Ejar> BRI AN B TH" MiAIARZAA JOLokia {3 1.6.0 -

IR IRBBRE T &M JAR X4 (jolokia-jvm-1.6.0-agent.jar ) {iF "/opt/Kafka/libs/" iL & o

Kafka XIE

EfidE Kafka IR AFFILE JOLokia APl , ERILITEIAA "Kafka-run-class.sh" Z HijfY
<Kafka_home>/bin/Kafka-server-start.sh FHRIMUTAR:

export JMX PORT=9999

export RMI HOSTNAME= hostname -I°

export KAFKA JMX OPTS="-javaagent:/opt/kafka/libs/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0
-Dcom.sun.management . jmxremote.password.file=/opt/kafka/config/jmxremote.p
assword -Dcom.sun.management.jmxremote.ssl=false
-Djava.rmi.server.hostname=SRMI HOSTNAME
-Dcom.sun.management . jmxremote.rmi.port=$JMX PORT"

WA, LARBIER "hostname -i" IRE "RMI_HOSTNAME" IMEZ &, T IP itEHH, FEXNHEHH#T
T, DUREEXROHAT RMIEZR IP,
TRy IMX (EE 9999 ) FMKAREI (8778) EFHMIKEO, WREE—IRER IP KIE Jallokia ,

MBI "catch all" 0.0.0.0 B AEECW IP, EFR, It IP FEIMBIRIGEHIAR, NMREREHITEH
I93IE, BILAEREIR -Dcom.sun.management.jmxremote.authenticate=false' , X B1THIE,

R EREE
RS U TR R ITHEEE

POE FRIRFT : [
Kafka Broker SRR =EE TRBAVTIR IP
HEEHEER

BXEMER. BEN"SH TTH.
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Kibana #iEUgEE 28
Data Infrastructure Insight{#F Itb#3EURSE 28 M E B UREEFETT-

2
1. M*Observability > Collectors*H#1, ##*+Data Collector*, ¥ ‘Kbana’s
ERLET Telegraf LEIRERAHF A,

2. NBERLZERATKRENNRIE, ABENHMRERARTFAETENRIE, (58T Show Instructions  BFF
BH, "fXIEZeaE"

3. ERERTIHHERERNAIRHRER. EBeILOEIRE * + AERHRNER  ZERANHO AR RE
Ho REKE: XRELERRERY / FTANEIREWRESRHTHAN, A ERAAEMRERNER.

4. IR ES BECEHIEWSER. XL BARATFWREKIERNIR AR T arEEMR,
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; kibana Kibana Configuration

Gathers Kibana memics.

What Operating System or Platform Are You Using? Need Help?

§ Ubunw & Debian -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

@ Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcftelegrafitelegrafdicloudinsights-kibana conf file

Replace <INSERT_KIBANA_ADDRESS= with the applicable Kibana server address. Please specify a real machine
address. and refrain from using a loopback address

@. Paplace <INSERT_KIBANA_PORT=with the applicable Kibana server port

RPaplace 'usermame’ and 'password’ with the applicable Kibana server authentication credantials as needad. and
uncomment the lines

g Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

@ Restart the Telegraf service

®E

BXEER, B8N "Kibana 314",

R LR
STV E SVRPE JNE= g g CN
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PUE FRIRFRT: B BAES:

Kibana 4 =S ia] itk TE IP TRBRMMRARE HAEEEREEREE
K/ F0ie iz B8] 45 Pje v
B8] K 1E & iz 1 ThY 8]
P HERR

BXEMER. BEN"H"TIH,

Kubnetes Monitoring OperatorZiEMECE

Data Infrastructure Insight’9Kubernetes®E 5121t 7* Kubernetes Monitoring Operator*,
SinE*Kubernetes > EE28>+Kubernetes Collector* IAZBEHIRIER,
£ % %#Kubnetes Monitoring OperatorZ &i

EREFAHKKubornetes Monitoring OperatorZ /i, 152 WAEXR"HIIE 514" S,
Z#Kubnetes Monitoring Operator

kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure a Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (,..wEMdM) A e AR Ml Production Best Practices @

Installation Instructions Nesd Help?

Please review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow these steps.

Define Kubernetes cluster name and namespace
Provide the Kubernstes cluster name and specify a namespace for deploying the monitoring components.

Cluster Mamespace

clustername netapp-monitoring
o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes a unique access key that is valid for 24 hours.
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o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.

s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

7£KubeNet % %:Kubenetes Monitoring Operator{{I290 1% :

1. NE—RERZ RS RTIE, MNREIEEHHEKELFIRKubbernetes Operator. JEEREREIREER
FrF e & =iE)o

2. NXEERBGE. &8 L%Download CommandfXid R E &2 MbR.

3. WULACHD r ERRENEE] bash EOHRHMIT. AT FHOperatorREX M, EAR. HABHRARR—K
TR BRER24/ 0BT

4. MREEEEXNHINEEMEE. & E%‘JTLE’JEHET’S’R?EHXT‘EE%EQ BEKENER] bash_ shell P FHHITIZAD
R, IEBMGE. REEHE ,&:EI’Jﬂ\ﬁ??ﬁ%F' =, ESWRIHERMARICAIS 4 £, B3 operator-
DEPRAYAML_EF'EI’JE%EL,{&_operator-conflg.yamI_EFlE’JDockerT—?—ﬁ%Fﬁlzﬁo

S. NRFE. FEETANEEIRI. IR ETREEERE, BrRIEREXNELER EIXI",
6. EEIFE. i 8 Hlkubecliby N FEY/NERREBE Operator. G T HHRITIZIZIE,
7. RERBHIT, STE. BiE_Next 1R,

8. RESTMGE. BiEi_Next &, FEB. ESHHIPRH L EMEME_operator-TAZE.yamISXX 4o

NRIEEANZRIE, FAREXETEEENER,
NRIGH BREXFERE, 1HH3A XA B E X/FAHE DockerFfi#Eo
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Kubelnetes 451540 4

Data Infrastructure Insight Kubenetes ¥z PO etz 4H4A K -

* SEHEMR
* LR MEREFNAR ST (BT E)
* EEE(RIE)
* TESH(AE)
%fKubernetesH&%é&%ﬁAF‘}%_tL__JLiETfF NREMERMFERERATER AN N

_.TL/{l_li«'—Erﬂn * Kubernetes > Collectors *# MRESAMULESEN"=1R"KEFIEE_Modify Deployment _E
ZRItLAH,

NetApp / Observability / Collectors

Data Collectors Acquisition Units O <] Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation [ [l GG o (XSl = Filter..

Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated @ 1.1540.0 @ 13470 @ 11620
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B

oom-test A Outdated © 1.1555.0 N/A (i ] l.@ Modiviieplovnent

REFERSMGNHEFIRES. HATEREFTENZWESRERSERAN.

&) kubernetes .
© Modify Deployment
Kubernetes
Cluster Information
Kubernetes Cluster Network Performance and Map Event Logs Change Analysis
ci-demo-01 Enabled - Online Enabled - Online Enabled - Online

Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis

Cancel

FkEI & FHIKubnetes Monitoring Operator

ffaE I B Operator@ & 7 1EAgentConfiguration (JNRERYERHE = iE] R ERAIARY_NetApp-monitoring _. 15
Rayen 4 =S (a]):
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kubectl -n netapp-monitoring get agentconfiguration netapp-monitoring-
configuration
WMNREFEAgentConfiguration:

* ZENEEET LNSMEET.
yﬂ%:uﬁﬁﬁ EIJXEQ/:EX?_ﬁ% Z. 1ﬁEﬁ'f%lu?xEHYE_?ﬁB’]@g%E%f%ﬁﬁﬁ EIJZEO

IR AgentConfiguration R1F1E

2 IR ERRITAE N TTIRAN R B S I IRENH S RIETRRAINtAppIESE, IWE RIS
2Sja):

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0] .spec.cluster-name}'

* AMBoperatorB|BHFH (WMREMHFR T B REEIANINetApp
w7, FEMAENNERTE)

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, HE>>IMERER,
* <<installing-the-kubernetes-monitoring-operator, ZESSBINEERN,

° IBERMBERSEER M,

° FH R Operator YAMLX 4[5, 7EEFE 281 $ETEagent_backup.yamlF ik FIBFAE BENXIRERIE
E T & Moperator-config.yaml,

* MREFEANREEXEMRE. BRRERISRMNA SR EERNR.
{£1EA/EEKubnetes Monitoring Operator

E({ZEKubenetes Monitoring Operator:

kubectl -n netapp-monitoring scale deploy monitoring-operator
--replicas=0
EB&fKubenetes Monitoring Operator:

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

IETEENEY

ffiB#Kubnetes Monitoring Operator

JE/AE. Kubbernetes Monitoring OperatordI2XIA 85 % =B8] /9" netp-monitoring”. MREBIKEBCHGHRRAT
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, IBAEXEm LA RS MR E RN =6,
BILAER LA T ap L EN AR TR AN HY i g F 5 -

kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

MR RNSEACNEARETER. EHRILSESE

kubectl delete ns <NAMESPACE>

NRF—NERE " RIHEFIR " IFRRU T BREE I BARARY SRR R,

RIRFHITUTE NS, RIBEHRNEEER. HhRELan<S A =R E 'object not found "HE. AIURE
B BEX L H R

kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

NRLAFIENE T R E FXAOR:

kubectl delete scc telegraf-hostaccess

% FKube-state-metrics
NetApp Kubernetes AiTI2ER 2R EH 2 MIKube-state-metrics. LB G SERIE I & 4 2R
B XKube-State-MetricsfIE &, 1BS "It T
FEE/IEE XIRIER
XEBLBEEXEEIRERRE. FRARE. R BENHFABE DockerfZf#ZE D £ OpenShiftd1s B
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[iGy=gviail

HIEMAYILE B LITE_AgentConfiguration B E X ERHHITEE, A LUESSRIE operator config.yaml|X
{q:*EgB%?EET/EmZEUﬁEHUZtA/ R XHEEEREEINGER. BXRIEERNRMRAE. FERFIKR"ETH

12%llo
EHERI RS E R E R ER U T < mIBILT R :

kubectl -n netapp-monitoring edit AgentConfiguration

EMELIENRERREAE S FAgentConfiguration. BIBITUA TS

kubectl get crd agentconfigurations.monitoring.netapp.com
NREER " Error from server (NotFound) ”
HE, WA HRIRER, REAE b'ﬁﬁﬁAgentConfigurationo

fRERELF

Ea IER- ML B A, _EMRIER L EKubnetes Monitoring Operator, XEERIBR G A LUZHERM. H7]
LUE IRy

* ERITREMBR(ER""CURL HREIZEENRE. UERRITIREEN R SEEE|Data Infrastructure
Insight}f1&
* BiFKubnetes&E & 5Data Infrastructure Insightif B @ Fr IR
WREFEP—PHXFE N IEERRIE. )”Jgtc Kubornetes Operating Monitor. M\’ﬁ%?ﬁﬁﬁﬁuﬂﬁﬁﬁe

ACE FAEf% 5Data Infrastructure Insightif iE# 1T RIFA@ERE, MREE—MIE. HBETUMEBEZREOperator
AYARS328/VMifiia]Data Infrastructure Insight. N U,‘ﬁfﬁ'ﬂtﬁj EEEMLE,

FtF AT L EKubersnetes Operating MonitorfJXIE. 7EZ#EOperatorZ Bil. 151&
E_http_proxy/https_proxy_EnvironmentZ £, ¥FRLEMRIEIFIE, EoIgERFEEIZE_no_proxy environment_

B,
BIGET S, 1B57E* %% Kubernetes Monitoring OperatorZ BI* E R K L HITU TS B .

1. NYBIAFILE hitos_proxy 1 5 htto_proxy IFET & :
a. NREBRENRIEELESHNNIE(BFR/Z). BT TH:

export https proxy=<proxy server>:<proxy port>

. IRBREMAREEESHRIE ARR/E) . BETUTH<L

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po

rt>
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E{fFKubennetesE B FE BRI IES Data Infrastructure Insightif B #IT@S. BERIEFIAXERBEER
#Kubennetes Monitoring Operator,

7EEZBZEKubernetes Monitoring OperatorZ &i. i&7Eoperator-config.yaml#EZ & AgentConfigurationBJ{LIE R4

agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

£/ B E X3 % FADockerfZfi&E

ZAER T, Kubnetes!iafz2E51¥E MData Infrastructure Insight/ZiEEFIRENVA 2800, MNRIEKE
MKubornetesEEBEFAIEEIZBAR. HEZEHIENNMBEXHFABEDockerfFiEEN Ay F MR FIRENA 2
BR{&. MIRAZAD & 3t Kubornetes 512 1F R FR B A 28 U R A BR.

MNetApp Monitoring OperatorZ& 2545z 1T " Image Pull Snippet"s Ith#<$15§E R ZIData Infrastructure Insight?z
figE. REURIERBIFREMGKRIIXR. AR MData Infrastructure Insight/ZiEEFTiH, HIIRRAS. BIAR
HEMEEIREI R, S THIRERFRANFAEIREGR. SIENETIENIREGE, BEIUUTRA. THEXLE
ElG A FHLEThEE,

%R {ERThEEAIKubornetes 1%

* NetAppi4#&
* ClI-KKube-RBAC-{tIE
* ClI-KSM

- C(EFESR
* distroless rootf

EHEE
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* Cl-A#pfu

» Cl-Kuber-netes-event-exporter

Po£ 1% REFN AR &Y

» Cl-net-observer

RIBEE RS, 12 1ER Docker BREGHEXEIIEHIFAT / 45t / 12k Docker fZf#E, MafRTEAEZEHIXLEMR
BRHIBRIEFRICH] B £ &R 5Data Infrastructure InsightfZiEEFHIBEIRICH B FRE2—F.

ffoperator-DEPLOYAMLH Zg4Emonitor-operatorgB&E. FHIECAPR B %S| FA LUERFAB Dockerfz i,

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

‘miEoperator-config.yamlfB9AgentConfiguration LA B Docker repofii B, AFAETZHEESIEH
AJimagePullSecret, B X EZiFME 2, 15EN_https://kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShift i5BH
WMREEITHIROpenShift 4.6 EShR4s. MATTE_operator-config.yamlF4giEAgentConfiguration LAz
FA_runft_Ig&:

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true

OpenShiftA] LISEEE ST 2K 5. MRl e LEX FE EEKubernetes2B4FBYIA A,
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BREMBY

netapp-Cl-tentlaf-ds_. netapp-Cl-fluent-bit-ds_F1_netapp-Cl-net-oboder-L4-DS DemonSets®4NTEEEEH IV F

MR _EITRI—POD. LX@IEE%H&%FEﬁﬁﬁJ:E’J*ﬁEO RERERENAITFRLERFAMB SR, WMRE
T*ﬁ,ﬁtEEETETTEEXE‘%, MPELEPodE BN = LIBTT, J”'J_JL,UJﬁ&iﬁ%ﬁﬂ@*toleraﬂon*"
#£_AgentConfiguration_H1", ﬁﬂ%E’lg’rEEX;’?%rﬁﬁﬂzﬁﬁqﬂﬂ’JFﬁﬁ TR WEAREIRIERESBEBRILEDN
BEEE. UEALUTRIFRITIRIERPOD,

T B XKubbernetestE ZE R HEFLE",

JR[EE]"NetApp Kubernetes {121 R &2 TNE"

AT LERERFM

EffiBRKubernetes Monitoring OperatorfESEEHCREINEEVZE IR, IBTELEEZFIM_operator-setup.yamIX
PRI T ERIR:

ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-clusterrolebinding

NRZBFAR. BRI MERFPRIFREIR:

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-
clusterrolebinding

MRBERAT"TEDI". 1BEE_AgentConfiguration_3§_operator-config.yaml_LABUHE FFFchange-management
Z84y. FH1Echange-managementZf4) FE31E_kindsTolgnoreFamWatch: "secnes" o ig FILITHES|SHING]
SHEEMAE,

# change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'

IifKubnetes SiFi2EREIGEEZ

12 E R R HEFEM A ARG HNetAppE B, ERIIELEZ FiERAKESZEE T EFEhIS A,
W el U EEE KubornetesiZE NiTHl28. BXIFHER, SN "Kubernetes 314"

BT IRIFEERE RN AT ZSAE £ Monitoring Operator" L3NG 7] 3% FREREG L ERIEMALETF
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fEE>EGRER AHLER_THE
EFRIERGER. BRITUTIE:

1. EFIFIBITREGIRENS &

2. IRIBR R ESIHRNTFEERRD

3. FEEGER QAR (RHIF AdIl-image-signing.pub)
4. FERBEEZRIIER. BESUUTREEEBERG

$ cosign verify --key dii-image-signing.pub --insecure-ignore-sct
-—-insecure-ignore-tlog <repository>/<image>:<tag>
Verification for <repository>/<image>:<tag> —--
The following checks were performed on each of these signatures:
- The cosign claims were validated
- The signatures were verified against the specified public key
[{"critical":{"identity":{"docker-
reference":"<repository>/<image>"}, "image": {"docker-manifest-
digest":"sha256:<hash>"},"type":"cosign container image
signature"}, "optional":null}]

HEEHER

7£3& EKubnetes Monitoring OperatorfT i@ BIRARY. 1538 L Fi21E:

i BRI T80E:

FHAREE Kubernetes ;K AMESHENGmEEIREZ BRRUTTBHNEHEMEMN Telegraf K12, AREML

BIRVEBRERE / 1EHR. FHY Kubernetes JKAMEERTE HHMM Telegraf IR, EiI{ERTelegraf 2.0 F

RSB EN B HITERCE, ShR7. FFHData Infrastructure Insight@4RE&hN4
Kubernetes&EB£ 121,
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)

I'm sing messages in the logs sikingZ& M LA FRBEYH
B E090115: 21: 39.962145 1 refinder.go: 178]
K8s.io/Kube-state-metrics/Internal /store/Builder: 352
. failed to list *v1.MutatingWebhankConfiguration

. the server could not find the requested resource
resum.go (IO.lease.178) s/source.leasing.k8kv1/io

. unfleasing.go to the resum.go inters.go list

HEZIKETelegraffViEiRE B W FFA/R. {ETelegraf
MasciEmhFIE T 10811814: 23: 41 1P-172-31-39-
47 systemd[1]: BapiEHFIREHEIARS IR, LUE
mInfluxDBR HEtR. 10811H14: 23: 41 1P-172-
31-39-47F831E[1827]: time="2021-10-11T14: 23

. 41Z" level = error msg="failed to create cache
directory, /etc/trendelaf/.cache/snowsclap, err: mkdir
/etc/trendaf/.ca che: permission denied. ignored\n”
func="gosnowscale.(defaultLogg).Errorf"
file="log.go:120" OCT11 14: 23: 41 1P-172-31-39-
47 trendelaf[1827]: time="msg-10:23=11Z"$]F &
R, BERBR, T
FHletcltrendelaf/.cache/snowsclap/ocsp_response
_cache.json: T HEHER\n"
func="gosnowsclap. ( defaultLogger).Errorf"
file="log.go:120" OCT11 14: 23: 41 |P-172-31-39-47
trendaf[1827]: 2021-10-11T14: 23: 41Z1! |35
Telegraf 1.19.3

7 Kubernetes £, FRY Telegraf Pod iR&E AT EiR:
" 28 mountstats 5 2BTHEE: FEFTH mountstats
X4 /hostfs/proc/1/mountstats , f&i%. open
/hostfs/proc/1/mountstats : X RIEEL "
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BEEIR AT IRIE:
WNRIETITHIEKube-state-metricshk252.0.05 B = ik
Zs. MKuberneteshRZs{fF1.20. NIRTEES X LETH
B EIREY Kubernetes hiR7As:  kubect! version LAFREX
Kube-state-metrics hitZ<: kubectl get deploy/Kube-
state-metrics -o jsonpath="""{ ..image} 'Ef5IEX
GXLHEE, AP UERE Kube-state-metrics Z8E
L ABLITEY: mutatingwebconfigurations

nn

_webhook , BERILUERUTSE:

resources=certificatesigningrequests , configmaps

, cronjobs , demonsets , Zf&E, Imm, KF
podautoscalers , ingeses , {Ell, PREISEHE, BT
i8], PIKERRE, TR, EfE, FAMLSE, poddisH
BT 58, Pod, IEPE, HFITHE, BRE, WR
, 7B, &, fFhlds, &, T7iE88, 77588, 7758
, B, TriEss, 778, Tfifiss, 1FiEss, =2, 7
fifds, frfifids, frfifies, 77fifiss, &, 7788, 778
, T7fifigs, 72E88, 17h#s8, 773, 7Fflss, FfE
, TrfEss, T7B88, 77(B88, 77(Es8, 77(Es8, 778
, TrfiEss, T7Es88, 7888, &, 1Filss, Fhlss, &
g, Tritss, 778, 7ffiss, 1FiEs8, =683, 7
fikes, 778, &, 17hiliss, 77iEe3, 7Fflss, 77
, 171B38, 77f&2%, IO webhookconfigurations ,
volumeattachments

XE— P EHBREER, "It GitHub X =B Xi¥4
=B, 820, RE Telegraf BahHisiT, BFAME
LB BS XL IRE B

R B AFHREISEAESELinux. M AJRESPE LE Telegraf
PodifirlKubelnetes T /2 _E#Y/proc/1/mountstats X 4
EEARILARE. BRI AIBERE H B Brunt3 i858,
BXIFMER, SR " OpensShift 17ER"
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F) R :

1£ Kubernetes =, FHAY Telegraf ReplicaSet Pod k&
LUTFHEIR:  inputs.prometheus] $EHEIR: TTEMERR
$AZAY /etc/Kubernetes , PKl/etcd/server.crt :
letc/Kubernetes , crt/etcd/server.key : TF

letc/Kubernetes , pki/etcd/server.key : open
letc/Kubernetes , pki/etcd/server.key : no tEIEXHF
FER

BEMNRPSPIPSATIE, XRERFINHMNLIEE
fER?

BEZHEBRIERER R, HEKEERE
HPSP/PSA,

H " ImagePullBackoff"f&i%

FIEEARE TR SR « 1T = SR Y
R E .

BEIR A TIRE:

Telegraf ReplicaSet Pod MEISE N ETI MK eted T3
= 517, MR ReplicaSet Pod REEHA— T HE
BT, BBKEIXLEEIR KEEWE etcd TRES
BEETSNEMm, NRE, BERVENSERNE
Telegraf ReplicaSet , Bl Teleaf-RS H1, 530, 4Ri8
ReplicaSet... kubectl edit RS ceaaf-rs ... FHEFiEHH
REBEAMEFEPR, AlE, EFEEH ReplicaSet Pod

o

WNREHIKubornetesEEEFIZ1THI BPod L 2 2RE&(PSP)
PodZ2HEN(PSA). MIATFHREI R
AYKubornetes Monitoring Operator, &R & EFH
R EIZHFPSP/PSARY ZigiOperator: 1. E1Z TR SIS
IBETT: kubect delete agent agent-monitoring-
ngubect NetApp delete ns NetAppiziTkubect delete
crd agents.monitoring.kubec.com kubect delete
NetApp NetApp delete-manager-roole agent-proxy-
roxy-role-metric-reator kubect delete cluster cluster-
manager-rolebingagent-proxy-rolebingagent-
rolebingagent-roleb % 4 sx AR S BY MR 4R E R o

1. FERUTHLRBNAIE: kubect -n <name-space>
edit agent 2.}4"securtion-policy-enabled"#ri2 /9
"false", XIFRAPodZLHREMPodLLEN. H
THRERBITERE, FERAUTmHITHIA: kubectl
get PSP (RZZ/~Pod Security Policy Removed)
kubectl get all -n <namespace> grep -i PSP (M. E/Rk
HEMERIRNE)

MREABBE XK EADockerfFiERE. BiEE
$§Kubornetes Monitoring Operatorfit & JJ IE#iR 5]

B, WAgsHMXELEREIR, FHIEZEZHNEXTHEE
/% Firepofit B,

ﬁ%’?@ﬁiﬂ'ﬂ)(?ﬁ%ﬂ’\ﬁﬁtﬂ\ AR RARA SR A

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl
<monitoring-operator-pod> --all

-n netapp-monitoring logs

-containers=true
kubectl -n netapp-monitoring logs
<telegraf-pod> --all

-containers=true
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Operator&n % =8| F I Net-Observer (Workload Map)
Pod{iI FCrashLoopBackOffeh

PodiE7EOperatordp & == [B)FIZ{T(RAIAE: netapo-
monitoring). BEE AT, UIhAsERIEHAHRET
FH KubeNetf SRRV AT 3R

Operatordn 4 == 8] PHY K £ENet-observer Pod4t
FPendingik%S

Z#HKubernetes I51TIRERG. FKEIE
FEinputs.prometheus] PIZEIERUTARA: [HTTPE
=M. [M\tep.sve.cluster-local:8080/metrics &
Hhttp://kube-state-metrics <namespace>1& KRBT H £
. get\tcp.svc.cluster-local:8080/metrics http://kube-
state-metrics: #%¥T<namespace><namespace>

. LOOKUP Kupe-state-metrics.tcp.svc.cluster-local:

no s MEA

f_ﬁiﬁﬁ EFIHEEDPHIKubnetes CronJobsUEE{E{aIFE
o

REIRERR. ZFHIXDS Podi#
ACrashLoopBackOff, #HPODHEER"su
. authentication failure"(su: B3IERMK).

HETelegraf HET B EEHIUTHIZHEE: E
[agent]E N ZEOutputs.http: POST "\https

. INlace/rest/v1/lace/ingest/EMmxdb"BY s : @it £
ELEBT{E] (<tenant_url>, AT SKESEEY)

Fir b —EEM4HER volvedobject F3E,

AT ARBER N EIFRIERPodEEIETT. — 1R
JINetApp-Cl-monitoring operator-Pod <pod>. H—1
4 gmonitoring operator-Pod? <pod>
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L FIRIE:
XLEPodXS R F P F LS AT MR 14 B9 T 1/E £ 2 BRET ER3E
UrgERR, EEIRXUTIRE: -REHF—PodAE
DA ERZhRZs, Flgn: - {"cifEFid": "Your
-enffl Fid". "cCollector cluster-cluster-": "Your -K8s
-cluster-name". "R %": "prod". "level ": "error"

< "msg": "IEKRMW, FRE: NZhRE3.10.08F &K
RiZhR7A4.18.0", "time": "2022-11-09T08: 23: 08Z"
} ---sNet-observer PodERLinuxR#Zhra=ZE
$94.18.0, <" "uname -r "ERZIRZS. FHHEEFE
©11>=4.18.0

OBEKSER TR LRBEIRE, N T /EMEI TR
MEEIRS . SRR IE R MBI (NTP)SK & &
LR B Y (SNTP)[EZE Agentit B4/l _ERIRTE],

Net-observer@— 1 "DemonSet. 7EK8sERME T
m B T—1POD, «id FTATFFEMRSHIPOD, H
BT REEEE T CPURAEFENZ REER, HFR
TRPAEBFRENAEMCPU,

BE. REERETHIEERB_craaf-RS_ POD
7£_KSM_PODEmIZ BB, AoBRIER. Ff
BPodiz{T/a. XLHBMNELE,

IIEERIKubberneteshRZS(BP kubectl version)s
NRZBV1.20 xS EERRA. NXEFRHARIPRS,
KEKubernetes Monitoring OperatorZ8ZIKube-state-
metricshRZ51X 3z #5v1.cronjob. X FKubernetes 1.2.x%
BE{RARZA. cronJob#R{iIFv1beta.cronJob,

It Kube-state-metricsk A~ ZlcronJob& R,

“mi8_AgentConfiguration FRY"$FhI K "2y, F

¥% dockerMetricCollectionEnabled"i& & fifalse. B*
FAEE, BSRRERN ILEED", FE: ..
-Z#R. Docker  run-mode: - DemonSet
Bt I -X#F: Docker UNIS sdoc_sif fi
5 f&: UNIX: ///run/Dockero sk......

48 _AgentConfiguration FREY"HFHIK" 2093, FH
¥ outputTimeout 1EHNEM10FD, BXFMER, S
RIRMERAY D F I,

HIREIRR LARER D RIS BFHITIRIE TR

H2023%F108128#2. Data Infrastructure Insight¥tiz
EEBITTEN. UBIFMHNBFRERS;, BExe2XEAX
LT EIRIHZE R BRI ZEE R,
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)RR : BEEIR AT IRIE:
FKHIKubbernetesE - EIME 1L AData Infrastructure M EEH S H28PodMIZFR:

InsightiR &5
“kubectl -n netapp-monitoring get
pods
grep event-exporter awk {print $1}'
sed 's/event-exporter./event-exporter/” H &I Kubenetes ISIT1RE R EFERIPODREZIREAR EM
It & #RRZ 79" NetApp-Cl-event-exporter "5 "event- AR

exporter, 1#E TR, miEIEARIE kubectl -n
netapp-monitoring edit agent, Fi&Elog_file
HE, URME E—PhHRFINENSE4SHEPOD
2R, BEREMMIE. log fileNI&E
J79"Ivar/log/containers/NetApp-Cl-event-exporter .log"
g§"/var/log/containers/event-exporter . log"

fluent-bit:

- name: event-exporter-ci

substitutions:

- key: LOG_FILE

values:

- Ivar/log/containers/netapp-ci-event-exporter.log

B, BELEE BN EEERE,

BXIREZEEMCPUN/SRERFINER. 18  ROMEREEELHE T HNetApp-Cl-Kube-state-
DlKubornetes Monitoring Operator"fit & %17, metrics Pod7o /A B ha/E&EMLE. ITE. StatefulSet
F1EE17. HEEEEARN AT NetApp-Cl-KUE-
STATE-MErics Pod,

REE T ERIF KRS, BERMEERFG. B BfTKubelnetes Operatorft4k/s. netapo-Cl-Kube-

[EINetApp-Cl-Kube-state-metrics Pods state-metrics Pod T2 5. 51 %&ErrimagePull (T57&
1ZEY R,
SIRFIEEPO, ZEESHT. EMKubernetes&EEEE R"Event

Discarded as older then maxEventAgeSonds";H &

{&e&Operator agentconfiguration 33§ _event-exporter Telegrafa &R HES. 1BH A BIERFAR B EEHo
maxEventAgeSonds(f5Ig. 60%Y). event-exporter

kubeQPS(f5130. 100)#0_event-exporter kubeBurst _(

flgn. 500)1“7Jl] l, BXRXLEREIRTE ZIFA(E

B 1BE 0 EE LI T .
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)

SUENNEKBIRER S/ T = Telegraff] BiE WIFHIIR
Hlo FNRAFBEILANBRE. BEERNLMORIBEIE H

¥ _Unproted BN _true, XFiERTelegraf R =1
BINENRED. HTFREZNNE R RE IR .
ALX I gE T REZ 2N, BERFELETMEZBE
REMNIFERHIT. B*_ UnprotECE_FEIXINAYE
ZIFMER. FEBRTIEE LI T,

X FKubnetesisiTiRER. XEEEHERE=ER
Eeim. AROHZR, E. WAL
t§AgentConfiguration®f9"tendraf'Zf53. H¥&_runDs
ER_&E N Atrue, BXRIFMER, BSRIRERLLE
I,

S ERERPRY_fSNOTES_IRE -

sudo sysctl
fs.inotify.max user instances

(take note of setting)

sudo sysctl
fs.inotify.max user instances=<som
ething larger than current
setting>

sudo sysctl
fs.inotify.max user watches (take

note of setting)

sudo sysctl
fs.inotify.max user watches=<somet
hing larger than current setting>

BB EFluentfi,

Vo

"N

AR BEXESEETRENBIERERE.
FEIE /etc/syscntl.conf M E LLTFT

fs.inotify.max user instances=<so
mething larger than current
setting>

fs.inotify.max user watches=<some

thing larger than current setting>
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EV/dev/vdcB s : RBILXHHBER

BRBURFUPODH IR, HHIMLLTHIR

: [2024/10/16 14: 16: 23][error][src/fluent-
bit/plugins/in_outle/Tail_fs_inoTIFy.c: 360 errno=24]
FTHBISX 2 %[2024/10/16 14: 16: 23][error] failed
initiation input. 0 [2024/10/16: 16: 23] input[5|Z4]1a
R [FEIR]

ZIREBDS PodiREHE1R. [EIKubbernetesiii N\ &4
HTFLERIETLSIERMAEZR BHTTPIER, il

. E! [Inputs.KuberneteslffifFFRIFEIR: KHIK
EYTLSHY"<a
href="https://&lt;kubelet_IP&gt;:10250/stats/summary":
" class="bare">https://&lt;kubelet_IP&gt;:10250/stats/
summary":</a>HTTPI& KBS H $"<a
href="https://&lt;kubelet_IP&gt;:10250/stats/summary":
" class="bare">https://&lt;kubelet IP&gt;:10250/stats/
summary":</a>: JoARIEME: X509: JoiAL
iE&It;kubelet_IP&gtIEH. EAEAEZEMIP SAN
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BXAMER, BB S NER SRR ESE IR

R7E4E 7=/ Data Collector
Data Infrastructure Insightf& Itk #iE U EE28 MMemcached. . Wg & 51T,

R
1. M*Observability > Collectors*H1, & *+Data Collector*, #E#Memcached.
SRR T Telegraf RIBHURIERARTA,

2. MREHRLREATRENNE, AEENEMRERANTERENE, B8 E_Show Instructions _EFF 5
BR, "fLIEZa"

3. ERERTIHERERNAIRIFRER, EeILLUEIRE * + AERHRER © ZERANHF AR R E
Ho REKHK: XREEERRERY / TaNEIREWRESRHTHAEN, A EAREMRERNER.

4. IR ES BECE MBS, XL BARATFWEKIENIR RS TarEEMmR,
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M Memcached Configuration

Gathers Memcached metrics

What Operating System or Platform Are You Using? Meed Helg?

IR Windows

Select existing Agent Access Key or create a new one

Drefault (405fb5ec-ddcb-4404-977b-71f3531e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegraf Agent in you environment before configuring  Show Instructions

Meed Hel

(=]

Follow Configuration Steps

@ Copy the contents below into 8 new conf file under the C\Program Files\telegrafitelegraf d), folder, For example,
copy the contents to the C\Program Filesitelegrafitelegraf dcloudinsights-memcached conf file

@' Replace <INSERT_MEMCACHED _ADDRESS= with the applicable Memcached server address. Please specify a
real maching address. and refrain fram using a loopback addrass

9 Replace <INSERT_MEMCACHED PORT=with the applicable Memcached server port.

@ Restart the Telegrafservice

®E

BXER, BB "memcached wiki",

R ITELER
RS LT R R EITHEEE
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HEEHER
BXAEMER. BB > TH,

MongoDB #{iEUE 25
Data Infrastructure Insight{$ 3 Itk #3EUREE 28 MMongoDBUREEFEHT.
R
1. M*Observability > Collectors*#, B #*+Data Collector*, i#&#¥MongoDB.
RERELET Telegraf RIBMIRIERAHTF S,

2. NRHARLZEATHRENRE, HEBANEMRERATFERERIE, E8E Show Instructions  BFFIR
B, "IEZRE"

3. ERER T HERERNAIRFRER, EeILOEIRE * + AERHRER  ZERANHFO AR R ZE
Ho REKHK: RELCERRERY / FaWNEIREWRESRHTOAN, FEAEMRERNER.

4. IZRAES BECE MBS, XEWBARATFWEKIERNIR AR TarEEMmR,
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MongoDB Configuration
“ mo HED DB -EE:?‘EE'E-"-C-FEGE'E = 'g

What Operating System or Platform Are You Using? eed Help?
&F RHEL& CencOS -
Select existing Agent Access Key or create a new one
Default (405f05ec-ddeh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Need Help?

Open mongod.conf. Locate the line beginning with "bindlp”, and append the address of the node on which the
Telegraf agent resides. After saving the change. restart the MongoDE server

a Copy the contents below into a new conf file undar the /etc/telegrafitelearaf d/ directony. For exampie, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-mongod b.conf file

@ Replace <INSERT _MONGCODB _ADDRESS=with the applicable MongoDB server address. Please specify a real
machine addrass, and refrain from wusing a loopback address.

@ Replace <INSERT_MONGCGODEB_PORT=with the applicabla MongoDB port.

@ Restart the Telegraf service

BE
BXEER, B3 "MongoDB 314",

R ITENER
RS R R 282

POE FRIRAT: EiE: HER
MongoDB g TR ENE
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PUE FRIRFRT: B BAES:

MongoDB #iE ﬁ% TR ENBEIRER
R HERR

B MEPHEEXE R R,
MySQL Data Collector
Data Infrastructure Insight{# 3 Itt #EUREE 28 MMy SQLUREEEFR,
EoE3
1. M*Observability > Collectors*H, B FH*+Data Collector*, EEMySQL,
EERET Telegraf RIBAHRIERFAHTF A,

2 MBHAREATUENNE, REBHEMBERARTARENIE, HBS_Show Instructions _EFF5t
B, "tERE

3. EERER T HERERNAIZHRER. ErILi@EIRE * + AERRRES © ZERRFHAIRR R E
Ho REKEK: XEEERIRERY / FEWNMIBERESRHTOAN, A EAEMRERER.

4. BEREESREEMIEWESES. XERARATRERIENRERRN T EHNEEMR.
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-',“‘-.__ MySQL Configuration
M }r Gathers WyS0L merics.

What Operating System or Platform Are You Using? Need Help?

5 Windowe v
Select existing Agent Access Key or create a new one
Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Pleaze enzure that you have s Telegraf Azent inyou environment before configuring Show Instrructicns

Follow Configuration Steps Meed Help?

or example,

@ Copy the contents below into a new conf file under the C\Program Files\telegrafitelegraf.d) foicler
copy the contents to the C\Program Filesitelegraftelegraf dicloudinsights-mysgl.conf file.

Review and verify the contents of the configuration fila,

Replace <INSERT_USERNAME= and <INSERT_PASSWORD:= with the applicable MySQL credentials.

Replace <INSERT_PROTOCOL> with the applicable MySQL connection protocol. The typical protocol is top.

Feplace <INSEERT_MYSQL ADDRESS=with the applicable My5QL server addrass. Dlgase specify a real machine
addrass. and refrain fromn using a loopback address

Replace <INSERT_MYSQL_PORT=with the applicable MySQL server port. The typical port is 3306

Modify the tls' parameter in accordance to the My5SJL server configuration

Festart the Telegraf service

00 0000

®E

BXER, BER"MySQL 31"

172


https://dev.mysql.com/doc/
https://dev.mysql.com/doc/
https://dev.mysql.com/doc/
https://dev.mysql.com/doc/
https://dev.mysql.com/doc/

MRt

RS LA TR R HITHEEE

POE
MySQL

AR
BXHEMER. BS

Netstat 2B EE 23

Data Infrastructure Insight{s F Itk #EUR SR 23 I EE NetstatiETTo

RE

1. M\*Observability > Collectors*#, B #*+Data Collector*, %#¥Netstat,

ARRRT:
2% 8 MySQL RS8R

D"SZ 5" TH

H

%
Tl

PR RZM

HHER

BRIENERFE (EF7))
E',':F'JJ:JEE% (B%)) mz
14& (E:*"‘) FOLEZ TR
bl (ﬁ*"‘) mYEER (
) HSEXNEHHRD
BEINeER < B AL an
LEMRET B TEN
RSB[R LSELRRBD
MRz EMLSEREF 6
LOMBLHELERE
FEaSHBHRSZRBE
G vﬂﬁﬁsﬁﬂfiﬁiﬁéﬁ
MEIEEMSERERD
ERERITHiLSmINE
e REMNHSRER MBS
BB EUEERSCIEE Y
fin v@ULIﬂﬁEﬁi%\ 'JL?

| me 'JLB%T’F%IE% me
BIERSE i S BB R
LelELImPeNE
UDF tr 2t ZEFPm< el
BEAEMSHAE SQL &
HIREZ RN tmp s
RIEREIZRFir < I
F2F123Z InnoDB & HX
AMF TP EIRZR AR K RIF
BIRIEEERZHENIE
KREZFAE NERAHITHTE]
Bl R KB REESITH
X MRERIKF EXE
HEFEBIGET T2 Qeache
] ARE IR LR S
HD)\J&T’V‘EE/E.HD)\L
FEEEINE FEFEEEER
EILED

173


concept_requesting_support.html
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concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html

ERRET Telegraf RIBRIZIERAHTFER,

2. NRERREATFTWENNIE, AEBNEMRFRAAHTERENRIE, B8 E_Show Instructions _EFFijt
B, "RIELRR"

3. MFEA T HIEWRESRINAIRIFRZR, BB RE * + AIRIBFRZER * LERRNIAAIERBRZE
Ho RIEKEK: XEEERIRFERY / FENBIBERESRHTOAEN, A EAEMRERNER.

4. ZREES BEEEHIERER, XEHBEATFIREHRENRERANTANERMR.

Metstat Configuration

netstat Gathers netstat metrics of the host where telegraf agent is inszalled.
What Operating System or Platform Are You Using? Need Help?
iR Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-71fa231e1ad3) hd + Agent Access Key

*Pleaze ensure that you have a Telegraf Agent in you envircnment before configuring  Show Instructions

Follow Configuration Steps Meed Help?

Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d), folder. For example,
copy the contents to the C\Program Files\telegrafitelegraf dicloudinsights-netstat.conf file.

®E
MR ITERER

RS TR R ITHEEE

PUE W PRIRET B BES
netstat T™EUUID TEIP AR
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R AR
BXHEHMER. BSRS2H TH,

nginx #¥iEULE2S
Data Infrastructure Insight{$ F Itk #3EUREE 28 MINginx IR EEFEHT-
TR
1. A*Observability > Collectors*, #fi*+Data Collector*s ZEE"NGINX",
RERET Telegraf RIBRVIRIER A F o

2 MIRMKREAFIRENRIE, RETHEMRERARTARENRIE, H8E_Show Instructions _EFFH
B, “RIEZE

3. ERER T HIERERNAIZIFRER, EeILlEIRE * + AERHRER  ZHERRNH AR R RZ=
Ho REKHK: XEEERIRERY / FaNEIBERESRHTHAN, A EAREMRERNER.

4. ZRECES B EHIERER XLEHBERATIRERENRERANTFANERMR.

Nginx Configuration
N Gi“ x Ea'g" ers Mgins rﬂevgii:.

What Operating System or Platform Are You Using? Need Help?

& Ubuntu & Debian - |

Select existing Agent Access Key or create a new one

Default {405%05ec-ddcb-A4404-977b-7 17283 1e1ad3) - | =+ Agent Access Key

*Pleaze enzure that you hawve a8 Telegraf Agent in you environment before configuring  Show Instructions
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Follow Configuration Steps Need Help

@ if you already have a URL enabled to provide Nginx metrics, go directly to the plugin configuration.

Maginx metrics are available through a status page when the HTTP stub status moduleis enabled Refer to the
below link for verifying/enabling http_stub_status_module

@ After verifying the module is enabled .modify the Nginx configuration to set up a locally-accessible URL for the

status page:

@ Copy the contants below into a new conf file under the /etcitelegrafitelegrafd/ directory. For example. copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-nginx.conf file

LA

@ Replace <INSERT_NGINX_ADDRESS>with the applicable Nginx address: Please specify a real machine addres
and refrain from using a loopback address

@ Replace =INSERT_NGINX_PORT=with the applicable Mginx port

"E
EIWRENginxgtr. FERBANginx"http_stub_status_modules

BXHEMER, BEZN "nginx X"

R EREE
RS LT R R ITHEEE
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PUE FRIRFRT: B BAES:

nginx R TE RS EE TR IP T REZEO ERIEEHITHERER
BUEK, EEFHEA

R AR
BXHEMES. BSRSZH TH.

PostgreSQL #iEULESS
Data Infrastructure Insight{s B Itb 2 3E U SE 28 MPostgre SQLUNEE ST
TR
1. M*Observability > Collectors*#, B i*+Data Collector*, i##¥PostgreSQL.
RERET Telegraf KIBRIRIERAHF &,

2 MBHAREATWENNE, REBHEMBERARTARENIE, HBH_Show Instructions _EFF 5t
B, "tERE

3. EFEA T HIEWRESRIAIRRRER, BB RE * + AIRBHRZER * LERRNAAIERRRZE
Ho RIEXE: NECBRIRRERS | TEOMNBBERESHITHAEN, A EAEMAELRER,

4. HREES BEEEHERER, XEHBEATIESRENRERANTANERMR.
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E"".' PustgreSOL PostgreSQL Configuration

Gathers Posigre5S0L memics.

What Operating System or Platform Are You Using? Need Help?

2% RHEL & CentOs '

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) - <= Agent Access Key

*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etc/telegrafitelegraf d/cloudinsights- postgresql.conf fila.

Feplace <INSEQT_USERMAME= and <INSERT_PASSWORD> with the applicable PostgreS0L credentials

Replace <INSERT _POSTCRESQL _ADDRESS>with the applicable PostgreSQL address. Please specify a real
machine addrass, and refrain from using a loopback address.

Replace <INSERT_POSTCRESQL PORT=with the applicable PostgreS0L port.

Replace <INSERT_DB= with the applicable PostgreSQL database

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

Restart the Telegraf service

OO0 006 00

RE

BXEER, B2 N"PostgreSQL 214",
FFRMITEREE

BURE LT R EH i+ 5kEs:
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Data Infrastructure Insight{$ 3 Itb #3EUREE 28 MPuppet AgentU & 54T

o+
T

1. M*Observability > Collectors*#, E#i*+Data Collector*, #E4FPuppet,

EFRET Telegraf RIBRIRIERAHTE S,

2. MREHRLREATRENNE, AEENEMIRERARTE

B, "RIERE"

3. BFEATHHIERESRNAIERIFIRZR, LB RE *

RZEMRIE, EEE_Show Instructions  BFIR

+ RIRIGIEIEEA * LKA RIRG R

Ho REKHK: XRELERRERY / TANEIREWRESRHTHAN, FEAREMRERIER.
4. IR ES BECE MRS, XENBRATFWEKIERNIR RS T arEEMmR,
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Puppet Agent Configuration

pl.l ppet Gathers Puppet agent metrics.

What Operating System or Platform Are You Using? Need Help?
iR Windows -

Select existing Agent Access Key or create a new one
Default (405fb5ec-ddcb-4404-977b-71fa®31e1ad3) hd + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructions

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d), folder. For example,

9 Modify “location' if last_run_summaryyaml is on different path
B Modify "Mamespace' if needed for puppet agent disambiguation (to avoid name clashas).

G Fastart the Telegraf service

%8

BXEE. BEN "Puppet 314"
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W& BRI E BB EhA R
ST R REMBHRED
HHIFRE BT Z RS
i8] B % B 8] Bl E A 2R (8]
Cron Time Exec B[] 325
) E&BE] lastrun B a]E1AT
i8] X1BY 8] AR 3 B i8]
Sshaucorizedkey BY[a]&
it B iEl A

WIEHEER
BXEMES. BB S2H TH.

Redis Data Collector

Data Infrastructure Insight{# A Itb #3EULEE 28 MRedisi&E1T. Redis @ — M IRAFEL
IEEMTEME, BERIEE, EEMEENRE, IFUTHIREN: FRHHE, 8%, YK,

&%
T
1. M*Observability > Collectors*#, Eii*+Data Collector*, i#&#¥Rediso
EERET Telegraf RIEBMIRIERART A,

2. NRHARLZEATHENRE, HEBBELNEMRERATFERERIE, EEE_Show Instructions _BFFIR
BH, "fXIEZest"

3. RERTIHHERERNARIRFRER, BeILLOEIRE * + BB ER  ZERANHO AR R E
Ho RIEKE: RETERRERY / FTANEIREWRESRHTHAN, A ERAAEMRERER.

4. IR ES B EHIEWSER. XENBRATFWERIENIR RS T arEEMmR,

181


concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html

a redis Redis Configuration

Gathers Redis metrics.

What Operating System or Platform Are You Using? Need Help?

5 Windowe v

Select existing Agent Access Key or create a new one

Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Please enzure that you have 3 Telegraf Agent inyou environment before confguring Show Instructicns

Follow Configuration Steps Meed Help?

@ Configure Redis to accept connections from the address of the node on which the Telegraf agent resides. Open
the Redis configuration fila:

resides

@. Copy the contents below into a nesw .conf file under the C\Program Filesitelegrafitelegrafdy folder. For example.
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-redis.conf file

@ Replace ~INSERT_REDIS_ADDRESS=> with the applicable Redis address. Please specify a real machine address,
and refrain from using a lcopback address

@ Replace <INSERT_REDIS_PORT= with the applicable Redis port

.@ Restart the Telegraf service

®E

BXER, HE N Redis 314"
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Data Infrastructure Insightd &£ FARI X &R BT,
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Storage Networking Compute Application

Backend Storage Array @ Fabric Datastore @ Application
Backend Volume ISCSI Network Portal Host

Disk ISCSI Session Virtual Machine
Internal Volume NAS VMDK

@ Masking NPV Switch

path NPV Chassis

\E‘ Q-Tree Port

Quota @ Switch

Share @ Zone

lE‘ Storage Zone Members

Storage Node

Storage Pool
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Volume

Virtual Storage Array
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0 Violation
o Failure
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