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BIZAF KA "EERAFIKP"

TEAHE2WAIUSHMMTRERR. M, 5S4 ERE"S Splunk &l

THRAFHZEAEENK

EHERIMIEERA. CPU. AEMEETEIEKRNE ARS 25 L& Workload Security
Agents, MR EWITMEMQNIM4EE, KISFEAE T "<4E Workload Security Agent”
%ﬁﬁﬁﬁﬁﬁﬁgﬂ%%ﬁ:*ﬂl@%%*, BIESZIFN Linux Z1ThR. MIEIEEMN I RAIMIEFETS

o

Hir Linux 3Kk

BRIERS BT TE—FIRABITEN]L: * AimaLlinux 9.4 (64 iI) & 9.5
(64 i) . 10 (64 1iI) , BI3F SELinux* CentOS Stream 9 (64 iI
) * Debian 11 (64 fiI) . 12 (64 fiI) , B#& SELinux* OpenSUSE
Leap 15.3 (64 fi) ZE 15.6 (64 fiI) * Oracle Linux 8.10 (64 i
) « 9.1 (64 fiI) £ 9.6 (64 fiI) , B1E SELinux* Red Hat
Enterprise Linux 8.10 (64 fiI) . 9.1 (64 1i) £ 9.6 (64 1) . 10
(64 iI) , BI4F SELinux* Rocky 9.4 (64 fiI) £9.6 (64 i) , &
#& SELinux* SUSE Linux Enterprise Server 15 SP4 (64 i) & 15
SP6 (64 fiI) , £3#E SELinux * Ubuntu 20.04 LTS (64 {iI) . 22.04
LTS (64 fiI) . 24.04 LTS (64 fiI) WitEMNANiziTEHAMNEIE
R, BINERERRSES.

wme %%%%E“unzip"o eoh, R, BITHIAFEEEFZE sudo su —"8p
2o

CPU 4 4 CPU iy

A= 16 GB A7Z

A AR =] H =B IR T ARSI EC: /opt/netapp 36 GB (BIEXHRARE

‘0E 35 GB (WETA=EIE) AR BINDEE—LHIMNIEETEILR
IR RG. BMRXMARLEREDE 35 GB NAIAZE, IR
lopt M NAS TFAEERIBI F3E, TBIfRASA P AT LA IRIIZS M
o WMNRAMAF LB IHEL SRR, RIS EREEErTaE
TERRK. BRI NEHRE D T REZIFR.
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o] AR = (8] 50-55 GB XfF Linux, NIZUATA RS EHEETIE
. /opt/netapp 25-30 GB /var/log/netapp 25 GB
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Add an Agent X

Cloud Secure collects device and user data using one or more Agents installed on local servers
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Which Operating system are you using ?

CentO5 | ‘ RHEL

3. WiEIERSHBELTHERMAAER,
4. EMFARIEARSSF[ES EIEITRSHFH Linux hRZs, B8 E_STHRFHIMRZS (i)
O MNREHMLERNIERS S, FRBAEID RAHRRERERSFFAER.



Add an Agent X

Cloud Secure collects device and user data using one or more Agents installed on local servers.
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Agent Server Requirements

Linux Versions Supported: @)  Minimum Server Requirements:

Installation Instructions Need Help?

Open up a terminal window and run the following commands:

1. If a proxy server is usad, please enter these proxy server settings after editing in your prosxy
variables. @

This snippet has 3 unigue key valid for 2 hours and for one Agent only.

6. s EHIBIBISIR EHTIL E IR LR,
7. EAREORETEER S,

8 §4 ﬁjZIjJEEEF/% ZJu E/ I~ /L-Fi‘llﬁ\:

@ New agent detected!
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MEEE

EARMARZ LT U TSI TAIEMASTSBERMNED, MREMNKEOCEFEZ SR, A UERR/N
IR OSEE, #1480 35000:35100, &1 SVM EARENEO,

Bt
1. sudo firewall-cmd --permanent --zone=public --add-port=35000-55000/tcp

2. sudo firewall-cmd --reload
RIBENTFEHRITUTETE:
CentOS 7.x/ RHEL 7.x:

1. sudo iptables-save | grep 35000

Tl

-A IN public allow -p tcp -m tcp --dport 35000:55000 -m conntrack
-ctstate NEW,UNTRACKED -7j ACCEPT
CentOS 8.x / RHEL 8.x:

1. sudo firewall-cmd --zone=public --list-ports | grep 35000 (3&FF CentOS 8)

Nl

35000-55000/tcp

RKAREBIE"E YRR

FRIANER T, Data Infrastructure Insights TEfAH IR 2 BIEHMNIE. —EXFP A EAEEEEEMN, X
EREBRFESAIRE, BEAEUTERZ—:

* BRREBhIEER.
* 30REET, HER, 30 RMEE—RRIEEHZHAKE, MARMRIEEFEZBFR.

ESMERT, REREET —RI(FAHR 2R ITER.

EEEYME BhXIEEHR, BFA cloudsecure_config.agents API:



cloudsecure_config.agents v

‘m /vl/cloudsecure/agents Retrieve all agents.

l /vl/cloudsecure/agents/configuration Pin all agents under tenant

l MR /v1/cloudsecure/agents/configuration Unpin all agents under tenant

l /vl/cloudsecure/agents/{agentId}/configuration Pinan agentunder tenant

l =033 /v1/cloudsecure/agents/{agentId}/configuration Unpin an agent under tenant

| I NI SHEE CHENE GHE N S

‘ m /vl/cloudsecure/agents/{agentUuid} Retrieve an agent by agentUuid.

HAR, EFUNRERFAURERTERS IO WA REER.
TR TFfAHER e > SR TN EE R hEE HaR R IER S,

Installed Agents (15)

MName T IP Address Version Status

agent-1356 10.128.218.124 1.625.0 Connected

RIBHEIREFEHER
TERWRT BRI ERTT o

AR - fRR

RIBLET LRI LR A4 ENIES | SHAE. ZEIRKIEREREXH
lopt/netapp/cloudsecure/agent/logs/agent.log XH#¥& H, AAECEKEFIEREBZVBEZE. BIRHEERE]
, #H install.log XHRIEHEEXEE, R, HAERUTARERSBEFREE

“journalctl -u cloudsecure-agent.service &%, LtE<

AT H—THRRE, est

RIBRERK, HERFZHUE Linux RITHR. BYE SHESHEARZRNRSE LLZEREN S HILE
TE iR, B"REEKR",

RIBLEKXM, $HIRA: “-bash: unzip: KIKEIGHL" ZTEUNZIPAGEBREITRERS. NRVBLRET
Yum, EZidyum install unzip” RZ2EMEREDHF. 2
&, MRIBLE Ul EREHIGmSHIGERNEE CLI
MBRIITRE,
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)

REEREHEREEIT. AMRIBIRAFLT,

TERNERNES 50 ME SRS,

Ul 2 RAKELF NOT_CONNECTED K7,

I8 VM i F Zscaler RIEBEE, FHEMRERELM,
BT Zscaler 1{I2AY SSL#&ZE, TIEREHZSIUEFLL
EE Zscaler CAZZHREW, RRIBREEZE

=o

LEAEN, BERREEER,

NBRRIBHIAT EEEE Saas, 1EANetAppsziFERiT]
1R, $RffData Infrastructure InsightsF 515 LAFT
FFESI, HIZRIREEBEMmEIZ=RGH,

10

iR
1B SSH EIZEIIENZE. BEUTAXRERER

ZHIIRE sudo systemctl status
cloudsecure-agent.serviceo 1EHERRE
THER BEBHIERHRETIFERRS . 285
RIBVZZFP B ETEME cssys AP LlrootifRZFMATT
LTS, HiEcssysAPMARTF T

sudo id cssys

sudo groups cssys 3.WMRAREFE, WEFKESE
BEPTREEMIBR cssys AP, 4. BIHITUTHS
BBl cssys FAPHLH,

"sudo useradd cssys

sudo groupadd cssys 5. AEBEERITU TS
B EhIERS:

“sudo systemctl restart cloudsecure-
agent.service 6. WRMATEIETT, BRTHME
PEHEFRIEIN,

—NMUEEREEARN 50 MBS, XA UZMBI
SERAEAWAS, 140 Active Directory. SVM FIE
Wegs2s,

EHMBEMAIENTE, 1.8 SSH EERIRIEM

sudo systemctl restart cloudsecure-
agent.service B U T AREERIERSHIVRE
sudo systemctl status cloudsecure-

agent.service. 4.fXIE[Ni#H# N CONNECTED 1K

N0

7E Zscaler {32522 * cloudinsights.netapp.com url
By SSL 1%, WNR Zscaler #1T SSL M EHFIRIEP
» Workload Security &R {EMA,

“chmod 755 -RfFEF$ KK, HRIEREMLHIE root
sudo AFiETT, BEIEERHPEREFS—THEFHX
%, FEXLEXHINRTT EEREY, mERK. A
F chmod ai$ KK, ERLELENIT. 1.8E—
#AA“cloudsecure’BIFTBR. 2.%FZBR. 3.EFIH
KEMESEEE MY “token=...... ... Jcloudsecure-agent-
install.sh" &2 L HIZEIF R, 4. LN IZ AT DAL,

B REMINEIZRAE: 1.655 root IXPRHMITIL THIZSH
HE=HmE XY (cloudsecure-agent-symptoms.zip

) o a.
/opt/netapp/cloudsecure/agent/bin/cloudsecure-agent-
symptom-collector.sh 2.f£F root A PRZEMHITLL T 86
SHEZHE, a.id cssys b. groups cssys c. cat
/etc/os-release



)

cloudsecure-agent-symptom-collector.sh FlZ<s< K FH
HILITEEIR. [root@machine tmp]#
/opt/netapp/cloudsecure/agent/bin/cloudsecure-agent-
symptom-collector.sh WEEARSZ BE RN AEFBEE
WERIERE HIRARS IS IRE RIFNIEE REDIR

=}
FITN s susessasussssusansass sassssnsassnsusssnnsas

/opt/netapp/cloudsecure/agent/bin/cloudsecure-agent-
symptom-collector.sh: 25 52 1T: zip: KIIKEIH<SH
iR. &8I /tmp/cloudsecure-agent-symptoms.zip

RIBLEERA useradd MKW : T ABIEER
/home/cssys

REFERIERIZTT, Systemctl status cloudsecure-
agent.service Z7RLATFHNZA: [root@demo ~J#
systemctl status cloudsecure-agent.service
agent.service - TIEfAHZ2RIBETIFHERS EMNHE
: Bin#E (/usr/lib/systemd/system/cloudsecure-
agent.service; BEMA; HNETIE: B2H) &b
EERE (BshER) (SR BHABE) 52021 £
8 B3 HEH 21:12:26 PDT i#2; 2 Fbai #HiE
: 25889 ExecStart=/bin/bash
/opt/netapp/cloudsecure/agent/bin/cloudsecure-agent
(fXF3=exited status=126) = PID: 25889 (f{
B=exited, KZ=126) , 8 B 3 H 21:12:26 demo
systemd[1]: cloudsecure-agent.service: FHIZEIR
i, KF3=exited, K7&=126/n/a 8 B 3 H 21:12:26
demo systemd[1]: E2JT cloudsecure-agent.service i#
ANKBURZS. 8 B 3 H 21:12:26 demo systemd[1]:
cloudsecure-agent.service 5K,

RERNBEINERSSRER, HERERAERERE
HAENR B, MAERIERSRHELNZT, MNAERAIE
NARERCE?

BIF TIER H L 2 RIE

iR

Zip TERZE BIIETHL ‘yum install zip"&%zip
T H, ZA[FH/Riz{Tcloudsecure-agent-symptom-
collector.sh,

MRBFRZINEMIEETE /home FRIERAFPINER
BR, Wt LEItEiR, BRGEREIE cssys A
PHEBUTHLSFRNEZERBER: sudo useradd
user_name -m -d HOME_DIR -m: $IRAREE, WY
ERFNEBR. -d: FH HOME_DIR fENRAFRE
RERWERCIEHREBF. 5190, sudo useradd cssys
-m -d /cssys, FINAP cssys AERBR TFRIBEE
RER.

XATRERKM, ER_cssys FF AIEERE LR,
R /opt/netapp = NFS #=&, F B cssys BRI
MR R, MRERKFKK. cssys =H Workload
Security KEIZFRIZRIAMA R, FIRERBNIRIAIR
BERENHE, ERIUZRIRER cssys AR AR
/opt/netapp/cloudsecure/agent/bin/cloudsecure-agent
FHNEX—R. MFRREIRFIEL", NRTRFFE
LZENR, FTERERESLRENNHEXT, MERET
MEs A B RH,

& A LA4WEE agent.properties SRR IIMIRBIFMAER, B
BREUTETE: 1.ENEEBMXHINHE: cd
/opt/netapp/cloudsecure/conf 2. fE A& R EXM X A4F
1838, TFF_agent.properties {4 #{T418, 3.7%0
B TT

: AGENT_PROXY_HOST=scspa1950329001.vm.net
app.com AGENT_PROXY_PORT=80
AGENT_PROXY_USER=pxuser
AGENT_PROXY_PASSWORD=pass1234 4 {R7%X
. 5. BB sudo systemctl restart
cloudsecure-agent.service

B TR H LT 2 RIER, DIEHBRSZAEXEXRIPRA SRR,

11



IFRACIE

@ FRACE MRS 2RI XEXBIFA A TR SRS, MREITRIEAFRNAEERESIERSESE,
MR TEMIBRAIEZ Bl 2SR SR SR ECE R & 17

ez Al
1. RN ITER H T 2 TP R RERS RERXBIFTE SRS,

AR MRFABEEXIESEEL T STOPPED IR, BRI E,

IPRACIERTI D IR
1. 3@ SSH #NIEREMNHABITUAT RS, HIMETE, BNy H#E,

sudo /opt/netapp/cloudsecure/agent/install/cloudsecure-agent-
uninstall.sh
Uninstall CloudSecure Agent? [yIN]:

2. BR TR HT > IREEE>RIE™
AR ETERENNEIR.

3. BEEMFRIAIRANETRE,
4. BEH MR

4t BRI DU,
o. BE MR HIAMIER.

ECE Active Directory (AD) A B RUk&E S
o LUECE TE HIR 2 LM Active Directory ARSS 23 EE A B Mo

FreaZ Al
* A ZData Infrastructure Insights & 18 5 3K P i B & A BERITULES
* BB IEE Active Directory IRSS25HIARSS 28AY IP btk
* HERERAFBRERSRZE, SAEEENE,

FCERF BRWERNTE

1. T IR BT XEdh, Bl IR > AR BERIRERE > + BRERIESE, ABEEEFE Active
Directory*

ARETRANARBERES.

BETE RPN SIEREER - BRSS!

12



BFR

BFR

KIEA
RS 23 IPIE#E

AR TR

487 DN

HPTEERT
il

]m|

R
AR ERNE—RF, fli0_GlobalADColector
MIIRAPIEFE—IBERENLIE

REEDERMARS M IP it sSE 2 REER
(FQDN)

B REMBIZMER. HFMEBFRAIFU TR0

D xyz=> BiEER, 587 SVM ER—%, [

. hg.companyname.com] DC=x,DC=y,DC=z = 8%}
B] D ¥EFR [Rffl: DC=hq,DC=
companyname,DC=com] & &R UIEEMN T :
OU=engineering,DC=hq,DC= companyname,DC=com
#2457 OU engineering id 3]
CN=username,OU=engineering,DC=companyname,
DC=netapp, DC=com [M OU <engineering> 3REXEH
<username> BY4FE FA ] CN=Acrobat
Users,CN=Users,DC=hq,DC=companyname,DC=com
,0= companyname,=Boston,S=MA,C=US [FKEXi%H
LRI P RBYFRE Acrobat FIF ] B {EEH
Active Directory 13,

AFRAFERERER. i
. username@companyname.com B,
username@domainname.com Itt5h, T T B 2N

Ro AR ®IER LA RgiEh2s i 5o
BRARSS BT (BILEE DN REMANAF BRED)
Idap. Idaps. Idap-start-tls

iR

UNER7E Active Directory FIER T BRIANB MR TR, 1BHWIALLT Directory Server FREEHIE 4. KZHIBERT, X
LteZ M R FRTE Active Directory IARHWE, EXFERT, EaILlEEMERINBER TR,

B%
BRAR

SID
BR#&

BHEFEER S LIAMIATESRELE:

B%

FE BBt
BHiESH
=)
ER/MX

B RIRSEBFHEIERFR
name

M RIFIAFT

sAMIK 22 #R

B RIS BPIRIE S
it

BiE ST

G

AT

13



=B =B

BA YERE
4212DN 213
4R PR 5

MR B RUREESAEE
EE] LS LT S BT LDAP BRIRFEMEN :
* {EALI TS IIE Workload Security LDAP FAF AR :

ldapsearch -o ldif-wrap=no -LLL -x -b "dc=netapp,dc=com" -h 10.235.40.29 -p
389 -D Administrator@netapp.com -W

* £/ AD Explorer X% AD . EEXNREMENSE. EENR. EEXNRIEN. FITHURENE
HMHRITHERER,

o ZEEAD W25 TE AR LUEIER AD ARS385A9 Windows #1288 Eo
° {#F3 AD B RIRS 3B A/ZBEEE AD RSB 28

14


https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer

o Active Directory Explorer - Sysinternals: www sysinternals.com

File

Edit

Favorites  Search  Compare  History  Help

IR

Path: |

+d

@ Active Directory Explorer "

Mets
Aut

A4 Connect to Active Directory e

(@) Enter & name for an Active Directory database to which you
want to connect. If you previously saved a connection, you
do not need to enter a database name.

Connect to: | ad.domainname. com |

User: | username |

Password: | sesnnnes |

() Enter the path of a previous snapshot to load.

Path: C:\ADExplorer\AD-DE\MetAppHQAD _DB.i| ...

If you want to save this connection for future use, select Save
this connection, and then enter a name faor the saved connection.

[ ] save this connection

Marme:

Cancel

HiFRA P B RUERECE HIR
TRER T SR ERAE AT e IRV E R R A AR TS 74

1 R
AIRAF BR&EE

LDAP Ars52= 2 (HEVEIRTL MEZ,
ANAFBRER

TEIREN S E A B FRIR(HAY
DN=DC=hq,DC=domainname,DC=com ¥ MNH TR, ”

Syntax

SFHHR NS, HRETN RUHNAFISEBRRER. REHREERNBFS

SERERNS. HRET: T RENFMBIFARER. HEHIREERIZME.

15



a] A ; iR

WAFNERUARENETFRBRLTLAFPEEXH XAJgERHT CloudSecure FRNMMALER RS
TIEH, Active Directory PRI FTRE 4B AR LES Y. 4%
EHREIERIAER R M.

HIBWESBRATHIRRE, ERTECRLDAP A REH ENBE R ERBNES.
Fo RMER: TEEZTIRS:S, EEAT

AIAFEREERBSHHER RS, WBREEIEFE (ARS8, MBFR. 48%E DN. 45
EEWE) RMHTERE. HIR bind-DN HIAIBRL
LL“Administrator@<domain_forest_name>"s{ B &1
EIE GANPRAY A P ik P VAL IR (e

ANAFBREESBRSSHNEA NS, EREIRTE 7 AD IRSEEMHY IP 5 FQDN RIEH. 4migHiEM
EXWNESRHVIRES, [REA Tep @< IETBRY 1P 3k, FQDN,
[Connect(localhost:35012,None,List(),Some(,seconds)

true)] [& java.net.ConnectionException:Connection #%

BEMRK,

ANAR BRERSBZSHHEIR NS BIRET LA N AD IR552EMBY IP 8¢ FQDN RIEH. miBHI=H
#2131 LDAP E#E, IEfBRY IP H#itkEY FQDN,

AIAF BRERBFHHIR RS HRER: ‘T RENEOERER. =AM AD IR552889F IR
EMEIRE. FR: BEREEREIR. BFRER ENERNEOS,.

. /connector/conf/application.conf: 70: Idap.ldap-port
#9258 STRING A2 NUMBER”

FMEFIEIEF R, FRERMERT. MNAED/E, XrJgefMT CloudSecure RAINAIFAIEREES

iR MEIEARS M AD H3REL, Active Directory FBYSEFRE MR FFALELS A, 4R
IEHIRMHIE ARSI AER MR R,

SHEshESE, AD BT AT &EE? WERERE, AD BFEIENAE, FKENLI30HHEF
NEF#IEARNFTE15DH, HES12/)\ BhRlFE
_;Ko

P #3EM AD B2 E| CloudSecure, #IBRMIBI =M R EERIF, APHIERFEE131ME, WRBEFH

B&? Bk, BB ALUIEM IS H MR,

BAFREREERSHERRS. EESRATERER RENSFMEBMRFER. FSRLEX, THINARHELE
o IRSBEBFR: usersLdap, KWREA: LEKNE BB FRo

LDAP P, KMEE: 80090308: LdapErr: DSID-

0C090453, ;¥#: AcceptSecurityContext 8%, #iE

52e, v3839”

16



)

BREMTTERRES BiESHE,

R 7E Active Directory (AD) iRS328 LB 7 INZEH
(SSL), M Workload Security User Directory Collector
ToiE1%EEE AD BRSS23.

CloudInsights Security F#71E3K B Active Directory B
#4E, MEM Cloudinsights FIFRFrE B F{ER.

A2 LDAP B RARS 28R

iR

XIR AT RE 2 BT Active Directory BIE MRS IRIFIE Y
B, 1.48%8M Active Directory SREVEF E BRUISE
Active Directory Y528, 2. 388, ERIEEMT,
B—1FERABIESEIRETE] Active Directory &
4“telephonenumber’s 4.301E, EER_EEERR
Active Directory Explorer T B Active Directory ¥
EEEHINBEMERT. 3.11R Active Directory FE—
M2 H“telephonenumber @1, HFHEESHP
RIEIESHY, 5./RI&7E Active Directory FE B#RIEX
NEBIESHY, 6.7A/54%5E CloudSecure FHF B RUN&E
25, TEOLEEMERS, B telephonenumber” ik
J9“phonenumber’s 7.fR7E Active Directory WEESS,
WEREEMBHHARNBFRNBIESE, #EEER
ERRPNAERTIEF.

FECERF BRWERZAEA AD IRSSEME, —B
RAFPEFAEE, ERRE 13 1A R AD RS

B[ERIAFFAE S G ERE, NAZIIREXAD H
MANMBAR. EEXAEN, BRERBERFTEER
E| AD,

FEIUM Cloudlnsights Security FllfR Active
)Igirectory RFPRER. ATHRAR, SEMRRENHE

TERETIERHZRE2LUM LDAP BRIRSHRKERFEM.

Fazal

* B EData Infrastructure Insights &8 R eIk B & A BERITIHESS.
* BB EE LDAP B RARS2389ARS 2369 IP ik,

* £ECE LDAP BRERESE 2R, BISTRENE,
ERAFBERNBERNTRE

1 EIfEaEiTeRSSd, B WESE > AR ERRES > + AR ERIRESE, AREELDAP BRRS

%g*
RERTAMARERES.

BT TRPMAFRIUEREER - BRSS!

BTR

E22 i

RIBA
AR5 28 1P/E

iR
BFRBRME—=R, 5130 GlobalLDAPCollector
MINRAPIEFE—EERENIE

& LDAP B RARS BMIRS 2 IP it IR E
5% (FQDN)

17



1EREN

#487E DN

T
498
YT
iy
#

LDAP AR5523FUIS RERE RER 281 F LA TS0

D xyz=> BEE®, MERET SVM LIBEENHE, |
~f5l: hg.companyname.com] DC=x,DC=y,DC=z =
MR 2 ¥#E R [~f5l: DC=hq,DC=
companyname,DC=com] & & a] UIEEM T :
OU=engineering,DC=hq,DC= companyname,DC=com
[#Z45E OU engineering i3 €]
CN=username,OU=engineering,DC=companyname,
DC=netapp, DC=com [M OU <engineering> 3XEXEH
<username> BY4FEF ] CN=Acrobat
Users,CN=Users,DC=hq,DC=companyname,DC=com
,0= companyname,.=Boston,S=MA, C=US [$REX1Z4A
LA FEYERE Acrobat FIF]

ATAFRERER. FlU

. uid=ldapuser,cn=users,cn=accounts,dc=domain,dc
=companyname,dc=com
uid=john,cn=users,cn=accounts,dc=dorp,dc=company
,dc=com ¥F AP john@dorp.company.com

o dorp.company.com

-FAF

-4

BRRSB(E (BNGEE DN RIEARIAF ZRED)
Idap. Idaps. Idap-start-tls

PR O

9N3R LDAP BRIRSSFFRHIINBERRERE, BRAUTERRSEFAFHRELE. KSHRERT, X
BIEZ2FTE LDAP BRIRSZBEFBPAIWIEIR, EXMERT, ErRILESERIINBERT.

B%
BRBR

UNIXID
BR#&

BREIERNERY R T ERRES:

B

EE BB that
FHiESH3
)
ER/MX
B

RA

18

BRIRSBHPNVEERFFR
name

uid S

uid

BRRSFPNEIERR
IS

HiESH3

AN

NS

EBIRS

RA


mailto:john@dorp.company.com

£23EDN =218
izl B%

pal

MR EH AP B Rk R E
Ea] LUER UL T HEBIIE LDAP BRSTEFEMLE N

* EALU TS I0IE Workload Security LDAP B3P AR :

ldapsearch -D "uid=john

, cn=users, cn=accounts,dc=dorp, dc=company,dc=com" -W -x -LLL -o 1ldif-
wrap=no -b "cn=accounts,dc=dorp,dc=company,dc=com" -H
ldap://vmwipaapp08.dorp.company.com

* fEF LDAP Explorer W% LDAP
HIEE. ESENREMARM. TENE. EEXNRER. MITHURENEMRITHERER

o

° &% LDAP Explorer(http:/Idaptool.sourceforge.net/ ) I Java LDAP #HIREIESs(http:/jxplorer.org/) £

E{A1a] LUZEIZE) LDAP BRS5288Y Windows #1288 L,
° {8 LDAP B RIRSZ 230 2/Z18%1%5) LDAP AR$S28.

Configuration

Configuration | Server  Connection | Option | SSLTLS |

User DN |cn=admin.di | Anonymous login

Password | vl Store password

Use S5L port -
L Yes ® No
Use TLS N (TLS is only used
| Yes ® No on non SSL ports)
Base DN |dc=w0rkgrﬂi | Guess value i

|
|Test cnnnectinn|

‘ Ok I ®Aﬂnuler ‘
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http://ldaptool.sourceforge.net/
http://jxplorer.org/

HiB% LDAP B RN E fRIR
TRER T IEEsic BRI AT RE AV E RN iRl AR5 74

I iR
N LDAP B REERSSHHIR RS, BiRER  1RIEHMYE DN, HEZLNIEEREMARIEH. FiEH
79 LDAP AR 231 ER TR IRIEIFRNER,

70 LDAP B REZRBSEHHIT RS, HiRer EHMNEZREMARER. FEFIRHEERNBRMBAT,
D “TERIREN S EAM B TR R
DN=DC=hq,DC=domainname,DC=com MWK R, ”

HAFPWAERMAREIELEHHREAFPEEXH XAJgERHTF CloudSecure FRNNALER 4R TS
paficiea Active Directory FHISLFTRE 4 B AR LEE MY, F
BXAKNE, HEFREEMHNYLERERT.

HIERERATHIRRS, EXTENER LDAP A BE'ENMRIRHERBURESR,
Fo KWRE: T AEREIRSES, ERAT

70 LDAP B REEZBLSHHEIZ RS WEREENVIEFE (ARS2R. MBI 40%E DN, 45
EZE) RETHERE, HFEYDE DN MABEN
uid=Idapuser,cn=users,cn=accounts,dc=domain,dc=c
ompanyname,dc=come.

N0 LDAP BRERZBZSH B NS, BTHER WRIEHERBIARSSS IP LERE //
TRME WSS RENR, RIbEER

7NN LDAP BRETERUATFEEIR: LA 2 RERA HIREMERNVIRSSS IP IERE
AEWESRIREINR, BRRERBMER (iR
XE5: AGENT008) ”

70 LDAP BREEBESHERA RS, BTFHEIRY  7AD IRS2B1RMHAY IP 5 FODN R iEf, 4migFiR(it
TETE X WEL BRI, [RE Tep 8% IEFfRY IP #tuiks FQDN.  ////
[Connect(localhost:35012,None, List(),Some(,seconds)

Ltrue)] & java.net.ConnectionException:Connection #

BRI,

70 LDAP BREEZESZSEHHEIZ RS, HIRIET“ 7 LDAP BRSZ25EH0Y IP 3t FQDN RIEf, fRiEFH1IE

TR BRI LDAP %1, HIEFBRY IP HhilksY FQDN, ={Ei2HmimOERE
o, =id{EH LDAP IR 23MEIAIR DE D EHR IR
WE=

S0 LDAP BREESBSSHHIR RS, BiRET EEMBEOEBERER. =it6EA AD RSB0 IARO
D TEMEIRE. RAE: SEREEREIR. AERE EXEHNRCOS.

. /connector/conf/application.conf: 70: |[dap.ldap-port

#9ZEE 9 STRING A2 NUMBER”

BMEHIBMEF R, HEACEFRT. FANERED/E, XelgeEHET CloudSecure FARIMAYELER LS

EEMEIEARASM AD HFREY, Active Directory FRYSZPRE M B IRARILES Y. 4R
IEFHIR M IE BRG] vl ik /E 14 2 Ro

BRI ESSE, LDAP RIS AT ELE? WESRERG, LDAP RIFZEIIENAE, FREXLI305 B
FRBRPEIERNEE1S9H, FES12/)\FBRIR!
%ﬁ_;XO

FF#43EM LDAP [EIZ & CloudSecure, #¥iEfIIts R LERIF, BHPRHERRERE13MNE, MNRBF#H

IBR? Bk, BB ALUIBEHIGHMIBR,

20



5] 5 ; fiRR:

LDAP BEREZREH HIRNKE, “EERBLTHIR RUNHSMBENAER. BSRLX, THRINFERHEE
KE. RSB usersLdap, KMRH: TiERER  HBHIZRMET,

LDAP FIF, %MERE: 80090308: LdapErr: DSID-

0C090453, ¥ AcceptSecurityContext f&i%, #iE

52e, v3839”
RAPAEMTEPRESBIESH, XIRETREE T Active Directory BIJE M4 BRET ) BIIERY

B, 1.48%E M Active Directory 3REXFE F 15 ERUIFE
Active Directory U528, 28R, EAIEBET,
B—1FEIZEIE S IRE4Z Active Directory |8
4“telephonenumber’s 4307, 15fEA _EEHERA
Active Directory Explorer TEi|% LDAP B RARS 28
HEEHNESERT. 3.5R LDAP BRFE—1E
J3“telephonenumber’f/E 1%, EFHLEESHEFHE
ESH, 5./RI&7E LDAP BRHFEBKEHR N BIES
13", 6.7A/54%4E CloudSecure A B RS2, 7£1]
EE ML, ¥ telephonenumber & it
HJ“phonenumber’s 7.fR7F Active Directory Ug5E23,
WESB R EMBHHRNAFRNEIESHE, FREER
RPN AERTIEF.

YNR7E Active Directory (AD) fRS528 EBRATMEIEY FERERF BRWERZFIER AD lRS3EmME, —8B
(SSL), M Workload Security User Directory Collector XEXRFFAEE, ©IFRE 13 M, MR AD RS

ToEIEREE] AD AR5 88 BRI FIFAR(S BIS TSR, NFEIREX AD
MAMNAF. BEXKNAF BRKES, BEEE
Z| ADo

ACEONTAP SVM #iE1RE 25

ONTAP SVM #iEW S E T E H L £ RENS \5IENetApp ONTAPTEAEREZ AL (SVM) EBY
NXEFMAFIGEER. SMEMEIEIESETER SYM $UBINERMNEENEIE, LIERNE
FIONTAPH IR IRt EMNZ £ BT,

FHEZ H

* ZEURUER R LU T ThRE:
° Data ONTAP 9.2 XEmM A, N TRIGREMERE, BEAST 9.13.1 BiData ONTAPhRZS,
° SMB MY ARZS 3.1 RERARA,
° NFS IRAS®RE LA NFS 4.1 (IEERE, ONTAP 9.15 REEMAZIF NFS 4.1) o
° ONTAP 9.4 K EShrA 2+ Flexgroup
° ONTAP 9.7 & E=hR4AH NFS Z#5FlexCache o
° ONTAP 9.14.1 REShRZAH) SMB 3z #5FlexCache o
° %#FONTAP Select

© (NEHRHUERE SVM, AZIFEELREN SVM,

* SVM BJ1FFHEA, Hrh, {XX#F default . sync_source F_sync_destination,

s —BRITWIAR B RE7 T LB iRk ES.
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task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html

* BREAAEHEENAF BRERS, SWEFAREEDEIENERERRENAR ZMAZRAFBISE

R (f26E7E Active Directory 1) .

* ONTAPHFATZEM 9.14.1 hRASFFIAZ T ¥,
* ATHRRBREMRE, ENIZE FPolicy RSB REENSERAAMUTR—FM,

* BXIEAHRERBEENEERELBRMEN, BS " FIREXE FPolicyRELE",
* WRER LU A 22— 0 SVM:

o BT (FEREERE IP. SVM B UNEESIERFBMNER, XEHENSG X
* SVM ZFFUTSONTAPH B RMEE—8, HEAXHSANE,
° {#F SVM Vserver B12 IP. R RMEHD

* NRELFEHAREBEATENEERER/SVM EERFZMEN, B2 — M BEERERIRA
BEXAF, X FRGA TERERD. BIA SVM SiEEHRRIgIZIIEBEEX AR

* IR LIEREBEZED csrole (NRRIAER AD BF, W TENXFIRANREE SR, BiES
IZ]"ONTAP 214",

EIHITUA TSR LHERN SYM IRE T IEMNN AR

clustershell:> security login show -vserver <vservername> -USer-or-group

—name <username>

ANz

Vserver: svmname

Second
User/Group Authentication Acct Authentication
Hame Application Method Eole Name Locked Method
vsadmin http password vsadmin no none
vsadmin ontapi password vsadmin no none
vsadmin zsh password vsadmin no none

3 entries were displavyed.

* HfR SVM EB2E& CIFS k5385 : clustershell:> vserver cifs show

Z45R[E] Vserver BFF. CIFS BREB 2 ZFFAMEMFER,

* 4 SVM vsadmin AP IREZRR, NREREEXBAFRREHERGAP, JHkdIttPE, clustershell:>

security login password -username vsadmin -vserver svmname

* f#M SVM vsadmin FIF LU#ITIMNERIAIRl, MNRERBEX AR SEHEERAR, #Rikdityd

I8, clustershell:> security login unlock -username vsadmin -vserver svmname

* BREUE LIF BB AEREEIRE N 'mgmt” (AR HIE) - MREALTAEREMBIRAFM SVM, BB

WP, clustershell:> network interface modify -1if <SVM data LIF name> -firewall
-policy mgmt

* BRBAERE, EBHAEXHIIMNAREFERData ONTAPEHUIRE NS SRR M TCP A=,

22
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o W AWS EC2 S22 #IER 51T Cloud ONTAP SVM B, RIBRE#ESAGIFE— VPC B, TR
ENMIFRER VPC F1, N VPC ZEAMEE MK H,

MR ER RS 2RV
MiREREThEE (F 2025 4 3 A#Y) SEEBMRZLAFEData Infrastructure Insights(DIl) TYEfA T 2HI&
BRI SEMIRAIHENARRE, XHFHAF S BT ESMEBEHRAABEXIRI-,

LEINEES B A P IR ERIE WSR2 AR EFIE SMEEXINERST BRI, Ittih, EXZIRIEONTAPHR
. ABLUKRIEONTAPHSECAMTIAIRIR, SRIAF AILAGRBITIEE.

() mreswEsrsEtEs

ERNRA SR FZ
*© WWIREETERIFER, TESHRRIL
* SVM AR ZFFIRET R E,
* IREEREHEEREE, WAFERINR.
* MREEABEXAR (M, csuser) , EREHEEERRITHRERARFIAN PRI E AR,

Save Collector Test Connection @

BSUEENR TEE D B20tt.
MR

PR LRI/ R UN SR 23 T E, IWAERESNFAES (EEBHIRAT) = SVM RINFAES (£ SVM
BRT) , ARBEE WERE Rl AR, TEMHZERAIEZIERA ERELHIRIERKCE .

Add ONTAP SVM Need Help?
An Agent is required to fetch data from the ONTAP SVM in to Storage Workload Security

Network Checks:

Https: Connection successful on port 443 (AGENT -> ONTAP)
Ontap Version: 9.14.1
Data Lifs: Found 1 (10 =s8weseaiu) data interfaces in the SVM which contains service name data-fpolicy-client, admin/oper status as up.
Agent IP: Determined agent IP address to be used (10 =)
@ Fpolicy Server: Connection successful on Agent IP (10 28282:88), ports [35037, 35038, 35039] (ONTAP -> AGENT)

Features (User has permissions):

Snapshot, Ems, Access Denied, Persistent Store, Ontap ARP, User Blocking
Features (User does not have permissions):

Protobuf: Ontap version 9.14.1 is below minimum supported version 9.15.0

ONTAP Multi Admin Verify (MAV) ;3 EEIN

ﬁ%ﬂ]ﬁ'ﬁ, BlaneEAMMIERRERS A A AL (SMB), FIRET/AIRIEIEEY ONTAP hiRZSHFINEY MAV a3 IEE T

HIEBRU TS BISHIBRDURINE] MAV 657, LIS TF Workload Security SIS MIBRIREBHFEIERF,



AVFEIRFABIFRRIRR <

multi-admin-verify rule modify -operation "volume snapshot create" -query
"-snapshot !*cloudsecure *"
multi-admin-verify rule modify -operation "volume snapshot delete" -query
"-snapshot !*cloudsecure *"

SRIFRAFELERE <!

multi-admin-verify rule delete -operation set

FA P iniRlfELE Ry SR S 4

BIREM LR AP GEELE"
IEINRE R EERI R T BEIETTo
NREEREFHEEREE, WAFEHRINR.

NREERBEEXAR (140 csuser) HIRFIZAFNIR, B¥%ER AP 1518]HLE"$F Workload Security FELE
FA P B9 ER.

KTFIRATIEA

BT ERBEEIR IPHRINEAIAR :

NRETEERAEFEELBP AT TEAHZE2IHRIONTAP SVM #hiElE2E, NATLAGIE—1%& N csuser”
AR, HERUTHLATINAR, RETFMHREBUIEWER UEREREE P, BEARAR

F“csuserf1Z 3 “csuser’s
AR BELRIE— 1 AEXRBATEEXBAFPWFEINEGENIE, MREFEENERF, WELERUTHSHERT
ERAFPAE:

security login delete -user-or-group-name csuser —-application *
security login role delete -role csrole -cmddirname *

security login rest-role delete -role csrestrole -api *
security login rest-role delete -role arwrole -api *

BEIRMAR, BEASHEEEESAFR/ZIBERONTAP , AIGTEONTAPRSS 2 EHITIUA T o<

security login role create -role csrole -cmddirname DEFAULT -access
readonly
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security login role create -role csrole -cmddirname "vserver fpolicy"
—access all

security login role create -role csrole -cmddirname "volume snapshot"
—access all -query "-snapshot cloudsecure *"

security login role create -role csrole -cmddirname "event catalog"
—access all

security login role create -role csrole -cmddirname "event filter" -access
all

security login role create -role csrole -cmddirname "event notification
destination" -access all

security login role create -role csrole -cmddirname "event notification"
-access all

security login role create -role csrole -cmddirname "security certificate”
—access all

security login role create -role csrole -cmddirname "cluster application-
record" -access all

security login create -user-or-group-name csuser -application ontapi
—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application ssh
—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application http
—authmethod password -role csrole

B3 Vserver BIE IP FNBTHIAR :

NRETEERAEFEELBR AT TEAHZEIHRIONTAP SVM #iEIE2s, NATLAGIZE— 18 csuser”
AR, AERUTHLATNAR, EETFMBREHIEWSESEUER Vserver B3 IP B, BERAF

Z“csuserF & “csuser’s

AR EEUSE— M REXRBTEEXAFPNMEINENR. NRETNEAF, WELERUTH<SHERR
BERFMAtE:

security login delete -user-or-group—-name csuser -application * -vserver
<vservername>

security login role delete -role csrole -cmddirname * -vserver
<vservername>

security login rest-role delete -role csrestrole -api * -vserver

<vservername>

EOEFAR, BEREHEIEEERAAFP /BB EFONTAP , ARTEONTAPARS B EHITUTHS. AH
Eiell, FXLarSEFIEIXARIEES, AGIE <vservername> Bt NIEH Vserver B, JAIGTEONTAP L
HITXLERS:
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security login role create -vserver <vservername> -role csrole -cmddirname

DEFAULT -access none

security login role create -vserver <vservername> -role csrole -cmddirname
"network interface" -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
version -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
volume -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname

vserver -—-access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
"vserver fpolicy" -access all
security login role create -vserver <vservername> -role csrole -cmddirname

"volume snapshot" -access all

security login create -user-or-group-name csuser -application ontapi
—authmethod password -role csrole -vserver <vservername>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrole -vserver <vservername>

Protobufi&E,

HEWESRN BREEIKETBAILAE, TIEAEHEZEIEE protobuf I FEZE FPolicy 512, ONTAP
9.15 MEEhRAZHF Protobuf 21,

KXTUINRENEZIFMES, BB ONTAP 314"
protobuf FEFERINR (Hp—Ee2IMrAIGEELET)
BRI

security login role create -role csrole -cmddirname "vserver fpolicy"
—access all

REPAAR S5 2R 1R T

security login role create -vserver <vservername> -role csrole -cmddirname

"vserver fpolicy" -access all
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ONTAP B X # R+ 1P FIONTAPI IR R PRI LE
NREEREREERERE, WAFEHRINR,

MREEREGEENRNEEX AR (5130 csuser) , NMiBERBLITHRER T Workload Security MONTAP
WagE ARP 115 B BINR.

RTRBEZER, BIIIE SONTAPERL A RIHRIEL"
FM"5ONTAP B E#N IR IR ER AL

FoEIE SRR

fCELT R
1. WEEBRHKFFrEENEHEREIEMData Infrastructure Insightsifii,
2. PR TEAHR S>>+ RIS

A5 R AREIER SRS,
3. B RAIFEIZTE * NetApp SVM B3R £, FAFE T +Monitor,

Z4ERONTAP SVM EEETIE. NENFEIMNFIFRERIERE,

FE R

2 RIS B3R ME— R AR

REA MFRPIEE—BE BRI,

BEER IP EE: WEAREREE IP 5 SVM BIE IP

EBH/SVM B IP Hhdk S5 SYM B IP ik, BURTFE EEAVIEE,

SVM &R SVM B9Z R (G&id Cluster IP EZINFE I FER)

) k= TR SVM/IEEBERI A 2@ 828 IP AINEY, %

mA: 1.EESER 2, 'csuser 3.AD BFPEFES
csuser XMMIAE, BT SVM IP 0T, %A 4.
vsadmin 5. 'csuser' 6. AD AR BB 5 csuser Z£{UHY

At

=i LR FREES

TR FE EREEL ST RETESTHFEREXZE

BWABHIN O SNTBELZRR LLESHRINEZETIR, BTFMEARERHIRREs
(RERMRE)

BNEHR B ENTEERN LUESHIRIETIR, BTMEGWETHIFHES (
MIESME)

W] e, BRAXMAXIAREESEN. HEE, BEERE

BRI, X2/ EHRIZMRFtESZE S
1%, BRILIhRERIE SRS HEE,
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IREBONTAPAIXEE HX K/ ZEONTAP Fpolicy ZiX&FX K/ WRER 9.8p7
2 HIBIONTAPHRZH R I BEInIRA, MIETIAE
BONTAPRZE X A/NUIREONTAPERE, WNRIE
SEBIILETMHAFLERERE, BKRANetAppZiF.

FERIE

* FERENHRBERESRTTETR, FRETRESRANRNETER SRFIEHRIEWRES. ErIUEMBIIER
SRR mIE RS SRECE R M,

MetroClusterfy¥=AC &
AT 25 % MetroClusterB9EIY :

1SRN ORISR, —NMEEENR SVM, 5—NEERIBAR SVM,.
2. BIRWRERBRNIET SREY IP_ &L

3. FEfEIRYIE =, HATEEETTH SVM RIS K ER A EEEIT .. HAF1E"HY SVM HiERERs
RETRHNERFL

4. SYRETNRE, HIRWKESHIRAIEM_Running_ZE_Stopped, K27 8Ao
5. MUEWERM_(EIE_IRSHT R ET_RERSEEFHH o
AR5 SRS

WREAONTAP 9.9.1 RS EHhRA RARSIHRES, AT ERIEIERINESS, FE data-fpolicy-client BRSS UK
HUEIRSS data-nfs F1/3X data-cifso

il
Testcluster-1:*> net int service-policy create -policy only data fpolicy
-allowed-addresses 0.0.0.0/0 -vserver aniket svm

-services data-cifs,data-nfs,data, -core,data-fpolicy-client
(network interface service-policy create)

7EONTAP 9.9.1 ZBIBVARAAF, TFI&KE data-fpolicy-client o

Bi-E B sE:S

NRFIBUE ST ST RS, EIUEFERE, FTHKRESN =N REHIEEE R, YURESEEN,
A MONTAPUTEEIE AT SR, tHRE MUREESRMONTAPKIX (IR, XEKE SHE Fpolicy E44 MONTAP
TREEIEIESS, BMIBERMData Infrastructure Insights,

HAR, IRETEWRERDFNEONTAP LEIBEMHES, NIFRHREERAIWNERE, FAXEEE
A RN ERIRE R G,

@ INRWEREREIAR, WL EEFRER FEFEIRESRZEIRERFHRIRR,

BIREMTLR:
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* RIBBRA LR E FU SR LERERIREHTT

* EMS = (41 ONTAP ARP) AETrE RIS LAE, XERE, IR ONTAP IRAIH X HHE T
, Data Infrastructure Insights Workload Security 375K BUZE 14

* WTFEHERWERS, BRaRIXEERER BTt
* HIENRERAIFI TN ENEE (FIMNRIREAAAEL) -
* EREEIERAR. KB VM ENESERRNERSENBINY, FEHWERBRT_FF_RKT.

* INREIEWERRL T _Error KT, MUESETEENN_Paused KT, XHWERIVKRE N ETIEITH
, “HERHEA=ER.

* INRAIRRTFFIERE, MIWERRTIEE NN _Paused K. WERBKEN_FLE KEZHEHERERBRE
Fo

BAIFE
ONTAP 9.14.1 RBESRAZIFIFAZE. 15FE, ERTHAMONTAP 9.14 E| 9.15 BFAAR[EL

I OB SRR SRR A I T E PR EEER B BISAFE, EFEEER, FER—THATEREIMH
XAEFE, BRMERRFAFENGETR.

* WFONTAP 9.14.1, ERHIERRIZINEZAEIEE, HE RN FRPEMERNZTF. BNBIEKN

79 16GB.
* XIFONTAP 9.15.1, WSS FERERIFFEPIRENBIREEIEAX/NA 16 GB B9%.

BAFMEERENR (HR—LxeifrgiEasEE) -
SRR

security login role create -role csrole -cmddirname "vserver fpolicy"
-access all
security login role create -role csrole -cmddirname "job show" -access

readonly

REPAIRSS 231K

security login role create -vserver <vservername> -role csrole -cmddirname
"vserver fpolicy" -access all
security login role create -vserver <vservername> -role csrole -cmddirname

"job show" -access readonly

pNEEdl e S

TR LU TR B R 2 RESM—MIEBEB IS —MIE, NMSRIEREREIRE B =T,
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 BREATATF EE RS
* BB ESR I T _running R,

*:
* BUEM AP B RWESRES.
* ARFFohEEREP ISR
PR E S
BFpUse, BIRBUTSERRE:

1. R YREUREIZR TUE
2. NRETF RS PEF BRI,
3. mifrRTFUREE SR 1.

TEAHZ2RAIRIZIER, TEMIE, AR RBREEEEIWERYIRTE, MRKXK, HENEH LEETE
R EYHE S

AR HRESRAIIESEIBRAER, RIBWESS TUE L2 BIFMMEERECE B ER R E N Ao

Waorkload Security / Collectors / Edit Data Collector
Edit ONTAP SVM
MName* Agent
Cl_SWM fp-cs-1-agent (CONMECTED) v

agent-1537 (CONNECTED) =
agent-jptsc (CONNECTED) I

Connect via Management IP for: fp-cs-1-agent ([CONNECTED]

® Cluster fp-cs-2-agent (CONNECTED)

) svm GSSC_girton (CONNECTED)

&=
HUEHERR

BE"SVM WSt = H R TUE RIS R HFR R o

ONTAP SVM 1B U EE 2t PR HERR

TRAHReERTERESMSERESXHNA R HREE. SR UEXEHREIFRRIL
W g 2R 1] ABYHE o

BEIE SVM WrE25"TumE LIRENA KECE U &R 28 AT PR,

ig%tlji)”ﬁ‘a*i% , ERILIR T B RERVHIEW SR TUE R R 7P B S AE S K T A XIBRIFAE
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Installed Data Collectors

Name Status Type Agent

9.8_vsl © Error more detail ONTAP SVM agent-11

BN AR TS S0 TR,

B RS EiT —REEERNMNEEEL, FHI®E: “HBREE . EEILTHRRS. RkSE
M BHite KIMRE: SMD fpolicy ARS528EEH, "=IX—T: ONTAPHEMHREZIZES TAEZFTLUAENSE
R, FtEERLLE,

E W EIZRY CloudSecure FRIEERE, EALIM CloudSecure > Activity Forensics > All Activity TUHE
L{T*.LEO

MRBERGAES TREAUTLUAIENRE, FERSERRNERE, 7RNAHEERERUESEIE
EFUE,

NRAEREE 2021 F 3 A 4 BZAIREEREETR, BEREERIZTUTH !
echo 'net.core.rmem max=8388608' >> /etc/sysctl.conf
echo 'net.ipvé4.tcp rmem = 4096 2097152 8388608' >> /etc/sysctl.conf
sysctl -p

THEAR/NEM Ul EFRETIUEESS.

{=H}

‘A WERSRIRE IR R ERIEIRILIEIA SVM #iEEOIRASHE 1P ik, *2iH—T: *XIR
FI B2 TONTAPIREY LRI BLE R, TBIRIRLA T D BIR(E:

1. ¥R SVM RS dr A HAs EIR £ an A HA LR BRI ASEELER B SVM BOERE

2. BITEREIE IP AR SVM BY, EHAMR SVM BY%KIE Iif FIE R Iif o] LAMACEE VM ping i@, 1R HILE),
BIREMRX. MEEIEMEEA,

BRI AR IR EASEEFERE IP @Y ssh BRE&EE, H ping RIE IP. BRI IP A ping &

network ping -vserver <vserver name> -destination <Agent IP> -1if <Lif
Name> -show-detail

WRTE ping 18, IBHRARONTAPHRINLZIKEIER, LUE Agent H128AT LA ping 1o

3. INREZIAET Cluster IP EIZEARKL, BEIAEEZEBET SVM IP &%, 15517 EX T #2iEd SVM IP &
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e

4. @i SVM IP # vsadmin EEAMUESSE, KE SVM Lif EEBETEHENEEARE, EXMERT
, ping | SVM Lif ¥=#E{EA, B2 SSH % SVM Lif §REEM. IR, JtIE—" SVM Mgmt Only
Lif F=iti@id Itk SVM BB E A Lif #1T%ER.

5 MNRBATEIER, BEIBR— M SVM Lif FE2IEE 3% Lif #1715, WIRTFREIEIEE Ef.
6. SRR :

a. FEONTAPH S Eh¥IE L ERER.

b. Zi{M CloudSecure Ul E#3EUE 2R EZE] SVM,

c. EFEFEIREIM, FEONTAPHELEERE AR,

d. MONTAPITHE#UIBREERER. AITELLAIEIREN

https://<cluster mgmt ip>/spi/<clustername>/etc/log/packet traces/
. fRMONTAPEIIEER —1 SyN.

. WNRZBEFRBEONTAPHY SYN, HBAXEONTAPHMIAAIETFEIER),
. TEONTAPHRITHBAANE, LUEONTAPRERIEIZMIER

7. MBEMATEER, BEENEEI, UHBRLEINIAIEELE MONTAPEIRIZERER.
8. MNRUA LT ZERMIERR R, BRRZES"Netapp 25" LIRS #H— S HIEEB,

{=H9}

R SHR: “TERE [ENE: <IP Hiik>] WONTAPEE!, RE: S5EFMEARS <IP k> FEEEIR: F4
FTEWE (ENMFTEIAR) =it tiRE:

1. BIFEHIRMT ERN SVM IP SRt sy &SI IP,
2. @it SSH EZIEEEZN SVM IEEE, EIEE, 15HF SVM SR 2 FRIER,

{==289}
B *EIREE . “ERSATHEIRRS. RSB #Hite KKRE: M fpolicy ARS5284&81E, » *ifidxX 1

1. RAERRER B ASERELE TN FAINEIR O, IR OSERE 35000-55000/tcp BB BT, LUBEHIE
HEHM SVM #1TiERE, TERIFONTAPIHEE B A MEEMHE IE S5 IEN 28REE,

2. TERIEEED N L T 6p < H B RI% CSEEZ A AT,
sudo iptables-save | grep 3500%*

N LT VA o
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-A IN public allow -p tcp -m tcp --dport 35000 -m conntrack -ctstate
NEW -3j ACCEPT

. BR svM, MAUTHSHIEERLDEERENNERELIESoNTAP BIEE,

system services firewall show
system services firewall policy show

Q& NI S " TEONTAP Ho
3. i@t SSH EIZZEEUSITHY SVM/EEE, M SVM EE4 & FHA (S2#F CIFS. NFS #hiY) 3EEHIT ping
1B1E, FHHR ping IRIFIES:

network ping -vserver <vserver name> -destination <Agent IP> -1if <Lif
Name> -show-detail

WRTE ping i@, BHRARONTAPHRIMSZISEIEH, LUE Agent H128AT LA ping i@

4. NSEE 2 NMEUEWERRK RN SVM RRRINEIRER, NS ERIEER. @ Ul BRER— M EuRkE
1%4%0 AlEEd Ul EfECHEMEIELES. ARBIENRESRITETR RUNNINGRSHFIEM SYM #ikE

BEAtE, T—MEPFR, MiZREd 1 NEIERERAM 1 1 SVM —R. 11 SVM FR&EE 2 NMHEIR
%%&/J\HDW/AO

S MREMNM RN IIEAHZ LT (1HF) FRMTAERR SVM, NRE—1 SVM &&=, £=1

WeERERiG A B CRY IP ILECE fpolicy, HEZHE—TUESS. FtE—TRESIFELREENS, HE
HBEITIRSEHANERRS. APEXMER, BERE MR LEEST SVM.

6. MRARSHRISEEREH, WrlEEILLEEIR, FFAONTAP 9.8 NEShRAR, AT EEIIFERIEE
, EBE data-fpolicy-client RS UK EEARSS data-nfs #1/3 data-cifs o Itb#h, data-fpolicy-client BRZ #4705
R WEfE SVM HEHE4E e B HAME R EX.

{=H9}

B SEMREAREREAESF i

1. I0EONTAPIKE SR B EA T ETEIT RS, MRE, WEIHTH—LEXHHRTE cifs ZFIREMW_EER
—L& cifs EHf,

2. NRZBEIERER, BER SVM FHEAU TS,

<SVM>event log show -source fpolicy

BREREES fpolicy fHXMIEHEIR.
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3. MNRLEEIEER, BER SYM. WA TEL:

<SVM>fpolicy show

92 LL“cloudsecure_"AFI4%HY fpolicy ZREEE B EIKEBRS A on"s WRKRIKE, BARIERAIETERN
17 SVM Flan<. IBMRBEEIREALPTRIFRE R &M

{=#9}

[EER: SVM #EWERL THIZNES, HIREBN NELTAHERIIRES U TRE:

1. REURNEREEHH BT RSB RIES,

2. RERZ O SIE RIS EETIAE,

3. WRILUEE Ul R ash TTEIVEIER 2.

4. MRSVHEDBEFRES, BRES—MREHRF LR RER B EIRIAE,

{=H9}

BIER: SVM HUREURE 28 BREERE B A “fpolicy.server.connectError: T i%5 FPolicy RS
82412.195.15. 146" BIEE (RE: “EF@IT) " SiXiRrE: SVM/Cluster FRA T BAE, Hit foolicy 3|
BTEEES fpolicy IRS528. ONTAPHA B THEEZEER CLI 8iE:

event log show -source fpolicy which shows the error
event log show -source fpolicy -fields event,action,description which
shows more details.

EFHMIETS " TEONTAPA Eo

{=89}

ARl *EEIRHE D EIESATHEIRRS. RSB/ Hit. KKER: 7£ SVM EERIFFEREIEZOD (8
& iR, ;AGETJM NFS & CIFS ifi&. RE: B . *Z=id—T: *WERE—EEZD (AEHER
&H CIFSINFS #3EHiY) o

{=89)

‘AR BRI AR ENTR 15“&4ku, —BREEHRNEITRE, AEEXREERAS. NLEFEE, =il
— T "XBERETEUATIR

10T SRR RS
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2. RYHXFITHBIBWRESSESE 1 D SVM RN LEEERE ST, ERRE 2 MREZHIERESE
#%5 11 SVM,

3. HAR 1 MEIERER SR VEREE] 1 D SVM,
4. MiFREZEIR— SVM MIEfEUEIREE 2%

(=89}

I *EESRATHIRRS, RSB Hite KWREE: TARE (SVM svmname ERIKRER) . REA:
7£“fpolicy.policy.scope-modify: "Federal" F/J“shares-to-include” Tt XIS ENETL *EiRtbiR(E: “HZE
EMBERNFEMSIS, 4HIBONTAP SVM DSC EEEIUBIEHEZRZ,

_BEMHGRHE_TERTRRNAZEZMIIR. IREFTEZRSTHGFAERS, BREARUMEDE,

{=8Y}

“IB)ER . *EEPFEEREAMNINA fpolicies, %% Workload Security Z BIRIZMMHA? *Eif—TF: “BiXH
PREFEIIERNARERD fpolicy IRE, BMFENITFAEERS. TEMHETLRELIRFERIZ cloudsecure ”
89 fpolicy. FREEMARFERA fpolicy BoE &R AT LUIBR.

£ fpolicy 5IZRAY CLI fp<:

fpolicy show
bR frolicy EEEMIPE:

fpolicy disable -vserver <svmname> -policy-name <policy name>

fpolicy policy scope delete -vserver <svmname> -policy-name <policy name>
fpolicy policy delete -vserver <svmname> -policy-name <policy name>
fpolicy policy event delete -vserver <svmname> -event-name <event list>
fpolicy policy external-engine delete -vserver <svmname> -engine-name

<engine name>

{==8Y)

A CBRIEAERERE, ONTAPHAREREIRM: EREREAR, IOPS BRAEMM. X : &
fEFONTAPHI TIFfa L 20, BRISEONTAPRERFER RIS, SMXMMERAIRER UL NRE

D "1372994" , "1415152", "1438207", "1479704", "1354659", FEXLERBIIEEONTAP 9.13.1 &
EEhAPEs; BIUBRNEREF—TNESRE.

{=8Y}

35


https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1372994
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1415152
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1438207
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1479704
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1354659

B HIREWERETEITEE: “HBiIR: MAERETEHERERNEERL, BEREMEESS (5
IR1CES: AGENT008) 7, *iRXidX1:

1 EHIEWESRE L, R HMEFRAOEIEWESRNAN, ARSEE 3 MREE, EERE. BREA
HIERERNENL, BT RERARTFHERER MERERSBERBHHEERNIZF R,

2. RIENERFI AR B B HHY CPU 5 RAM =(E], XHLE DSC KKMMRE, iFHEN2EHRINEI IR ERIEIR
EERAEE, WIREBET20, BEMNAgenttl28FICPUNMIRAMAE, —B CPU # RAM 12/, DSC ¥ Bzh#H
ANDRIRES, ARHENBITIRS. EERBEER"SIT

{==8Y}

‘AR R SVM IRIB IR RS . Bl — T 7E SVM IRV TEER, MREREHEE IPMAR
SVM EIE IP #1TERE, WEERHE. HBREMLERD SVM IP,

{==8Y)

‘A *BREYELIFIThEER, HIBKERET—FEIFHE . EESATHIZRS. RSBFF: Hit. XK
[RE: FToA7E SVM test_svm EEZE fpolicy. REA: AP KRREEN, " *Eil—T: "B AJsERR/ D 4EL KR
INREFR A REST PR, 15IRER 24501 1R BANFR.

RENVREEFBohREERS.

{=8Y)

AR WESATHEIRRE, HER: EESRLTEIRRSES, KWER: T A7E SVM <SVM ZFf> FEERF
AtFE. [RE: TTA7E SYVM<SVM BFf>"H1kE|E <volumeName>"HN&EER G, FEH: B
H“<aggregateName>"BV48EE E BRIF I . IRZBIR: Fite KWER: TEE SVM LEEEFAMLE
fiEi<SVM Name>, [RE: TENEKEIBEHIR G "<volumeName> “ £ SVM H"<SVM Name> ", JRE: BEH
4 EES R "<aggregateName> " HEi AR, BHEEF/ L2, REEXLHS,

SR EE D CERFILDH, AREHBIINESS.

(=89}

NRIEHAABRRER, ERKR >R TTE IR R AT 15,

AicE Cloud Volumes ONTAP#]Amazon FSx for NetApp ONTAPUE:28

@33 7 Cloud Volumes ONTAPF1Amazon FSx for NetApp ONTAPEZE Workload Security
SRR, BITBENREEEMEMPRXEMAR LR, A1EmEiEH T E AWS FEB
EREHRBEHEZRI=FHEEFIND T,
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concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html

Cloud Volumes ONTAPZfEEI &

7EB#0nCommand Cloud Volumes ONTAPX 1Y, LIECEHET S/HAAWS LHIRIEE TR H T2 RIE
. https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.htmi[]

BRESRGE, REBUTHZEIREZR SVM: https://docs.netapp.com/us-
en/cloudinsights/task_add_collector_svm.html[]

XFNTFE

* Cloud Volumes ONTAP, 7EZFTE RN IRSIREEAIZ SRR, Hla: Amazon. Azure. Google
Cloud,

* ONTAPAmazon FSx

RIBN2BRECE
RV BB RS REFNEE FHPEER, EREEXRPEREXMKZIHRNESER.
;;F%Tf AWS FLERIERIPE, TJLITE Azure 3% Google Cloud HZIRER T =IRSIRMEBENFNRL BT
£ AWS 1, FRUTSERYBERENBELEAHTSRIE:
FERAUTSRRISBEENTERRRERIE:
g

1. & F AWS 545 FH S EC2-Instances TNEFIERFE BRIEF .

2. ER A TTESIREE Y RZA RHEL 5% CentOS AMI: https://docs.netapp.com/us-
en/cloudinsights/concept_cs_agent_requirements.htmi][]

3. 1%&#% Cloud ONTAPSEIPRTERY VPC FIF Ko

4. 3%$% t2.xlarge (4 vepus 1 16 GB RAM) 1ER D ERHIE Ro
a. BlE EC2 2,

o £/ YUM BB RRFTFRAY Linux €
a. &% wget M unzip Z5# Linux &,

ZETERTRZERIE
1. BB RRKFFEENSHEREERData Infrastructure InsightsiF i,
S TERE TSRS He H RIEETR,
g +Agent FH1EE RHEL fENBIRTF &,
SHIREBERERS,

RRERETHILEIEE R RHEL EC2 32fIH, X% 3 Workload Security X3, $RIHFIE"HIE
REFHIERRE.

a >~ W Db

BEXFMPE, ESRMEERE: https://docs.netapp.com/us-en/cloudinsights/task_cs_add_agent.html#steps-
to-install-agent
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R AR
TRERT BRI EERT o

(A& fRRT

HIRWERE R TENHETSE: T/ERE Amazon B34 fsxadmin LIF PILEERARINEMCIEAY L 2 NIR
FxSN #IBUEESSHIONTAPREV IR, BPTAEH AL, MRERHERD, BEAFFRERO.
B9 Amazon FSxN #iEUEEE3 A 0% Workload

Security F, MCIEE|IRO 443 EHY FSN & RVIE

1EBEY, BAAIER AWS R2AE BRAFTEMN LT

BE, REEHEABBMUTE— AWS KFPF, [

— IR T EENEEERNNetAppIRE (HEFRE

BREEEEIT) o

RREXE

TEREZ AP KA @idData Infrastructure Insightsi#{T& I8,

Data Infrastructure InsightsieftPUNEFIKF&EI: tkPFIEE. BER. BRMIEE. 8 MKPESIRERE
HRPRES . EEEEANENAR KA USIESESRBR, HASMERSEUTIEAZRZEABZ—!

AE TRz 2R

EER ALBITARE TER R 206, SFEHR. BUE.
R ERER. B RN TR LTS AP, EER
ERLIEEEMAR, ERESEIFRHETEAE,

RBF AJLUEEMEEERAEENL. BRAGAUENE
RS FILER. FapaRREUREIAE A5,
hE A UEEEHRMEE. REABFEELERRS. &

IGERE. FapmRIRIREPRE A~ 51,

I BRIfFRHZS
2 fERET, B> APEE

R R B BUREM I e R A P BN,
3. BT HRFEEMRENAR.
MIFTAFN, IFEFRFENAE BERAPINE) -
BXAFPKFMAEBNEZER, ESData Infrastructure Insights” F 7 £ & "1,

Event Rate Checker: Agent f1&{8%5R

EEPELUEINER S 2 HI, BITME SVM 4589 NFS 1 SMB E4ERIfERE Agent 1T
BHIAK/ . Event Rate Checker AR E3BN (& T RB=RH] (1 Agent &% 50 MEUE
WiEeRR) , FHRFRER Agent BREZEMT] LI BERYTRERSE 4 2 LUH 1T o] SEBV RS,
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B3

cKEIP

- EBEBRAP S HHD

() EmAs, FENEEREEAE SVM ETONTAP SVM MIBKES.

g

1. %8 CloudSecure FRYIRBARERIE,
2. ZEREG, L sudo AR B17E1T server_data_rate_checker.sh flZx:

/opt/netapp/cloudsecure/agent/install/svm event rate checker.sh

. ZHAFEE Linux Vs L& __sshpass o BERMLERE:
a. BT T@m<:
linux prompt> yum install sshpass

.. WRXFEER, WMMLETE sshpass  F Linux HB@HEBEITUTHS:

linux prompt> rpm -i sshpass

3. WIRREHRMERNE. B2 TEOR,
4 EHAKABE 5 S BT,
5. SEAT5RRUE, BIASM SUM STENSME, ERIMIEEH AMERES SUM NHHE:

“Svm svm _rate is generating 100 events/sec”.

&1 Ontap SVM #iEWERLSEAI US89 SVM XEX, XEHREESMEUEISESSIFEBEIED SVM £ElE
&,

BIREMTLR:

A) FERILREN—RR T8/, &R LUEINZ O/ N FR S E KIL IS SRR E S E, &RZrgm
50 MBI EERS:

RN BECE SVM HUEUSER M E RIEN A U BN R ASEHERER
41%, 16GB 1082 BRI SR 5 20K PNEAHED
4%%, 32GB 202 BRI ER 20K PNEAHED

B) BB EEMHE, HHZAENFIE SVM ERMRISEAHERAEM,
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C) R AR ESIENERIETT, HESIEREXELTUN, MEHREF 30% NEHREA,

B+CRIZ/NVFA, TNAgentHlgss BTk,

e, BaMIENSE LT URINEERESRHENERB U TN

Sum of all Event rate of all Data Source Collectors + Buffer Event rate

of 30% < 20000 events/second
#FEH1ink:concept cs agent requirements.html ["fRIEEK" ] UE N T BHEMISTREZGHNE
Ko

3l

BRIEENBE=1" SVMS, 73ISR 100. 200 F 300 MEMH.

FANARI:

(100+200+300) + [(100+200+300)*30%] = 600+180 = 780events/sec
780 events/second is < 20000 events/second, so the 3 SVMs can be monitored

via one agent box.

ZHI 8RB EREN SN TEB RPN foolicy stat <SVM Name>.log A,
FELUTBRT, BIATIgesA HE RS

* IRMHAYEIE. IP 3 SVM RIRARIEM,
- BEEHEERT. FYSENEERE fpolicy B EIR,
* HIZASTEIB1TRIRAE L,

R ZAIEITI0 R

[root@ci-cs-data agent]#
/opt/netapp/cloudsecure/agent/install/svm event rate checker.sh
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Enter the cluster ip:

10.192.139.166

Enter the username to SSH: adm

Enter the password:

in

Getting event rate for NFS and SMB events.
Available SVMs in the Cluster

QA SVM
Stage SVM

Qa-fas8020

Qa-fas8020-01
Qa-fas8020-02

audit svm

svm_rate

Vs _new

VS _new2

Enter [1/5
Enter [2/5
Enter [3/5
Enter [4/5
Enter [5/5

] SVM

name
name
name
name

name

to

check

Running check for svm svm rate...

Running check for svm audit svm...

Waiting 5 minutes for stat collection

Stopping sample svm rate sample

Stopping sample audit svm sample

enter
enter
enter
enter

enter

to
to
to
to
to

svm_ rate

audit svm

fpolicy stats of svm svm rate is saved in fpolicy stat svm rate.log

Svm svm rate is generating 100 SMB events/sec and 100 NFS events/sec

Overall svm svm rate is generating 200 events/sec

fpolicy stats of svm audit svm is saved in fpolicy stat audit svm.log
Svm audit svm is generating 200 SMB events/sec and 100 NFS events/sec

Overall svm audit svm is generating 300 events/sec

[root@ci-cs-data agent]#

PR AR

o)

MRBECEREILEAHZTEH SVM LiBfT
EeL{XEA SVM LA fpolicy BtE, TEIKE
BITIZI31E?

—4

mAYECE H

i1k

e R

=
[=]

BIEX FEAERE T TIERHE LM SVM, BHE
12 220 AT U E BB T

RZA A FMHo
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KA LUEMNENEITIZEIZARY SVM #h &5 T RAFRERAFRE SVM WRAEEM 5 B EW

FREBHVERE.

SNRICIEN SVM HVELE, SIEMBIARIEITEIEIG? F=. BIE SVM RURERM, ZHARZHRIEIT 5
R

KA LUEMNENEITIZRIZARY SVM #h &5 EEFEREMAFHR SVM WEAEEMN 5 BEXNE
RIFTERHE,

SNSRILIENN SVM HIEE, IIEMIARVZITRIEIG? AR, BIfE SVM BEEEN, ZMARZSHZIEIT5
730

MRBEANERBETEHRNERSREFAER HHNEFENRBEETEGRNERTRESH SVM
? ERVIERIEM, HEMHROERIZITH, XMEIMKR
LN

TREMIEEEH
THEAHRLERMERG T SRNENRMESORENEL, URANEET

B, ERLHRIFR. EERSEN. BEMHmiE. REAFES, WESXOIEEMN Y
REHEM

42



Alerts (D) Last3Days v 9
| Filter By | | Status | New m
75
’ e
- W 0
25 BB - I 1
4 . L] | ol om .-
12..J 14. Jul 16. Jul 18, Jul a. Jul z2. Jul 24, Jul 26, Jul 28, Jul 30. Jul Aug 3. Aug 5. Aug 7. Aug 2. Aug
O Potential Attacks ~ AWarning
O Potential Attacks  (3)
Potential Attacks Detected 4 Status User Evidence Action Taken
Ransomware Attack 5 hours ago New |/ Iris Mcintosh =700 Files Encrypted Snapshots Taken
Aug 10, 2020 4:38 AM
Ransomware Attack adayago New |2 Christy Santos =500 Files Encrypted Snapshots Taken
Aug 9, 2020 3:51 AM
Ransomware Attack 2 days ago New |2 Safwan Langley =700 Files Encrypted Snapshots Taken
Aug 8, 2020 4:29 AM
A Warnings (7)
Abnormal Detected 4 Status User Change Action Taken
Behaviour
User Activity Rate 2 days ago New |2 Iris Mcintosh T~ 192.46% None
Aug 8, 2020 7:49 PM
User Activity Rate 2 days ago New |2 Jenny Bryan T 73.64% None
Aug 8, 2020 7:32 PM
User Activity Rate 3 days ago New |/ Szymon Owen T 189.88% None

=R

Aug 7, 2020 8:07 PM

ERFIRET—TER, BREEENEERERALENBERGN/HESHNE, EEEZHEIEERLERN
AT LB AR E R R AT (] A1 45 SR Y {a) B R R BB CR Y BB

WEM/EE ST,

BIEREBIETUTAE:

BERE:

« BEXEERE (a0, XHEMREKT)
* e MEBERE B EAFIETE]
* ERMY KRS

° T XM ERNEUARE.
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Potential Attack Detail / Ransomware Attack
2:38 AM - 5:38 AM
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Ransomware Attack Jul 26, 2020 3:38 AM .
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The extension "crypt" was added to each file. 03:00 03:30 04:00 04:30 05:00 05:30
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Developer . 4 days ago Snapshots Taken
Encrypted Files Jul 26, 2020 3:38 AM
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Jul 23,2020 - Jul 26, 2020 1 e

MONITOR & OPTIMIZE Alerts | Nabilah Howell had an abnormal change in activity rate s it
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122.8 210 P
Activities Activities 400
Per Minute Per Minute
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4 Minimize P s o, F : " P T L
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12:00 24, Jul 12:00 25 Jul 12:00 26. Jul
average.
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f5an:

* YN SVM-1 B Workload Security ¥53%, H#Bi% SVM WIIRAF7E IP #itik )y 10.197.12.40 ME g L EH
H=Z, NEGEEsIES ERBP B root@10.197.12.40,

* MNRIFEE— SVM-1 L& IP #itikA 10.197.12.41 WE—1E iR, NEGEEINEPERNAREE
79 root@10.197.12.41,

o XIFR N T @S IP HAULFRES NFS RAFER. LUAT, FRBERNERRIAN{XE _root AP, REIPK
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B SiR—TF

EFEENRPNBAR YT, BRRETRA: ‘dap AENEREAS: 1.HREEEAHBFERWES. ER
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£25, BEEBELEHATHIZRS. 5 RER>A
FERBEFHOERS. 152" HF EFWESEN
FEHERR IR D iRt T MPEHRIR ™. IEFRECESS,
BIRBIE 24 /A B EET. MRIVREERR, 1B
OB LR AT ERNEFIEKRERS. HEFERZBRF
M2 2FRAN08Y Active Directory/LDAP B RARs528HY
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FLE NFS EH1E Ul RERE, SEUTARS: 1.8EB1TIRE T POSIX B4 AD AR
ZENAF BRWERE, HM Ul B unixid B, 2.
M UI 3 EBFRTIEIEZRNY, NiZe UEIERHT
NFS iFIEMIEF, NFS 4 AZBRBEGH (HREW
BPMEH) . 3 NFS SHEMNERIHRBASZEIM
1%, 5.HRERM NFS fraEHR 4.1 HERRE, (&
EE, ONTAP 9.15 EShRAS4F NFS 4.1, )
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FRF5I&RSE 12 /NERIFHT—Ro

MFLKBEBRRHE, BRIIRERE 13 1MH. 131ARE, HERKNER. NMRENITELHTSIFERMER,
N SiZIFRAR K BIFR B SRR IS4 PRo

ERUlEVE S
RSB A TE & I R B P T 0 BT AR R A R R ER SR R B P 5 R 2R 1

TR M EIREHFIAIREIRERR, BIREMNERR, HEEE1E > Bohni R, AEREEN+
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

| | Data Destruction - File Deletion
On Device

All Devices

-+ Ancther Device

Actions
Take Snapshot @

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1

BT P ME— B R MR TF L ERBS
BEAEENEE (B0, BRRE) , IFBUEETZREHRERE,
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YHWEEIRE (HFAAIKE, URER) MAEIRE, BN RESMEHEIERITRR EUE"ER
FAEETE

BEEFRFIAF IR TIEN T #EXET IP REAFIARNESZFAES.

&R LU — 1% webhook MiNEISKEE, LUEIERIERZEIRMKEYTOIATREERM, BRI EE 10
> webhook, 1HIC(E, WREKEEEE, NAR=AEA webhook BE.

AT LOEE e SRS T hi SR B R YRR P E = B BN R SR BK
TEAHRERRERRBEFRKESRBEMFR—XRR,

Snapshot Purge Settings X

Define purge periods to automatically delete snapshots taken by Cloud Secure.

Attack Automated Response

Delete Snapshot after | 30 Days *

Warning Automated Response

Delete Snapshot after | 7 pays »

User Created

Delete Snapshot after | 30 Days *

Cancel

FVFBY SO S B SRR

NRNZERMXAT BRHIXAENK G, FET TR BER LERER, ALK
X BZAINE_ARFBIXARE FIRA, UBERBERNER,

SE TIERHR >R HELE_RIFRISCAREREE R+,
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Automated Response Policies Allowed File Types Policies

Allowed File Types Policies

Ransomware alerts will not be triggered for the following file types: €

abcX 123X safe X |

=171\

XA R RS R T X E .

—ERMNE_IFRIX R FIRF, AR ZATHIXARBEERXAENHTER. FEF, "R

a0, SNRIGR A test.ixt IXHER N test.txt.abc, HEATIEFAHREARSART .abc I BAMCNEIXHE
BE, MBILUE .abe BB FINE R IFHXHRE 5K, FNEFIRE, BRBHMNT BREA .abc BIX
HERXEERK T,

AVFBIXAFEBIRI LIRS ILES (5190 .abe”) B&RATU (BI40° type”. “ .type’=(“ type”) o A3zfF .a*c”
PP RRIRIRIAT

SONTAPE X EMAFBHIFSER

ONTAPE T {RIFIHEEFI A NAS (NFS #1 SMB) BRI TERE O, TohidNHES
Al RERAE RN R E IR & % X RED,.

*F ARP BB Z XM= EFF R ER A LULEI" b4k
TR EHZ S 50NTAPER LUIEIR ARP SE4HIRIHEIMNI SR B ol B
TEfAFH T2 MONTAPIZI ARP EH4HHPITLUTIRE:

1. BEMBEHERPEDXREKER, LURAIERIRERNA.
2. BB AR EREE (JNREX)
3. {RHEVERE
° AWEFHEITIHIEREIRE.
© BEMLEXHRE TR, BEERMIREHFREGERERE,

AR

1. R{EONTAPhRZS: 9.11.1

2. ARP BR%. XTEH ARP BIIF4(E 20 LULEI" LAy @A Z55@ 3 OnCommand System Manager/3
ARP, TEAHZR 2T EEA ARP,
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-

3. MBI SRR IP AN TIER BT 2UREER,
4. WWINREREEMLF TS TT. AER, 0 SVM RATERERLSERE.

TR
IR EEFREHEEERE, WRBEMONR,

MRIEEAABRENRNEEXAF (514 csuser) , MIBZRUUT LS EZTF Workload Security MONTAP
g ARP X (E 2RI R,

NFEBEEFTEN csuser, MONTAPERL1THITLA THRIE:

security login role create -role csrole -cmddirname "volume" -access
readonly
security login role create -role csrole -cmddirname "security anti-

ransomware volume" -access readonly

FE XEEHMATHESE R ONTAP 1UR",

HFARER
BT ARP SFERMERRAIMN TR

POTENTIAL ATTACK: AL_1315 Detected Action Taken Status
Ransomware Attack i :‘7- Aty £y Access Blocked on 5 5VMs @ New 2
S T TR R Snapshots Taken

How To:

Blpcked permanently by Restore Entities
outo respanse policy
Change Block Period Re-Taks Snapshots
Unblock User
Total Attack Results Encrypted Files
Activity per minute
83
Affec Deleted Files Encrypted Files
o
50 I
81 Files have been copied, deleted, and potentially encrypted by 1 I
user account. I -
- 2 I 3 e 25 |
he extension "osiris" was added to each file.
! \
@ High Confidence Detection o
02:30 03:00 03:30 04:00 04:30 05:00

Ransomware behavior and in-file encryption activities were detected.

E‘ Encryption activity in files
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task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html

Related Users

Jamelia Graham User/IP Access @ 81 Deﬁed:
Business Partner © Blocked . = 5 months ago
HR - Encrypted Files Oct 20, 26‘.72“3_;?6.4”

Usej'na me Department Tup Activity T)rpes View Activity Detail
us24 HR Activity per minute

) Last accessed from: 10.193.113.247
Domain Manager

cslab.netapp.com lwan Holt
Creat Read 0Oth
Email Location TR = o
Graham@netapp.com WA
B o
Phone 150 T
9251145014 L

100
50 l
0

0230 03:00 03:30 04:00 04:30 05:00

Access Limitation History for This User (3)

Time Action Duration Action Taken by Response Blocked IPs on NFS
Oct 20, 2022 3:09 AM A Block Never Expires Automatic none
more detail
Mar 10, 2022 4:59 AM Unblock system Blocking Expired 10.197.144,115
Mar 10, 2022 3:57 AM ABlock th Automatic 10.197.144.115
more detail

Affected Devices/Volumes

Device T Volume Encrypted Files Associated Snapshot Taken

subprod_rtp stargazer 81 Qct 20, 2022 3:09 AM cloudsecure_attack_auto Automatic Take Snapshot
_1666249787062

=B EERERAREE EREXHERITAURXHNEE. MEXHERERT ARP BRAFERNEE
&AL,

BRI

R SVM k3= E| Workload Security ¥53%, {EONTAPAERL T ARP E4, M Workload Security i =& WHE R
XM, BE, SERBXNIGEHESUKRAF ST RASEHERIET.

R
TRERT BB REARARTT %o

18 A

KNEIREG 24 /NESREIBFEBEHEIR, £ Ul HONTAPE N EI#ZN MG S 4 %X EIData

, ZigR=7EData Infrastructure Insights TIEER2UL Infrastructure Insights TEfaEiZe BITEREHZE

Z B FHBH Z A 24 /\BYE R ) B, Mie&REBTHMG. ZEHESREIIRNER
B, TEMHZS Ul BRE—NZEIREHSXHH
ZiRAEE . H—EHENXHHEIEE, ONTAPR
BINE BRI EH R I1XEData Infrastructure
Insights, EtE, ZR7E Ul B RAVETE) 5 B FERE R
IXRYBY 8] Z B A] BERTFTEE o
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5ONTAPE R IH IR #RIELE

ONTAPIfIR#IE4INEEEF NAS IRIE (NFS 1 SMB) FREYT{Ef H 2R ETNHQMFH
LERMBIXHEE (BIRAPZRMITHITLENIRAVIENE) o XERMAISHRIEE
M—FRERES T2 EXNKIERIE R F—RE—S BB FER M A LERED
Wi

Data Infrastructure Insights T{Efa E &2 5 ONTAPE Y LUZUNIH R #RIE 4 4 FH IR IR NN 73 47 7 B sh A2
=

AIFR SR

* HIEONTAPHRZS: 9.13.0,

* TR HREEERUIE NI R B mIBI A SR B R ELINIR I8, HEREF BREE"T
B TR R B B IRAE,

Tuto Complete

M NetApp Cloudinsights () GettingStarted ~

ol Observability » Cldev1 / Warkload Security / Collectors / Add Data Collector

Enter complete Share Names to be excluded, separated by a comma.
£ Kubernetes

if Volume N; 3
W Wworkload Security ume Name

Entes plete Volume Names to be excluded, separated by a comma.

Alerts

Fe SICS
Advanced Configuration
Collectors
| Monitor Directory Read & Open Activity (SMB only)
Policies Note: Generates many directory access events (noise)
£ onTAPEssentials ¥
MNote: This feature will be available from ONTAP 9.13 and above
& Cloud Cost
Fpolicy Server Send Buffer Size
(E: Admin L4 B

FEAFNR
INRERASHEEEREMIIUENRSES, WAFEHRINR,

WREHAEEXAP (B30 csuser) FRMBERHBEZBFIRFAIR, BREUTTBEATEAH TSRS
BINR, LUEFEHONTAP IS RIELE M,

FFEEA cluster EHER csuser, MONTAPEESITHITU TS, EIFE, HNRAIREELEEE.

security login role create -role csrole -cmddirname "vserver fpolicy"
—access all

MNFRB _svM FIEW csuser, MONTAPEBRRATHITUA TS, BER, WARAIGEELFE.
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security login role create -vserver <vservername> -role csrole
-cmddirname "vserver fpolicy" -access all
REEXEEHMABTNELZEElink: task add collector svm.html["ONTAP MPR"1,

Pl GIEESEE RS

MONTAPRZSERENEH G, “TENHZSEIE THFERIFEHMIELEMN. (FTERNERZI, BRI
I MG B R PRI PR EN TIREB R E R IFR DI PR,

Tutorial 0% Complete
M NetApp cCloudinsights () GettingStarted ~

ual  Observability i Cldev1 / Warkload Security / Forensics © Last24 Hours - e
@ AccessDenied @ Others

18:00 20:00 22:00 8. Aug 02:00 04:00 06:00 08:00 10:00

Forensics Activity Types Activity on Entity Types
Collect:
Policies
= ONTAP Essentials
@ Cloud Cost
All Activity (2)
& Admin ’ Domain Source IP Activity Path Entity Device Protocol Denied Activity
Type S
10.192.37.103 Access Denied fychandra_vol/dir0/filel.oxt tut ychandra_svm NFS Delete
10.192.37.103 Access Denied fychandra_vol/dir0 directory ychandra_svm NFS Read, Read Metadata,
Write, Delete
A d

BELE A P iRl LAPE LE T

M ENFRLEAS NIRRT, FRIERRERRAFBNIAE, UG —SNEUERIT et R, TiE
AR EINEERE A LU Behia i SRES S B apfELE, WA LUBIERIAFIFAEE R
EHTFTI, MNMLEREERIR MmN, HiRRESB5NATIEREENEE
%, FEAENERS, UEBRE,

FAFHY SMB 54k E#EPELE, M5 RERENAY IP HLEA) NFS I5REMRELE, XLEA 2R 1P R4 R
L7 R R TR % 2 ST R E AT REE I (SVM).

a0, RIRTIEHEZEERE 10 1 SVM, HBEREF 4 4 SVM EEE T Bl RER, MNRKTIREHED
SVM Fpy—4~, MAFBIARREFE 10 1 SVM ifELE, H7ERE SVM LR IR,

MREED SVM, HAF—4 SVM ECE I SMB, —> SVM ECE N NFS, HRFHE SVM FERTECE /3 NFS
SMB, MHIRHKEHIREMED SVM RRIEE—1, NFFE SVM ERIGHIELE,

FFAE R LEBY R
TR BB BRI EIEA BEIEAT
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NREERAERHEEREE, WAFEHRINR.

NREEEERAEBRENENEEXAR (B8, csuser) , BREREITHE R Workload Security #&FFE1E
FA PRI R

NFEBEEFTIEN csuser, TEMONTAPERLITHITLATR(E:

security login role create -role csrole -cmddirname "vserver export-policy
rule" -access all

security login role create -role csrole -cmddirname set -access all
security login role create -role csrole -cmddirname "vserver cifs session"
-access all

security login role create -role csrole -cmddirname "vserver services
access—-check authentication translate" -access all

security login role create -role csrole -cmddirname "vserver name-mapping"

—-access all

EESMNEER"TCEONTAP SVM B ES T Em 2801tk

SNl E AR ZINEE?

* EIfRaHTE2H, SMEFTERERE>RE>BohMMNREE SR+ E R
*EE () BRIERP XXHILE,

Nz B BT A R ELE?

* BBV RIS SR A BB T R AR,

* ERN ST EREREY SVM,

* ARG EEEEIERPXMHIRR EEBE, ZIERHRER.
* T2 B ElER TR A BE L RYRS El,

* EMXBEAAELE, SR LGB LU 3 TR T TR AR A",

SArE RS S B RELLRAR?

* EEIRVIRTIEF, MREEMAFKAEL, FRIEHR ErsEE.
* REEREHEEHN AR TIE, SAUELREERELERAFPYIR.
*ERPTES, B MR BFNPIHRIEG. EiZPRERAF ELERN SRS,

FaIRFIMNEREAF 717
- EENRIERFAEERAFFAEERER, AEMNXEREFHELERRERF,
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R fREIHEIER

FERFAEEMAAFREERNENARERT, EIUEERFHRRGIHEIERNEZ: BiE. #F (B
L. BRRRFELE) | FrERETIEL. REXBVIR(E. FE0/BEhAKRZRMAET NFS 1P,

NI AixThRE?

TR LARERT A AR IZI0RE. SR ARFERRAF, MBI RE 1895 R,
* EIfRAaHZEH, SMETEMERE>RIE> BN RS EE"+EH R
* BUHER (BUHER) FEIERP XHhRE,

ZINBEIGTEFA A DU F .

F&hiliE NFS B9 IP

SNRIEH Workload Security iIMRIRETH, EREMWEREXHA, BRBUTIEMONTAPFEREER
IPo

1. 5l SVM ERIFRE SR,

contrail-ga-fas8020:> export-policy rule show -vserver <svm name>

Policy Rule Access Client RO

Vserver Name Index Protocol Match Rule

svmO default 1 nfs3, cloudsecure rule, never
nfs4, 10.11.12.13
cifs

svml default 4 cifs, 0.0.0.0/0 any
nfs

svm2 test 1 nfs3, cloudsecure rule, never
nfs4, 10.11.12.13
cifs

svm3 test 3 cifs, 0.0.0.0/0 any
nfs,
flexcache

4 entries were displayed.

2. @i AN Rulelndex, fB& SVM _EFRE 5 cloudsecure_rule”fERAZE FimILECRYSRBR AR, T &
HEHZEHNEE R 1,

contrail-ga-fas8020:*> export-policy rule delete -vserver <svm name>

-policyname * -ruleindex 1

. BERIEHAHRTEMNERBER (FNEPBEUHEIL) o
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contrail-ga-fas8020:*> export-policy rule show -vserver <svm name>

Policy Rule Access Client RO
Vserver Name Index Protocol Match Rule
svmO default 4 cifs, 0.0.0.0/0 any
nfs
svm2 test 3 cifs, 0.0.0.0/0 any
nfs,
flexcache

2 entries were displayed.

FhiiE SMB FF

WNERERY Workload Security iR BAREZEE, SERIBWNEREXH, 1BIREBLI TS B MONTAPFLIIRE FE[
BF.

ERILM ARSI RNER TR HRePRALIERNAF Y&,

1. EFERE admin EIEETFINONTAPEE: (CEZEMRIFEFPEIENME) o (FFAmazon FSx, {FHH FSx
ZIEER) o

2. BT U T &S SFIHFA SVM F# Workload Security for SMB FELERIFRE R :

vserver name-mapping show -direction win-unix -replacement " "

Vserver: <vservername>

Direction: win-unix

Position Hostname IP Address/Mask

1 - - Pattern: CSLAB\\US040
Replacement:

2 - - Pattern: CSLAB\\US030
Replacement:

2 entries were displayed.

EL@ERHEE, 52 MEA (US030. US040) 1t CSLAB FRLE,
1. —BHENM EEEEAIRRNHAE, BT T <SRRI B RBELE

vserver name-mapping delete -direction win-unix -position <position>

. EIIETTU T e L HIARF EAERRELE
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vserver name-mapping show -direction win-unix -replacement " "

NFZARALERAR, TNEREAFE.

AR

[A] &

RERETHRE, B-EAFRHRTIIRS,

FRim & RENARZHI A A 1P thik 24 RS

BB Sto
TREDARR, RE: RENHMITZH D,

NFS AR (IP i#bit) PRIEBR, {BxF SMB/CIFS
, REI—LEIBEE “SID 3L, EE
e BT REN

it —F
14517 SVM BYSIB IR SAIAIRA T _EAEIEST R

5. MBHEWEBNIZEE, TEAERLBE
R, 2 XERNAFITENEE LF R EmT
5 |P HONLESIAIR T R, PRSI AR
AL IP AT, 7E Ul (BRIERES > AR
BS IR IR > SN IP) SR E S IR
P LB, MRER NEERETER P # IP
TSR, WEFDAESEIIESE P 5iaE
f, MBAPEEM P ZIRMIHTIAN, N
BIE B

FEMRFIR 1P BHREMA PR,

KEREELER csuser, @B LA AR,

YNR csuser ZBHAT ssh BIRIR, NIPTEES & 4 XHH
Bi. (MREEFRRIAERE, AEHWERAF IR
17 ssh) o csuser ABFEXLENIR,
https://docs.netapp.com/us-en/cloudinsights/
cs_restrict_user_access.html#prerequisites-for-user-
access-blockingx F BB EEHEIRMN csuser, 15
MONTAPERL1THITLATHR1E: security login role
create -role csrole -cmddirname "vserver export-policy
rule" -access all security login role create -role csrole
-cmddirname set -access all security login role create
-role csrole -cmddirname "vserver cifs session"
-access all security login role create -role csrole
-cmddirname "vserver services access-check
authentication translate" -access all security login role
create -role csrole -cmddirname "vserver name-
mapping" -access all S1RKIER csuser H B ERAEE
RANNEERAR, FHFREERAF EBONTAPRY
ssh 1R
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Bk Et—T

HUWREISEIREE SID ik, [RE: 255: f8iz: 3 csuser ZBIEMBINIRERY, MESLZ4EXMiER. B

YR REFBINRITIZBLEIR: “access-check’ ™ HFIAIAEIEHSTAZ M THREZEFER. NANER

RIS, MAFMNIZEME L. , BINEFHBoIONTAPEIEIN I AP B REEI
£33, RIS ERGRLU TR, — ZE2ERA®L
2 -role csrole -cmddirname“vserver export-policy
rule”-access all £ E R HEELIE -role csrole
-cmddirname & & -access all 2 & FAEAIE -role
csrole -cmddirname*“vserver cifs session”-access all
ZLEFAMAIE -role csrole -cmddirname*vserver
services access-check authentication translate”-
access all 22 ERHEBLIE -role csrole
-cmddirname“vserver name-mapping”-access all ----

TEAHZS: BIAXHEN

EAILGRER AT ERYIRER, (ERMMNRY X FEURIAR AR ED, LUNREGET
TERHEREMS.
Fiaz B EEIERFEN

* BXHEERIIA(GER T Linux &5, SNRAFERONTAP ARP SR HREER, MIRIIHIZIE
NEMBEEEER.

* {NZONTAPhRZ 7 9.15 NESHRAEY, TIRAHREA SWINEER NFS 4.1 EBIEHER,
* ZABITERHT 2 NEBEREX G —kiRl. ERUERET TEMHRTERENEMATEE EER,

* BEEL A H R 2GS E S LiRTEME; TFESS—A Linux ¥k, B, MREFREES—
NERELBITRMAE, RFERNZMAHEREEITAIRS

* AP A RIEE S NEFMAAERER Python B shell BIZS,
* Python BIZS BB HRFHLRE, INRAEERpython, FLEAshellfilzs,

Ei={ET

ZHANTEEEAERTEMENXG GERIBER TN 100 MHES, SEFXHRPHXMG) B4R SVM
ERI1T. WIRXAER AT,

BERER, BEBRMAMIEZSIENEEWESS. —BERRGIXYE, MEWESHENELIE,
TR

HEERS:

B, BERERETNEE L, ERILUES NFS 5 CIFS §H.

7 Linux B#EH NFS &
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mount -t nfs -o vers=4.0 10.193.177.158:/svmvoll /mntpt
mount -t nfs -o vers=4.0 Vserver data IP>:/nfsvol /destinationlinuxfolder

TB7DHER NFS higds 4.1; Fpolicy AXHFES

BETE Linux ¥ CIFS:

mount -t cifs //10.193.77.91/sharedfolderincluster
/root/destinationfolder/ -o username=raisa

[EF ONTAP BEX#ZMMARIF (FIiE) :

WNREFIONTAPERIRAR 9.11.1 ESARAS, EAILUEIEONTAPESITHI& ERITUTH LSRG
FAONTAPEH IR BAIF RS o

security anti-ransomware volume enable -volume [volume name] -vserver
[svm name]

BETE, EEHURES:

1. MNREKFTR, BRELEHHZT2NE,
2. WNREKRTERL, BECE SVM RIS,
3. HARTEECEHUEIER SR IER T REMNIN

IAZRIZ 5 TVE BRI 1
ERIBEX A, EMFE s E AR SR "N T,

FEEITIEIAZ A, ERAESRMEINENX . EIUFhEEMENXGERIE BR LS, el LUEER
Hp— ARSI . TIRERWMMSE, BHEREDE 100 PXHEFEME,

INREEFUARIZS B M, MRTLAFER Shell 2 Python:

1. ERAEE.
2. & NFS 5§ CIFS =M X H-EIERH SVM ZEHEIRIEBIHTEN. BINZXHEE,

3. BMAMRIELREERR
(%AGENT _INSTALL_DIR/agent/install/ransomware_simulation/shell/create_dataset.sh) E%IZ|Bir%kit
fii&,

4. EREHBER ({5190 /root/demo) HEIHIZAHITLAT 65 < R eI BN S s XX SRA XX 15
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'./create dataset.sh'

. XBER N test_dataset”BIBR TFRVEHXHRAGIE 100
TEESMT BRIVIFEX M.

Python:

Python BIZSo/ R 1F:

* R Python (MIRHERZE)
° MEATFIE T & Python 3.5.2 S EEhRZS https://www.python.org/e
° BHOE Python &4, 151517 python —-versions
° 3% Python BIABERT 3.5.2 hrAs Ei# T,

* MRERLZE pip, BLE:
o MELFNILE T & get-pip.py BliZs https://bootstrap.pypa.io/s
o AT ANEZE pip python get-pip.pyo
o EARLI TR0 pip B2 pip —-versions

* PyCryptodome % :
° ZiZA{FF PyCryptodome %,
* AT AR LE PyCryptodome pip install pycryptodome o

° BT IiEfTHEIA PyCryptodome &% pip show pycryptodomeo

Python Bl fARIZ :
1. BRAKIER,
2. ¥4 NFS & CIFS £EMXHEIEEM SVM HEHEIRIEHTEN. BEIZXERE,

3. BHAMKIERERR
(%AGENT _INSTALL_DIR/agent/install/ransomware_simulation/python/create_dataset.py) E%|ZIBEIrE
e ITA=

4. FHEREAR (B0 /root/demo) HEIRIAHITLA T a5 <R EIENIH IR A R AN 4

'python create dataset.py'
. XRERA test_dataset”HIBRTHEHXMHRFEIZE 100
TEEEM BRNVEEH

e U sEaR
MREENTXESBZAEF T WSS, BHERELIBRTAIXAEMENES,
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https://www.python.org/
https://bootstrap.pypa.io/

IAZRiZ 5 TV B )£
IR 2R, EAHFE s ARSI,
BEMXHENER, ERILRITHREMBEA, ZHASEIFAH T2 PERINHELE R,

==.
=

JL.

1. BHAMRIELERR
(%AGENT _INSTALL_DIR/agent/install/ransomware_simulation/shell/simulate_attack.sh) SE%|FIBIr&

BAE,

2. EREHBER (510 /root/demo) FRAVBNIZAHNIT LA T 65 < SRANZ M 02 4E :

'./simulate attack.sh'

. XEME test dataset” BR FOIERIRAINXMH,

Python:
1. BHANKEREER
(%AGENT _INSTALL_DIR/agent/install/ransomware_simulation/python/simulate_attack.py) £%IZ|B15
RREME,
2. 53R, python o REHBIZER Python BIAAoRFHER D LEHR
3. FEREHEBER (6140 /root/demo) HREIBIZSHITLA T an < RINZE NN R E |

'python simulate attack.py'
. XBNME test dataset” BRTFERIERRAIXMH,

ETERAEREPEMER
BN RITRAE, /LOHRMKTE Web Ul EEEIER.
AR MRBBUTHERE, NRENBEEEER.

1. U515H9 SVM BIONTAPERZS=F 9.11.1
2. ONTAPEHE#HZFUEMHIFEEE
3 EEMBEATAMT TIEhHR e HIEIRESS,

\_/%orkload Security HR#EA A 1THRNXHERIC, TONTAP ARP 1RIES - FRRIINZEE SN RS
&flo

MEBEFHEBEM, Workload Security &35 ZRIFICHE A EELIR,

EiRYIRITE LS EEERRG:

73


task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector
task_add_collector_svm.html#play-pause-data-collector

AlertID Potential Attacks Detected | User Evidence

3daysago Agata Page Encryption activity in files
Jun 1, 2025 12:16 PM >1,100 Files Encrypted

SR EEERIFAE R

AL_3951 Detected Action Taken

3 3 days ago A Access Blocked on 4 SVMs @
Ransomware Attack Jun 1, 2025 12:16 PM
Snapshots Taken

Blocked by Last snapshots taken by How To:
Restore Entities
Jun 1, 2025 12:18 PM

Expires Soon Re-Take Sna

Change Block Period

Unblock User

Total Attack Results Encrypted Files
Activity per minute

B Encryption activity in files

Add to Allowed File Types

ZRMEER
TEARRLDESEIRPTH, HTFR—MAPE 24 NHREERENXHERHRE, FEEHER
EFERTRNAPERMNER, EEAMTHERNSE (QUERIHKE, KARNENRHE) .

EEEER. ESMREBEE RIS ERIN Y B H @Al
BT UM RS R T BTN S, REBEMERIGERERRAE, 82 >

;%W&%¢%%W#A%?M#ﬂm,M%WH%Q¢W#A%E%EEEﬂH$N%

BERGERNES

BRE_BERG_ERER, BE_KEBEERGER_BOWMARE AR TR N TER RS MR
5, H=EEREMAFATIREZEEFEBAHEA.

BRE_BE BN, BE_RKXIESER_SDBANREARIEBFHR AL,
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RENMZERERBRLRE

R BB EA S B ER A B

AT ERIERIIE R R RE TRHEIGEA, A BB R EIR S W AR T aR ¢ trat
EIBEUTLA:

IR EEFILREEL—NET R RS REER.

* BMEAIE SR AR RS SR K ET RIS, TELATERY 24 /YA R R A A R IX— 1 B8 FHBFE N,

* MRAERERE, WREAE—FER MABESTWERLE—FER) . ZBFHHERESAEREM
By SVM BYFIR,

* Active Directory BIENERMZWIRENES,; EXRITIHRBME,
* N g BRI EE— R ECE B FHb @ E.

EUTAREM KRR SR ER]
© EHRIERERRER RN EFE 1D
* BRAREN EXRETNERRS.
* REMBIERE AL B FERHERNSEIRARET —R&EE B FERF 1D,

PR HERR
) - R XA
FEBFHR4 ID IR SRS EEEIR D, B BB FHR4 MNetApp Data Infrastructure Insightsiz
BUREEH, Kix, BIM
accounts@service.cloudinsights.netapp.com Xi%. B
AT FELERBSMEREBIR B FHR 4, HREK
ENetApp Data Infrastructure InsightsiZiF99MERERN E
FINBBE,
Webhook &4

£ webhook Y T{FfA %% 2@

gwmwﬁﬂﬁFﬁﬁamxmwwmw EEEMYARERAEXERETERE
o

WZEl N BTEF 2 webhook fERMRERINIEO, HIU0: Slack. PagerDuty. Teams #1 Discord. &id 3z 4
WA, AIESIHY webhook 18i&, Workload Security B LASZ#F1F Z X 1FRIZZ (1188, BXHAE webhook HIEE
B A7EAERZ N AR BIMu,_E3E], 5190, Slack et X E HEERE"

&R LB Z 1 webhook iBiE, SMEEHMNARNEN. RHMNERER. FRNKGAZ,

Webhook @& IR A T TEAR
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E2L i
URL

7%

B E X AT
HEIEX

ROIANE RS
BEXSHM =

8172 webhook

D%

Webhook EI#F URL, €3F http:// 3§ https:// BIZ3AK
URL ¥

GET/POST - 2RiAJ3 POST
TE L AMETE 171 B TE XAT
L AMAS RAYHR R IE X
HIlH webhook FIZRIABEK

BEXBSHNMBEATERNNE—SHNRETE, f
LIERT)

BEIBRTEHHZE Webhook, 1FHEIEE > @AHERE TIEAHE E Webhook &I+, TEIERT Slack

webhook gl RFREIRAE,

AR BREMRIEhHRE BB FaeeIZMEETEHHLE Webhook.
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Add a Webhook

Name
Test-Webhook-1

Template Type
Slack v

URL @

https://hooks.slack.com/services/<id>

Validate SSL Certificate for secure communication

Method
POST hd

Custom Header

Content-type: application/json
Accept: application/json

Message Body
{
"blocks":[
{
"type":"section",
"text":{
"type":"mrkdwn",
"text":"*%%severity%% Alert: %%synopsis%%""
}
2
{
TR T P [ 1} 54

Cancel H Test Webhook ‘ Create Webhook

* EERITFRPWANESNGES, ARBELRE

* AT L R T MIE Webhook 1 REIFRMIAER. HER, XRIRIBMESERHREX (FHEHR) KiX
FE XM URL,

* SWS webhook BEFZEINEM. ItIh, EERILIEIEE CHEEXSHEMWE.,
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%

0.

EMNZEHAalRnfFEEREN?

[

BREBERENERBETHNEE. HIE, %%severity%% SEIREIR N LR EMKE,

AR, BE I Webhook BHIFN AR ITER, MIASKE—1MEMARH, BRSHHSAUN

(%%<param-name>%%) , {BFR=FBAHIBEBEIREN].

BEXSHMNZ

EATH, ERLURMEAERENBEXSHAN/EHME, BEXSHRIMEAILUMLT URL SRS EXH. #

BERTAFEERENEEXSH, MED. apiKey Fo

TENTFIERT T WE7E webhook BIEZFERBEENX S,

[ Notifications / Add Webhook

Template Type
Slack b

URL @

https://hooks.slack.com/servicesf%%slack-id%%

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-type: applicationfjson
Accept: application/json

Message Body
‘TEXT ;" STATus:
96%bstatuseds”
}
{
"type":"mrkdwn",
“text":"*Configured by:*
%%bwebhookConfiguredBy%%"
1

]
b

%%alertDetailsPageUrl%%

%%alertTimestamp%%
%%bchangePercentage%th
Y% detected¥nte
%%id%%

%%note%d%
%%severity¥eth
%%statusi%
%%synopsisth%
%%type¥do
%%userldidn
%%userName%6%
%%0filesDeleted%
%encryptedFilesSuffixio%

%%filesEncrypted%%ds

https://%%cloudinsightsH uslni;m;%%f%%ale rtDetailsPageUrl%
%

Alert timestamp in Epoch format (milliseconds)
Change Percentage

Alert timestamp in GMT (Tue, 27 Oct 2020 01:20:30 GMT)
AlertID

Note

Alert severity

Alert status

Alert Synopsis

Alert type

Userid

User name

Files deleted

Encrypted files suffix

Files encrypted

[n.

— —
‘ Cancel | Test Webhook Create Webhook

Custom Parameters and Secrets @

Name Value Description
%%webhookConfiguredBy  system_admin_1

%%

%%slack-id%%

T EfEH %L S Webhook 5IRTIHE

Webhooks FIRTIEE =&, eIEE. QIZRH. RS, R2MLREFR. E=:
&/a— webhook it R ERFHITI, UTBRSERTA.

'status' FIHERGIRIE

DN i

M BRIE RN A IR
403 =k,

404

K F URL,
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400 HIRAVBER, MR BB EXHEFEEMEIR, Erae
SERLRE, fian:

* json ¥ EHIR.
* NIRBRIRHETNE, 190, PagerDuty {iE="

FERNTEEEIRER. EAEMERERR
BEF=4 400 RE

* NAREFRERNRIEEIR, fI9, Slack AF—1
BOARZE 10 7K. BT 10 MagER
S 400 KEo

410 RIEABAHA
“ FRIRE TR webhook _Erfid & BB AL,
M webhook 5IZRT1HE, FF I LAYREE/E /B webhooks

LR HRIEHEIE Webhook &4

3% webhook BEURMNEIEIRKES, BRI TEAHRE >R, ARERINE R MIERE, T2
B &893 > “Webhook BRI FHIER, EIFFTFEH webhook,
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Edit Attack Policy

Policy Name*

Test-attack-policy

For Attack Type(s) *

Ransomware Attack

Data Destruction - File Deletion

On Device

All Devices

+ Another Device

Actions
Take Snapshot (7

Block User File Access @

Time Period

12 hours

Webhooks Notifications

| |P|ea5e Select

Test-Webhook-1

Webhook B 55X, HKE (RW/DD/WARN) E4ES, EXREXECERIRE (GRIBRIB/AFMEL) , A
[Efit & #8X%RY webhook &@%o

AR BFEMHRNSRIBLX, el BREmRL.
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° yﬂ%%%g%, mu*%ﬁﬂﬁ webhook Eﬂ]o
* AT L2 webhook MIfNE| B IREE, BEIGE AL 5 4> webhook HifINEISRES,

T EfaE L% Webhook =fjl

Webhook &3 F"#A5th"

Webhook &R F"PagerDuty"Webhook &P F"Z1l\ "Webhook & F" R H11E"

Discord B T{Ef1 # %2 Webhook /1< fj!

Webhook 21 F{EHR B E X webhook @B AZ N AR A EZREH, A~TiigH

7 /3 Discord 1&& webhook BIR A,
()  AFBIME=HHE, KERETESEFRES. BB Discord T4 LUKEUEHE S,

Discord & & :
* 7£ Discord A, EIFARSSER, EXAINE T, EFRRIEME (SRER)
© WEARER>EH Webhook”, FAGETHE Webhook”
* &%l Webhook URL, EEEREMNMEE] Workload Security webhook A2 & A,

SIEZ T {Ef &L 2 Webhook:

1. SMEEIE>9EH”, AREE Workload Security Webhooks™ %&£, EBdi“+ Webhook Bl —1NEEY
webhook,

2. J3 webhook IEF—1MNEENXBZTR,
3. IR R RIS, %EE Discord’s
4. 35 MRy Discord URL #5M5E) URL FE&H,
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Add a Webhook

Name

Discord webhook

Template Type

Discord -

URL @
https://discord.com/api/webhooks/%%discord-id%%

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body
{

"content": null,
"embeds": [
{
"title": "%%severity%% | %%id%%",
"description": "%%synopsis%%",
"url": "https://%%cloudinsightsHostname%%/%%alertDetailsPageUrl%% ",
"color"; 3244733,
"fields": [
{

Mnmmnally 1] Lmaw! s

Cancel Test Webhook ‘ Create Webhook

77 Mk webhook, EEREHEEIEXFH URL EEEAERBENHI URL (IS0 https:/netapp.com) , ARG
B Mk Webhook 25, Discord EXRIZHBMEY URL 7 8f#E M Webhook IhEEIE ® T{E.

MiATERE, BFSOFHREXENRE,
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https://netapp.com

1E1d Webhook & i%i@4
Hj@id webhook IBEIEMH, BEME_TEHHETSE > KK . BH+ERE I+ ESEKE,

s BMA— TN E R XHIERER B R,
© EIFFTERIIRE R NSRRI E AR AR BV 1E,
* 7£“Webhooks Notifications” FHISKE T, EIFEFIFEHY Discord webhook H &7,

AR ERTLUEI YRR Webhook i EIIRE 2RE&,
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

| | Data Destruction - File Deletion
On Device

All Devices

-+ Ancther Device

Actions
Take Snapshot @

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1

PagerDuty N T{Ef1 E 2 <E Webhook 7R~
Webhook 71 F A BE XM webhook (@& RZ N HEF LXEIRBEM, KIEmE
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79 PagerDuty i & webhook YR,

()  #m3IBE=AME, TELBEE. HBH PagerDuty I LUKEURHE L.
PagerDuty &5 :

1. 72 PagerDuty #1, SfiZI RS > RSB R H & +RSS 3.
2. N_B_FHiEE BEERIRIN AP EERMRS.

Add a Service

A service may represent an application, componeant or team you wish to open incidents against

General Settings

Mame

Deacription

Integration Settings

Connect with one of PagerDuty's supported integrations, or oreate a custom integration through email or AP Alerts fr

a sarvice from a supported integration or through the Events V2 API

You can add more than ona intagration to a servics, for example, one for monitoring alerts and one for changs events

Integration Type @ U  Sekectfatocl .
PagerDuty integrates with nundreds of tocls, including monitaring
tooly. tickating systems, code repositories. and deplay pipelinas
Thig mury Invdhae configuration Goepa in the LO0! yOU e INIEgIEng
with PagerDuty.
() Integrate via emall
If yoir monitorng ool Can send email i1 can integrere with
PaperDuty ubng & custom amall podress
Use our AP directly
IF you'Te WTing your Swn inTEpration, use sur Events AL Mons
infermatian ks in our tveloper dasumentation

L

Evenits AP v2 w

Don't use an intagratian
I yoio only WiEsnT incadents to be manusly creared. You can always
&34 #d3DoNA! ATegrations. lalter

. 1%&FF Integrations” B KR EF “Integration Key”, HEEIZE TENITEREH LS webhook BY, ZRFFZEL

-

2o
- BIEFEH RS EELER.
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https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations

Activity Integrations Workflows Settings

Open Incidents (5)
Status Priority Urgency
Acknowledged High
Acknowledged High

Service Dependencies

Alerts

1

B T fEf1 2% 2 PagerDuty Webhook:

All statuses ~ Ga to incident #

Title Assigned To
Critical Alert: Ransomware attack from user Chandan 58
account
#403982
LS {1 triggered slerf) Y
Critical Alert: Data Destruction - File Deletion attack from user Chandan 55
account
2403008

25perpage v 1-5 of 5

Created *

Today at 4:11 AM

Today at 5:41 AM

SHNEEIB>9EH”, AEEER Workload Security Webhooks” &I, 15E#%“+ Webhook S8l —NERAY

webhook,

* 9 webhook ¥ —1MNEEXHZ R,
* EEIRIEE TR EA, EF ‘PagerDuty ik 287
* BIE—1R 9 _routingkey MIBENXS#ERE, HREEEIRE N LEEIERPagerDuty_Integration Key o

Custom Parameters and Secrets @

Mame Value T
Zo%routingkKeya% sEEmEEE
MName ﬂ

routingkey

Type

Secret
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Value
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Admin / Notifications /| Add Webhook

Add a Webhook

Name

Test PagerDuty

Template Type
PagerDuty Trigger v

URL @

https://events.pagerduty.com/%%pagerDutyld%%

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body

"dedup_key": "%%id%%",
"event_action": "trigger",
"links": [
{
"href": "https://%%cloudinsightsHostname%%;/%%alertDetailsPageUrl%%",
"text": "%%severity%% | %%id%% | %%detected%%"
}
]’
"payload": {

L L L P LT3 T, PR N et PR AL

‘ Cancel ‘ Test Webhook ‘ Create Webhook

1833 Webhook & i%i@4

* Z@d webhook BRIEMH, BESME_TIFNHET S > RIE_, EF+RERK I +ESRE
* MA— TN EENAVRBBRT,

© ERFFRRIERE. NMHINSRBEAYIS & IR FRR VR

* £“Webhooks Notifications” FHIKE T, EEFEFITEAY PagerDuty webhook, {R7ZHEE,

AR EFTLUEI 4RAERE Webhook N EIIRE ZRE&,
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

|| Data Destruction - File Deletion
On Device

All Devices

-+ Another Device

Actions
Take Snapshot @

Block User File Access @

Time Period

12 hours

Webhooks Notifications
Please Select

Test-Webhook-1

Slack BV T{Efa%; %= Webhook /{7

Webhook 521 F F £ B E XA webhook i&iE R &N AR KX EREN. ATHRMH
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T Slack i& & webhook HI 1,

ATIS|IAE =7, AJRESELE, FSH Slack XHELUIRIERNES.

Slack =l
* BI{E https://api.slack.com/appsHBIE— MM AIEF. AE—TEEXHNIZFHEFE—NITIEX,

Name app & choose workspace

App Name

e.g. Super Service

Don't worry - you'll be able to change this later.

Pick a workspace to develop your app in:

Select a workspace

Keep in mind that you can't change this app’s workspace later. If you leave the
workspace, you won't be able to manage any apps you've built for it. The
workspace will control the app even if you leave the workspace.

Sign into a different workspace

By creating a Web API Application, you agree to the Slack API Terms of Service.

Cancel Create App

* B ZE N\ Webhook, B EGEEN Webhook , iR INET Webhook , SAEIAREXRHAINE,
* 2%l Webhook URL, BIZT{Ef1# %% webhook Btk URL,
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https://api.slack.com/apps

B T EfaE L% Slack Webhook

1. SEIEE > @8, FAEEEFE Workload Security Webhooks™ &I+, 1%#E + Webhook 83— Y
webhook,

2. 73 webhook IR F—1MNEREXHIE R,
3. EHEIREE IS E R, #EIF Slack’,
4. FEMEM _EEEHIAY URL,
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Add a Webhook

Name
Test-Webhook-1

Template Type
Slack v

URL @

https://hooks.slack.com/services/<id>

Validate SSL Certificate for secure communication

Method
POST hd

Custom Header

Content-type: application/json
Accept: application/json

Message Body

{
"blocks":[

{
"type":"section",
"text":{
"typE": L m rkdwn Il’
"text":"*%%severity%% Alert: %%synopsis%%""
}
2
{

(PR T T O ot 1} 5~

Cancel H Test Webhook ‘ Create Webhook

1&1d webhook & i%i&

* E@id webhook BEIEH, ESME_TIEHEETSE > K . BH+ERK R +EERKIE
* BMA— N ERXHERET.

© EERFTERMIILE R, MIINSERE RIS & U PR SR YR,

* 7£“Webhooks Notifications” FSET, EAFFAFHERT webhook, RTFHEE,
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AR ERTLUEI YRR Webhook N EIIRE 2RE&.

92

Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

|| Data Destruction - File Deletion
On Device

All Devices

-+ Another Device

Actions
Take Snapshot (7]

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1

=




Microsoft Teams FY T {Efi &% £ Webhook <3

Webhook 721 P A B E XM webhook @& M Z N FHEF ZIXERBEH, ATt
T Teams 1% & webhook HI7R 1,

()  AFBIRE=HHE, THESETE, BB EN L URIRIE R

EilUNEa=H

1. £ Teams &, i%$F kebab, FA5IEZ Incoming Webhook,

incoming webhook Q

F‘_:: Incoming Webhook

Send data from a service to your Office 365 grou

2. EEFERINEIE PA> &R E PA> 1R B 1EE2R .
3. &l Webhook URL, EEERHEMMEI Workload Security webhook FEE .

IR TERE L 2EFA Webhook:

1. SMASE>9BH, AEER TIEAH LTS Webhooks™IEIN £, &R + Webhook K BIE—1NHAY
webhook,

2. 9 webhook T F— M EEXHIZT.
3. R RAREE THIRES, HEEE
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https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook

Add a Webhook

Name

Teams Webhook

Template Type

Teams -

URL @

https://netapp.webhook.office.com/webhook/<id>

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body

{
"@type": "MessageCard",
"@context": "http://schema.org/extensions",
"themeColor": "0076DT",
"summary": "%%severity%% Alert: %%synopsis%%",
"sections": [
{
"activityTitle": "%%severity%% Alert: %%synopsis%%",
"activitySubtitle": "%%detected%%",
"markdown": false,

LLF S |

Cancel Test Webhook ‘ Create Webhook

4. % _FEM URL #8N5%I URL FE&H,

f$£F8 Adaptive Card &R 62 Teams BFRINTE

1. BB IE SR LU AR IR -

{

"type": "message",

94
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"attachments": |

{

"contentType": "application/vnd.microsoft.card.adaptive",
"content": {
"Sschema": "http://adaptivecards.io/schemas/adaptive-card.json",
"type": "AdaptiveCard",
"version": "1.2",
"body": [
{
"type": "TextBlock",
"text": "$%severity%% Alert: %%synopsiss:",
"wrap": true,
"weight": "Bolder",
"size": "Large"
by
{
"type": "TextBlock",
"text": "%%detected$%",
"wrap": true,
"isSubtle": true,
"spacing": "Small"
by
{
"type": "FactSet",
"facts": [
{
"title": "User",
"value": "%%userName%%"
by
{
"title": "Attack/Abnormal Behavior",
"value": "%%type%s"
by
{
"title": "Action taken",
"value": "%$%actionTaken%$s"
b
{
"title": "Files encrypted",
"value": "%%filesEncrypted%%"
by
{
"title": "Encrypted files suffix",

"value": "%%encryptedFilesSuffix%%s"



"title": "Files deleted",

"value": "%%filesDeleted%%"
by
{
"title": "Activity Change Rate",
"value": "%%changePercentagess"
by
{
"title": "Severity",
"value": "%$%$severity%%"
by
{
"title": "Status",
"value": "%%status%$s"
by
{
"title": "Notes",
"value": "%%note%3"
}
]
}
1,
"actions": [
{
"type": "Action.OpenUrl",
"title": "View Details",
"url":

"https://%%cloudInsightsHostname%%/%%alertDetailsPageUrlss"

2. YN {EF Power Automate Flows, URL AMZE IS HERARIEEE. MATIATRE URL,
3. EFE" Mt Webhook" A FRREHE (1%,

4. {%7% webhooko
1&1Z Webhook &3iXi&@4%0

@ webhook BHIE M, BESME_TIEAHETE > R, R +WLHREH+ESRE

* AT EARXBREERT.
PR RE. MRS IS & A PR RIIRFo
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* 7£“Webhooks Notifications” FHISKE T, EIFFIFHHY Teams webhook, RTZEHEE,

AR EEILUEEREER Webhook MNEIIRA 5REL,

Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

|| Data Destruction - File Deletion
On Device

All Devices

-+ Another Device

Actions
Take Snapshot (2]

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1
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T EZZE API

FERASETZLSHENSHIRIERIPA REST API & Workload Security SR 475
RGEN. MRBUEEEIE, BIE AP RS, HAHAS CMDB. ESRANMEMN
RREFNBEXER. REI{ Swagger X412 T 5B API #I5E, FEREBERENIR
i Fto

API iR ER
* API 5] S hEE R B T2 R R
* APl S EEHEEEERAGNIENHETEAFR T,

API X4 (Swagger)

133 & Workload Security 7 S7%) Admin > APl Access Bl LUK EIRHAI AP 58, B API KRS HEE,
API XS ETF Swagger, i&fit API WEERAMERER, FAFEERR, LR,

@ YR EABGEESRN API, 15 cloudsecure_forensics.activities.v2 APl, SIREEZRiEALL
APl, BRFARKRINEHTT, MARHITHIT. ZXRHTARATESSE API 8,
API ifje] S HE

EEATERERE API ZH1, BETEIBR—1NEZ1 AP iRRISH, HR<ShHERTIREIR, SEr igE
B MHR LA,

ZeIEIpR<hE:

s AEEIE>“API A8
© SE*+API Ha SR
s N R FR
* IEE S hEEIHE
SR A E R BT IR R EH Z B R H R 1T, SHE—BRIEMTENER, FIRZRINES!

(D) StEHRGEARSNUE, FERIRTERE EH AP SIS, REA XA
SIRRE,

TRILIEA. BRMNEHESHE. ERRANSERILER.
FHENEPHAER T AP ERINR, EEHEBSHEAEENR API YR,

A BIIIEHERILEE, NARFRWEIAR<HE, ARTRAEN AP BHGHRSEENTIE SR, %
BAYREIER] API, ShERFE B EHRIRAAR] AP HRIERAHAER FRE BRI T E 121

Zi&ihiR L hEH) HTTP Rk 2 X-Cloudinsights-ApiKey:

an, ERU T LRREFHERS:
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curl https://<Workload Security tenant>/rest/vl/cloudsecure/activities -H
'X-CloudInsights-ApiKey: <API Access_ Token>'

HA  <API Access Token> REEEEIE arr HRZAHAEIGREFNSHE, M <wWorkload
Security Tenant> RBfEH Workload Security MREMIFEF URL.

FAE S RIUTEEIE > API 51 TRY_API XX _SHERIE,

Ed API R EX SRRV 2N

TEAEZEREBEEE—SHIZE, BITEERNNIESEER 9 A ENBHURSREHF T v2 API BIHTIER.
ZEA{ITF /opt/netapp/cloudsecure/agent/export-script, [E—HE FHHI README X1z T AR,

UT2RRMAR RGeS

python3 data-export.py —--tenant url <Workload Security tenant>

—-—access_key %ACCESS KEY% —--path filter "<dir path>" --user name "<user>"
-—from time "01-08-2024 00:00:00" --to time "31-08-2024 23:59:59"
--iteration interval 12 --num workers 3

KB - --iteration interval 12 : FIFKRMBIESEEZ A 12 /NEHEIFR. - --num workers 3

© B 3 MEREHITREUX LEE .

ONTAP SVM #uEUR S 23t FEHERR

TRAHR e ERMTIERESEMSERESHNAR AR, SR UEXEHREIRRRIL
W B 23 IR BYER o

BE"ICE SVM UE 23 TiE LURENE X ECE L U & 28 8935t PR,

g%tﬂi)”ﬁ%i% , BRI BT BRENBIEWER TTEN RS 7R ELFMEE R T BEXEIRNIFAE

Installed Data Collectors

Mame Status Type Agent

9.8_vsl © Error more detail ONTAP SVM agent-11

BN AR T S0 TR,

& SRS R EIT—RIYEEERTIEEEFEL, HHIEE: “HiREE . ERSLTHIRNS. RSA
Mo Bt KIKRE: SMEB fpolicy ARSS251EB R, =1 —TF: ONTAPHIEHRZIE TREZFTLUAENE
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task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html

R, FtEERLLE,

EWTFHE1ZPY CloudSecure FRIIEERE, &0 LUIM CloudSecure > Activity Forensics > All Activity T1HE
l_'f—.ftLEo

MREBEERSAESTAERTLULAENTRE, FEASHERROERNE, THOAHEECERERUERRIER
EFNNE,

NRAERTE 2021 £ 3 A 4 AZAREENEEDY, BEAEERETUTHS:

echo 'net.core.rmem max=8388608' >> /etc/sysctl.conf
echo 'net.ipvé4.tcp rmem = 4096 2097152 8388608' >> /etc/sysctl.conf
sysctl -p

BAEX/NEM U EFE ISR,
{==28Y}

DRESIREIRIREE D EEESE ERIEIFLELE SVM BB ORYAHY 1P ik, *Z2IR—TF: XIR
E‘E%EE?ONTAP SO R, R TS BRE:
1. ¥R SVM $ELar A HAs EIR £ an A HA LR BRI ASEELER B SVM AUER:

2. @S EEEIE IP A0 SVM BY, 1BH{R SVM BUEUE Iif 1R Iif 5] LUMAIE VM ping @, MR e
BIREMX. MEEIEMRKRA,

EER e IS ERERELR IP @i ssh BRE&EE, 3 ping IR IP, FARMAIE IP 7] ping 1&:

network ping -vserver <vserver name> -destination <Agent IP> -1if <Lif
Name> -show-detail

WRTE ping i@, IBHRRONTAPHRIMMZIZEIEH, LUE Agent H128AT LA ping &

3. MNREEIAET Cluster IP EHFEBARKIN, BEIREIEET SVM IP iEiE, 1525 EXT#ED SVM IP &
ENTE,

4. @3 SVM IP 1 vsadmin ZIEFMMUELRE, K7 SVM Lif EEBBATHENEEA®, EXMETT
» ping 2l SVM Lif {=icfER, B2 SSH | SVM Lif SRR, MRRZ, BLIR— SVM Mgmt Only
Lif =@ttt SVM SIRE B Lif #1TiEE,

5. WNRMATEIER, BHIE—IIH SVM Lif F=10EEZ Lif #17EE. BEFMBEIZEER.
6. E&IAE:

a. TEONTAPH SR B ERER.

b. ZifM CloudSecure Ul E#IEUREESIEREE] SVM,

c. FRHEIHEIRHI. 7EONTAPH{Z LR ERE,

d. MONTAPITH#UIREIRER. AITELLAIEIREX
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https://<cluster mgmt ip>/spi/<clustername>/etc/log/packet traces/
. HfRMONTAPEIRIEEE —1 SYN,

. MREEFRBONTAPEY SYN, ARAXEONTAPHRIPAANIEFFIERIRE,

. TEONTAPHRFTHRANIE, LUEoNTAPRERSIEENIER,

7. MMBMATEIER, BEENEEI, UHBFRLEINIB AIEELE MONTAPEIRIZ2AER
8. MR LT EH T ERRIEN, BRRFEG] Netapp 275" LIRGH—HBIEEE,

{=89}

Bl SHR: “TERE [ENE: <IP Hiik>] FONTAPREE, RE: S5EFMEARS <IP Hilk> FEEEIR: E4
TR (ENFTELE) =it R

1. WIERERM T EMHA SVM IP BB HERFEIE IP,
2. 1@d SSH SR ERIEEN SVM &R, EiEfE, BHIR SYM SiSEEF 2 MR ERH.

{=H9}

R RBER . EERATHEIRRS. RSB &Hite KKREA: SMB fpolicy ARSZEL 1L, 7 *diXX T

1. REARENEMAIEELE T RIEN BTN ERO, JIEmOSEE 35000-55000/tcp @EBETH, LUERIE
HEHM SVM #1TiEEE, TERIFONTAPIRSEE B AN AEEHE IE S IEN28MEE,

2. ERIFEPRAU TS HBRIKOEEZ K.

sudo iptables-save | grep 3500%*

ANCIEETT e VA NP

-A IN public allow -p tcp -m tcp --dport 35000 -m conntrack -ctstate
NEW -j ACCEPT

. BR svM, MAUTHSHIEERSEERENMERELIESoNTAP BIEE,

system services firewall show
system services firewall policy show

"KEPF NG S " TEONTAP A Ho

3. 1@ SSH EEFITE NITA SVM/ERE, M SVM BiEEsrEHR (25 CIFS. NFS thiYl) JAEZHAT ping
121F, FHATR ping 1R1FIER:
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concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-nmg%2FGUID-969851BB-4302-4645-8DAC-1B059D81C5B2.html

network ping -vserver <vserver name> -destination <Agent IP> -1if <Lif
Name> -show-detail

YNERTTIE ping 18, IFHARONTAPHRHIMLZIRE R, LUE Agent H1287] LA ping &

NRET 2 PMHIBEWESIF R SYM FURRINEIER, N ERIEER. @3 Ul BIBRE R — MRS
?4%0 AREd Ul EfECHEMEIEIES. ARBIEWESRIEETR RUNNINGRSHFEM SYM #ikE
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<SVM>event log show -source fpolicy
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fpolicy show
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