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Metric Monitor A

Set the highandlow =~~~ =TT / -0 Use when you know
. parameters that will S\ @ the upperand lower
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trigger an alert if i S, e operating range
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o Select a metric to monitor

netapp_ontap.aggregate.cp_reads

FilterBy B
Group | L—

Metrics -
Unit Disple

cp_read_blocks
cp_reads
data_compaction_space_saved

data_compaction_space_saved_percent

size_total !
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A Warning O Critical
Alertif the jops.dotal is = (greaterthan] « 2500 Qs and/or 3500 10fs

Occuring Continuously ™ |foraperiodof 15 minutes ¥

Tops total [10/2)
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o Select the log to monitor

Log Source | logs.netapp.ems ¥

Filter By -~ ems.ems_message type  MbladevscanConnBackPressure X ¥ X - ems.cluster_vendor | | NetApp X

ems cluster_mode -xHe

Group By ems.cluster_uuid %  ems.cluster_vendor X ems.cluster_model X  ems.cluster_name X

ems.svm_uuid X ems.svm_name X
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(O Resolve instantly
(O Resolve based on time

(®) Resolve based on log entry

Log Source

Filter By = ems.ems_message_type |[Ramel-Ne el -ub's v X
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o Select a metric anomaly to monitor

Object  Storage ¥  Metric | iops.total o

Filter by Attribute (7]
Filter by Metric (7]

Group by  Storage v

Unit Displayed In | Whole Number
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o Define the monitor's conditions

Trigger alert when performance.iops.total

Spikes above ¥

the predicted bounds.
Set sensitivity:

Low {detect fewer anomalies] ¥

Alert severityr | Critical =

To reduce noise, ignore anomalies when performance.iops.total is below

|0;'S
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o Set up team notification(s) (alert your team via email, or Webhook)
Add Delivery Method

Email
Webhook
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o Set up team notification(s)

Email Notify team on Add Recipients (Required)
Critical, Resolved v user_l@emailcom X user_2@email.com X
Critical
Resolved L
Email Notify team on Add Recipients (Required)
Warning v user_3@email.com X

* 3@3d Webhook Z3f: *
i

EE ZIRIBEFN webhook » NRFE, EaJUANESEHTELERERREHIMEIED,
o Set up team notification(s) (alert your team via email, or Webhook
Slack
By Webhook Notify team on Use Webhook(s)
Critical - Slack % Teams x -
Notify team on Use Webhook(s)
Resolved - Slack x  Teams x -
Notify team on Use Webhook(s)
Waming v Slack = Teams X v
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o Add an alert description (optional)

Add a description

Add insights and
corrective actions
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Monitor Groups (5) 4
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BrBARTMNSITEE, 53 all monitors 4B (EiX) HHITUTIEEZ—:

c ERMENERE, BREZERSEMNNRE, AFIEE Add to Group » EEER ST RINEIRA,
* B IGITSRR LT ST 2800miEMEl, SAISTE Associate to a monitor group 845 HEFE—4H,

o Associate to a monitor group (optiona

ONTAFP Monitors -

BT B ERENMAFH MEEDEFE Remove from Group MR i53T28. EFREEM all monitors 3% Custom
Monitors (A ffIBRIEITES. BEMXLAPRIFRIEITSS, BORIPRZETESSA S,

MEBFIBR B 28 A= MData Infrastructure InsightilliR1% B85, EeMBRE N 4ITES, 1§
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WA LIEER A B B Res BB E 4R, %8 move to Group -
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FEAR—NPEMITMRA, MBRET S MData Infrastructure InsightfpffilpfiX e 2R28; LRI _all
monitors_ F{E .

Monitor Groups (3) E

Q Agent Monlitors )

All Monitors (4)

Custom Monitors (4)

Agent Manitors (3) H
Pause
Resume

Rename
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LiRIFAE R mE

"ERFAER " THEIRE T AXEIRNEMIFMEE, 81 Summary , BERSXNREIEEXERL Expert
View , ERIBAEANRBNBIE related asset 1 comment o

Alert Summary
Monitor: Metric:
Volume Total Data ¥ netapp_ontap.workload_volumetotal_data
Triggered On: Condition:
cluster_name: tawny Average total_data is > (greater than) 0m and/or Om all the time in 2-hour window.
azgr_name: Multiple_Values
- Filters Applied:
Duration | Time Triggered: cluster_name; Any
1d 6h / Jun 9, 2020 2:22 AM
Status:
Top Severity: New
Q Critical
Expert View Display Metrics +

total_data (m)

Related Alerts
1 ftem found
Alert 1D Active Status Triggerad Time 4 Top Severity Monitor Triggered On Status
Al-46769 Resolved adayago O Critical Volume Total Data cluster_name: tawny New
Jun 8, 2020 222 AM aggr_name: Multiple_Values
3
Comments

There are no comments yet on this alert.
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TgEZ —:

* BEARN T EHER
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Hit. PEEESTREXADTEOHEERAENABTZE. RFEFHESKEIE? "NRERHRELT K.
MR ERFGEERBIR, TEKIZIER,

MREMEESRE—M300HNED. Hiish., ARERRPBIERAZA. R —TMUERER TEMF
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Fic & BB FmR @A

TR LUAIT AR ERECE B FERFYIR, HAERkEERBEERNBEE2RBFA
BB BB 5=

BECEBMBFIAFWAANIRE, 1B5E * BIES > @8 * TUH, ARERE Email EBR.

Subscription Notification Recipients

Send subscription related notifications to the following:
All Account Owners

All Monitor & Optimize Administrators

Additional Email Addresses

name@email.com X

Save

Global Monitor Notification Recipients

Default email recipients for monitor related notifications:
[ All Account Owners

All Monitor & Optimize Administrators

[] Additional Email Addresses

PAIEBEVSIEEEIN

ZRITEMERSAENBU A ABBEWAA, BRE " ITH@AMEEA " #8857, ERILUERRITREXSEMNE
FERFEHM AZEL U E—SFRE WA

* FTBEWFFES
* F& _Monitor 1 Optimize EIE R
* IEE RV E e FHR it

AR RBISER T AY B A X R RIS B LUK B AR AT B P 481

EAl *FAPE

13



I AAREITIR B B ENELEEEITHEFRER" T

TTFRTE 90 REIHAVT IS 7E 30 RK/Gd HA NRBAT B8] MEFRITEIRIEE
Z"NetApp THE"LISRITITH
HARE 2 X4 MITEZITIHAR T RIS —RitA, BX

F"NetApp FHE"LUMGEITH

RAZITIRE DA G 7E 48 BIREIEURELIRENK  BXR "NetApp HHE"UMEEITIH
FIET1E 48 /B EMIRR

LR/ ATIER

TIRA SR TR FEAE KX EROE MRV ERIREATIR, EALARBEBFATIRRELRBEL
ERBELRERBMEA, B * SREEBEMRIEA * 515 FERFRBIUREA

BUER SRS IR ERRY, WIARTTLIB R S NSRRI BR A ATIR,
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Z Edit ¥
Poll Again
Postpone 3 Days
Postpone 7 Days
Postpone 30 Days

Edit Motifications
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Edit Notifications X

By Email
Notify team on Send to m
O clobal Monitor Recipient List
Critical, Warn... =
(® other Email Recipients
email@email.one %
email2@email2.two X |
i

Notify team on Sendto

ved (® Global Monitor Recipient List
Resolve hd

(O other Email Recipients

[ ] Bywebhook

Enable webhook notification to add recipients

1

Data Infrastructure InsightBE1F % R AT X NVIEIRM B S 51E28. ATANARFRITEEUR
FHP ERIEIEUREESS, [Fitk. Data Infrastructure Insightd iy ez 2R Bl RE S REE SUEINE

AN EE BRI B M A EE Ko

RINBERT. FZRAGIEESERAT_Paused K. ERILUET N RS EMNESEE_Resume &I
RERIZ SN2, WRELHIEWNESESIPZR T _Advanced Counter Data Collection _#1_Enable
@ ONTAP EMS log Collection _, XLEEINA]EONTAPEIEUNEESSHY_Advanced Configuration_F

Enable ONTAP EMS log collection

HE: Opt in for Advanced Counter Data Collection rollout.
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&, BIEFER. {RLiEry
B PODITRIKK. fFl R
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BERVEIUE, WNRIIEUERREINIE
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TIEER.
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TIEHE S

EIFHRME
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R, MZLUBEAUERESInternet
MERRIERIEITIE .
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SSHREE AL 2 ET

ERRASHEERIEE

SENFRERME

EE%%HAZIK%EEEE%

BEEZAFIPSIER,
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S F =Y,
AutoSupport Z#F HTTPS
, HTTP #1 SMTP ., HHF
AutoSupport jH B FISUR
B HTTPS fE/9[E NetApp
S FFEBI1AIX
AutoSupport JHERIZRIA
ZiainiNe

RIASSHIEEFEAARLZSE
RIZRRL, FlEnLl CBCHk
RS,

RNENIAIFIONTAP R4
NRAFERAERER. B
TEREEATHEN
Z4cinin) A ABITRER.

TERRMRE . BIFHE
D EFISEER. BT
BT &4 M— 1 ONTAP &
BT R B — R HAIE
RIPXLEENIR, HMIETR
SR BRER EERCEM
=

N
[(NE o]

NetAppE i FElockin <
B (AT AAREERNRR
INEEERAR(RE)KF.
EEERRIAMKF. &
BEMREFHEHRL,

BAFIPS 140-2& M
[&+ TLSv1FISSLV3¥E#
2ZH. 3ATLSv1A
FTLSV 2R $F B RS,
B EFIPS 140-2& 114
J&. ONTAP £ELEIEE
FATLSV1#1SSLv3,

ERHTTPSIRE
JIAutoSupport JHERIE
WY, EBTTI
TONTAP &3¢

. ...system node
AutoSupport modify
-transport https

ERIBRCBCES. 1AIBTT
LUFONTAP &%

. ...security ssh remove
-vserver <admin vserver>-
ciphers aes256-cbc

. aes192-cbc. aes128-
cbc. 3des-cbc

BRNEBHIEE RAEE.
JBIBITILNONTAP 85

. ...security login banner
modify -vserver <admin
SVM>-message "Access
restricted to authorized
users"

EXTONTAP 9 6 Z B¢l
RSB EXRBRAM
= B RERN BN
EBARE9.60R. RS
£ cluster peer modify"
in L B UREM BIREE et
L LUERSEREXTEM
=, . BXEMERE. 15
20 (GEHETONTAP9
HINetAppZ £NE S
) o

E B FE N E /Y admin"tH
F. 1BE1TELTONTAP &3
% ...security login lock

-username admin

ZE5E LB AFIPS 140-
25, IBESRNRE
L FIZTTLUTONTAP 65
. ...security config modify
-interface ssl -is-fips
-enabled true
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B2 MHStorage VMEIZH Z&£@<1.
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e

ERENCEE S S AEIE)
FREIABNRGHARS
. WIAHHERAKEHESE
Bo Eith. NetAppZiXi&
R HEEERERENE
%{Jﬁéﬁ’\]ﬁﬁ%ﬁiﬁ%’{ﬁ

NetApp3RZ F2INITONTAP
BAPkPAZEBERERS
BISHA-512M8ZF K%K, 1F
BAXZEHIMD5I K
HIM P NS BISHA-
51208 % R o

RNEEKREEERNTP
R$S28. AT KIMITHKM
RIEARS. NetAppBINE
DB =INTPIRSE (55
BEHEXEL

RNEHICENINTPIRS
2 DF3, ATEMAR
MERIEMRSS. NetAppiEiX
ZDE=NTPIRS 85
SRR REE,

EFEShel R2EEL
JTONTAP f#IRF5E BIan
SITIHRNR e, B
SIS vy =111 N [V
AiztEShell,

RTEXNSVMBER®HEZHA
HiERo

RNSSHIEEERARE
RZE. FIa0* CBCH X
BYERT,

SIERT® %X Bira. H
MR T EE . EBER
AMEMN. FEFERU
TONTAP s < IBRHEH
SIEBTH R BN

. ...Cluster log-forwarding
create -destination
<destination IP>-protocol
tcp-encrypted

NetAppaRZ Ui P iEid
ENERRAPKF E%
BB LR HISHA-512f )R
AR, .. EREEEE
FAMD5ME 75 BRI ETAY K
JFIETTLLFONTAP @

. ...security login lock
-vserver *-username *-
hash-function md5

ERNTPIRS B85 58X
BX. 15IBTTLLTONTAP &1
% cluster time-service
ntp server create -server
<ntp server host name or
IP address>

ERNTPIRS 885 &EX
BX. 75IB1TLATONTAP 83
% ...cluster time-service
ntp server create -server
<ntp server host name or

IP address>

NetAppZi{EH L £ Shell
(SSH)# TR LInIEIH

e .. BEEEHFLERAT
#2Shell. BEERINPRIE
I BT FONTAP 7
. ...security protocol
modify -application rsh-
enabled false

EHNSVMELEEHZBE.

JHIBTTLUTFONTAP &%

. ...vserver audit enable
-vserver <SVM>

ZMIPRCBCEL. FIETT
LUFONTAP &5 %

. ...security ssh remove
-vserver <vserver>-
ciphers aes256-cbc

. aes192-cbc. aes128-
cbe. 3des-cbce
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KRENHRRLGLSVM
NAFERAERER. B
TEREEA B THEN
Z4cinin) N ABTIER.
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RRA R a7
RBeH*E. BEXLURDIT
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e R) IR

FHEN A= P 8RR
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REPHRBHIEREIX
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REBEIE. HEEES
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B, lag_time_percent@i#
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79100%. AR SnapMirror
HREEZHIT. WA=t
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BRNERIEE REE.
JFIZTTLATONTAP &3

. ...security login banner
modify -vserver <svm>-
message "Access
restricted to authorized
users"

NetApp BZIUERRZSE
Shell (SSH) #17&%
mAgipiel, BEEHLEE
FTelnet. BESRINPRIE
I FIETTULFONTAP 87
. ...security protocol
modify -application telnet
-enabled false

BIFIRME

MRERTEEHE. FE
FEILBNRENIE Tl AR AR
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TREGECE NIRRT R =
5] BB & FRVEE
=iEl, 2.MFF—LEIHR
BEREBLUFER=E, *
M EMHRATRURIE IR E R
ZEEE. BIHIIZEMA
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BYTRERF R == (8] LIS N 18
Ko 2K RIRECE NTER
RMA=E 2RI ERE
FRREIE=E,
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% 5 SnapMirrorik 7.
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&ESnapMirrorfZ 38 5£12
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PATUATEIERIE: &
H"network interface
show"sR L IRIESEBFEILIF
ARV BERET. £
BART mEREFEILIF £
A'ping"mSRESHREF
BRSO LEIERE, £
A"aggregate object-store
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EFENIEERTREN.
UNEBERMEZEEES
MR, 5%, &l
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SEIET false KBS
R. BAXRIFMEEEER
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BIFIREBURTF &5
By HA BiESERRAVEER
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Eo MNRFEREXA: 1
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EENER. 15HEREE
MaEEEES . F RN
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TEBIsTAFE TCP
EE EAIFRNRARIE
Ko ERBRFELERIEZH
, BIRTERERERER
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NetBIOS ZFFARZEMIZ
R BRI 2 FREA
ERNEEMN, XEE
ZH NetBIOS Z#REt54
AR5 |EN, Fitk, FF
R A]RETC R D) SR BE
EDIER PR HEEURENIE
M s,

NFSv4 FfiEtE AR,

RERTRR SR HIESES

HATUUTEERE: B
&P in EIE1THRRE N A
2F. HAIEFRRERE
BTN ARER. EHE
MEF iR, &R
EHRMNAREFEEIE
NAREFSIERN: R
AR NN AERF.
151" cifs option modify
-max-ops-same-file-per
-tree"BF RN EFIRIREE
SHEE, EREEBERT
, B IRSIRTERIETT,
BREEE=MNEE, BN
BEESHNRRNEF i
REFESEE, R
AER EHMENBER
51k, MEF IR REF
EiR)EER . BXRIFME
B R, 1BEBLR NetApp
R,

PATU TE—F B RAE:
NERNetBIOSR FREKFIEZ
REMR, BRITUTIR
E2Zz—: fERvserver cifs
delete -aliases alias
-vserver vserveran < &
EEMINetBIOSHZ, &
2 ER"vserver cifs create
-aliases alias -vserver
vserver'tp L HIPREE B FF
FHARMFRIFARIZRKE
T &NetBIOSH &, R
KEEEERIR. H
BNetBIOSR&Z#R1E1EH

2. &{EM"vserver cifs
delete -vserver vserver"
#"vserver cifs create -cifs

-server netbiosname"ép %

EMmZCIFSIRSS. X2
. MF& CIFS BRS328ATRE
SEHIETT IR,
BENetBIOS R RekEdn
PO g =X | W i |
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1R NFS fRSB237EUL =S
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HINZEIRRE, BEEINEE
R FHARERRE D
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TEB R REERS 2SS E
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BEFIHETESHRIF
fiBfR S 2_/HITEIS, Eit
, BURERIRETIAIAIRL

W RIEFER P IR AR R
53 & 7ERS @S
BIEFEBITHLIF, 5%
B%i8] LIF .EEEsiT280,
TRARFNREFHEREF
e, Et, HIERTAE
FTiEiREl,

RIXBIMRFERR S5 2287
BREZESEPHITERN
FRARILE, Fik, #HiE
BIRET IR

QoS FRAMMSANEFE
RE AT AR
filo FLE QoS INAERTRETE
BIRBETET.

BITUU R EIERIE: @Y
fERIHSnapshot&lzs.
M/mrootB RFHIFA B
ZENXHRY BIEESR
EXEMRIESE L8],
EHEoEH28. BXi¥
Mz B EEB), BER
NetApp AL,

HRENFTAR SVM ID &
B Vscan, 7£ SVM L&
F Vscan 2 B&fH SVM
8% ontap_admin$ %

o

& DNS F& MRS
BfEMA IP il i E+
Mo

WITUTEIERE: F
Fnetwork interface show
-role interclusterfp &
EREILIFIRES, JOIFsERs
EILIFEEE RS IEMABIES
1517, WRKRECEER
iBILIF. &£ "network
interface create -role
intercluster"gs < 7 n0Lt
LIF,

BIrRE B EREEENE
HREH, WNRECEIEH
, 1EEBAAR NetApp AL
LGRS EE R,

MBS LEEh T VES & TR
MUBRAE. £
FB"statistics show -object
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SHEMLE T (e &b T
AR, AN TIEfRE
ERIEERE ABRZR
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PRIFE TR B, THAE.
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READDIR XHEFEBE HITUUTEIERE: €8

AIFTE WAFL HiTfTHIE
BYAYiEl, XrlgERE N E
FREBRARFIEERHT B
I REXE IF 121,

FEEMEMURGHE, 5
BfR T R RRINRF
&Ry, SREMEM

. EHIRS (Volume
Shadow Copy Service ,
VSS) ( Microsoft fR53
BEMINERARSS1RF)
KMo

MR "vserver stop"iR{ERK
In. NSERIEHESE,

% BRI RS ERY i
7o LBPIEH 256
RERRBHIEER.

LA F"DIAG "#XPRnodeshell
MYITHREGRSE
}XREADDIRX fHigfFEiL
HNRMERNIFEESE

. WAFL readdir notice
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NER: NMREINERE
TAWR. BIU§ZBH
AR E S 2 E R UM
FR1ZB RXHIEE. W
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WITUUTEIEIRE: fF
F"network interface
show"dp S IR IEEEEEBLIF
LN BIERET. &
BirT m&EEEILIF L{F
A"ping"tn THRESHREF
AR SZ 220 LEEE, 6
H"aggregate object-store
config show"#s L IIEIT R
FRENIEERTREN.
UNERINEEEERDT
MAER, &, &t
LAfEA relocation 5y
override-destination-
checks S¥REBZILE
R BXIFMEEoEL
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EREHEEPREENE
BREUTARA: Is
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BRETHENAYFETIE?
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H? HERREEEFE?
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N TR RO N B SR E
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BRMNFES. B,
Vscan fRS528 E R E S
RBE L L EH#HITA
HRE B, BFREmTX
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PATLA T EIERIE:

Fdisk show -n#n <> E 1
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PITUTEIERIE: HR
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Zl#&Data Infrastructure Insight webhook. JF¥EI*EIE>EH]* Hi%&+E* Webhooks* &I,

TEERT—MA Slack BEEHIRE webhook :

Edit a Webhook

Name

Slack Test

Template Type

slack b

URL

hitps://hooks.slack.com/services/<token>

Method
FOST -

Custom Header

Content-Type: application/json
Accept: application/json

Message Body

r
i
"blocks":[
"type":"section",
"Laxt "]
"typa":"mrkdwn",
"taxt";"*Cloud Insights Alert - 2t%alertid 2%
Severity - *20%severity @0t

L5 )
T

Cancel ‘ ‘ Test Webhook Save Webhook

ABPNFRENSYHIES. TREEE"RE"

T E] LB T " Test Webhook IR MIHZERE, HEE. HIRERRIBEES ZEESEX (RN L IX
2E X AIJURL,

“

Data Infrastructure Insight webhook @& 1FZEIABE, LI, EERFTLIEIERE CHNEE XS EL,
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Default Alert Parameters

Name
%%calertDescription%a%o

Sp%alertid®e%

%% alertRelativelrl%:%

Se%emetricName%c%s
Se%emonitorMamefa’o
So%objectTypeto’e
So%eseverity®o%
Ba%alertCondition?:%
Yo%ctriggerTime%o
Yo%ctriggerTimeEpocho®o
Yo%triggeredOn%co
So%valueteta

Se%cloudinsightsLogoUrl%%

Description
Alert description
AlertID

Relative URL to the Alert page. To build alert link use
https:/*%%cloudinsightsHostName%c% e oaleriRelativelrl %%

Monitored metric

Monitor name

Monitored object type

Alert severity level

Alert condition

Alert trigger time in GMT (Tue, 27 Oct 2020 01:20:30 GMT’)
Alert trigger time in Epoch format (milliseconds)
Triggered On (key:value pairs separated by commas)
Metric value that triggered the alert

Cloud Insights logo URL

Cloud Insights Hostname (concatenate with relative URL to build

0 i -
Ba%cloudinsightsHostname%a% alert link]

Custom Parameters and Secrets ©

Name Value Description

Mo Data Awvailable

28 eMNRH4? mEEREN]?
ERBUENENERBETHNESE. B8, %%TrigeredOn% SERE RN iR ERMIITR,

EER. EARTR. Bili"Test Webhook "1 RIS ZHIT_not Bk, ZIFHSZAKE—TMERAEH. HPER
T_%_ B, EAFEERANEIRE.
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BIEFERE rT LUME AL webhook @&, EXHMAFRERIEN. &ErILITE URL/Headers REERZES:

%%<secret_name>%% o

webhook%!|&RTTHE

EWebhookFI&RTIH L. ERHERTR. EIEE. SIZEH. K& T2, M LRENFR.

TR IS 1T 25 RY Webhook &%

EEiEFEwebhookiBA" 51", IEH N ER>BIRENES FHIEZEMENEMES, _E}ﬁhﬁﬁ”" Mad. 7£ setup
team notifications _ B3, %EHE _Webhook fEARM %, EFERER (™ME, BE, BR) , AR
EERRRIMAEIEE,

e Set up team notification(s) (alert your team via email, or Webhook)

By Webhook Motify team on Use Webhook o}

Critical, Warning, Resolved - Please Select -

ci-alerts-notifications-dev

ci-alerts-notifications-aa

webhook =f:

F3FWebhook"Slack"BIWebhook A F"PagerDty"Webhook"ZIFA"BIWebhook "4~ F1"
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