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Create policy

Create a backup and recovery policy to protect your data.
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¥IREE; VMware VM FIE3EFMEX ; 3¢ Kubernetes SE8¥FIN FIFEF

NetApp Backup and Recoveryaiig 54

BT IO IR EIRIE. NetApp ConsolefXIEFINetApp Consolelik P R /ERIE T, FFIAME
FBNetApp Backup and Recovery . EfEHNetApp Backup and Recovery, EEE#HEX
se 5 RE M
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ZEESnapCenter Server 5.0 3B = 78,
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Y15 ER
FrEmEs & * ASP.NET Core Runtime 8.0.12 Y86 (UUMFFEGEL: 8.0.x #hT)
* PowerShell 7.4.2

BXZXFRANRIER, B3H "NetApp BIR{FIERTA"

{RIF VMware T{EREHRIEX
REZHTENERFLIMAFIPEN VMware TIEREH,
eSS

* 5 NFS #1 VMFS #B1FiE. RZiFvVols o

* Z¥FEHY NFS hR4s: NFS 3 #1 NFS 4.1

* R VMware ESXi Server higds: 7.0U1 KA E

* X9 VMware vCenter vSphere hrZs: 7.0U1 LA E
* IP dik: IPv4 # IPv6

* VMware TLS: 1.2, 1.3

fR3F VMware TEREHEZEMIGOEK

IROKE A E i
VMware ESXi BRS3 2810 443 (HTTPS) , WA, REXMHMEIREMERA LR,

VMware vSphere vCenter Server 1R EIFERIF vWol VM, MAZERIFEO 443,
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FhESEBE T TEE R Ii% O 443 (HTTPS) , XA, 80 (HTTP) , W@, WixABFEMEESTE
EEIW R E S EEEIWNER 2 B8EE,

fR3F VMware TERAEHMNWET A EBRIAFRIES] (RBAC) B3R

vCenter BIZ Atk P IR BFTER vCenter AR,

B XFE vCenter IXEMFIR, iEEH "SnapCenter Plug-in for VMware vSphere vCenter 1ZfE",

fRIF KVM TEHHRIER
ERERHENERRLIAER KVM B

* IBITAZARZS 5.14.0-503.22.1.€l9_5.x86_64 (KHA) sEShRAHIA Linux £1THR
* BIRAVFMITEI SREE KVM MO 22 MNIERE

* QEMU Guest Agent hR4s 9.0.0 LESh4s

* libvirt fR7x 10.5.0 E SRR
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ERAXIE root AR EERN KVM ESWIBIRIP, BIRUATSBIZIE:

1. ¥¥EEH N NFS3 K8, LUBSRER nobody AP,
2. FEALU TS EAEroot P HINE gemu EIRBINEERHANFERT, BERAVBHAE:

usermod -aG gemu <non-root-user>

®

3. AU TaSEHEHRENAMAENIET...... gemu AFFA, HESUEHIZHINR:

chown -R gemu:gemu <kvm vm mount path> & chmod 771
<kvm vm mount path>

4. YNR1F7E NetApp_SnapCenter_Backups BF, EIEEMIBR,

&1 Oracle T{EEHREX
MR IGAVIRIE B A I FNfRIP Oracle FIRAVFEE K,

* Oracle #iEE:

° Oracle 19C # 21C TEIMHIIEPEHRZ ZHF,

° Oracle #UREXNEEE F 5 5EEINetApp ONTAPTEfER,
* WMRFMEZRE

° Azure JTRIFE

° ISk AWS

> NetAppStorageGRID

o ONTAP S3

1R Kubernetes N FTEFRIER
BEERENERRKELI Kubernetes ZIRHFRIFER Kubernetes N2
B XNetApp ConsoleZEK, FERTENetApp ConsoleH,

* FONTAPZ%Z (ONTAP 9.16.1 SiE S hRs)
* Kubernetes ££8% - 1% Kubernetes A 1ThRFAR A B35 :

° Anthos On-Prem (VMware) #1 Anthos on Bare Metal 1.16
o Kubernetes 1.27 - 1.33
> OpenShift 4.10-4.18

° Rancher Kubernetes Engine 2 (RKE2) v1.26.7+rke2r1. v1.28.5+rke2r1
> Suse Rancher
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* NetApp Trident 24.10 B Shitas
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* NetApp Trident Protect Connector 25.07 S{Emhkas (7€ Kubernetes T{EfEH L INHAIEILEE)

° Ha{R Kubernetes &8, Trident{RIFIEIZ LM TridentfFIPRIEZ (BRI H LA A TCP 5[0 443 k2D
p 8

1R3F Hyper-V T{EfAEMIER
HRER Hyper-V 2607 R A RPN AT EER,

* Hyper-V Windows Server EHBVEEEK:
° Microsoft Hyper-V 2019, 2022 #01 2025 higZs
° ASP.NET Core Runtime 8.0.12 {tE® (LIKMFIEGE: 8.0.x #7T)
° PowerShell 7.4.2 S EShkZs
° MIFERETNKIFIRSABE (FBIR "Microsoft Windows Server 324" (FREXIHER)
° HafR Windows B AIEIZ EH 28 1F LA N im C# T A HTTPS B1E:
* 8144 (iEFT Hyper-V BINetAppiEfs)
* 8145 (GERTF Windows HINetAppiEft)
* Hyper-V EHB9EHEXK .
° ZIFIMILEHNM FCI EBEEN,
° Hyper-V ZE#1_LHNetApp Hyper-V {HHZE/VEE 1GB RAM
° Hyper-V £l HEHHRELEMBETIE RN 5GB
@ E@T%T:E\Hyper-v EHER Eligﬁzﬁ%ﬁﬁaﬁlﬂzﬁ@@fzﬁéra‘l#i,ﬁﬁﬂﬁ SHERBER. FiE
FRIEUVA T & HFEIBRIMBERENNE, NRTEFRE, WFRSERBE,
* NetApp ONTAPEZE EK:
° ZONTAPZZ: (ONTAP 9.14.1 S EShR7s)

° XFEA CIFS HEFMEIMNEIER Hyper-V ZE, 15HAREONTAPRA LER T ESTAMEZRE
M, EBE "ONTAP SZR4"LIFRENIH A,

7ZNetApp Console
fafENetApp ConsoleifE U TER,

s EHIE AP NEBX Microsoft SQL Server 1 Kubernetes TR EHITIRIEFFENABINIE, BELAMAE
8, B BIE B NetApp Backup and RecoveryBBR EIRR A, &"NetApp Backup and RecoveryZF f 8
AIThEE 5] X TENetApp Backup and Recovery 1T EFR M A B FIARATIEMA(E B

« AFED—METH A RIENIESI 84S, ZAIEEREAMONTAPEE S Cloud Volumes ONTAP,
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BZ "7 RINAEETH S RE"F "tENetApp ConsoleE K",

° FhRFEZE Ubuntu 22.04 LTS ERGAERIEHIE NI,

1% E NetApp Console
T—% 2§ BT H &FINetApp Backup and Recoverys

BHZ "tT/ENetApp ConsoleEK",

Bl ITH 5 RIE
ERZEX R EHINetApp P mBIARFHEBMANE, AR, HEEHEHSREN, EREESZRSHY

BEo
EIEFEARS ZB17ENetApp ConsoleF 8 ZIEHI B RIE, BESRMER "6 EiEH S 1CE,
FHRIARENEEME
EBRREEIRE, IR TE R4 SRR
* 3F Amazon S3, THIERIED USBEEEEIITFI.
* 3¢F Azure Blob, A]LUTEERIZFAEIE TS &KE,
* 3 FStorageGRID, THIEREMNNIEELENIAFT; TiCRTEBEEMIAIE,.
* 3WFONTAP S3, EHIANIER] USEBEENZF (BHEEEEMIAN) HEREFFIES

@ "ZSHIONTAP R 48" L FEFASHIAFF R4t

1% ENetApp Backup and Recovery BJiFA]

&R LU M IR R A EIRE A2 2; (PAYGO) SEEH1HITIR * NetApp Intelligent
Services* KFK1SNetApp Backup and Recoveryifa], (& i&@id MNetAppld3E B & iFB]
(BYOL)s EEBMBNFRIIEA 8EE RS _LBUENetApp Backup and Recovery « 2%
HIENFD UL E D EIERREE~ RS,

EESEEIRZ R, EEFRUTLR:
* MREBRESIRMEEATIZHITH T Cloud Volumes ONTAPRZRIENRENT (PAYGO) iTi5, BRAEtHS
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NetApp5EREERBMER, ErILITENetApp Backup and RecoveryBiEHAE] M Google Cloud Marketplace
ITIRBHEREE T, endif:gepl]

fEFENetApp Backup and RecoveryBYOL ¥R 3iiE

NetAppiRtH B HIFAIEREEAN 1 F. 2 F8 3 F. BRJFAEFRIPVEIENSR, ZEARBEEEHH
RONTAPERZIEEAETE (EAMNEZA) HE. KFEHLRARIRIKFT (FETB),

BYOL NetApp Backup and RecoveryifrliE @ —MuEohiFaliE, HEAREFESZERINetApp ConsoleZB 4R T ik -
XEMFIERAZBIEZ, W TFONTAPRS, Er]LUERIETT CLI s HEERHITPIEAE "volume show
-fields logical-used-by-afs’ X F & it k&4 &,

IR IT5ENetApp Backup and Recovery BYOL ¥ EI3E, &8 THiITHIAA T ANEIXERHEE,

HE, NREIRERHSEHNET T SAICIoud Volumes ONTAPIFEIIHERE(ER, MALUSHE A GHEE
ETEEMIERZIHEA B EARINetApp Backup and RecoveryiFaJiiE, "sahltbih 7HZFIE" o

&0 LUE FENetApp Console3REIE BYOL ¥FH]iE, &R LAMIZRIGRINFFRILE. EHIMNEFEUNEEF
PR,

Y BRANRIA AN RIIE

7ENetApp Backup and Recovery¥/JStorageGRIDAIONTAP
REREIED

BIEZ 2 IEPH LIS ANetApp Backup and Recovery5 StorageGRIDE{ONTAP 2 [B]HY3&

=
So

7IStorageGRIDBERZ IEF

AR NetApp Backup and Recovery&A 285 StorageGRID 2 [8]Y3& (5 N 1% I8 IEStorageGRIDIEF, MISER A TE
EX
Ko

ERHEBNAESE CN MEFEERBIR, ERBESEDIINetApp Backup and RecoveryFig iy 2 #1R,

-
1. ¥2B8StorageGRIDX 4 H Y0 B Bl #E Storage GRIDIEF,

"B XECEIEBAIStorageGRIDIE E"

2. NRIEEKEHStorageGRID , BHEAIEPHITEH.
3. KL root AR BMERITHAERE, B17T:

sudo su

4. 3KEXNetApp Backup and Recovery (Cloud Backup Service) Docker %, &1T:
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docker volume ls | grep cbs

St

local service-manager-2 cloudmanager cbs volume"

@ . WEMNZRBBEANERMAR. IREERITERN. 5% "NetApp Console#
ER

5. #:F|NetApp Backup and Recovery&MHEE =, i&1T:

docker volume inspect service-manager-2 cloudmanager cbs volume | grep
Mountpoint

St
"Mountpoint": "/var/lib/docker/volumes/service-manager-

2 cloudmanager cbs volume/ data"

@ . AEMNZRBEEXNEZSEGAAE, RFIBRTINESEE. 8% "NetApp
ConsoleZpERT",

6. |25 MountPoint B&. &17:

cd /var/lib/docker/volumes/service-manager-

2 cloudmanager cbs volume/ data

7. YN StorageGRID AYIEHHIR CA #FRja] CA £, MK pem TR N XHEFEHEI—1E A ‘sgws.crt' £
LRI E. FERMIERRIMEILSH

cloudmanager_cbs A2 B

1ZZEE £ NetApp Backup and Recovery (Cloud Backup Service) H1/2 M StorageGRIDARSS 28 IEPI8IIF,

1. B ERELNRIEDBHFIRIFH Docker Fo

cd /var/lib/docker/volumes/service-manager-

2 cloudmanager cbs volume/ data

2. BEREANEERR.
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cd cbs config

3. IRIEEHEEIFNG, IEHRENTATNEEXY, HERUTRMZ—:

° “production-customer.json’ B FAR &R ILFIRFIE L EFE.
> “darksite-customer.json' B FFAAEREFE,

£% "NetApp ConsoleZBEIER",

FeE XMt
{
"protocols": {
"sgws": {
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/sgws.crt"

exit

5. EE cloudmanager cbso I&1T:

docker restart cloudmanager cbs

cloudmanager_cbs_catalog A23HI5
ETE, BEERHRBIRSEBStorageGRIDARSEZ 25IEHIIIE,
1. BB REKA Docker &:

cd /var/lib/docker/volumes/service-manager-

2 cloudmanager cbs volume/ data

2. EEHR, B17:
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cd cbs catalog config

3. RIEEHEEING, ERUTEMZ —EIRM TRARNEEXH:

° “production-customer.json’ B FARERILFIRFIE L EE.
> “darksite-customer.json' B FFAAEREFE,

£% "NetApp ConsoleZBEIER",

BREEXH
{
"protocols": {
"sgws": {
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/sgws.crt"

4. EFRTIER. 1B1T:

docker restart cloudmanager cbs catalog

RIBIRIRER S (EFAStorageGRIDIE B E#H I HI &R IBIrH

Ubuntu

1. 3% SGWS IEBEFIZ] /usr/local/share/ca-certificates. U TF—"MilF:

cp /config/sgws.crt /usr/local/share/ca-certificates/

EWPE “sgws.crt’ 218 CAIEH,

2. {FFStorageGRIDIEPBEFH ENIER, BT

sudo update-ca-certificates
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Red Hat Enterprise Linux

1. 3% SGWS IEPEHIF /etc/pki/ca-trust/source/anchors/o

cp /config/sgws.crt /etc/pki/ca-trust/source/anchors/

EMRE “sgws.crt’ 218 CAIEH.

2. {£AStorageGRIDIEBEH EHIE.

update-ca-trust extract

3. BT ca-bundle.crt

cd /etc/pki/tls/certs/

openssl x509 -in ca-bundle.crt -text -noout

4. BOBIEPEEFE, BETUTHL!

openssl crl2pkcs?7 -nocrl -certfile /etc/pki/tls/certs/ca-bundle.crt |

openssl pkcs7 -print certs | grep subject | head

JJONTAPRIZR2IEH
NS NetApp Backup and RecoveryZ 28 50NTAP Z jBIRYE{E N IS IFONTAPIES, MFEHIUTHE,

NetApp Backup and Recoveryf#F Cluster Management IP iE3ZZIONTAP, TEIE BT TEHEZFRFHNERE
B 1P itlk, ERARSAEIESS Ul £ CSR BEEILL T &,

ERRSEIESE L ANONTAPEIZEHAY CA IEH.

s EAARAEIEREIRIIR"
* "9{AI{ERS System Manager EI2ONTAP SSL JEH"

p
1. LA root BHEREH GARIR, 1B17:

sudo su

2. XEYNetApp Backup and RecoveryDocker &, i&1T:
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docker volume ls | grep cbs

St

local service-manager-2 cloudmanager cbs volume

@ . FTAEFIZRHBEANEZRARR, WREIBRTIVESEE, &% "NetApp
ConsoleZfE&EI(",

3. IREVEREH, 1B1T:

docker volume inspect service-manager-2 cloudmanager cbs volume | grep
Mountpoint

St
"Mountpoint": "/var/lib/docker/volumes/service-manager-

2 _cloudmanager cbs volume/ data

@ . AEMNZRBEEXNEZSEGAAE, RFIBRTINESEE. 8% "NetApp
ConsoleZpERT",

4. EnEHRER. BT

cd /var/lib/docker/volumes/service-manager-

2 cloudmanager cbs volume/ data

o MU THTERZ—!
° NERONTAPIERHIR CA HIiE] CA Z&, NI pem TR P XHAHEHEI—1RN ontap.crt’ £ 27

&,
° MERONTAPIEBHEN CAES, MNEMBE pem XHEA "ontap.crt FHFREAEH T HFiE, FER/RH
IERARMENEES o

cloudmanager_cbs A2 8

T, 7ENetApp Backup and Recovery (Cloud Backup Service) 512 FONTAPARSS 28IFHISIIE,

1. B ERELNRITES ERIRFH Docker &
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cd /var/lib/docker/volumes/service-manager-—

2 cloudmanager cbs volume/ data

2. fRFEEER R, BT

cd cbs config

3. IRIEEHEEINR, SIE—MITRATHRENY, HERUTEMZ—:

° “production-customer.json’ B FARERILFRFIELEE.
° “darksite-customer.json' B FfA AR IR E,

2% "NetApp ConsoleZBEBIRL",

BoE
{
"ontap": {
"certificates": {

"reject-unauthorized": true,
"ca-bundle": "/config/ontap.crt"

exit

S. EFfiEEINetApp Backup and Recovery, i&17:

docker restart cloudmanager cbs

cloudmanager_cbs_catalog B 25H95 12
794R B IRSS B FONTAPARSS 28 IEBLGIIE,
1. ¥ B REXA Docker &, &1T:
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cd /var/lib/docker/volumes/service-manager-—

2 cloudmanager cbs volume/ data

2. 517!

cd cbs catalog config

3. IRIEEHEEINR, SIE—MITRATHRENY, HERUTEMZ—:

° “production-customer.json’ B FARERILFRFIELEE.
° “darksite-customer.json' B FfA AR IR E,

2% "NetApp ConsoleZBEBIRL",

BoE
{
"ontap": {
"certificates": {

"reject-unauthorized": true,
"ca-bundle": "/config/ontap.crt"

4. E¥EEINetApp Backup and Recovery, i&1T:

docker restart cloudmanager cbs catalog
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"protocols": {
"sgws": {
"certificates": {
"reject-unauthorized": true,

"ca-bundle": "/config/sgws.crt"
}
}
by
"ontap": {
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/ontap.crt"

1£{EFANetApp Backup and Recovery Z Rl B &9 HIR

7E{#FNetApp Backup and RecoveryZ g1, EHIT/I NPT BRIZE KD BiR.

EFaZ AT, RER FIEF URERENIFREEEME,

EEEHMBM
EFEUT—ITHESNEDER:
° NetAppStorageGRID,

8% "7 fi#StorageGRID",

&% "StorageGRIDX14"H X StorageGRIDAVFHE .

¢ WEHMLERS . ©%F "Amazon S3 314",
HITUUT2ELUERIE AWS fERN&ED BAR:

° £ AWS HHEE— K,
° £ AWS HfZE S3 R, FIFF—EB5,

° BXERFIEHERE AWS FENIFAEE, HSH

* fER Azure,
o £& "Azure NetApp Files3H4",
° 7 Azure I E— MK,
° BCE "Azure TYfR"7E Azure H,
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GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",

:GetObjectTagging",
:RestoreObject",
:GetBucketObjectLockConfiguration",
"s3:
"s3:
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GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"
"arn:aws:s3:::netapp-backup*/*",
"Allow"
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"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls"
"s3:PutBucketPublicAccessBlock",
"s3:PutEncryptionConfiguration",
"s3:GetObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectVersionAcl",
"s3:PutObjectTagging",
"s3:DeleteObjectTagging",
"s3:GetObjectRetention",
"s3:DeleteObjectVersionTagging",
"s3:PutBucketObjectLockConfiguration",
"s3:DeleteObjectVersion",
"s3:GetObjectTagging",
"s3:PutBucketVersioning",
"s3:PutObjectVersionTagging",
"s3:GetBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutObjectRetention",
"s3:GetObjectVersion",
"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",



"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",
"glue:BatchDeletePartition"
I
"Resource": |

"arn:aws:s3:::netapp-backup-*"

Yo

@ £ AWS FEKXEEIZEN, BEEIE IAM KREEFHFTE_Resource_ZB45 T AWS FEIRH
Rearn” M “aws"E {9 “aws-cn”; 90 arn:aws-cn:s3:: :netapp-backup-*o
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"
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"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",
"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",
"glue:BatchDeletePartition"

95


https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector

B2 & E CRITFER

AINBRT, ZRSINECIEFER. REBERB CHEMER, EIUEBRHENAERIZAe)E
Efl, ARERSPERXEFMER.

"THREXEREECHNEFERNESER"

IOIFONTAPE HIERI ML ER

IR+ XIEFANetApp Backup and Recovery7E3#BIONTAPR S L8 E K%, 1EHRBRANBEIRRTFHE
BUFMLEEXK,

ZHIONTAPRLEE K
* WNREBUTAM, NERIZMABMEEED SIREFFIENME, XiBEER VPN EE,
* ONTAPEEE A TUH BFIMIFM. IO, BHASEFEEER,

BT EALIEHIZICloud Volumes ONTAPE( A R 48, EILIEEBAMONTAPRANNFER, "&
BONTAPX I FRRIEB W ERHRFZ A" o

Cloud Volumes ONTAPRI4R &K

* KHNEEHXNE SPRFRINIEF B IEFN . B4k, ICMP Fix0 11104 7 11105 BIFN, XLEEXLN
BEEMEXHREEHF,

* BERBEFNFRIFE M Cloud Volumes ONTAPRZEZ BIEHIEHE, FRLM—ERE (XEMINKE) -

7£Cloud Volumes ONTAP_E/ZFNetApp Backup and Recovery

2 FNetApp Backup and Recovery3F & & H, RIBEEHBRIZIACloud Volumes ONTAPRZIR B AL, &
BERERE,

I 2% L= FANetApp Backup and Recovery
NetApp Backup and RecoveryfE 2 RSHRIANBH. MRIZETRIFEBRS.
& "7 AWS F/Z5Cloud Volumes ONTAP"T fi# 812 Cloud Volumes ONTAP R A E RN IFHE Bo

p

1. NZRIS*RETUE, EERNRS, EERRME, AREE RN, %EEFeZCloud Volumes
ONTAP’,

2. i%$E*Amazon Web Services*{EARIRIER, AEEFEBET ST HA B4,
3. IHEF4E SMEUETImE.

4. ERSTUE L, RERSBRAFIEZE A

5. SERASFITTE UEE R T,

#R

Z4:_E BB FNetApp Backup and Recovery . 7EiX%ECloud Volumes ONTAPZR 4 ESIEE /G, BniNetApp
Backup and Recovery " T EHEZRIFHE NS LEESED"

96


https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html

T8 &4 L 5 FANetApp Backup and Recovery
MR EIEMNIEHI A EIE £ 48 £ /S ANetApp Backup and Recovery,

pAL
1. NERS R TES, EEEHEFENERPEHMNIRESB BA

YNR&EMBY Amazon S3 BARE R4 UE EUEBAFE, WAILORIZE5E#EE] Amazon S3 &4t LLUS
MgERFo
BEONTAPE LH9& )
BERY B M BRI A R GRS & 170
BSR5IRETAUATERSR:
* (EREENHE]
* [EXEHERRE]

* [REERERE]
EEA LR APl sn S EHESBHR, EFUEHRNERBINRKNRIHEE D

BHmS
p
1. ERAUTARZ-AREEHNRERS:
© MEERIE* ARG TUES, EERS, AREFENERFEONREFZLE BR>ENE"

?E%%ﬁiﬁ’\] AWS BIMERNRSIFETIEN G 2% E L, WALUFONTAPEEHEE] AWS XWRIFE

© EERMMMELZTIERE S NBETFR, EERE - BT ERENE (HRERERINE
I RTFAE) B BCEED

ESHNTANEERFRIED, SEAMRE. SEFNE0. MREFTLTIERERTE ML, Nzt
W EXENREETE, HPEFE—1E,

2. GRERLUTIRTN

c MREELBERIGNE, BA—IMET, RFEF T

* IREEEBERSHE, NI RN GREER. SEESEHERED
EREEDIE
ERERERIFHNE. RERPHEZEEUT—IMRZTNE: REEREE. SRS, &0 EIN KRR,

& 0] LUEIERIPFlexVolZFlexGroup®; B, EAERATMIFAREERXLEENRS. THRNMAEEASR
I INERED" (FlexVolsXFlexGroup) EN¥IGEREERE.

97


prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html

* 8— R D RETE B MFlexGroup® L BEE 7.
@ * IREFENE VIR B HERFERSnapLocki&E. PIEEEWAE A Snaplock Enterpriseai 2
FSnapLock
s
MREEFENECENA T RBHEFIRE, PBALHEHEEZENREEEREXEIE K,

1 EEFETER, EEERPH—THZ1E.
° BE, IBRITUNETEEREERE. #XFNE, UEERMMEITER,

© EEFE—NERE, EALUERFTEFlexVolE (FlexGroupE—RRBEER—) - BEEMFIENA
HIFlexVol%&, 1RFER—1E, AREFIREITHRIE,

- BEHRE, BERE SR EEE,
2 T8

TE X &I RS
TE X &R R B LU &S

* BRESF[E-NUFAESRIMED: AMRK,. SRS DB RFHE

E-

* AR RBK
*© S5 BARMIRES

=

@ E%@iﬁﬁﬂ’ﬂ%ﬁﬁ’—i1@&1&[:2535%EIHE%E’\J%B%KEE’\J’H%E’?’\%DE%U%W& N IA RESIGIRE

* ERIMREFEEE (REE. NB. WL, SHKRENSLIRDR)
S
1. EEXEMEE TIEF, EEUT L. RIAERT, A= E#ER:
o ANHIRER: REEFRITEFHEREIMNREFME, WHAEIEAHIRE,
° Bfl: EB— 1 ONTAPEERS LEIEEHE,
© & BEEHIMNREFE.
2. 219 MIREEREFEERIFED, BERUTEERZ—:
° BB EEMNEERARRAHBEHERS, BMNEMFEEASREONREFE,
° B EEMNEERAATRAHBEERS, BMNEEEAARANREME,

BXRXERWBFAESR, BSH LER R ZIR
3. ZAHUIRIR . EFINERYIRIR KBS IR AV IR IR KBS

C} BIERCERIAZ BB E EXER, BB IR

98


prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html

ZEIRREE, HEER CEMRE HHITUTIRE:

° BINERBEHYZ T
© EERZANNER, BEMERE.
° EIFEBIE",
4. EH: 1GE LA
° BRIEMR: EERERRSN SVM, &, EFRRFINEEFEZTHNEMREAREUKRFIRHER.
° SRS EFRIMANE HIREERAIE—.

O AT X, WE R

ZEIRREE, HEER QEMRE HHITUTIRE:

" BIARBERE T,
F EERZENEIEIR, BEMREARRE,
llbviv e i =
S. EMEINR . MREEFE T &M, HIGE U TR
° 1RIHFE: EHE*Amazon Web Services*,

© IRHEHIRE WARHEFAESNEESOIXE,
WNATEHEEHH AWS IKF, XFTLUZSCloud Volumes ONTAP RS FRTERIIK - R EIRIIK

NREREEARRER AWS KR HITED, WG TEERISFRMEIR AWS P I, FIEIRs3
. PutBucketPolicy’#1“s3: PutBucketOwnershipControls” AN EI AT H & IR IHANRAT IAM &,

R EEENINXE, XAJ§E5Cloud Volumes ONTAPRSFRTERIXIH AR,
BN EEREOERINA FiER,

° MEEEA: MRECIET HOVEAER, BRNREDRUELEINEERES, ERELEAIIAAWS
MEER, WEMER AWS kA iR E CHE A EERARERHENE. ("TRINEEREES
BUINEER") o
MRICEREAECHNEFEEEN, FRABRREENZRER.

@ NREEFTIENEER, WNBEERELTR, AERELFRN.

° BRES: ERMBNEN N REFEREICIZ—

BREEEMNZACIEBE XK, BSH"EIERE",

REIRREE, HEE QIEMRE HHIITUTRE:
" BNRBREY R R,

* ERRZANNER, EBEREARE.

99


br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html

* WFEMEINRFER, &8 DatalLock #l Ransomware Resilience i &, &% DatalLock FEIZEH
MEMIEHAER, BER"ENIINRERILE"

* EEEIRE

° ¥ AR Snapshot BIASHEINKREFMEFNERDEIA: MRILRSHEHIEAZM Snapshot BlZES
ERIN I RGERENEOITRIGE Bld, 88, 88F) BLE, WEERIMMER. EHIE
FBFERERRERZINREFEENEOXNE, UBERNENEH I TREEBR.

1:2 -F_ﬂi”o

o
(Sﬁ

XEHEERERH L ENHITRZNN S,

p
1 R TUEF, HREREE.

2. (Aik) EREEEBFRIBRREAE S ERIMENRBITERD . XFREFSEHRMENREEH
AR ILECRIAR S AT IR R

3. TR HCERD
7t

NetApp Backup and RecoveryFHaX SR EHITIIRED. EREMEOXHNELLREEEFHEASIUE
BYSEREIE, HEfEHMES Snapshot BI AP ESHEFRAGLIENEREIA.

FEMEETEE—ERE, ZER5EFHEERD.

NG S3 R AM BRI TRHIARSS K FEIZ—1 S3 ZER, HISEMHXHEMEERE,
BTREENGERIR, UEEH USRS DRI,
AR LA R R b DT E

FRAPI 7S

ERIEEE R RHEFEMEERBUEENNMERSPERR APl 852, SR RFEXHRUBEERRNARS
P EERCEE D
p

1. NEUEEHRIMERSH, EEFEEF APIIER"
2. BRaLERIZIZSR, HEE S ET.

EE NetApp Backup and Recovery#Cloud Volumes ONTAP#{#E#& 14 %! Azure Blob
=i

SERNetApp Backup and RecoveryFHIJ LN P I8, FIRIEEEHEMCloud Volumes
ONTAP &4 &1/ % Azure Blob 7#fi#,

100


prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html

AR EfiEINetApp Backup and Recovery T{Ef#E, EERA"JI#EREHINetApp Backup and
Recovery T{EfE"s

FAENERIBEC B RIS 1S
TR EENE Azure Blob ZfEZ AT, BHIRIATERUBREER ZIFHIRE.

TEERTSMHUREFEE N ZEESNEE.
5E, BHALUERARIMAEREREIATEREMHEIONTAPR S,

A Microsoft
Azure

{*+> VNet
NetApp
Backup and .
Private Blob
Recovery Console agent Endpoint storage

) f \ ‘ .
@ ) HTTPS \?J HTTPS ] <.> - @Backup
files

Data transfer

ONTAP AP over HTTPS
operations
Backup :
Snap_sho@ < > @Repllcated
copies Restore volumes
Cloud Volumes Cloud Volumes
ONTAP (source) ONTAP

X #5H9 ONTAP hZs
R{KHRZSJIONTAP 9.8; #EiXfEEFIONTAP 9.8P13 M E Sk,

S 15H9 Azure X1
FiE Azure X3 (B33E Azure BIAFIXIE) #PZ#FNetApp Backup and Recovery,
ERINERT, NetApp Backup and Recovery/J Blob BesRHAMIITHR (LRS) MR AS, SNREIBHHRE
BEARXIEZEIEH], el UEEENetApp Backup and Recovery G ItHiE B B AKIE TR (ZRS). 1B
&% Microsoft §tBR "SE g FEK P HIEHIHF ",

EARE Azure TR BIERDEAENIKE
ZMNBERT, {EH5Cloud Volumes ONTAPZZABEIRIIT IR R AN EZ (5

101


br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal

IUEVFRIIEER

33 FNetApp Backup and Recovery PAYGO 7], 7E£/8FHNetApp Backup and RecoveryZ &, FHEiEid Azure
Marketplace #1T71Ji%. NetApp Backup and RecoverydJitEi@id tITiREM. "ErI UM AL A S IFHE
EMEIE TNm#ETITRE" -

% FNetApp Backup and RecoveryBYOL i8], fEFRENetAppiRtiFFIS, UEEEITFEHENERANEE
NERERSS, "7 RIIFEEEE BYOL FANE" HiEHGAIEMCloud Volumes ONTAPRZEREERTIL (1
BRI B, SR BYOL i8Ik,

FHEHEEEITIR Microsoft Azure LUIFRENE A FR1ERITEES 8]

HEEITH SR
EH SRR URETEE TG REBKMIGRNR (‘4rfE s ZR1E) /Y Azure K, "BXIFHAE
B, 1521%NetApp ConsoleZFEIER" o

* T R e AR

* "IE Azure FLUTERT (R2EBWIGR) ZBEEHSRE"

* "URBREREERANE (REHi5nE) "

FEs AN S & FCERAIARER

E{EFANetApp Backup and Recovery#ZRMEREINEE, BREEEHERENAGHRERENE, UEER
;«;,éifil‘ﬂ Azure Synapse T{EXFEUBMEMEI, . BRI TERINIE, MRFBEBIRRE, BFREBUTI R

Faazal

B A ERITTIREM Azure Synapse Analytics ZIRIR{EFERF (FF“Microsoft.Synapse”) o "7 #4019
EENTREM L RIEEZR" . BOMET R FEE R RmE 1 aeE R IRIEHEE,

* WIOFTHIRE 1433 7 geRIIEHI 5 LIEH Azure Synapse SQL RS Z [EIRVETE,
B
1. BT nERAIEF SN ERIMNAR:
a. 7 Azure I'1JPH, FTHEHWARS.
b. FEAEITHI & RIEEHA.
C. ERE"T, EEEMH
d. #E#F“Azure BEBHED
e. B TFRELAEHAEREBEMNNBEEXAE,
2. EHEEXAE:
a. 7 Azure I']JPHR, FTFHREY Azure 1T15H,
b. FAEIARIZE] IAM)>“FEE’,
c ZEEEXAGNERS (..) , AERERE
d. %% JSON FAIILL TR

102


https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
’

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

action"

Storage/storageAccounts/listkeys/action",
Storage/storageAccounts/read",
Storage/storageAccounts/write",
Storage/storageAccounts/blobServices/containers/read",
Storage/storageAccounts/listAccountSas/action",

.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",
.Network/networkInterfaces/read",
.Resources/subscriptions/locations/read",
.Network/virtualNetworks/read",
.Network/virtualNetworks/subnets/read",
.Resources/subscriptions/resourceGroups/read",
.Resources/subscriptions/resourcegroups/resources/read"

.Resources/subscriptions/resourceGroups/write",
.Authorization/locks/*",
.Network/privateEndpoints/write",
.Network/privateEndpoints/read",
.Network/privateDnsZones/virtualNetworkLinks/write",
.Network/virtualNetworks/join/action",
.Network/privateDnsZones/A/write",
.Network/privateDnsZones/read",
.Network/privateDnsZones/virtualNetworkLinks/read",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",
.ManagedIdentity/userAssignedIdentities/assign/action",

Synapse/workspaces/write",
Synapse/workspaces/read",
Synapse/workspaces/delete",
Synapse/register/action",
Synapse/checkNameAvailability/action",
Synapse/workspaces/operationStatuses/read",
Synapse/workspaces/firewallRules/read",

.Synapse/workspaces/replaceAllIpFirewallRules/action",

Synapse/workspaces/operationResults/read",
Synapse/workspaces/privateEndpointConnectionsApproval/

"BEEREAYTCE JSON H"

e. EIFE% + BT, AREEEH

103


https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html

EREF EENERHITHIREMEFRENES

ERILERERSHERE TR BIERAHRTHRIENE, MAZEMARIAN Microsoft EIEMERA, EX
MIERT, ERFEESR Azure IR Key Vault RFFFIZEH. "7 ENEEREEDHER",

NetApp Backup and RecoveryXz#F Azure ih10)2RB&. Azure BT A ERIAIRIEH] (Azure RBAC) I RIEEFIFE
EEHLZLER (HSM) (BEH "4 2 Azure Key Vault £ HSM? ")

Bll## Azure Blob 77K

AIABERT, ZIRSIAECIEEFMEKS . WRERER B CSHFMEKS, ERUERIENAERTFZAIE)E
Efll, ARERSTIEFEXLEFMEIKS.

"THREXEIEB CHNEFEKFNESER"

ISIFONTAPE HIERIMLZE K

YR IE 1 KIEFENetApp Backup and RecoveryE5BIONTAPR A LOIEEHE, 1BHFRBERFEMBITRSHE
UL EK,

ZHIONTAPMISRE K

* WIREEHUITAM, WENZMATNEEZE RUEBPIEMNESE, XBERE VPN EX.
* ONTAPEBE A IUH R EINYF M. ImO. BIAIEMEREFE K,

HFEA LS HZICloud Volumes ONTAPT &M R 4E, FEULIEEBARMONTAPARLIWNEER, "&
AONTAPX AV EEBE M F IR R H" o

Cloud Volumes ONTAPRI4RE K

* LML AN NESETERNEFHIERN : BERiE, ICMP k0 11104 1 11105 BIFRN, X LR
BEEMEX L EHT,

* BEEARFWPEIFECloud Volumes ONTAPRZ Z [E|EHIEIE, FRAM—ERE (XEMINRE) o

7£Cloud Volumes ONTAP_E/Z FENetApp Backup and Recovery

B FINetApp Backup and RecoverydFE{EH, RIEEHBNIMBECloud Volumes ONTAPRAXREARS, &
BRERE,

I £ 4 L= FANetApp Backup and Recovery
NetApp Backup and RecoveryE R4 ASFHEIABH. BIRIZEDFRREE RS,

E "1t Azure FEECloud Volumes ONTAP" T fi# 8% Cloud Volumes ONTAP RSV ERFIIFHES Eo

@ MR AR EFANZIR, BEEZFZECloud Volumes ONTAPHET*2F3* NetApp Backup and
Recovery o

p
1. NEHGRETE, EERNRS, ERTRME, AREERIIN EEF 82 Cloud Volumes

104


https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html

ONTAP”,

1%&4% Microsoft Azure {EA SRR, AEEERT R HA R

T EX Azure IETUET, WAZIES. EF% ID. ERIRZEAMNBR ID, AEEEAE
IHEFMESNER TEHRREITH Azure 117, ARFIEERME",

RS TIAE L, RIFRS BRAFEFE M,

SERLMSFHITIE U EE RS

o o & W DN

=

£4; 2 /B ANetApp Backup and Recovery . 1EiX%£tCloud Volumes ONTAPZR 4 EBIiEEfS, BEINetApp
Backup and RecoveryH " @8 ZRIFIENE LHEED"

T8 &4 L 2 FANetApp Backup and Recovery
hERY B #2 M R 452 FANetApp Backup and Recoverys

p
1. NZRIE*RE TIEY, ERRAGHERANERFPEHNRES LN BRE

MR EZDHY Azure Blob BiMENRAEFEETIEFIS* RS TiE L, WATLUGEEHEER Azure Blob R4t E L
BigERS.

2. SRR A SR TIE LEFENetApp Backup and Recoverys
3. YIBBEBEHEMNIT, BHLEEEONTAPE LHED,
HEONTAPE FHE 1,

FER EIE M IS A R FEBCER 1D
BSRSISFERRUTEESE:

* (EREENHE]
* [EXEHERRE]

* [REERERE]

EEAUET APl sn S EHESBHR, EAUEHRNERBINRKNRIHEE D

1. EAUTARZ-ARHEEHNREDS:
© MIERIE* RS TIES, EERS, AREFENERPEONREZLE BR>ENE"

?E%%ﬁiﬁ’\] Azure BATEANRSGIFET AR5 WE L, MATLOKEONTAPEEHEE! Azure Blob X R1ZfE

© EEROMMEL=FEER S NBETFP, EEARE - B ERRENE (ARBRAERZHERE
MNRTFE) B RUEED

105


prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html

ESHNMEREERRIPEDR, SEAMRE. SRMN&ED. MREELIERERTE - NEDR, Nt
W EXENRETIE, EFEE—1%,

2. LR LUTIRT

c MREELBERIGNE, BA—IMET, RFJEFT—D%

c IREELEERSGAE, WSHIRNEHE e RE®. SEESEEHIaREDL
EREEDIE
ERERERIFNE. RRIPFNVEREBUT—IHZTNE. RIRERE. SHREE. SHNREKR,

1T R] LUKAZ(RIFFlexVolglFlexGroup®; BE, EAERAFTHHNFEERXLESIES, TN SUERS
Rt NEBIER" (FlexVolZiFlexGroup) EAYIGEEE&ED /.

=Y

* IB—R I BETEE M FlexGroup® EEGEE D
QSvizes

@ © BIRBEHNENNEAEHERFERSnapLocki& &, FiEEEXIEHASnapLock Enterprisezi 22
FBSnapLock »

=

p
MREEFNEELNA T IRBAE IR, BALHEEERNRBEEESXLENE R,
1 EEEE EF, EREFRPH—IHZTE.

° BE, IRITUNETEEREERE. #AFNE, UEERMMEITER,

© EEE—NERE, EEEREFlexVolE, (—XRRBEEEFE—1FlexGroupE, ) BEMFIEMAE
HIFlexVol#&, 1RFEER—1E, AREFIREITHIE,

° BEHENE, BEFENENNAEIEE,
2. iﬁg“—F_i”o
TE X &1 5
EXEF DRI T g B LU TR

* BREFE-NIMEEMED: ZMRER. EFRNEHEINRFME

* ZHOIRRSRBE
© EFIBRAERRES

@ ﬂiﬂ%‘@ﬁ?’éﬁ’ﬂﬁﬁﬁ 518 BrhikEp R A ERIRIBA S5 RS, WA RBRERE

oo

* ERINGREHEES RERS. ME. WL, SORBHNSHED)

p
1 EEXENRE TNESR, ERFUT 2. FRIAERT, A= MEMRESD:
° AHIRIR . NREEFRITEFNEDEIXNREFME, NGB AMIRER,

106


prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html

° Bl TS —TONTAPEERZ LOIREHIS.
© &in: BEENINREMRE.
2. 3t MREEREFNED, BERUTEERRZ—:
° REX: ERMEFRASARAMBIFMERAS, BMNEPEEASRENRFE,
° B EEMNEFREAGARBEMEERS, BMAEEERARRNREMHE.
BRXERMIFRER, BESE" AL EIRPZIR

3. AHIRA: SEEIVE MBS AIE—
BIERCERIAZ BIAIRE RS, B IR

BRIRRER, 1HITF IR RS HRIT U TRE:
° BN ERBEHYZ AT,
c EERZHNEIEIR, BEMERRE.
o EREBIE",
4. &l RELAUTED:
© EFIBMR: EEEARARLN SVM, HE, EFRANIIEFEEMHBEIRRSHRES UNBISHEE,
° BHIRES: EERMANE BRI EE—.

BIERCEE I AIARE R, A R

RN, FEE QIEMRE HHIITUTRAE:

* WNERERH BT,
C EERZHAEER, BERERRE.
" OREIE
S. BEMEIMR: MREEET &M, HEGE TR
o IREE: 1% *Microsoft Azure*,

c RMEISE: WMARUFFAGER.
MNEEE PRI, XA8E5Cloud Volumes ONTAP R SFRTERIXIZ A,
IR — MR EMEIK P SRR — DI B EMEK .
BWNRTEESEHH Azure 1T, XAJgER 5 Cloud Volumes ONTAPRSFRTERIT IR ARRIAIIT 5,
SIZESHEIE Blob BBRHFRA, s(EXFRRALIMNA,

NREBRIPE D XEARESMIER, BHARCIZEFMEIKFNERT 30 XIREHT
A &1t

107


prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html

MRBFRIBNE DX EE] Azure FETFELUHE—D MU, BREREEKPER
1& SRV an B HERALI

° INEEA: MRECIR T HEY Azure FHEIKF , IFRMANRMBRELSENMBEZRER. ERESERA
FAIN Azure MNEEA, EM Azure Bk PIERE R SR A EERARERMIEME.

MBEHEERAESNEREEEN, BRNTRREENERES. TRITERESNET
(D) nmEsETIE Microsoft #iEikF, WMBEREETR, FIEIHEEBHN,

° W4 R IP =iE, URESERALERR. RIAMBERT, hWEikERERA.

. MEHHREFRTEAONTAPER A IP =8l It IP EIAVEEEEE LIF AR Hid BB RIAX
Mo

i. %, EREEEAZAEERN Azure TRAL R, "THEINFEEA Azure THALER" .
° ERES: ERIMARED EIN RFMERE.

@ =mwastaolREEER, BEEEER,

EEIRREE, HEE QIEMRE HHIITUTRE:

* BINERBEEIR T,

* WFFHBINRER, I§E DataLock 1 Ransomware Resilience i&&. &% DataLock FE =
MEREMEE, BRSO EINRERISE",

- ERRSEMIER, BETETR
- RO

° B¥IAR Snapshot BIAESHEINKREFHEEAEREIE: NMRILRGHEEAENAMRIREZS ER
Nt RgnkENEMITIGE (B, 88, 8AF) HLE, WEERIMMRER. EPIER
FRERERBERZINREFEFAEHXH, URERMNEHNSHITREERF.

6. i TF—5"

XEHEERERH L ENHITRZNN S,
p
1 R TIEF, HRERNEE

2. (Aik) EREEEBFRBREAE S EFMENRBITERD . XBRZEFSEHRMERREEF
AR ILECRIAR R AT IR R

3. B HUEED .
&

NetApp Backup and RecoveryFHaXEREHITIIRED. EREMEOXHNELLREEEFMEASIUE
MTEEEIA, ELERES Snapshot BlIAESREEMNEEFHEUENEZREIA,

EEREETUE—IERE, ZEFERSEERD,

108


https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html

FEEEMANRIRAREE— Blob FER 2R, HREEMDXHEFHEEIRE,

FHABRT, NetApp Backup and Recovery/y Blob Basigfitdsith i (LRS) ULILAAS, SR EEHHREIE
Tj:jE;fé!?lXﬁ‘ZZfﬂE%‘J, AT LIS BB AR (ZRS) o EZH Microsoft 5B "SEckiFfiEnk - FIE |
ETREEHNER, UEERLUUISIEEHEVKS.

xR AER R S TIE ",

ERAPI <2

ERIRERE R R HERIBMERIBEEMHNMERSHERN APl 65, ERIEFEXFMUEERRNRYS
P EREE D

p
1. NEUEEHRIMER S, EFEEF APIIER"
2. ERaHLERZIEMGR, HEE S5 BT
T—FEfar
* ARAIL BB E O XN SRR XBEEIMELED. RFEH. RIIMEREDITF.

s fRATLUEIEERLENIRE s XEEEAONTAPA TR aFENEFERR. BB TREMD LEEX
LEFENMETER. B RENBHEMRESFF.

* BEAIUMNE D EMESL. XHFFIENH"E] AWS FHICloud Volumes ONTAPZ S, ZHEI4s
HONTAPZ %,

fEFNetApp Backup and Recovery’l&Cloud Volumes ONTAP#{iE& {7 % Google
Cloud Storage

SERNetApp Backup and RecoveryFHIJ LN P I, FIRIEEEHEMCloud Volumes
ONTAPZ&%4:%& 19 F) Google Cloud Storage.

AR Et#EEINetApp Backup and Recovery T{Efa %, 1557 U EIAR[EBINetApp Backup and
Recovery T{EfA ",
WIER SR EC E RIS Hr
TEF IR’ B & E Google Cloud Storage Zai, EFRIEU TERUBFREAEZZHNERE,
TEERTSMMHURERETENZEEENERE,
5E, BHaIUERARSMEEREEI BT ERESHNMEIONTAPR S,

109


https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html

{) Google Cloud Platform

NetApp
Backup and
Recovery

e VPC

Console agent

@<

ONTAP API
operations

Backup

Private
Google Google Cloud
Access Storage
» —> e
O Backup
files

Data transfer
over HTTPS

Snapsho@ <
copies Restore
Cloud Volumes
ONTAP (source)

»> O Replicated
volumes

Cloud Volumes
ONTAP

F 1M ONTAP hZs
E{EARZSJIONTAP 9.8; RiIVERONTAP 9.8P13 REEhRZA,

S GCP X1
FrE GCP X153z #FNetApp Backup and Recovery,

GCP fRs31tkP
EEETE Google Cloud MEHFAE— 1 EEBEXABMIRSKF, "7 HENAECIZERSKS"

@ B FNetApp Backup and Recovery>Ri[a] Google Cloud Storage ZfiEFHARS KA FEEERF
EEERAE,

I REE R

33 FNetApp Backup and Recovery PAYGO 1], BJ7f Google Marketplace FiTiEEHIS, MMSEICloud

Volumes ONTAP#INetApp Backup and Recovery BIEZBE, {REE "1Ti5ILITH| & 1T1% "7 /B FNetApp Backup

and RecoveryZ 8, NetApp Backup and Recoveryf¥itZ2i@id tbiTiR5Em. &0 LM RSB S 415 B

S TIE#ITITI" o

F+FNetApp Backup and RecoveryBYOL iFA], EEENetAppitiFESS, UEEEFHENEMEEMNETE
AERIZIRS. "7 ENAEEEER BYOL ¥k

HEEFEER Google ITH AT EFEEHHITFMEZIE,

EHIEHIENE
=5 8 BN MLREAET UG R EBEMEY Google X33,

110


https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html

* "TIRRIEHI IR
* "#£ Google Cloud FZREITH| S E"

FAE AN HI & FCIERAIARER

E#EFANetApp Backup and Recoveryl“RMIME"TEE, BHREAZFIERENACHRABRENR, UEE
A LLiAIR] Google Cloud BigQuery fRS5. 1ES 1R TEBINIRE, MNRFEIENRES, BIRBUTTBIRE

S

1. £ "Google =imiEH|&", HI*AE* TTH.

2. EATTEINM TSR, EFEEAERENAENIEFAR,
3. EERBEEXAE,

4. EERREAGSRERAGHNIR,

S. AR 0 f &R LU TR,

biggquery.jobs.get
bigquery.jobs.list
bigquery.jobs.listAll
bigquery.datasets.create
bigquery.datasets.get
bigquery.jobs.create
biggquery.tables.get
bigquery.tables.getData
bigquery.tables.list
bigquery.tables.create

6. BT URTFREN A E.

ERZ P EEMNINIEER (CMEK) FIENER

TRILMEA B MR P EERAHITHIENE, MAZEMIINE Google EIENMEE R, BXEHMETEEHA
W25, RG] UAFEREES CMEK ZHANTBEAENIE, NREHITEERECHNEFEEEN:

* BEBETHANEALN, UETLUERERASTRILES. "THREXEFEENEEANESZERE"

[e]

* BRERIHTHAAENARRESE S XENFINIR:

1M


https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek

cloudkms.
cloudkms.
cloudkms.
cloudkms.

cloudkms

cloudkms.
cloudkms.

cryptoKeys.
cryptoKeys.
cryptoKeys.
cryptoKeys
.keyRings.
cloudkms.

keyRings
keyRings
keyRings

get
getIamPolicy
list
.setIamPolicy
get
.getIamPolicy
.list
.setIamPolicy

c BEBWIITNINEFRREBAT Google'=ZZIAEIEARS (KMS)’API,
API"T f#1%1E,

#E "Google Cloud X#4: B

CMEK ;3 EZ=1n:

* 3ZHF HSM (BE(F<8%) FIRFERBIE R,
* ZFEFREIEZES A Cloud KMS Z$H.

* (NEFBXKEESR; NHHERER.

* BRI H MR IR AR B B

* NetApp Backup and Recovery15#Zf#ik P XBXBIAR S IR EC T “CryptoKey Encrypter/Decrypter
(roles/cloudkms.cryptoKeyEncrypterDecrypter)’|AM &,

SIS E CSEMER

AINMERT, ZIRFSINECIREFER. MREBERECHNEFER, ERUERENAERSZAICIEE]
, ARERTFHIEFXLEEFER.

"TREXEEEE CHEERNESER"

IOIFONTAPE &R E R

IRt XIEFANetApp Backup and Recovery7Ei#BIONTAPR S L8 E K%, 1EHRBRANMBEIRRTHE
VENTE=ES

ZHONTAPMLEE R
* WNREBMITAM, MWIEMIZMATIMNEZIEZE SIRESTHIEIINGE, X@EE VPN EE,
* ONTAPEEEEAIUH B ENIMNYFM. im0, FHASEFIERFEX,
BT &R LIS HIZ|Cloud Volumes ONTAPE A R 4:, HLIEBEBEARMONTAPRSENITEER, "&
EONTAPX Yy EEBE T AT IR S H"
Cloud Volumes ONTAPR4R &K

* KHNEEHXNE SPRFRINIEF B IEFN . B4k, ICMP Fix0 11104 7 11105 BIFN, XLEEXLN
BEEMEXHREHF,

* BERBEFNFRIFE N Cloud Volumes ONTAPR S Z BIEHIEHE, FRLM—ERE (XEIMINZE) -

112


https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html

7£Cloud Volumes ONTAP_E/Z FENetApp Backup and Recovery

2 FiNetApp Backup and RecoveryZ BEEER[E, EAEBURFERBERNZINECloud Volumes ONTAPZA IR
MRS

I &4 L= FANetApp Backup and Recovery

=

UIRER R Z B S UL FAICloud Volumes ONTAPZR AT, 7] LS FNetApp Backup and Recovery

BB ERE TIRSW, ., MNRESIECloud Volumes ONTAPR BT RIEIRIRSZ MK, , NEBXARFKZHM
GCP =% 835 RS 1K P 7N ZEICloud Volumes ONTAP o

E "1t GCP HE5Cloud Volumes ONTAP" T fiZ B Cloud Volumes ONTAPR I ERFIIFHAS B

p

1. MRS R TIE, EERRNNRS, EERRME, AREE RN, EEFEeJZCloud Volumes
ONTAP”,

2. WERIE: %$F*Google Cloud Platform*,
3. FERRSER . %> Cloud Volumes ONTAP* (BHmsisSaBMY) -
4. FHAEEMEIE: BAUTER:
a. MREEFEANTESERKIANE (EHEaREMENTIE) R, BREREDNEHEE—HE,
b. {EEELEE BT,
C. BR'RSHKAAXFEZAEE X FHREERAENIRSK, . XRBRAENNIBMBEN.
d. IEE KR,

i8R E1Ti% GCP Marketplace,

5. BR%S: 1R#¥NetApp Backup and Recoveryh TR AR, ARG B UL,
6. SEASHRIHEMUEZERS, WHFR "7£ GCP F/EEICloud Volumes ONTAP",

=

£4; 2 /5 ANetApp Backup and Recovery . 1EiX%ECloud Volumes ONTAP&R 4 EBIiEEfS, BEINetApp
Backup and Recovery#H"F S ERIPHENE LEEED"

T8 &4 L5 FANetApp Backup and Recovery
& 0] LAFERS B 1 M R 452 FINetApp Backup and Recovery o

p
1. NZRIe*RE TIEY, ERRAGHERANERFPEHNMEZS LN BRE

IR ERIEDHI Google Cloud Storage BIMENRAFETIERI&* RS TNE L, WeLUBEEEE!
Google Cloud Storage £t EUBNZER S

/&% Google Cloud Storage E &% BFF

/& Google Cloud Storage {EA&EM BRI RIUATSE:

113


https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html

* IRENR,
(1) gIREECHEER. GIRERE, ZRSBAECIREER. )
(AN%) IRERF SENEAUHITHREMES

RENR

TBEEFRAEBEXABNEERENENIRS K IREEFFEIHINZE. RSHKF#NetApp Backup and
RecoverygEISISIEFIA IR B F12(E& 9 HI Cloud Storage 7ZfiEi@. EEZH, LUE Google Cloud Storage %1i&
EERHIERK,
S

1. 7£ "Google =imizHl&a", HE BB TTH.

2. "plEHmAe BEEUTNR:

storage.buckets.create
storage.buckets.delete
storage.buckets.get
storage.buckets.list
storage.buckets.update
storage.buckets.getIamPolicy
storage.multipartUploads.create
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
storage.objects.update

3. £ Google Cloud T#H|& 5, "BIEARSKFTTE" -
4. FERENEIE.
S. EE ARSI HIZMHAHRESR:
a. [RBIKFIFMER: MNBFRAER,
b. ZFLARSS M 51 E BIPR: EFERINISIEN B E X A,
C. IEIETERL .
6. FifE "GCP ZFEL B "HAMRS K, Sl AR Z A
a. EE—IME, AEEFEEREY. NREELEXEY, BEEF BREREERR
b. %*HE%'FKFE’\J*»HI‘WL‘“%H*'F, EERARS I QIR R, EERINICIRNRSKS, AERE CIRE
A%

HEREEMNIRSE, EEE7ENetApp Backup and Recovery® g A Z55R,

114


https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/storage/settings
https://console.cloud.google.com/storage/settings
https://console.cloud.google.com/storage/settings
https://console.cloud.google.com/storage/settings
https://console.cloud.google.com/storage/settings
https://console.cloud.google.com/storage/settings
https://console.cloud.google.com/storage/settings
https://console.cloud.google.com/storage/settings
https://console.cloud.google.com/storage/settings

IR E B SR ER

AIMBRT, ZIRSSNECIBEMER. 2E, WREBERECHEER, BRI HEESFZAIL]
BE], ARERTIEREXEEFER,

"THREXEIBEE CHEERNESER"
REEFEENMEZ (CMEK) LUHITHIEME

ERILMER B CNE R EEERHTIENE, MAZERRIAR Google EEMEER. BXIHMBETEZH
¥WR3eH, EILERUAEFERIEES CMEK ZHANTIE FRIIE,

MRETEERAE NS EEEHNA:

* EREATRAFNEREN, UETUERERASTRILES. "THEXEFREENETHANESER"

]

* ERERIHTH AAENARRES S XENFINIR:

cloudkms.cryptoKeys.get
cryptoKeys.getIamPolicy
list

setIamPolicy

cloudkms.
cloudkms.cryptoKeys.

cloudkms.cryptoKeys.

cloudkms

cloudkms.
cloudkms.
cloudkms.

.keyRings

keyRings
keyRings
keyRings

.get
.getIamPolicy
.list
.setIamPolicy

 BEBWIEZNIMEHFEREEET Google*=EIAEIEARS (KMS)"APl, &F "Google Cloud X14: FMA
API"T ¥ 18,

CMEK J¥EZE1n:
* T HSM (BE4Z4F) FMEFERBZEH.
* THEFAIERK SN Cloud KMS %48,
* (WEHFXIRERE, FZEFEREH.
M= RG-S ap I )l = = oS

* NetApp Backup and RecoveryJ 57&fi#itk P XEXHIAR S LIRS EE T “CryptoKey Encrypter/Decrypter
(roles/cloudkms.cryptoKeyEncrypterDecrypter)’|AM &,

BUEONTAPE L&D
FERTEEM IS A R R REE D
BSR5IRETAUATERESR:

* [EREEDIE]
* [EXEHRRE]

115


https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis

)
B
e
e
ED
Sl
>
g

mLEREESER, ERUERNERENNRRNARREES D,

1. EAUTARZ—HRREEHNMERS:
° MERIE* RS TUE S, EFRRAFHEFANERPEDNINESLR BRA>EHES
NRENHY GCP BMFNRGEFETIERIG* RS TNE L, NAJLUKONTAPEEHEE] GCP MR ZfE

o

© EEMMME=FIEFE S NEETRP, EFERIE  BERHERENE (HRBAERISERE
MRTFE) B EUEED

ESHNMERESRRIPED, SEAMRE. ERMN&ED. MREELSERERETE - NEDR, Nt
W EXENREE TIE, HPEFE—15,

2. LR LUTIRTN

c MREELBERIGHE, BA—IMET, RFEFET—D%

c MREEKBERGRE, WL FMERGREET, SZESEHaED

XEEDHE

%
R

ERERIFNE. IERIPVEEERUT-—IMHSTE: RIRRE. SHIREE. SHRIXNREKR,

1A LUERR{RIFFlexVoliFlexGroup®; B2, EAMARAFNNFREEREXLEEIES. THRINMAFERS
FRFiNBEBIED" (FlexVolZiFlexGroup) ERYIGEEE &N/,

* E—RRBEE R FlexGroupH L BUEE .

®

© BIABRHENNEBEHERFERSnapLocki& &, FiEE&EX IS B SnapLock Enterprisezi 22
FSnapLock

p
FAR, MREERNEELSNAT RBHEFRE, BALHEEEFHNRBEESXLEINERE,
1 EEFETER, EFERPH—ITHZ1E.

° HE, IBRITUNETEEREERE. #XFNE, UEERMMBITER,

c EEE—NERE, ErILUEEFEFlexVol% (FlexGroupE—RREEEEFE—) . EEMMENE
HIFlexVol#&, 1BFER—1E, AREFIREITHRIE,

- BEHRE, BETRE M EHEEE,
2 R T—5"

E X &R

TE X E BRI R B LA T DL

116


prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html

* BREEFE—NHMEEMED: ZHRE. EFMNERHEINREFME
* ey

* ZHIIRIRSRER
© EFIBIRMIRES

@ g%f&“\iﬁﬁﬂ’ﬂ%ﬂﬁ 58D BRiaRpREAERIRBANEH RS, WIERBRKERE

mn

* BNENREHEESE RERS. ME. WS, SORBMSFHED
p

1 EEXEDRE TIES, EFUT IR RNERT, A= L.
° AR MREEFRITEFREMEIXNREFME, NHHEEAMIRE,
° Bil: TS —TONTAPEERZA LOIREHIS.
© &iD: BEENINREMHE.

2. 3t MREEREFNED, BERUTERRZ—:
° REX. EEMNEEFRRERABYEFERS, BMEIEERIUARNREME,
© B EEMNEFREASRRBEMEERS, BMAEEERARRNREE.

BXXERMPFAES, BEE ILERRPZIR
3. ZASHIRIR . EFIMERIIRIRRBE S EIZ— T

@ =mwasthraislREREER, BSEEER,

BOIERER, HEE BRI HRIT U TR E:

° BINRBBEIR R,
© EERZANHER, BEMERE.

° WFEMEINKRFERR, BIE Datalock 1 Ransomware Resilience, 3% Datalock FEHZE A E BIIF
MER, BBA"ENINREEILE",

R
4. Sl IRBE TR
- BHIEH: EEERRAN SWM, BE, EEGRNEHESTNEITESREA USRS,
- B EEIENERERR R,
Q@ mmwamsIziclREEER, BRI EER,
TOIRERS, A QRRATRES HAT LU TR

* BNREBEY R R,
* EERZETHER, BEMERE,

117


prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html

i i =
S. EMEINR: MREEET &M, HGE U TR
° IR iEE*Google Cloud*,
c IRIMEISE . WMARUFIFARE RNFEEHHXIE,

BN EREOERINA FiER,

o TR NRELIET M Google FiEHE, BERNRHBRELENMNZZRAEE. ERESHER
ZRABY Google Cloud INZEZ$A, TE MER Google Tk AR EEH CHNE R EER PR EBEAVEIE

.
MREERERECNETFAEEEN, FRANERREENERES.

@ INREEE T IEB Google Cloud FiEtE, NMEESELTMH, ALENELEE
No

© BN EEIVEIEHBIM KRR
BIEACES 1 2 AIARE R, BB R

EOIRREE, HEE CIEMRE HHIITUTRE:

" BINERBEEIR T,
* EREZANNER, BERERE,

° AR Snapshot BIASHEINKREFMEFNERDEIA: MNRILRSHERIEAIZM Snapshot BlZES
ERIN I RFERENEOITRIGE (Bld, 88, 8F8F) BLE, WEERIMMER. EHIE
FEFrERERBRERZINREFEENEOXNE, UBERNENEH I TREEBR.

6. HE T—5,

XEHRELRERAH L ENHITREZNNZ.
pg
1 R TIEF, HRERERE.

2. (Aik) EREEEBFRBREAE S EFMENRBITERD . XFREFSERMENREEH
AR I ECHUAR A AT IR AR

3. B HUEED .
&

NetApp Backup and RecoveryFHaX SR EHITIIRED. EREMEOXHNELLREEEFMEASIUE
BUSEREIE, HEEHMES Snapshot BIAFESHNEFRAGLIENEREIA,

FEMEETEE—ERE, ZERSEFREARERT.

118


br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html

TEE5 N Google 1318 $AFZ SAFTERAVARSS 1K P 8 —1 Google Cloud Storage ##fi#t, FHiG&E %
X TFETEAR R

RINMBERT, &fn5_Standard_fFEEAEXEL, Eo] LUERMRAIRERY_Nearline_. _Coldline_8%_Archive_7F
gL, B, LB Google FRETZES, MA2@EiINetApp Backup and Recovery Ul, 2% Google L "
BNEFHERBNIRIAEEER" T BFE.

ETREFMUEIR, UEETUSEERDIRE.

AR LA R "R i DT

SR API %

ERIEEE R RHEFEMEEREUEENNMERSPERR APl 8%, SR REFEXHEUBEERRNARS
R ERCEED.
p

1. NBEEHTRERSS, HFEE AP ER"
2 BRHYEHNNEMR, BER T ER
TSRt A?
ARETLUEIRERE O RIS DR XOERHRELES. BREE. FINEREN IS,

* REINEEERLEEMRE" XBEENONTAPR TR FENEFMEER. EXARATEEM LEEX
LEEHNMNETER. BECRRENBHEMRESFS.

* BRI U MNE D XXHMES. X EN A "E] AWS FICloud Volumes ONTAP&4E, ZXEIA
HONTAP&R %,

fEFANetApp Backup and Recovery & ZsittONTAP4#E& 152 Amazon S3

e NetApp Backup and RecoveryHIJI N, HIEREEHIEMTHONTAPR LA H D
2| R 1FE R S Amazon S3 &1EfE.

@ “ISHIONTAPR S E3EFAS. AFFFIONTAP Select®R 4t

AR E)#ZINetApp Backup and Recovery T{Efa%l, EER T2 R FEHINetApp Backup and
Recovery T{EfE"s

IRBERTS
EETEECE MAHIONTAPR SR AWS S3 M&E BT B (2 A RIMMIERE 5 A R —7d,

© NHIEE - FAALH S3 IR ONTAPR S HIZEREEI AWS S3,
* A NEHE - £ VPN 3¢ AWS Direct Connect FHi@idfERFAA IP #1tHY VPC Endpoint 2B RE.

E, EHAUERARSMEEREREATERENMHEIONTAPRS,

119


https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html

TEERT* RHER T EUNEEREAAH ZEESNER, R UERTEERNIAREREH aNE, E
£ AWS VPC HRERERTIZHI 5,
Console agent installed on-premises (Public) Console agent deployed in AWS VPC (Public)
Coo T TTTTTTT T rm e VT Tt mm K
| On-premises data center )) ! )) |
; | |
|
| Console agent | &) vpe i
I & NetApp Backup |
: and Recovery S3 bucket : CIoug'\\l/_lgAques &CI\(I):t,SA(:)IS aB%irlle i
: - : (destination) and Recovery S3 bucket |
| » - |
! 0 HTTPS FBackup i ) R !
! files | wrres \ &k ) wrres : F |
| "' | Replicated Backup I
' i| volumes files !
! ONTAP N .
| API over ! !
! HTTPS | % ONTAP & I
: ! qf% APl over Q‘.g?' !
: Data transfer : /‘% HTTPS Q\ Data transfer :
! over HTTPS | % &/ over HTTPS !
| I ® 3 I
: l Q N
| B |
|
1| Management Intercluster | Management | Intercluster :
: LIF---» <«---LIF ! LIF---» <«---||F !
| | |
! ks : —— L : : |
acku

: Snap_shot . Volume - Restoﬁe . Replicated . : Snap_shot Volume :
I copies . data - . volumes . | copies data :
: | Management |
I On-premises ONTAP On-premises ONTAP |, On-premises ONTAP > \
! (source) (destination) ! (source) Data !
| | |

TEERTWEER TEUNEEEEAAH ZEESENER, A UERTEERNTAREREHaNE, SE

£ AWS VPC FERZEREHI R,

120



Console agent installed on-premises (Private)

Console agent deployed in AWS VPC (Private)

————————————————————————————————————————————————————————————————————————————————————————

On-premises data center

. Volume .
. data .

LIF---» <«---LIF
. ]

Backup/
Restore

E HA PAIR
E

. Replicated .

volumes

S

LIF---»> <+ - - -
. ]

napshot . Active -

copies l data -

LIF

! 1
! 1
! 1
! 1
! 1
|
: . VPC || [€%] vpe
|
: Console agent VPC : Cloud Volumes Console agent VPC
| & NetApp Backup Endpoint I ONTAP & NetApp Backup Endpoint
: and Recovery Interface S3 bucket : (destination) and Recovery Interface S3 bucket
| - ! -
| > | ( )
: Q’ HTTPS F ! HTTPS a HTTPS F
) Backup ! | Replicated Backup
) files I'| volumes files
: ey, L
| ONTAP | % ONTAP &
\ AP over ! %, APlover &
| HTTPS Data transfer over | ’°/‘p HTTPS &/ Data transfer over
: HTTPS through VPN ' E g/ HTTPS through VPN
| or Direct Connect \ % 1o or Direct Connect
: ! ../
|
§ LRz ETE Intercluster | Management | Intercluster
! |
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
| |
! 1
! |

Management
On-premises ONTAP On-premises ONTAP On-premises ONTAP >
(source) (destination) (source) Data
HEEEH e R

1= 5 LIEENetApp ConsoleINBERE B, FEERIGRIEREMMIMEEBIONTAPEIE,

SIS IR H &
NRIGBLTE AWS VPC HERVZFAERE TizH e, BA—TIMET.

NREH, PBLABFERHP—MIBLIE—MTHIENIE, LUSONTAPEIESE (DS AWS S3 7£fiF,
RAHETHMERUEETH & I,

© T R e AR

* "IE AWS R EFF| S

* "EENZFRREER A "

* " AWS GovCloud Kifi R ETH| & L IE"

R Ak
PN

iz AR EREBE=TN (MABRLEELENIZFIFE) , NetApp Backup and Recovery?E GovCloud
XIgZ 255, Itboh, EHTM AWS Marketplace E3EIFTHIE IR, ST/ MNetApp Console SaaS MILTE

BRI R E i hl & U,

HEEEH A RERNEER
HRE R A THEERK:

121


https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html

* BRTEEH A RIENNEBERAUTEE:
° J@idim O 443 #37F|NetApp Backup and RecoveryA X S3 MRTEEM HTTPS iEE("E&imS5FE")

&
o MR 443 FEILFIONTAPEEFEIE LIF B9 HTTPS iE#E
8

° AWS #1 AWS GovCloud FPEFEZIMINIEF B LT LAFN, F "AWS FFa9EE & RN T f##F

Ho
* INREHEMONTAPEEEE] VPC BY Direct Connect B VPN &%, HEEZHBITH SREM S3 ZiEk&EE
RIF7E AWS NEEMLE (CFAEEE) F, WEEREHAZ S3 8 VPC imaiEd, A VPC LinT mizOid
BARFLUHITIAEEE,
IOUFIFATIEESK
1EZEELHIE AWS FNetApp ConsolefJiFF]IFER

* EAEEBUENetApp Backup and RecoveryZ g, BFRZEITIR AWS 12ERIBIAENT (PAYGO) NetApp
Console Marketplace, %#& MNetAppliSEH I ENetApp Backup and Recovery BYOL Fa3iE, XLE{Fa]iE
ERTFEMK,, AUESNRERER,

° ¥FNetApp Backup and Recovery PAYGO iF8], EEEITH "AWS Marketplace $2{EHINetApp
Console"s NetApp Backup and Recoveryfyit25i@id It iT %52 Mo

° ¥tFNetApp Backup and RecoveryBYOL 8], &FEZENetAppiRENFSIS, LUEEEIFEERNE A
MAENERZRS

* BREITHATEREEONNREMEZIER AWS,
SFEHX

ERILIEFRE X (855 AWS GovCloud [X18) FRMZMZ LI E] Amazon S3 B&E . EEIRBERSHE
EFfES X,

HEZONTAPEEY
EERASHIONTAP R S AT AI4#Bh A ONTAPE] Cloud Volumes ONTAP &%,

HERONTAPERIS U TS E:

* £NetApp Console & IMIZFIONTAPZ S

* WIFONTAPRAER

* IIFONTAPRSRER LU SRS D B R 1F0E
* BIEONTAPEHIBHRIMABE R

7ENetApp ConsoleF A I EHIONTAP R 4E

SRR AHONTAP R S A EAI5#BN A< #thONTAPEL Cloud Volumes ONTAP & Z: &84 7ENetApp Console* & 4™
E LA A,

CEEMEEFEIE P M EERZ AP, NEBABERINESE. https:/docs.netapp.com/us-en/storage-
management-ontap-onprem/task-discovering-ontap.htmi[" 7 f#a0{a & IREEEF" o

122


https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://aws.amazon.com/marketplace/pp/prodview-oorxakq6lq7m4?sr=0-8&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-oorxakq6lq7m4?sr=0-8&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-oorxakq6lq7m4?sr=0-8&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-oorxakq6lq7m4?sr=0-8&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-oorxakq6lq7m4?sr=0-8&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-oorxakq6lq7m4?sr=0-8&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-oorxakq6lq7m4?sr=0-8&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-oorxakq6lq7m4?sr=0-8&ref_=beagle&applicationId=AWSMPContessa

ISIFONTAPRZER
HBRIEBONTAPRS HE L FTEK:

* &IEARZASIONTAP 9.8; EiINFEAONTAP 9.8P13 REEHRZS,
* SnapMirrorif Al (BEESRIRSEEIERIPRGEES) |

“+%E: “[FFNetApp Backup and RecoveryBRI R EEEA =IW4IE",
T fRYOfA E IR A EEEE R EIIE

* AR KIREER. TR & EETE"
* IREEFHE, FRERAZNBETRAR LTI TRENIONTAPhRZS,

"&H 5 SnapMirrork R AHIONTAPRRZS",

I9IFONTAPMIE E R LIS HUER (D B RIFE
B TEEEI N REEN RS LEREUTER,
s WFBHEMENE, BEFRFALEREEUTIRE,
* MFREXEDEN, BE BB RALREUTIRE,
FEHE LU TONTAPERNAKEK:
c ERTEMTHEREBIERHEIE LIF NI HTTPS &%
* B EERMIENONTAPT R LEEE—MNERFE] LIF, XLEEEEHE LIF MMBER X RIFE,

SeEfBId IR 443 BEIMEEHE LIF 5] Amazon S3 FFERIH L HTTPS &, MUHITEHMERIE
. ONTAP MM RIFERENM S NEHE - MREFEMARD, E©REML.

* &8 LIF K N5 ONTAPR FIEEXN RIFHER IPspace #EXEL, "THEAE X IP ZEIFVEZER" .

L% ENetApp Backup and Recoverylf, RARRTREMAEZERN IP TiEl, BRNIZAFESXLE LIF X
BXEY IP i8], XATRER BN IP FEIEBIBEMBEEX IP Fial

NREERR IP ZE 5 FINARE, BALAEFELEFHSEERS NN REFHE.

IP ==B|NAYERE L8] LIF A MEE W RIFENIHIENE. WMRELE LA IP FEEEIINEE, WE
EQIE—EH IP =8, ERRPrEEEEHE] LIF #0] LUK IR REE,
* WA EFRENEEREIMVIECE DNS fRSE28. T HEWME "9 SVM BLE DNS RS,

* MNBENE, BFEHRPHAEMN, LLAIFNetApp Backup and Recoveryi@id i 443 MONTAPEIZZEIXN &R 1Z
i, F@LiwO 53 (TCP/UDP) MTFFEREIMALE] DNS ARSZ 23 B TR R E.

* WNRIEIE AWS FERFAE VPC #EOimai##1T S3 i&E#E, ABANTER HTTPS/443, BEEIE S3 immiE
FIMEFEIONTAPER R, (FF VPC RipT SEORE RS LUHTIAE EE, [HRIRENONTAPERENA
i8] S3 171,

123


https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html

I9IFONTAPE HIERI MK EK

AR E1KIEFANetApp Backup and RecoveryfEi#BIONTAPR L LOIEEHIE, 1BHERBERFMBITRSHE

AL E R,

ZHIONTAPRISRE K
s WNREBMITAMH, MWIENIZMATINEEZED SIREFTPEIINSE, XEEE VPN EE,
* ONTAPEEEE R BEIMNYF M. im0, BPHASEFIEREENR,
AFEATUEH|ZCloud Volumes ONTAPZ &M RS, FILIEEFAMONTAPRASLZIINEEK,
EONTAPS B M SRR " o
Cloud Volumes ONTAPRI4R &K

* RHINRESHNNE EFFFIINIEFHIERN : BEKRE, ICMP MmO 11104 A 11105 BIFRN,
BEEMEXNREHFR,

/& Amazon S3 TEREMD BT
HE Amazon S3 {EARM BRI RIATEE:

* %8 S3 R,
(AN%) RIEEBECH S3 FiER, WRERE, ZRSFHENECIEFMER. )
(Ali%) IRERFEIEN AWS ZEALUHTTHIEME,
(E13E) A VPC KinT RO ERFLUAITTIAEIER,
RE S3 IR
BEBREEMANR:

* A IEREMERE S3 FERMAINIR.
* ZHIONTAPERERRIARIR, LUEEA LUREXFIE N S3 ZEHfpIEIRE.

p
1. WRIEG G RIEEERHINR. BXIFMES, BSI "NetApp ConsoleZREEATIR",

Rearn” M“aws” B ¥ aws-cn”; 90 arn:aws-cn:s3:: :netapp-backup-*o.

ns

=

XEERRN

@ £ AWS HEXIELIZENEN, BFEEE IAM HKEEHFTE _Resource_Zf45 T AWS FHIRH

2. YEHEZRSEH, FHRSHRTERNANBANEHR, XETIEREEEIIONTAPER, LIEONTAP

FILUSEIEEMOMMEE] S3 FiE@, Aitt, ERECIZABFLITRYN IAM AR,

BEI "AWS X5 IR A B LURNREELS IAM B

124


https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html

"Version":

"Statement": [

{

"Action":
Va3

"S3

1,

"2012-10-17",

[
GetObject",

:PutObject",
"s3:
"s3:
"s3:
"s3:
"s3:

DeleteObject",

ListBucket",
ListAllMyBuckets",
GetBucketLocation",
PutEncryptionConfiguration"

"Resource": "arn:aws:s3:::netapp-backup-*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [

"s3:
"s3:

1,

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:

"83
"83
"S3

1,

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",

:GetObjectTagging",
:RestoreObject",
:GetBucketObjectLockConfiguration",
"s3:
"s3:
"s3:

GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Resource": "arn:aws:s3:::netapp-backup*/*",
"Effect": "Allow"
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AIMBRT, ZIRSSNECIBEMER. 2E, WREBERECHEER, BRI HEESFZAIL]
BE], ARERTIEREXEEFER,

"THREXEIBEE CHEERNESER"

MREANEBCHTEER, NNERFMESRZ netapp-backup’s MNREEBFABTEXZIR, EHE
“ontapcloud-instance-policy-netapp-backup' IAMRole B FIIHEH CVO, FHELUTHIRAME] S3 R, EEE
B¥E "Resource": "arn:aws:s3:::*" H B S FER X LRI P B B ENR,

“421E”. [“S3: ListBucket”“S3:. GetBucketLocation”]“:Z/5”. “arn. aws:. s3

R R, {42E7: [“S3: GetObject”, “S3: PutObject”, “S3: DeleteObject”, “S3

. ListAllMyBuckets”, “S3: PutObjectTagging”, “S3: GetObjectTagging”, “S3: RestoreObject’, “S3
. GetBucketObjectLockConfiguration”, “S3: GetObjectRetention”, “S3

. PutBucketObjectLockConfiguration”, “S3: PutObjectRetention”]“%/&": “arn: aws: s3::*",

REEFEERN AWS ZALUHITHIENS

INRIGAEEAEAIAR Amazon S3 MNEZARMEBERI AR S3 FERZ BT EREE, BALEZTHK
TAHBIRE, RARIANREERXFEERME,

MRERERE SR EERIAHTHENZMASERRINER, BAKBFEEEBEINetApp Backup and
RecoverymS Z A BEMNEEIEZ A,

"“JEEEU{AITECloud Volumes ONTAPR{ERE B 29 Amazon IIZZZ%R",

"15& R NEITENetApp Backup and RecoveryF{EREE 289 Amazon INEZE "

£/ VPC Rin T R OEER R USHITAEER
NREBERINEAHBEERMNER, BAFMENRTEHEFSRERE, BXFRITEMEMIRIE,

MNREHEEB T EBEMMEEIETR O VPC BIIEREMERE, NeIEEDBIERSFHIEE AWS
PrivateLink %1%, WNR&E3TH%{ER VPN 3¢ AWS Direct Connect @3 ERAFAE IP #itsY VPC KT SiEMiE
EENEERS, NEEE,

HIE

1. £/ Amazon VPC FH| @S <STelBENRmT RicE, "G5S 1HE *EH AWS PrivateLink for Amazon
S3 HFERE" .

2. g 5EHaREXENR2ARE, BOTRRBERN BEX" (MNT2IFR") , HEEGANERE
B% 70 S3 A PRANBIFAR.

NREERIRO 80 (HTTP) ShBIRSHITIEE, NI, EMER UATESE LB A NetApp Backup
and Recovery,

MREFERIRO 443 (HTTPS) 5B imSEBE, MHTM VPC S3 inm EFNERHIGERMNEE
FIONTAPEEE, WIZE TR 4 N EBFIT

3. M AWS #=H & IREXIH = B9 DNS & 75,
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4. M VPC S3 B S3REGER. fRAl LB FARMEIX—& "SR ISR 8BNS FHETU TS
S, WINBSE) DNS BHEY, 1EFFSLAMbucket’, BHR":

[ec2-user@ip-10-160-4-68 ~]$ openssl s client -connect bucket.vpce-
0ff5c15df7e00fbab-yxs71t8v.s3.us-west-2.vpce.amazonaws.com:443
-showcerts

5 MLt A, 4] S3 IFHAIEIE (BEGIN / END CERTIFICATE #5% 28] (€335 BEGIN / END
CERTIFICATE #5%) HIFRE%IRE) .

Certificate chain
0 s:/CN=s3.us-west-2.amazonaws.com
i:/C=US/0O=Amazon/OU=Server CA 1B/CN=Amazon

MIIM6zCCCO90gAWIBAgIQATMGJIJ4FaDBR8ULOKR301tTANBgkghkiGO9wOBAQsFADBG

GavbOz/002NWLLFCgI+xmkLcMiPrZy+/6Af+HH2mLCMAESI2b+IpBmPkriWnnxo=

6. ZFONTAPER: CLI HEARAUTHSNALZEFIMIES (BB SHEERIMNZTR)

clusterl::> security certificate install -vserver clusterl -type server-
ca
Please enter Certificate: Press <Enter> when done

BEONTAPE L&D
FERY B M BRI A R G E & 1D o
BSR5IRETHUATEESE:

* (ERERHE]
* [EXEHERRE]

* [REERERE]

EERILLE R AP sr STERBESBR, EeIUEHNERBEhARRNARTEEE D

1. ERUTARZ—HEREEHNMERS:
© MERIG* RS TUESF, EERERS, AREFENERPEONREFZLE BR>ENE"
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Console agent deployed in Google Cloud VPC (Private)
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Console agent deployed in cloud (Public)
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X NetApp Backup and Recovery#{iEZE

1. % MySQL &1 MEMBAIBEEHFFFEHIEREEN. TERITISERRFEINHE
#Z“CBS_DB_Backup_23 05 2023.sql’

2. {RIEEEABE Docker X2 Podman B2s, FRAUTHLZ—REMHESIEI MySQL docker H2sH:

docker cp CBS DB Backup 23 05 2023.sgl ds mysqgl 1:/.

podman cp CBS DB Backup 23 05 2023.sgl ds mysql 1:/.

3. RIBE(EAMYZ Docker X2 Podman &2, FRAUTHESZ—H#HAN MySQL A28 shell:

docker exec -it ds mysgl 1 sh

podman exec -it ds mysgl 1 sh

4. xR 28shelld, ZEE“env’,
S SR FE MySQL DB 3, FItiBEEHIFE“MYSQL_ROOT_PASSWORDHI{E,
6. {EA LI T <X ENetApp Backup and RecoveryMySQL DB:

mysgl -u root -p cloud backup < CBS DB Backup 23 05 2023.sqgl

7. AT SQL #<¥iENetApp Backup and Recovery MySQL DB @& B FHfRE :

mysgl -u root -p cloud backup

HINER,

mysgl> show tables;
mysgl> select * from volume;

WEETHERE S FRRMREFREFENERRE.

MERSIBRXM

1. 3% Indexed Catalog &1% zip X (FHAVEFERRHIXE
Z“Indexed_Catalog_DB_Backup_catalogdb1_23 05 2023.zip") MEPIBEEH!
Zl“/opt/application/netapp/cbs”X {4 R IFITHI & KB E Mo
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2. EARALI T < ##ESE Indexed_Catalog_DB_Backup_catalogdb1 23 05 2023.zip" X4 :

unzip Indexed Catalog DB Backup catalogdbl 23 05 2023.zip -d catalogdbl

3. 1B17 Is TS MR E SR XA K “catalogdb1”, ETHF XK changes’H“snapshots’s

RILEHIONTAPEEFIStorageGRID R 4

1. "REFAESMONTAPAS EEZAINIFEFR AT A, XEEEBEE S3 RSB 2BIIONTAPRS,
2. "R THIStorageGRIDRL"
1% & StorageGRIDIFIE ¥ (= B

A5 EONTAPR A X EXRIStorageGRIDAZRVIFAIE R, RANENEERGIEH &IEIRE LFER
"NetApp ConsoleAPI",

LIS 2iE B F MNetApp Console 3.9.xx FIEHIFAERNLEE, X FIBRE, BFERUTESE: "DarkSite =
&1 MySQL AR5 BREMHE" o

BB EIEE D EIStorageGRID BN AFRITIXLS B,

1. A LLT oauth/token API 1ZEUEIN S F4,

curl 'http://10.193.192.202/0auth/token' -X POST -H 'Accept:
application/json' -H 'Accept-Language: en-US,en;g=0.5' -H 'Accept-
Encoding: gzip, deflate' -H 'Content-Type: application/json' -d
'{"username":"admin@netapp.com", "password":"Netapp@l23", "grant type":"pa
ssword"}

N

B P L, ARBRMEBREEEENE, BKPFBARE. KPR RBIRIGE I account-DARKSITE", ItEIh,
FA P 2 A7 F FE F IR AR T BI B #Fo

It API R EIGITFIERZ, 7] LU0 R ZR IR < hEo
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https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800

{"expires in":21600, "access token":"eyJhbGci0iJSUzI1INiIsInR5cCI6IkpXVCIs
ImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvY2NtYXV0aHwxIiwiYXVkIjpbImh0dHBz018vY
XBpLmNsb3VkLm51dGFwcC5jb201iXSwiaHROcDovL2Nsb3VkLm51dGFweC57b20vZnVsbFouY
W1lTjoiYWRtaW4iLCJodHRwWO18vY2xvdWQubmVOYXBwLmMNvbS91bWFpbCI6ImFkbWluQG51d
GEFwcC5Jb20iLCJzY29wZSI6ImOwZWS5pZCBwemOmaWx1IiwiaWF0IjoxNjcyNzM2MDIzLCJle
HA10jE2NzI3NTc2MjMsImlzcyI6Imh0dHA6LY9vVY2NtYXV0aDo4NDIwLyJ9CJIJtRpRDY23Pok
yLglif67bmgnMcYxdCvBOY-ZUYWzhrWbbY hqUH4T-
114v_pNDsPyNDyWgHaKizThdjjHYHxm56vTz Vdn4NqgjaBDPwNIOKANC6Z88WAlcJ4WRQg]jSy
kODNDmrv5At f9HHpO-xVMyHqywZ4nNFalMvAh4xESc5]foKOZc—
IOQdWm4F4LHpMzs4gFzCYthTuSKLYtgSTUrZB81l-o-ipvrOgSoliwIeHXZJJV-
UsWun9daNgiYd wX-4WWJViGEnDzzwOKfUoUoelFg3ch--7JFkF1-
rrXD0OjklsUMumN3WHVOuspl PgBRESHACIJPrEBmOValSZcUbiA"}

2. {§ tenancy/external/resource API 32EX &% ID #1 X-Agent-Ido

curl -X GET
http://10.193.192.202/tenancy/external/resource?account=account-
DARKSITEl -H 'accept: application/json' -H 'authorization: Bearer
eyJhbGciO0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOidvY
2NtYXV0aHwxIiwiYXVKIjpbImh0dHBz0i8vYXBpLmNsb3VkIm51dGFwcC57b20iXSwiaHROC
DovL2Nsb3VkIm51dGFwcC53b20vZnVsbFO9uYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImEFkbW1uQG51dGEFwcC5)jb201iLCIzY29wZSI6Im9wZWSpZCBwe
mO9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzLCJleHAiOjE2NzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIOVYZ2NtYXV0aDo4NDIwLyJO9X cQF8xttD0-S7sUZ2uphZ2cdu kN-
fLWpdJJIX98HODWPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
yEOfHOgri4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggBINgPZT8A szHinud5WOHJ9c4AaT0zC-
sp81lGagMahPf0KcFVyjbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvVIDtCtENH GAX
wSgMT3zUfwaOimPw'

Itt API ¥R EIUN T, “resourceldentifier” FEY{EZR~_WorkingEnvironment Id_, “agentld” FEY{EZR
_x-agent-id_,

3. FAS RAXEXHIStorageGRID R HIIF (S S FE HNetApp Backup and Recovery¥8iEE, HRia
AStorageGRIDRITE 2 FREHE UK IFRIZAMFMERA, S0 TAR:
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curl -X POST 'http://10.193.192.202/account/account-
DARKSITEl/providers/cloudmanager cbs/api/vl/sg/credentials/working-
environment/OnPremWorkingEnvironment—pMtZNDOM' \

> —--header 'authorization: Bearer
eyJhbGciO0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOidvY
2NtYXV0aHwxIiwiYXVKIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGFwcC57b20iXSwiaHROC
DovL2Nsb3VkILm51dGFwcC5jb20vZnVsbFOuYWl11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImEFkbW1uQG51dGFwecC5)jb20iLCIzY29wZSI6ImO9wZWS5pZCBwe
m9maWx1TiwiaWFO0IjoxNjcyNzIyNzEzLCJ1leHAiOjJE2NZzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIVY2NtYXV0aDo4NDIwLyJ9X cQF8xttD0-S7sU2uphZ2cdu kN-
fLWpdJJIX98HODWPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
yEOfHO9gr4XgkdswiWcNvw2rRkFz JHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggB1INgPZT8A szHinud5WOHJI9c4AaT0zC-
sp81lGagMahPf0KcFVyjbBL4krOewgKHGFo 7/ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1lhHIJRDStcFgJLdJHtowweNH2829Ks JEGBTTcBAO8SvIDtCtENH GAx
wSgMT3zUfwaOimPw' \

> --header 'x-agent-id: vB_1xShPpBtUosjD7wfBlLIhgDgIPAOwclients' \

> -d !
> { "storage-server" : "sr630ipl5.rtp.eng.netapp.com:10443", "access-
key": "2ZMYOAVASS5E70MCNHO", "secret-password":

"uk/61kd4Lj1XQ0FnzSzP/T0zR4ZQ1G0wlxgWsB" }'

I8iFNetApp Backup and Recoveryi& &

1. EESIONTAPRS:, AEREENERFEHMNMERSZULN EEEN
BNIZEBEINENERIENRE&ED.

2. EMEMNEIR B ERMME DT, BERIIRE
HBRZBIBAT R3IHRENRENAREEARS.

S FEERMME NEF, BT LERERUAIARS I BRIMESHINTTM.

fEFANetApp Backup and Recovery &2 ONTAPAR &%

f&BINetApp Backup and Recovery, Ze]LUBEENEFR1TX. BRZERERED.
Zin. MbRED. EFIMEREHDEHNEECloud Volumes ONTAPFIZAIONTAP R FHY
BFn. XEIEMBRENED, BIFRERIE. EFEMNMNREFEEPHNEDXH. KX
MUEGH F tNetApp Backup and Recoverys

@ EWJE?&?‘ AR CIRHBFMEPEENEREN X, XA XHHISBARZE
v
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AR EfiEINetApp Backup and Recovery T{Ef#E, EERA"JI#EREHINetApp Backup and
Recovery T{EfE"s

BEERAPENEONRTS

TAILAESENNFRRFEESRIEEEMNHNFIE IR, XBEMERENSED, SFRERIAR. EFEMN
MNRFEFNED XM BRATUBERAFYHRIREDHE,

pZ
1. NIZHIEXER, EFRIP>ZHRE
2. 3% “Volumes 328 LI & & Cloud Volumes ONTAPFIZAHIONTAPR LR 0 ETIR,

S MREEAEIHRERRATHNRES, ERAILRRAFNEMLIIR, EREUERERIIER, HETLUR
EEHFI (FlexVolgiFlexGroup) « HEEEXNTI#HITHIR,

BRTRHMY (BE. Z2#L (Windows 8¢ UNIX) | REZHREE. EFIRENEHRE) , HEFEMS,
4. EFMERPFIPFRIPETEVRS. X 3 MEMAKR IHIRBRIA". “EFE M WREFERNEDR.

HEMREZEN, STERSETINESR; SEHRBERNENN, STERIETARE, G R
REESTENL, EREEERANENRBULEMENRENEMEXER.

AERSRIINERED

INRIETEE X2 FANetApp Backup and RecoveryBf (N R AR FRLEE LEUE T &1, WaILIHEERMEL
ARSI

p

1. WBETRF, HEZEENONE, EFREREETRE, ARERHEEN

2. EEXEMEE TEDR, EEEHRN, AREXFMIREEIAR. SHEMEHXHRREMNEIFAE
Bo BELERELARFRIENRENEMERNFAEE. AREF T

3 MEMENEMNRE, AEEEBEEH"

ERNELINEENENRE

BRILIE D ELA BN BRI IME ENE M REE, ERILERARIRRIA. ERENSHXHFRIRR, T8
BENATENEMHIRE. EFNENREBLAELTFE,

mIEREINELNEMIRE

p

1. NEETR, HEE#TRIRENNS, BRBRERE - ETE, SR REEHRE

2. FYREEHRE TIEF, MAMRBEIEA, EFENSHXENNBEENREHITENR, AEEFT—F

o

WNRTE N ULEEEHENetApp Backup and RecoveryBY, TE#IAE DRI ASERBAT DataLock Fl
Ransomware Resilience, £3&R<BZEfEMA DataLock ECEREMIEE, NRETEEIENetApp Backup
and RecoveryBfzk B “DatalLock #1 Ransomware Resilience”, &i§RaEZ|KREZE DataLock FEMEE
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br-start-switch-ui.html
br-start-switch-ui.html

I RB&,
3. WEBEWENEMRE, AREERBEED"

RIESIELNEMIRE

MREBES T ELERERNEMLE, ERURNRNESNE LLERREEMIRE. ERILERIBEEDIR
B, RAERRIRE. RAEENITREFNE, AERATENEMKENRMEXEEHTHEEN.
HERZNEN, MEEYUHIER U TNHEENFHLE:

* FA—&4%

* #HE#R (FlexVolgXFlexGroup#)

* HEEE (REHEBIERPS)
UBAAEMNALENEHITEHNET, NetApp Backup and Recovery— XX AN E. ThlfE, EStIET—
MENFIELRBET—H, Hits:, BEIFREEETBL.
TE

1. NE"EIRH, REMENRAHITIZIR

2. R EEERMDIRBENFIES.

3. RIBEEMEMSMRERE, BHEMSRERETIIRHE:

EIDRIE... ERR IR .
EERESENRE BEIEAHIRIT
EEEHENRE BEEEH
ERENIZEMRE EE&ED

BIEZWILENFMIKE, ETUREERER EREFDE, BESMHMME

4. FHIHNEMRED, WEMRERIAR, EFERFOXENNEEMRBETESR, REEFRES
WNRTE N ULEEEHENetApp Backup and RecoveryBY, TE#IIAE D RIEFASENBAT DataLock #l
Ransomware Resilience, &3 R<BZEfEMA DataLock ECEREMIEE, NRETEEENetApp Backup

and RecoveryBY k3 F“DatalLock #1 Ransomware Resilience”, &R 2EEF|KRECE DataLock FIEMEE
1D ERER,

BERS QIR FEhEE D

R LARERY BIRIR BE O RIBREN LIRS, WRMNEHIT 7 IFEEENELH AEFREFFT RTINS
IRERIFZEE, XFEEER. BRI SaR&EH BREHRE SaRSHELIBE D,

EE LRI B IR RIBRIAHF DTN EN T R, B ARG EHE,
HNEMESNEE, UEETUMEMITIIEHPRIRHENRESD.
WMREANIEREBENetApp Backup and Recoveryt /2 A T “DataLock #1 Ransomware Resilience”, MI&EE

IFECE Datalock, REHAN 30 Ko IGAEMNARIFEIRINA A, "7 #EE X DataLock F#NZINIHERIP
WEZER"
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# Disable UAC remote restrictions

Set-ItemProperty —-Path
"HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System" -Name
"LocalAccountTokenFilterPolicy" -Value 1 -Type DWord

# Verify the change

Get-ItemProperty -Path
"HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System" -Name
"LocalAccountTokenFilterPolicy"

# Output

LocalAccountTokenFilterPolicy : 1
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curl --location --request POST 'https://netapp-cloud-
account.auth0.com/ocauth/token?=" \
--header 'Content-Type: application/json' \

-d '{
"grant type": "refresh token",
"refresh token": "JxaVHn9cGkX92aPVCkhat3zxxxxxwsC9gMl pLHkZtsVA",
"client id": "MuOV1lywgYteI6wlMbD15fKEfVIUrNXGWC"

} |l

@ NetApp ConsoleMis ERIAF SHEE— 1 EIHABHE, APl N8 E— 1 expires_in"FE&, F
FiREAShEAIBT IS HR, ERIFT<SHE, BRERXABL APl

2. FREVEAINetApp ConsoleltF 1D,

GET 'https://api.bluexp.netapp.com/tenancy/account' -H 'authority:
api.bluexp.netapp.com'

Header:

-H 'accept: application/json'

-H 'accept-language: en-GB,en;g=0.9"'

-H 'authorization: Bearer eyJhbGciOiJSUzIINiIsInR

It AP R EIIN TR, & 8] LUE S R4 [0].[ accountPublicld] Y% KA ZE K 1D,

"accountPublicId": "account-i6vJXvzw",
"accountName": "rashidn",
"isSaas": true,

"isGov": false,
"isPrivatePreviewEnabled": false,
"is3rdPartyServicesEnabled": false,
"accountSerial": "96064469711530003565",
"userRole": "Role-1"

3. FRESIEHARE ID B9 x-agent-id,
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GET 'https://api.services.cloud.netapp.com/occm/list-occms/account-
OOnAR4ZS?excludeStandalone=true&source=saas' \
Header:

-H 'authority: api.services.cloud.netapp.com' \

-H 'accept: application/json' \

-H 'accept-language: en-GB,en;g=0.9"' \

-H 'authorization: Bearer eyJhbGciOiJSUzIINiIsInRb5......

& 8] LLUEE R ocem.[0].[agent].[agentld] AY%E Sk MIBR 0 ZRAIE 1D,

58 API BYR 51

UTRBIERTE Azure =HHY East-US-2 XigiHH, TEEBMERERRIA L _LAENetApp Backup and Recovery
AP AR, ZKRIZEETEH. 8/ \HHNSENE, HREEERBIZEN 180 X, 1HIR, XNBRARKL
HN&D, BRREHEMS,

APl &K

BB RFHA1EENetApp Consoletit ID account-DpTFcxN3 . TH|&IE ID
"iZWFFeVCZjWnzGIw8RgDOQQNANZvpP7Iclients’ #1FA <& "Bearer
eyJhbGciOidSUzI1NilsInR5¢cCI61kpXVClIsImtpZCl61k5rSXIPVFUzUWpZek1E...y6nyhBjwkeMwHc4ValobjUmiju
2x0xUH48g TE Itk &%,
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curl --location --request POST

'https://api.bluexp.netapp.com/account/account-
DpTFcxN3/providers/cloudmanager cbs/api/v3/backup/working-

environment/VsaWorkingEnvironment-99hPYEgk'

--header 'x-agent-id: iZwFFeVCZjWnzGlw8RgDOQONANZvpP7Iclients'

—--header 'Accept: application/json'

--header 'Content-Type: application/json'

—-—-header 'Authorization: Bearer

eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6Ik5rSX1PVFUZzUWpZeklE...y6nyhBjwk

eMwHc4ValobjUmju2x0xUH48g" \
-—data-raw '{
"provider":"AZURE",
"backup-policy": {
"archive-after-days": 180,
"rule": [
{
"label": "hourly",
"retention": "2"

"label": "daily",

"retention": "30"

"label": "weekly",

"retention": "52"

]
by
"ip-space": "Default",
"region": "eastus2",

"azure": {

"resource-group": "rn-test-backup-rg",
"subscription": "3beb4dd0-25d4-464f-9bb0-303d7cf5c0c2"

MRz 2 —MER LA ARl ID:

{

"job-id": "1b34b6£f6-8£f43-40fb-9a52-485b0dfe893a"

}

\

\

\

\
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el IvE

curl --location --request GET
'https://api.bluexp.netapp.com/account/account-
DpTFcxN3/providers/cloudmanager cbs/api/vl/job/1b34b6f6-8£43-40fb-9a52-
485b0dfe893a" \

--header 'x-agent-id: 1ZwFFeVCZjWnzGlw8RgDOQONANZvpP7Iclients' \

--header 'Accept: application/json' \

--header 'Content-Type: application/json' \

--header 'Authorization: Bearer
eyJhbGciOiJSUzZIINi1iIsInR5cCI6IkpXVCIsImtpZCI6Ik5rSX1PVFUzUWpZeklE..hE9ss2Nub
K6wZRHUASaORI7JvcOorUhJ8srqdiUiWoMvuGIFAQTIh6680f2M3dLbhVDBe8BBMtsa939UGnJIx
7Qz6Eg"

EE:

"job" . [
{
"id": "1b34b6f6-8£f43-40fb-9a52-485b0dfe893a",

"type": "backup-working-environment",
"status": "PENDING",
"error": "",

"time": 1651852160000

UE IR S

"job" . [
{
"id": "1b34b6f6-8f43-40fb-9a52-485b0dfe893a",

"type": "backup-working-environment",
"status": "COMPLETED",
"errOI.": "",

"time": 1651852160000
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=&

%\t?sggenterﬂlﬂ AI5EER S5 NetApp Backup and Recoveryf Y5
X

SnapCenterd {EFH Y55 E& 5 NetApp Backup and Recovery P {ERHI SRR ~ [BlfFE—L =
5, XARESEMEMSnapCenterG N B BRI EEEINAR.

pdlEEs
SnapCenterfEFALA R ITRIE:

* BN VNSRS, ERVNEY (0-23) FERSDH (0-60) o
* BH: ERER—EXKEE—R, s 3 X,

* 5@ BEER—, IEFEE—ANE—RA—AFHZSRHITIRE,
*§A —BE+ZA, AERSAKERRNZEEL, A7 S,

NetApp Backup and RecoveryER U Tit%IE, EIIEERE:

/BT XL 15 DehiElfRRITIRER, 0 1 /)\BIEE 15 3 EhialfR/ VT 60,

BH: —XFBVEE (0-23) , FIAEFEIFIGNJ EF 10:00, HEEFEER/I/NEHIT—R.
* BA. —APHNEX (ABER-) , TEEE 1 XRESKARIT. X5SnapCentertBEls
(=2
(=2

m

a0

: SB89BEER (0-30) , FIRETEIAEAMNZ B
F: 88, X5 SnapCenter #9 8 EBITH,
SnapCenterP EGHEITXIEHIZ IR

&R LU BB AR RENZ PR B4 SnapCenter YA R, B2, NetApp Backup and Recovery Rz #%
EERBRITRIERZR LN BE 21 5K,

5l NREESnapCenterERA =PRI (BFE#UE. BEMREBELE) , MMSnapCenteriTifg,
NetApp Backup and Recovery i/ 2 EEEMA B 2 E =15k,

S A\BISnapCenterE Hit X
NetApp Backup and Recovery#Zi1 T~ 5 A SnapCenteritXl:

* W18 SnapCenterit X8 B A/NFHZETF 7 X, NetApp Backup and Recovery&itkigBAERE. AN
BRI,

Tl SNRIEE—SnapCenterg B, MER—HRE 3 REE—/X, NetApp Backup and Recovery
2EITEERNERA—. ARMAR. BFHIES 3 X—X, ABELHFERELS,

* fNE8SnapCenteritXI& B AT 7 X, NetApp Backup and Recovery=iFitii& B RAER. ZB BT —
LEIRER,
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Tl: INREH— SnapCenterg B 5ls, HESEIFIMES 2 SHHS 10 X—X, WNetApp Backup
and RecoveryTE Xt RIi&ENEA 2 H. 12 B 22 B#1T. NetApp Backup and RecoveryX7E
TABERELER,

S A\HISnapCenterE/ it it

&5 AfAF—/)\BIBISnapCentert/ | \BY BB 164215 FNetApp Backup and Recovery 184 B 5588,

REFRESERAE 24 & (Fla0 5. 7 %) NENRERIHPE —RPHELIRE,

Il WNERIEE—SnapCenterf/ YR, MER 1:00 FFia%E 5 /\WEE—R, NetApp Backup and

Recovery (F#fE) BiLitHh&ENESX, 8 5 /8, BEAZRE 1:00. EF 6:00. EF 11:00. 5 4:00
e E 9:00, BLEMEIRMEGT, B E 9:00 ZERZE &R 2:00, 85/ \NEE—K, BIRERRZE 1:00,

SnapCentersRESHI HERD

WN5RSnapCenterMZEIRERE Z 1 5RE&, NetApp Backup and Recovery#& £ LA N LRIz K57 B HERE
&:

* ¥t FSnapCenterdh Y “fEfH H SR D RN TEEHD M LXBE SR, NetApp Backup and Recoveryf#
NEEERRRBE,

* XFSnapCenter iy N H EMI TR &M TR B E"SREE, NetApp Backup and Recovery@H{XHE
REBE,

* ¥ FSnapCenterh Y TR FHF BE M LTEEH", NetApp Backup and Recovery(E TR FNHFH
EREE

* YNRETESnapCenteri 2552219, NetApp Backup and Recovery ™ & B ABEE®
HE&EMDRZ

SnapCenterz H &R RIS MREE, NetApp Backup and RecoveryX iGN &R RE—MREE,

SnapCentersR SRR L 114K

WREESnapCenterP BB T ZAFRIFHRXFEEEZNESE. 21 BirEHZNSnapMirrork %, NetApp
Backup and Recovery{XfEF 55— M REEHI R B 140

Tl NREE—MREITEY 5 BSnapCenterfiBEFN S — MR 1409 10 BUEEE, NetApp Backup and
Recovery K {FE B RE 114K 50

SnapCenterZK & EYSnapMirrorin &
BMERRAGET W, SnapCentertt 2TETHEHREE N HREERISnapMirrorfFZ,

f5l: SnapCenterf9%&/)\BY RBEF]ABES7ENetApp Backup and RecoveryHEX NEH, B2, T
[ESnapMirrorfr ERIFA L,
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NetApp Backup and RecoveryS 411501 EIE (IAM) BE&

NetApp Backup and Recovery= kB H {1 MIFIRIEIE (IAM) REESMNAFP T EINEEMIZ
YERYIA 1A PR

7 45 E T NetApp Backup and Recovery BJIAM f s, iEZ0H "NetApp ConsoleHINetApp Backup and
Recoveryfta",

1EE5uL it E NetApp Backup and Recovery R & #1E

EREEBMiIFRNIER (FFAN_FABRT_) HEHANetApp Backup and RecoveryhY,
NetApp Backup and Recoveryfic & B & 10 EI 7 i & 17 BV StorageGRIDZ{ONTAP S3 1%
P, MREFHSREEINARLIARA, Ea]HEHRNESHSEHME xR
AINetApp Backup and Recovery#iE,

() i ERERTFONTAPELE,

LYITTE SaaS B EANetApp Backup and Recovery, HESIRHREEE W EBMIERE TN 2154
BREN, RAKEMHFIPsTREEENRENE. NREEIiITHERERD, BFEIE— T a1
BEHANENRS, SMFAEEEa0ME.

HIPHEIEE IAhEE:

* NetApp Backup and Recovery#iEfE - BEFTEE. &HOXMH. FHERBNEEEENYIR,
* B5|BRXH - O TFIERMMEINEERNIFARS|, FEEENREMENSHIBENERIEFERENER.

XEMIBEEXRFREND X, BIXHRZRE 7 HEIE. IREHESREBETEEZ M EHMONTAPRL,
MNetApp Backup and Recovery X R FETEE S AUEHN R A NTFER .

NetApp Backup and Recovery$iE B s 55| B RS o Mok B & S MR,

#5$NetApp Backup and Recovery#{iEiL R EIFTHITHI & IE

RGN G RIREFLTE, ERFERERNERIGNRIE, AR NetApp Backup and Recovery##z
T REIFAEH S,

BEERITUTES A 8EfENetApp Backup and Recovery R4 E TIERE

© REFAVITHI & RIE

* &= NetApp Backup and Recovery#iiEZE

* MERSIBRXMG

* BFrEAHONTAPR S HStorageGRIDR& i E# 4 I ZINetApp ConsoleUl

RERSKERETE, RINEHXHE,
IRRB 4
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SEEMIFEE D X FHIStorageGRIDEZONTAP S3 121& i8R EIBEMZERS &5
* NetApp Backup and RecoveryMySQL #3EE {4

BX A FFER PRI LU T IE netapp-backup-<GUID>/mysql backup/, BE#EEN
CBS DB Backup <day> <month> <year>.sqlo

* REIBREM zip X

XM FZER PRI T IE netapp-backup-<GUID>/catalog backup/, E#iFRN
Indexed Catalog DB Backup <db name> <day> <month> <year>.zipe

EFAYZASHE Linux 4 _EZEFEH SR
REMNEHISMAIEN, B THSRAEREERNIRARE, NetApp Backup and Recovery#{3EERIE X AT EE
SRR A TS IHERES D —EFER. (RA "MEFHIEER, Biz6 8RR EFFHLE
ERHThRA"S

1. "FEFRB9ZHE Linux 4 LR EITH &R E"

2. FHENNSIENEERRBFP SIEEFITH S,

XENetApp Backup and Recovery#{iE/E

1. % MySQL &1 MEMBAIBEEHFIFIEHIEREEN. TERITISERRFEINHE
%Z“CBS_DB_Backup_23 05 2023.sql’s

2. {RIEEEABRE Docker X2 Podman B8, FRAUTHLZ—REMHESIEI MySQL docker H2s:

docker cp CBS DB Backup 23 05 2023.sgl ds mysqgl 1:/.

podman cp CBS DB Backup 23 05 2023.sgl ds mysql 1:/.

3. RIBE(EAMYZ Docker X2 Podman B2, FRAUTHESZ—# AN MySQL A28 shell:

docker exec -it ds mysgl 1 sh

podman exec -it ds mysgl 1 sh

N

. 7R 88shelldr, ZLE“env’s
- G FEE MySQL DB Z15, ALiEEHIF“MYSQL_ROOT_PASSWORD’8Y{E.
- fERLL T 5<% ENetApp Backup and RecoveryMySQL DB:

> O
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mysgl -u root -p cloud backup < CBS DB Backup 23 05 2023.sqgl

7. ERALLT SQL #3< 48 3ENetApp Backup and Recovery MySQL DB REBEIEHIE

mysgl -u root -p cloud backup

NN

mysqgl> show tables;
mysgl> select * from volume;

REETHERE S RRMREHEFENERE.

mERSIBRXMF
1. ¥ Indexed Catalog &% zip X (AT ERRGISHF

Z“Indexed_Catalog_DB_Backup_catalogdb1 23 05 2023.zip") MZ I BEEHF
%El“/opt/application/netapp/cbs" X HFHBIFIEHI S LIEEN

2. FALI T A< RESE Indexed_Catalog_DB_Backup_catalogdb1 23 05 2023.zip"Xf4:

unzip Indexed Catalog DB Backup catalogdbl 23 05 2023.zip -d catalogdbl

3. 1517 Is S LUIARE IR K catalogdb1”, HTFHFXH K changes”H“snapshots”s

AIIEFIJONTAPEEEEFIStorageGRID & 4

1. "RZFE AHIONTAPR A EE ZRINIFR PRI, XEIEER/E S3 fRZEIHIONTAP RS,
2. "R &AYStorageGRIDA "

R EStorageGRIDIF IR IFAE 2

AN EZHONTAPR R X EXRIStorageGRIDRAARRVIFAIE R, RANENEERIGIEH aIEIRE LFER
"NetApp ConsoleAPI",

TS EiEH T MNetApp Console 3.9.xx RN EERZE, WTFIHRE, BEBRUTESE: "DarkSite =
#ip: MySQL MRS BREMMMRE"

BEEWIGEHIESE % EIStorageGRID BN ARSHITIXLES I,

1. A LLT oauth/token API 12EXIZAN S FE,
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curl 'http://10.193.192.202/0cauth/token' -X POST -H 'Accept:
application/json' -H 'Accept-Language: en-US,en;g=0.5' -H 'Accept-
Encoding: gzip, deflate' -H 'Content-Type: application/json' -d
'"{"username" :"admin@netapp.com", "password":"Netapp@l23", "grant type":"pa
ssword"}

S

B Pt ARRNBHREEEXE, BIKFRFZ. KPP RMIBL I account-DARKSITET It5h,
FA P 2 fE A BB F ER AR TURI R 7R

It API 3R EIGITFIERZ, 7] LU0 R ZR IR hEo

{"expires in":21600, "access token":"eyJhbGci0iJSUzI1INiIsInR5cCI6IkpXVCIs
ImtpZCI6IJJIMGFiZiR1In0eyJzdWIi01iJvY2NtYXV0aHwxIiwiYXVkIjpbImhOdHBz018vY
XBpLmNsb3VkLm51dGFwcC57b201XSwiaHROcDovL2Nsb3VkIm51dGFwcC53b20vZnVsbFouY
W11lTIjoiYWRtaW4iLCJodHRwO18vY2xvdWQubmVOYXBwLmNvbSO1bWFpbCI6ImEFkbWluQG51d
GFwcC59b20iLCIzY29wZSI6ImOwZW5pZCBwem9ImaWxlIiwiaWF0IjoxNjcyNzM2MDIzLCIle
HAiOjE2NzI3NTc2MjMsImlzcyI6ImhOdHAGLYyOvY2NtYXV0aDo4NDIwLyJ9CJIJtRpRDY23Pok
yLglif67bmgnMcYxdCvBOY-ZUYWzhrWbbY hqUH4T-

114v_ pNDsPyNDyWgHaKizThdjjHYHxm56vTz Vdn4NqgjaBDPwNIKANC6Z88WAlcJ4WRQG]jSy
kODNDmrv5At fO9HHpO-xVMyHqywZ4nNFalMvAh4xESc5]foKOZc—
IOQdWm4F4LHpMzs4gFzCYthTuSKLYtgSTUrZB81l-o-ipvrOgSoliwIeHXZJJV-
UsWun9daNgi¥d wX-4WWJViGEnDzzwOKfUoUoelFg3ch--7JFkF1-
rrXDOjklsUMumN3WHVOuspl PgBESHACJPrEBmOValSZcUbiA" }

2. f§5M tenancy/external/resource API $2EXZ %t ID #1 X-Agent-Id.
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curl -X GET
http://10.193.192.202/tenancy/external/resource?account=account-
DARKSITEl -H 'accept: application/json' -H 'authorization: Bearer
eyJhbGciOiJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvy
2NtYXV0aHwxIiwiYXVkKkIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGEFwecC53b20iXSwiaHROC
DovL2Nsb3VkIm51dGEFwcC5)b20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
nVOYXBwLmNvbS91bWFpbCI6ImFkbW1uQG51dGFweC5)Jb201iLCIzY29wZSI6Im9wZW5pZCBwe
mo9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzLCJleHAiOJE2NZI3NDQzMTMsImlzcyI6ImhOdHAGL
y9VY2NtYXVOaDo4NDIWLyJ9X_CQF8xttDO—S7SU2uph2Cdu_kN—
fLWpdJJIX98HODWPPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
vyEOfHOgr4XgkdswiWcNvw2rRkFz JHoWrETgfgAMkZcAukV4DHuUxogHWh6 -

DggB1INgPZT8A szHinud5WOHJI9c4AaT0zC-
sp81lGagMahPf0KcFVy]jbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvIDtctNH GAx
wSgMT3zUfwaOimPw'



Lt API RHR[EIU0 I, “resourceldentifier” FAYEZRT_WorkingEnvironment Id_, “agentld” FEY{EZR
_x-agent-id_,

3. A5 R XELRIStorageGRID A 4BV 1415 E EHNetApp Backup and Recovery#3EE. R

A\ StorageGRIDRISE 2 REEE UK AR ZAMFMEER, WTAR:

curl -X POST 'http://10.193.192.202/account/account-
DARKSITEl/providers/cloudmanager cbs/api/vl/sg/credentials/working-
environment/OnPremWorkingEnvironment—pMtZNDOM' \

> —--header 'authorization: Bearer

eyJhbGciO0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOidvY
2NtYXV0aHwxIiwiYXVKkIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGFwcC57b20iXSwiaHROC
DovL2Nsb3VkLm51dGFwcC5jb20vZnVsbFOuYW11lIjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImEFkbW1uQG51dGEFwcC5)jb201iLCIzY29wZSI6Im9wZWS5pZCBwe
mO9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzLCJleHAiOjE2NzI3NDQzMTMsImlzcyIl6ImhOdHAGL

yIOVY2NtYXV0aDo4NDIwLyJO9X cQF8xttD0-S7sUZ2uphZ2cdu kN-
fLWpdJJX98HODWPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
yEOfHOgr4XgkdswiWcNvw2rRkFz JHpWrETgfgAMkZcAukV4DHuxogHWh6—
DggB1NgPZT8A szHinud5WOHJ9c4AaT0zC—

sp81lGagMahPf0KcFVyjbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-

KbZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvVIDtCtENH GAX

wSgMT3zUfwaOimPw' \

> --header 'x-agent-id: vB_1xShPpBtUosjD7wfBlLIhgDgIPAOwclients' \

> -d !

> { "storage-server" : "sr630iplS5.rtp.eng.netapp.com:10443", "access-
key": "2ZMYOAVASS5E70MCNHO", "secret-password":
"uk/61kd4Lj1XQ0FnzSzP/T0zR4ZQ1G0wlxgWsB" }'

I81ENetApp Backup and Recoveryi& &

1.

EFRESTNONTAPRS:, ARRTAMERPERHMERS SN EEEMN .
BNZZEBEINENERIZNRE&ED.

EREMNRRBERNME AT, BERIIRE

HBIRZAIBAT R3IRENRENAREEBARS.

T RENMETTESR, BT EERERUMARS|I BERMEEMINTTR.

NetApp Backup and Recoverysz 19 AWS FH7E(EE
NetApp Backup and Recovery>z it S3 fFAHFEEM AR LUK,
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AR Ef#EINetApp Backup and Recovery Ul kirZs, FEH"TI#E LIFIHINetApp Backup and
RecoveryUl",

NetApp Backup and Recoverysz#5#Y S3 1472 ESE

BRSNS, EffFETE S3 Standard FiEH, LR NEFEALEIRRINEIESETT K, B
WELZBENARE. 30 XfF, &M IRA S3_tME-FIREIIR]_FHEEUTE .

MREBVRERHTITHIRONTAP 9.10.1 HEShRES, EAILUERE—ERE (BFEEE 30 X) EE&0HIE
%l S3 Glacier 3 S3 Glacier Deep Archive Tf&, LiHE—FMARKZS. ERILIRFHIGE 0" 1-999 K, R
HIgENOX, MUGERERHEEN1-999K,

XERPHNBIEEFER AL, #EFEESHNERMNE, RLEFEZEAIEEESAMXEFEAY
BEHOXHPIRESIE. FEAE LA X MEREFETRE SRR,

* WNRETEEENetApp Backup and RecoveryBY7E 5 — MR RSP R IEIFRERIFE, FBA S3 Glacier &
B IR R RIS M —TE AR I0L,

* MREEFE N EHREHPIEIZE T “S3 Glacier”, ABATBILUZERHMIRRE N HIEELL“S3 Glacier
Deep Archive’Bo

* MRETEE — P EH RIEFIEES3 Glacier Deep Archive”, MZEREZEEFARKED REE—RIANT
=)=

BAE, YUEEALLEEHERAFNEENetApp Backup and RecoveryBt, £ AWS ik thi& BIZ &R S
B & 1114 an B HRFR I,

"7 f# S3 TFiEER"

MIERFEPIRE LR

SARRIANENXEFEEMEFEPLIDESITE AFRERRFS, BMEREFERNEN X4 IhRE
EHTIEREREEERNNEHEEEES,

M Amazon S3 Glacier #1 Amazon S3 Glacier Deep Archive T EHIEEE %/ V&7

M Amazon S3 Glacier 0ZEEIRE, ERILUEF 3 MERMES; M Amazon S3 Glacier Deep Archive 1
REHERY, EAILOER 2 NMERMH K. S3 Glacier Deep Archive FIpZSEEF S3 Glacier:

FHEE TRE M SR LA

= TR 1EREY
S3 K/ WRRERR, REARE NERRERE, REARE WREERE, NERE
S3 Glacier REFE CREEER, FAER KRREFERIE, HERK

BihGEEEARNSE GB eRERMEIEKREH, BX AWS X5 S3 Glacier BVi¥4EN, 1577
"Amazon S3 ENTE"

1 E 1FH47E Amazon S3 Glacier TR R EE L KAT|a)?
BIRRBY B R ERLH A -
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= =3 189
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S3 Glacier RETFHY 12 1)\B 48 /\BY

* MERYE MREFMEFIEOXHMEBIENE, XRSNERFHEEN EREMTEFEHEITIVHE
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NetApp Backup and Recoverysz#FH) Azure 14 1R/E
NetApp Backup and Recoverysz# 55—~ Azure ZH51A R MK Z#X 5,

AR Ef#EINetApp Backup and Recovery Ul kirZs, FER"TI#E LIFIHINetApp Backup and
RecoveryUl",

NetApp Backup and Recoveryz £ Azure Blob 5i7)/Z

AR EN XHE, Ef1FETE_Cool ifREH. EHMEEAEEIRNNERETT NN, BEREN
B] AL BRiA A,

MREHVREBITITHIEONTAP 9.10.1 HEShA, EAILLUEETE—EXRE (BEEE 30 X) E¥&EH
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SAFRIANED XA FEEEEEFEPLLLEFEERRS, BM Azure FEFHENXHLIREIEEITER
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* B RREERIR, RARES
CtED RERRERE, RARE
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