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TEIMAR. NAREFSATEGTETIRN—E7, FEEFRIANEN, TRATFHES
MEE R T EARBE R,

* spec.includedClusterScopedResources: (Optional) fER LB 4 IEEERASENAIEFRENX
PREEEENRR. EMHRFEREELA. AR, HEMREEEXLERR,

* groupVersionKind: (&%) IEEEESCEINZIRR API A, MR,
* labelSelector: (F]i%) 1RIBEEHCERIRRIIRE X E 1 TIH%E.
c. MNRFE, BEREBEUTIR:

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (Optional) ItH#LFIE
BT MEMHIEX N RIEFE, FIS07E KubeVirt IFBH, REBZAISAENXGRFERE, 18T
Lt AR BB A U IREBHABIE A GRS, NRIZEN true, NAREFEREEFEZE,

EVREX (F RS, MRIETE, @E\Zﬁﬁﬁf?&ﬁ\iﬁﬁﬁf?i)‘(¢i§ﬁﬁﬂ%ﬂ, N7zEH#E, GRAK
BE, WNRIEFER "ERXHRGFEIRE"

* protect.trident.netapp.io/protection-command: (7[i%) fEMAILLFREER Backup and
Recovery (RIFSHZLERIPN ATER. RIRERYEN protect '8 “unprotecto

* protect.trident.netapp.io/protection-policy-name: (FJi%) AL TR e E BT RPN A

F2FHY Backup and Recovery fRIFEREEHI R, ILRIPHEERML M EFETF Backup and
Recovery #,

MRFEEECENAREFENALHE, FTUERUTH<:

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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+
~fF YAML :

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
protect.trident.netapp.io/protection-command: "protect"
protect.trident.netapp.io/protection-policy—-name: "policy-name"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (Optional) FNNEEHHPFTE R EIRE R F IRV

> resourceFilter.resourceSelectionCriteria: (7FIEREE) £ “Include T "Exclude R B &R
HEBRTE resourceMatchers FIE X BIZE R, AINLLT resourceMatchers SEUUE X BB IR HFREY

Sl
R

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥ H, MRELIATENX ZTT
£, WElTEER OR 2IE#TILE, #FES N TR (H. M3 hrd) ANFESE{EN AND
1BREHITICAD,

* resourceMatchers[].group: (Optional) EiHiENFRIRNE,
* resourceMatchers[].kind: (Optional) EIfERZRIRIIEE,
* resourceMatchers[].version: (Optional) EFiENIZIRAKRZS,

-



* resourceMatchers[].names: (F]i%) EiFERVZEIRRY Kubernetes metadata.name FE&

Ry o

* resourceMatchers[].namespaces: (Optional) B33 EHI A JRHY Kubernetes
metadata.name F R EE R TIEl,

* resourceMatchers[].labelSelectors: (Optional) 3= J8HY Kubernetes metadata.name FE&
BT IEIR B FRTER, W "Kubernetes SXH4" IFREN . f140:

"trident.netapp.io/os=1inux",

@ L EBTER “resourceFilter ¥ “labelSelector B, “resourceFilter B 46iafT
, FRIE¥ “labelSelector M BB FERHIE R,

filan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

2. QIESIMRILECN AR CR &, A CR. flil:

kubectl apply -f my-app-name.yaml

37 BNfEEA Backup and Recovery Web Ul %17 Kubernetes [ FB12F
NetApp Backup and Recovery {E&8EB A Web FREFaIFE D Kubernetes N ATEF.

FrEERINetApp Console At

{ANEIR R SnapCenterEIR R, "7 f#NetApp Backup and Recoveryifla]t&" ., "7 fRFiE RS HINetApp
ConsolelhiRIAE" .
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SZEPfER Web Ul %1% Kubernetes 2
Fhel# Kubernetes ZARRFMED, ARRNEHMRBELEL, HHRSFTEIEZ ZIRF.
-
1. ENetApp Backup and Recovery®, i%&#% Inventory,
EHEFE— Kubernetes S£ffl, AFIRFER UEERSZEFIXREKNEIR.
i e VASEE s 287 ATy SN
TN AERIRTD, ERESHINBERFEFEEXIIRIERSE,
W I ANED
FRIERE T IEMRIN AR BT,
R

N o g k~ w0 N

&
EHl et ZNARFNENHAESHMMEN RIT XEPETRHE, ZENERIES NAREF KEXEIRIPRE
ellfEd=

I1E{E A Backup and Recovery FHIBE X FEiFH{D Kubernetes N B1ERF

NetApp Backup and Recovery {£&8E5 A BE X EIR (CR) FiiF {7 Kubernetes A
ERF.

MEFERBENXAREED Kubernetes I FBIEF

FohelE Kubernetes N RZFER, ARRNFHNIREEILIEL, HARKIEIES ZIFRP,

@ MRS CENFRENAEFEXTEXS A, RECNSIBTEANARFGETE, W&
BEEED. RIESEER,
FraZ a8l

HatR AWS =& hE T HARY (BB A FH (A KA [EliE1THY s3 & ifE. MR HEEFMIRIERELIE, #BFA
RERRI

* BXRNEHFIRIETHEHRIFAREE, 1580 "AWS API 214"
* BXAWS ZRFEIFEAER, BEN "AWS IAM 15"
S BE XA REIEARRIRER
EgIEE Kubernetes N AIEFIIREBHEEEFHFEELRM, 5EAABREREMD Snapshot BEX AR,

TIE
1. BIEBENZER (CR) XMHHEHESB RN local-snapshot-cr.yamlo
2. FRIBHIXR, EEBEUTEM:
° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—E—HSENETR,
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° spec.applicationRef: ERIEHINAEFH Kubernetes &R,
° spec.appVaultRef: (%) NEFFHIREBERZE (GT#iRE) B9 AppVault B9& R,

> spec.reclaimPolicy: (A[i%) &NXMIFRIREE CR BTREBHY AppArchive 22 EHAE N, XEMEENME
REHN Retain, REBWIEHMIER, BROEM:

* Retain (BRIA)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: local-snapshot-cr
spec:
applicationRef: my-application
appVaultRef: appvault-name

reclaimPolicy: Retain

3. {EFIEMRMEIET local-snapshot-cr.yaml X {45, N CR:

kubectl apply -f local-snapshot-cr.yaml

EABEXERENRREF &N N REFHE

BIZEERERMR Backup CR, URNAERF&EHFIXNRFMHE.

p
1. QIEZBENZEIR (CR) XHHIEHE A object-store-backup-cr.yamlo
2. ERIENXHR, BEUTREM:

° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—HE—HSENZETR,
° spec.applicationRef: (WF) EHRMPHINARZEFH Kubernetes &R,

° spec.appVaultRef: (%ZE, 5 spec.appVaultTargetsRef B ) SNRERBRMNFIEREEIRBINE
9, NXENFESHRED AppVault BIZ R,

° spec.appVaultTargetsRef: (WAFE, 5 spec.appVaultRef BfF) WNRIEERRREMITEIERERIFIEIRE
M&EHD, XBRNFESHDABH AppVault IE TR,

° spec.dataMover: (Optional) —1MNFFiE, IBRERTEMRENEN IR, ZEXS KNG, B0

79 CBS,
° spec.reclaimPolicy: (B[i%) EXMIF& Backup CR BIEHARS (THIB/EHIE) 2k%EH4. A8
HIE:
" Delete



* Retain (BRIA)

° spec.cleanupSnapshot: (1F) FAREH CR SIEMNIGFIRBESMIRETRERERIBR. BINE

falseo

ERR—TFEREFMEREME NI BRG] YAML:

apiVersion: protect.trident.netapp.io/vl

kind: Backup

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: CBS
reclaimPolicy: Retain
cleanupSnapshot: false

ERREFEREFMEREMEMHIBIRG YAML:

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-nhamespace
name: object-store-backup-cr
spec:
applicationRef: my-application
appVaultTargetsRef: appvault-targets-name
dataMover: CBS
reclaimPolicy: Retain
cleanupSnapshot: false

3. A IEMMIEIET "object-store-backup-cr.yaml X /5, N CR:

kubectl apply -f object-store-backup-cr.yaml

ERBEXAREIR 3-2-1 BH&ED

M 3-2-1 BUHRBHITEDIREHEG D HBEENNRFME. B0 3-2-1 BHED, FUIRABRTERE
489 Backup CR,

B
1. BIEEBENZER (CR) XMHHEHEG RN 3-2-1-fanout-backup-cr. yamlo
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2. ERIERIXM, EEEUTREME:

° metadata.name: (Required) ItBEENZRENBIR, AEHIFEEFE—E—HSENETR,

° spec.applicationRef: (#F) EHFNHINAZEFR Kubernetes &R,

° spec.appVaultTargetsRef: (Required) &3 ARBNTZ(ERY AppVault BIZ FR,

° spec.dataMover: (Optional) — 1M, ERERATHEMDRENEN TR, ZEXZ KNG, BN

73 CBSo
> spec.reclaimPolicy: (%) XM Backup CR BYEANE GTHUR/BEIE) RREHA. ThE
HYE:
" Delete

* Retain (BAIA)

° spec.cleanupSnapshot: (W) RS CR SIEMNIGIIRIBERDIRETREREMRIBR, BINE

falseo

° spec.replicateSnapshot: (Required) 157 Backup and Recovery IRIBEHIZ — Rk, HFEE:

trueo
° spec.replicateSnapshotReclaimPolicy: (Optional) & X BEEFIREBERFRI S &2 E 4. BIRERIE:
" Delete

* Retain (BRIA)

5 YAML

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: 3-2-1-fanout-backup-cr
spec:
applicationRef: my-application
appVaultTargetsRef: appvault-targets-name
dataMover: CBS
reclaimPolicy: Retain
cleanupSnapshot: false
replicateSnapshot: true
replicateSnapshotReclaimPolicy: Retain

3. {FAIERMEET *3-2-1-fanout-backup-cr.yaml' X145, N CR:

kubectl apply -f 3-2-1-fanout-backup-cr.yaml
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SFFHEER
TRNEBT CIEE CR BRI LUEAAIHEE,

RE it Y BINE
protect.trident.netapp.io/full-  string EEENEEN NI ESEY, 18BN ‘true’ "false”
backup LeIZIREE&E M, REMESERIITTER

&), ARERBEMZERITIEESD, U
ERAPREMERS RE XKL

protect trident.netapp.io/snaps string = MRBRIRIESERLFR A I R BT IE “60 S
hot-completion-timeout

protect trident.netapp.io/volum string AUBRBAIESHERSHSKNE,  "30 D"
e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum string IFCIEEREBH&RIEETE), "5 43"
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string TEIRFRINZ AT, FEHEMIFEIERY "1200" (20 7
bind-timeout-sec PersistentVolumeClaims (PVC) £iX 'Bound” )

PRESRIEREBYE] (D) o

E Kubernetes N FBIZF

{#H Web Ul ;X[& Kubernetes N B2

NetApp Backup and Recovery(&f&gEi5 1 E B RIFRERIFHNARZR. BEMENAE
2R, NARFEEEVE—IANMER. ME SHRAAMRBINREFESD (B
&) A, ErIUfERAM. MBI REFMEEERIME N BERF

Feazai
MNREBIXREA Trident Protect &N TR, 1R Trident Protect BBy R 21T R EAREEEE L,

FrEEfINetApp Console At

ANEIR R SnapCenterSIE 5, "7 fi#NetApp Backup and Recoveryifialfta" . "7 fEFiBEIRSHINetApp
ConsoleifRIEE" .

B
1. £ NetApp Backup and Recovery &, #EZE*RE*,
2. MFIRAIEZE— Kubernetes L BTERF, HAZNBEFEFREENME

HINER =5,
3. EREFHNIRR =1 Restore &,
EIISE

1. EREMPERRAIE,
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2. M*Cluster*5| &R B IR &R
() BRI Trident Protect QIRREVAHIRIRE R ELARIERY,

3. EFRAR R R RIAE & TR & =il
4. REFERFEDFHRTIE, BMAEERNERHE 6,
S HEET—%7,

RIFERE
1. EREEEMESNAEFEXNMERR, NECADEREEFEMENRERR:

MEFREEIR

1. I MERBE R
2. B T8
MEFFERIR

1. 9&1:2* 96?4’-&)\/ o

2. JERRFIEBOITN NREEFGE, NWEMEEEZRNAR, NREEF R, WEEEN
RFRAWINE,

3. e TR SR SR PR BRI, EE D BE— SNSRI,
SMMNBTLREREH BT, 175, B, RATMLEIREHTR,
4. SRR RIS SH,
5. FAISEFTEREMANG, RS NTEESMUERH SRR T AR,
() SromRRER NAEENRR,

6. WERBER, EF TP

BRIMIZE

1. JEFF Destination settings &%), ZAEEFRMERRINGFHELE. HtbFEE, HEMREME T HMERH,
MR fESSR e B BAREEES.

2. INREFRXRRFNEMEMESE, BEBRSESNREHERLENBREES.
3. ;}E, MREEIXRMEHA Trident Protect ﬁULE’J%TﬁIﬁH&H”, 5EE AppVault BIEEFIREEERRYIFHA
ER. WMREMIFREL AppVault IKEEZELT K, 151%EFE Sync App Vault LIRIFTIFAE S

@ ﬁﬂiﬁ-ﬁﬁf Kubernetes 5£8f 62 AppVault LUEREREFEA Trident Protect GBI ED IR
B8, i&E£0% "($H Trident Protect AppVault 3 R EIRTZHERR"S

4. (A[i%) BFF Restore scripts 393, F B Postscript i LLUERIS TR BRIZESE BRI THRITH FIE
o MNRFE, BRANMAZENTMASE, HAMTEIERRSRDIRIEZ RIS TS Ro
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5. BEEE"

ERABENXZIBRLR Kubernetes N2

R LMEREEXREMNRBRENERVBREF. RUARFERIIFE—REHN, M)
BIREBIEFRRFER,

* RRNARFN, WNAREFEENFIERITESHRENAREF—ETR. MREFEER
[EHITHES, ERFEATERIREN—E52 BEha1T.

@ * gtree EXFIHMEMERFIH M TRIHFRFRTE,. BE, qtree HEAZFFMRBIER
B Hhdh & BRI IE T B i6l,

* BEAILERASRIREBENERIEF. BETHESER, BEHA "EASHBEENAZRERL
8"

REnEREIHthar 2 =0

88/ BackupRestore CR &R R EIEMar#5 =i8BY, Backup and Recovery =1EHTdr % 8] PIERE N B2
Eﬁ , FARRENNBEFCIENATERF CR. BEFRIPFERNNBRER, BB RERMIIRE, HELFRIPIT
L

* FERNARERENERIEMGRATERAERSFNPNBIFHZNERERR. BXRR
@ HOPHFREER, BHRHERCEEFGRTE, HR/FFHEREIFHHRETIE,
* £ CR RREIFGRTIEN, B MENA CR ZaiFatlEZBirdn&=iEl, Backup and
Recovery {R{E{#ER CLI By EaptlEdR & T8l
FreaZ /i
HfafR AWS =iEShET RARY 8] & LU TEAKERETTHY s3 ERIR(E, MR SHEEIRIRIRIEERELTER, NIR{IET]
BESKIM,
* BEXNBIRIRIECTHTHIFEARER, BSN "AWS APl 314"
ﬁ;& AWS J\/ EE?EE,JﬁéH{n ) ]ﬁ%m “AWS 1AM fd‘%i"o
£/ Kopia {EN#IE#Z 2R REHE, AJLORETE CR PIEEFRE, LUIEHI Kopia EARIGES
FENTTH. BXUEENETIFHAESE, 1550 "Kopia 14"
TE
1. QIEEENZER (CR) XMHHEHESGR N trident-protect-backup-restore-cr.yamlo
2. FRIBHIXR, EEBEUTEM:
° metadata.name: (Required) IttBENZBENBIR, AEHNIFEEEFE—HE—HSENETR,
° spec.appArchivePath: AppVault PEEFHABHRKR. Bl LUERA UL TR<SEXLLERE:

kubectl get backups <BACKUP NAME> -n my-app-namespace -o jsonpath
='{.status.appArchivePath}'
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3.

° spec.appVaultRef: (%) T?ﬁ%%ﬁlj\]éﬂ’JAppVault B #Fo
° spec.namespaceMapping: EFIR{ERVIRA & B E| B & RIS, ERIFIRFIEEEIR

my-source-namespace M “my- destlnatlon namespaceo

(A

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:

name: my—-cr—name

namespace: my-destination-namespace

spec:

appArchivePath: my-backup-path

appVaultRef: appvault-name

namespaceMapping: [{"source": "my-source-namespace", "destination":

nmy_

destination—-namespace"}]

%) MRFBEMNERBLRINAREFHREZR, EMIEEHMTER ERE R IR THZE

®

Trident Protect & BahiEiE—LZR, AAENSEEENEREREZBEEXR. fl0, MNRE
ERTAKASLBERER, FEECEBEXEEMN pod, N Trident Protect 135 FRXEXH pod,

> resourceFilter.resourceSelectionCriteria: (FFHIEEE) A Include T "Exclude X8 & 5t HE&
7% resourceMatchers FE X HIEIR, FHMLLTF resourceMatchers 2EUUE X B EFES BRI EIR

* resourceFilter.resourceMatchers: resourceMatcher Rﬁ%*&iﬂo MREIMBAPENZ TR,
MENTEIER OR REHRITIE, HAS N TR (H. M3 rd) RFEIEIESN AND E#1T
Ithg,

resourceMatchers[].group: (Optional) EifErIR RV,
resourceMatchers[].kind: (Optional) EifERIZ IRV
resourceMatchers[].version: (Optional) EifiErIHIRAVARZS,

resourceMatchers[].names: (F]i%) ZEJIEHIZEIRBY Kubernetes metadata.name FEEHHY
Z o

resourceMatchers[].namespaces: (Optional) i3 JERIZ R Kubernetes metadata.name ¥

Ehryas R =iaEl,

resourceMatchers[].labelSelectors: (Optional) 3 JR8Y Kubernetes metadata.name FEXHHY
IREEIRERF TR, W "Kubernetes 44" HFIFRTE N, fld0:

"trident.netapp.io/os=1linux".

f5lan:
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spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FAIEHREIES trident-protect-backup-restore-cr.yaml'XX#4/5, R CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

BEMTRERIamE T8
& A RER G &R R B R IAd8 2 = 8o
Fraa 2 Fi

R AWS SIE LT HARY BB U TIERIHKERIZITH) s3 IBFRIR(F. IR hEEE/RIZIFHRELIHA, NHRIER]
CE= SIS

* BXRNEHIIESEIHEAER, 155 "AWS API 34"
* BX AWS REERIFMESR, BESW "AWS IAM 214",

£ Kopia fEAEHES ohas R IR & 7T, _JL,G&?X?" CR RiEREERE, LUEH Kopia EARVIGET
FHENITH. BXAURENETRIFAESR, BSM "Kopia X"

TE
1. SIEBENZKIR (CR) XHEHEEMB N trident-protect-backup-ipr-cr.yamlo

2. ERIERIXMH, EEEUTREME:

° metadata.name: (Required) IWEENXZENZIR, NENIFREER— I HE—HEENEBF.
° spec.appArchivePath: AppVault PFEFHABIRKR. Bl LUERA UL TR<SEXLLERE:
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kubectl get backups <BACKUP NAME> -n my-app-namespace -o jsonpath
='{.status.appArchivePath}'

° spec.appVaultRef: (%F) FEFHAZRH AppVault BIZFR.

f54n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

(ANt) MRFBENEFBEFRNNAREFHRERR, BRI SHRTE R ERE IR IR ik

@ Trident Protect = BahiEiFE—LZR, AAENSEEENREZBEEXR. fli0, MNRE
ERTKALEERZRR, #EECAEBXBEM pod, M Trident Protect 123§ 1&/R XEXHY pod.

> resourceFilter.resourceSelectionCriteria: (JFHERNEE) F/H ‘Include")Z "Exclude’ K8 & o bR
7% resourceMatchers FE X HIEIR, FHMLLTF resourceMatchers 2EUUE X B IS HIBRHIEIR

* resourceFilter.resourceMatchers: resourceMatcher S(‘I%*&éﬂo WMREMBAPENZ TR,
ME(TEIERN OR BEFHITINE, HAS N TE (H. MK Ird) AWNFEIGIES AND E1E#H1T
Ithg,

* resourceMatchers[].group: (Optional) EiHiENHRIENE,

* resourceMatchers[l.kind: (Optional) EifixiIRIRERIEE

* resourceMatchers[].version: (Optional) Eifi%rIHIRAVARZS,

* resourceMatchers[].names: (7)) E3IEAIZRIRAY Kubernetes metadata.name FEHHY

B #Fo
* resourceMatchers[].namespaces: (Optional) ZdiEHI A JRAY Kubernetes metadata.name =
ERHREYER & I8l

* resourceMatchers[].labelSelectors: (Optional) 3= JRH) Kubernetes metadata.name FEXHHY
IR BRFITER, W "Kubernetes S2#4" BFFE N, fFl40:

"trident.netapp.io/os=1linux",

f5lan:
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spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FAIEHREIE trident-protect-backup-ipr-cr.yaml' X$/5, N CR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

K& REI H st
NRRABIEL A, TR ENERIIH MBS,

* f£F3 Kopia fEN¥UEIStHERIEREMEY, AILUERTE CR EEERE, LUTHI Kopia ERRY
@ IR FHERTIT . BXAILUEERETRIFAES, 1HEN "Kopia 34"

* S CR RREHMss R ENY, EMENA CR ZRiFaItIZBranR=iE,

FraZ
HRFHE R U T RRE MG
* BIFREERFE L Trident Protect,
© BARERAI LRI SRERERR AppVault ZERRIR, SHEMEEZBRET,

* HR AWS ZIELHLTHAR B LU T KEIETRIERIE(E. MR SHEERRIZ(EHRIETEE, NHR(ERT
RERRI

c BREELUFEHIHRFAESR, B2 "AWS API X"
° BX AWS FZFRFEIFAES, BEI "AWS ST

g
1. {3 Trident Protect CLI {10 Z& BirgEEE E AppVault CR BYRTAME:
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tridentctl-protect get appvault --context <destination cluster name>

() ®EREGEN LEEATURRFTIRNSE S,

2. MEtREREE AN AppVault NEHAS!

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \
--show-paths \

-—context <destination cluster name>

BT L 22 AppVault FRIA A&, BEHERIGES. BNBNARFZR. HiEBMEERE.
et

e fomm - tomm - e ittt
ittt L fomm e +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

fom - fomm - o frmm e
o o +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC)| backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. {#H AppVault BITHIFEERE RN AR R R 2 EiRsEE:
4 QIEBEENAR (CR) XHHEHESR N trident-protect-backup-restore-cr.yamlo
S. FERIEMINXHH, BEUTEMS:

° metadata.name: (Required) ILBEENXEBRNRZIR, NENFEEZFE— I HE—EHSEHNZFF,
° spec.appVaultRef: (#F) FHEEHRER AppVault 92 FF,
° spec.appArchivePath: AppVault PFEFHABIIRKR. EolLUERA UL T ir<EXLLERE:

kubectl get backups <BACKUP NAME> -n my-app-namespace -o jsonpath
='{.status.appArchivePath}'

()  m=® BackupRestore CR FAIM, EAIMERSE 2 PREMNBSEEEHNE,



° spec.namespaceMapping: XRIZ(ERRHME TEE Bird 2 TR, FERFERNESER

my-source-namespace # ‘my-destination-namespaces

f5lan:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "destination":

"my-destination-namespace"}]

6. A IEMAI{EIESE trident-protect-backup-restore-cr.yaml'XX{§/5, A CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

R REERE H Athan & == (8]

B ERBENZR (CR) XHEHIEMNRRIFREIRENGE T B HRBRHRETE,. 8
SnapshotRestore CR IR IRIF R EI E fthan 2 =i8]BY, Backup and Recovery 27EFTEIAR B == [B] IR IR N FHIER
, HARENNBREFCIENBRER CR. ERIPERENNEBRER, BCIBIRERMIRR, FEILRPITR.

* SnapshotRestore 245 spec.storageClassMapping B4, BNXRMBIRMFEERER

@ ﬁ\gﬁﬂ'ﬂﬁﬁ%}ﬁ imlY, MREXEREERRREFERIH StorageClass, RREERFK
UL

+ WA CR EEEIHBS BTN, EUFIERAA CR 2 FHIREFH S,

ez Al

HatR AWS =& hET HARY BB LU TAEHKHERIZITHY 3 E/RIB(F. MR SHEER/RIZ(ERRETHA, NHIR(ER]
CE= SIS

* BXRELUFRIESHEISNIFERES, BSN "AWS API 318"
* BX AWS ZREBIFMES, HSM "AWS IAM X",
B
1. QIBBEENXEIR (CR) X FHIEHAR N trident-protect-snapshot-restore-cr.yamlo
2. ERIRMIX G, EEUTREY:
° metadata.name: (Required) ILEENXZEENZIR, NENFREE— I HE—HESENZF.
° spec.appVaultRef: (#&F) EMERBAEH AppVault B9ZFF,
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° spec.appArchivePath: AppVault PEEREBABHIKR. Bl LUER U TRSEXLILERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -o jsonpath
='{.status.appArchivePath}'

° spec.namespaceMapping: FRIZ(ERRHE TEE Bird B TENMET. FERIFERNESER

my-source-namespace M ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace", "destination":

"my-destination-namespace"}]

(A1) MRFENERBEEFENNAREFIELERR, BERAIESSHRRE R EREN R IR

@ Trident Protect 2 BahitiFE—LHE, AAENSEIEFENZRZEFEEXR. Hw, WNRE
ERTKALEERERR, FEEEBXEER pod, N Trident Protect 123518 /R XExAY pod,

° resourceFilter.resourceSelectionCriteria: (7HiERNEE) FH 'Include' = "Exclude KB &I HR
7E resourceMatchers ATE X HIEE, FHNLLT resourceMatchers BEUULE X B HFRINEE:

* resourceFilter.resourceMatchers: resourceMatcher 1R ¥, MRELIHEAFTEN Z N TE,
MEITEERN OR 2EFHITINE, HAS MR (H. M. IrE) RAFEIGIESN AND &1E#1T
ILhg,

* resourceMatchers[].group: (Optional) EimikrIEIRIIAE,

* resourceMatchers[].kind: (Optional) EiFiENFIRIZEE,

* resourceMatchers[].version: (Optional) EHiERZIRAIARZS,

* resourceMatchers[].names: (Ai%&) EdIERIZEIRR Kubernetes metadata.name FEHHY

B,
* resourceMatchers[].namespaces: (Optional) i3 JERIZEEAY Kubernetes metadata.name ¥
EXEPE,J % |E—.|o

* resourceMatchers[].labelSelectors: (Optional) %#iRHY Kubernetes metadata.name FE&HRY
IR EIR R F TR, W "Kubernetes 4" HFRENX, fl40:

"trident.netapp.io/os=linux".

f5gn:
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spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {EAIEHREIE trident-protect-snapshot-restore-cr.yaml' X4 f5, WA CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

BRBERE RiamE <al
f&o] LU pERE R R A R B R A s B = iE)o

FaaZ Al

R AWS SIE LT HARY BB U TIERIHKERIZITH) s3 IBFRIR(F. IR hEEE/RIZIFHRELIHA, NHRIER]
CE= SIS

* BREEIIEHIHRINFAESR, B2 "AWS AP 3"
* BXAWS BREEEVIFAES, ESL "AWS IAM 324"
T
1. SIEBENER (CR) XEHBEHEMB N trident-protect-snapshot-ipr-cr.yamlo
2. ERIEMIXHH, REUTREY:
° metadata.name: (Required) ILtBENXZFRNRBIR, AEHNIFREEFE—E—HSENETR,
° spec.appVaultRef: (%F) FEREBAZRH AppVault BIZFR.
° spec.appArchivePath: AppVault PFEREBABHIKE, Tl LUERA UL TR EXLLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'
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3.

apiVersion: protect.trident.netapp.io/vl

kind: SnapshotInplaceRestore

metadata:

name: my-cr-name

namespace: my-app-namespace

spec:

appVaultRef: appvault-name

appArchivePath: my-snapshot-path

(A1%) MRFENERBERNNARREFNELERR, B8 8 S HERMI AR EARE R R RA ik

®

Trident Protect 2 BohiEFE—L R, RANENSEEENZEZEFEXR. Hl0, NRE
ERTKAEERZR, HEATCEBXEKRN pod, M Trident Protect 23X /R XBXHI pod,

° resourceFilter.resourceSelectionCriteria: (FFiERTEE) A Include’ 3 "Exclude X & & 2 Hibx
1 resourceMatchers HEXBIE R, HINLLT resourceMatchers SEUAE X BEEIESHFR AR

* resourceFilter.resourceMatchers: resourceMatcher 3R ¥ H, WMRELIAPFENZ TR,
MENTEIER OR REFHITILE, HAS MR (H. M3 IrdE) RFEIEIESN AND &E#1T
ITEL,

resourceMatchers[].group: (Optional) EifERIZE RV,
resourceMatchers[].kind: (Optional) EifiERHIRAYISE
resourceMatchers[].version: (Optional) EIFiEHIZRIIARZS,

resourceMatchers[].names: (Ai%&) EFIEHIE IR Kubernetes metadata.name ¥ E&FHY
B HFo

resourceMatchers[].namespaces: (Optional) i3 JEHIRIRERY Kubernetes metadata.name ¥

ERpRyes R =iE,

resourceMatchers[].labelSelectors: (Optional) 3R89 Kubernetes metadata.name FEXHHY
IEIERBRFRTER, 90 "Kubernetes XH4" HFRE N, #40:

"trident.netapp.io/os=1inux",

fB4n:
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spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FAIEHREIEE trident-protect-snapshot-ipr-cr.yaml' X4 f5, M CR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

EABRBEXRFERLE

BRI LMEREREE IR, T ENEEMNEMEEN) BEXERRIE, LUFEEEN
REENK,

TR MM PEIL IR ERRIE A s B T8 A RBRARE

EREFHIE%T%12ERRE], BirdrRA T EFARENERE SRS R T EIPRSHERILE, BARINBires

AT EPAFERNRG AT EIFRTEICER, HESEFENEATEI0ER, URERan&=EFE, X
FHET Btren R =ia LR SR RF A E.

illil%ﬁ% Red Hat OpenShift, iEZ#FRanE T EEREIE OpenShift IMEFRIXBIER. &

@ = a R Al M {RIZIR MY Pod B5F OpensShift ;zéJ:Tsti’J?é (SCC) EXREYUNRMZ L E
, FEAILUARIEMASHIANR @, BXFMAELR, B2 "OpensShift ©¢ F FXAYRX
4",

ERITRR KPR LR EZ AT, ATLUEITIRE Kubernetes IF1R T
‘RESTORE_SKIP_NAMESPACE_ANNOTATIONS 3[51E BiRd &%= |51¢E’9¢%E5$¥¥?)§%%o fign:
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helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

HITIR RS PRI IRERY, TE restoreSkipNamespaceAnnotations #1

@ ‘restoreSkipNamespaceLabels® 15 E BIE (Al a5 2 = [EIHE A AR S &R IG MR IR S PE TR IR (E R
HiBRo FARIEVIIA Helm REIIEHEE TXEIRE, ETMESER, B8R ICEEM Trident
Protect helm BI&RIZE",

WRFERHE --create-namespace &M Helm R RN AER, MEX name S EEHITIFHROIE, &
TR ERRTEIFZR, Trident Protect 2R IbinE EHIZIBiras 2 =ia], BIRFKBRENES Ra& =ELid
é&W\UﬁTEE%ﬁ?UEﬁﬁ%?I‘EWEO MR ES RERZTEARLE, NEEESZEirmETE, FA#TEAE

Nl

UTRAIERTREMBIraRTIE, SR TREERERERNNE, ErUEEREZIMZ GBS
BTEFPRE, URNAEBfren & R PAH SR BE EREMIRE,

TR R B IR EZ R
TRETRT AR ERRBIREZ A RGN BiRen & T EBRE

CEEZRes{El iR R
R ZE ns-1 (F) * annotation.one/key: "updatedvalue" * environment=production
* annotation.two/key: "true" * 5#4%=hipaa
* name=ns-1
& %E ns-2 (BfF  * annotation.one/key: "true" * AE=ERE
)  annotation.three/key: "false"
TIREIEE

TRER T ERFBEEBZIZEE R BirmAaTEIRS. BRN—LLR, —LRHREWNES, HFAEEMN
name Fr&EULE B iR 2 =8
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