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* “CVO Professional”it X ETZH45Cloud Volumes ONTAPHINetApp Backup and Recovery, XE3EfE
PFAEXSCloud Volumes ONTAPR L HITERHIFDN (FRMBERTANFTRE) , WWEMRAFERNDE
HONTAPEIE,

&% "Cloud Volumes ONTAPIFE] E#" T B XL IF &N E ZE R,

WNREABE AL, 7LTEEIZEECloud Volumes ONTAPRARNGBEFESE, EHIE8SIRREITIH Azure
Marketplace.

HT(ER GCP BY, 1BBXAREHINetApptHERRWEFE SR, ZSRITE Google Cloud Marketplace R LAFAA
LER IR,

NetAppEiREEBMER, EaLITEEENetApp Backup and RecoveryBifid Google Cloud Marketplace
ITRFIREFE T,

fEFENetApp Backup and RecoveryBYOL iFF]iE

NetAppifEiY B FAIENBEREA 1 F. 2 £ 3 F. BREFAECRIPHEIECSE, ZEBREEESHH
JFONTAPEHNZEFERRE (RAMEZE) 118, LBRSWIAFHILFT (FETB),

BYOL NetApp Backup and RecoveryF Al iER—HEohiFeliE, HE2AREE5EHINetApp ConsoleZHZR LK P
XEHFMBERAZEREZ, XFONTAPRS, ErILLUBIZIETT CLI sr<HEGITFTRIAE "volume show
-fields logical-used-by-afs’ X F & it %I & E,

WNRIEZENetApp Backup and Recovery BYOL #FRI3E, BB THITHIEATANIIREIREE,

HE, NBEBEERSEHNETF T SMCloud Volumes ONTAPFEIHER &R, MELUEHEE N EEHER
ETEEMIERZIHEA B EAMINetApp Backup and RecoveryiF I, "= diltbah 7AZFIE" o

& B LUFE B NetApp Console3REIE BYOL iFH]iE, &R LUMIESIGRINFFRLE. FHNEIFIEUNEEF
PR

"7 RN AN ANV AT

BHIFIERE
B AERME PAYGO BE; MFRAE PAYGO iTH, ERTAOIEHRNER, RENEEMTLERS
RIERIER T AIRE, ESUEF BT AISOTIFENE; S M AlERIB LB E B FHRETARSS .

7ENetApp Backup and Recovery™/yStorageGRIDFIONTAP
REREIED

BIEZ 2IEPH LIS ANetApp Backup and Recovery5 StorageGRIDE{ONTAP 2 [B]#Y3&

=
Oo

J#1StorageGRIDBIEZ LU

W5RNetApp Backup and Recovery& 235 StorageGRID 2 [BIFY@ {5 1 1% 3 iE StorageGRIDIEH, NIFER AT H

&
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EMRNEBN AR CN MEFERB, (FREESDEINetApp Backup and Recovery iR f#try# #Fo

-
1. $ZB8StorageGRIDX #H Y B Bl StorageGRIDIE .

"B xEEILHAIStorageGRIDIEE"

2. YNRIEEKEHStorageGRID , BHFEAIEPHITEH.
3. KL root AR BMERITHAERE, 1B1T:

sudo su
4. $XEXNetApp Backup and Recovery (Cloud Backup Service) Docker &, i&1T:
docker volume ls | grep cbs
HitH G

local service-manager-2 cloudmanager cbs volume"

@ fnEE. RWENZRBERIANERIAE, ARFIERTERIN. £% "NetApp Console#]
EE"

5. #ZINetApp Backup and Recovery&MiEH =, iB17:

docker volume inspect service-manager-2 cloudmanager cbs volume | grep
Mountpoint

St
"Mountpoint": "/var/lib/docker/volumes/service-manager-

2 _cloudmanager cbs volume/ data"

@ . REMNZRBEELANEZSEARE, RFIBRTINESEE, 8% "NetApp
ConsoleZPEER",

6. X MountPoint B, i&1T:

cd /var/lib/docker/volumes/service-manager-

2 _cloudmanager cbs volume/ data
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7. $NR StorageGRID BYIEPHIE CA #MAjE) CAER, MK pem BRI HEEHE—1E "sgws.crt' 1
LRI E. AERMHIEBRMNEILES S,

cloudmanager_cbs B2:H7 1%

1ZEE7ENetApp Backup and Recovery (Cloud Backup Service) H1/=FStorageGRIDARSS 28IEPIIE,

1. B ERELIRIEDBHIRIFH Docker Fo

cd /var/lib/docker/volumes/service-manager-

2 cloudmanager cbs volume/ data

2. FEREHANEERR.

cd cbs config

3. IRIEEHEEIFE, IBZHRENTHATNEEXY, HERUTRMZ—:

° “production-customer.json’ B F AR AR ILFRFIELEE,
° “darksite-customer.json' B FFAAER ZFE,

5% "NetApp ConsoleZBEIER",

=0 ek
{
"protocols": {
"sgws": {
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/sgws.crt"

S ER cloudmanager cbso BT
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docker restart cloudmanager cbs

cloudmanager_cbs_catalog A 2sH95 5
ETE, BFENEBIRSEBAStorageGRIDARZ 25EHIEIIE,

1. ¥ EREXN Docker %&:

cd /var/lib/docker/volumes/service-manager-—

2 _cloudmanager cbs volume/ data

2. RBEBR. iB17:

cd cbs catalog config

3. IRIEEHEREIFNG, ERAUTRMZ—CIBIN TARNEEN 4!

° “production-customer.json’ B F AR AR ILFIRFIE L EE.
° “darksite-customer.json' B FfAAE X EFE,

2% "NetApp ConsoleZBEBIER",

BREEXH
{
"protocols": {
"sgws": |
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/sgws.crt"

4. EfRTIER. 1B1T:

docker restart cloudmanager cbs catalog
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RIBIRIRER S (EFStorageGRIDIF B EHITHI &R IBIFH
Ubuntu

1. 3% SGWS IEBEFIZ] /usr/local/share/ca-certificates. U TFE—"MilF:

cp /config/sgws.crt /usr/local/share/ca-certificates/

TEMRER “sgws.crt’ @18 CAE+.

2. {#FStorageGRIDIFHEFH ENIEE, BT

sudo update-ca-certificates

Red Hat Enterprise Linux

1. % SGWS IEBEHIZEI /etc/pki/ca-trust/source/anchors/o

cp /config/sgws.crt /etc/pki/ca-trust/source/anchors/

TEMRER “sgws.crt’ 4R CA E+.

2. {3 StorageGRIDIEBEH EHIEF.

update-ca-trust extract

3. E¥#f ca-bundle.crt

cd /etc/pki/tls/certs/
openssl x509 -in ca-bundle.crt -text -noout

4. BRBIEPEEEFE, BETUTHS:

openssl crl2pkcs?7 -nocrl -certfile /etc/pki/tls/certs/ca-bundle.crt |
openssl pkcs7 -print certs | grep subject | head

JNONTAPSIZZ2IEP
N NetApp Backup and Recovery& 28 50NTAP Z B E SIS IFONTAPIER, MU THE,

NetApp Backup and Recoveryf#f Cluster Management IP iF#£Z|ONTAP, TEIFPHEAEZHZ MM NER
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BY IP tulik, ERARSFEIERS Ul L CSR BHEEILT I,
ERRREIEE I AONTAPEIEHTRY CA IEF,

* EAARAEIEREIRIIR"
* "9{aI{ERS System Manager E¥2ONTAP SSL JEH"

p
1. LA root BHEREH SRR, 1B17:

sudo su
2. XEYNetApp Backup and RecoveryDocker %, i&{T:
docker volume ls | grep cbs
A

local service-manager-2 cloudmanager cbs volume

@ . EMNZRIBBEELNEBZRTFAE, RGBT TIVESSE, 5% "NetApp
ConsoleZPEERT",

3. RENEMEH, 1B1T:

docker volume inspect service-manager-2 cloudmanager cbs volume | grep
Mountpoint

St
"Mountpoint": "/var/lib/docker/volumes/service-manager-

2 _cloudmanager cbs volume/ data

@ . REMNZRBEELANEZSEARE, RFIBRTINESEE, 8% "NetApp
ConsoleZPEER",

4. ERAEHRER, BT

cd /var/lib/docker/volumes/service-manager-

2 _cloudmanager cbs volume/ data
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cloudmanager_cbs RIS E

T, 7ENetApp Backup and Recovery (Cloud Backup Service) H1/2FONTAPARSS 28IFHISIIE,

1. B ERELNRTEL EPRIRFH Docker &

cd /var/lib/docker/volumes/service-manager-—

2 _cloudmanager cbs volume/ data

2. fiRFEREER R, BT

cd cbs config

3. IRIEEHEEING, IZ—MNTARNEEXH, HERUTRTZ—!

° “production-customer.json’ B F AR ERILFIRFIE L EE.
° “darksite-customer.json' B FfA AR ZFE,

£2£ "NetApp ConsoleZFEBEI",

BB
{
"ontap": {
"certificates": {

"reject-unauthorized": true,

"ca-bundle": "/config/ontap.crt"

5. BB aINetApp Backup and Recovery, i&{T:
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docker restart cloudmanager cbs

cloudmanager_cbs_catalog A 2sH95 5
F4% B BRSS B FEONTAPIR S 28 IEBI0IE,
1. ¥ B REXA Docker &, BIT:

cd /var/lib/docker/volumes/service-manager-—

2 _cloudmanager cbs volume/ data

cd cbs catalog config

3. IRIEEHEEING, IZ—MNTARNEEXH, HERUTRTZ—!

° “production-customer.json’ B F AR ERILFIRFIELEE.
° “darksite-customer.json' B FfAAE X EFE,

2% "NetApp ConsoleZBEBIER",

BB
{
"ontap": {
"certificates": {

"reject-unauthorized": true,
"ca-bundle": "/config/ontap.crt"

4. EHBEHNetApp Backup and Recovery, i&{T:

docker restart cloudmanager cbs catalog
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ONTAP#IStorageGRIDHIEC & X4

"protocols": {
"SgWS": {
"certificates": {

"reject-unauthorized": true,

"ca-bundle": "/config/sgws.crt"
}
}
by
"ontap": {
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/ontap.crt"

1£{EFANetApp Backup and Recovery Z Rl B &9 BT
7£fEANetApp Backup and RecoveryZ B, BHRIT/I NS BRKIGE &K BT,
TEFBZH, BEE FIRSG URGRENIFESESIME,

HEEEDER
BEEUT I HZNEH B
* NetAppStorageGRID,
B E "7 fi#StorageGRID",
&% "StorageGRIDM 14" X StorageGRIDRVIFA(E B
* TEBMERS. S&F "Amazon S3 14"
AT TRELUE RS AWS 1ER & BAR:

° £ AWS HIEE— MK,

° £ AWS HELE S3 AR, FIFT—EB5.

° BXREEFIAPEIE AWS FEIFAER, 155 "EEEH Amazon S3 FEE"
* 3K Azure,

° &% "Azure NetApp Files3X14",

° 7 Azure I E— MK,
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° BEE "Azure NFE"TE Azure H,
° BXEEHIAHER Azure FERIFAEE, 1F2H "EIE Azure TFEIKF "

EEPBIFAEHEE XS, EHESIEEEE JINetApp Backup and RecoveryF &) Bir. B X0
7ENetApp Backup and Recoveryﬂlﬂﬁﬂﬁéﬁﬁﬁﬁ’]ﬁﬁﬁﬁn B, B8R RIMEH B

IRE S3 R
EREMRBEFRA AWS S3 1R

* IEH a REREMEIE S3 FERRAINIR,
* ZAHIONTAPEEIRIIR, LUEERILUREAS N S3 TFERAYELE,

p
1. BRERI S RIEABAMEINR. BXFHAER, BB "NetApp ConsoleFHREEIVR",

@ £ AWS HEXIFBIREME, ERER 1AM %E%EF'FEE Resource ﬁBﬁJ\-FEI’J AWS FRZ
#rearn”M“aws B aws-cn”; 540 arn:aws-cn:s3:: :netapp-backup-*
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AILUSEHIEEHOMIREE S3 FiER, Nitt, BRECIZABLITRYN IAM AR,
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"Version":

"Statement": [

{

"2012-10-17",

"Action": [

1,

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

GetObject",

PutObject",

DeleteObject",

ListBucket",
ListAllMyBuckets",
GetBucketLocation",
PutEncryptionConfiguration"

"Resource": "arn:aws:s3:::netapp-backup-*",
"Effect": "Allow",
"Sid":

"backupPolicy"

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"s3:

GetObject",

PutObject",

DeleteObject",

ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

RestoreObject",
GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Resource": "arn:aws:s3:::netapp-backup*/*",
"Effect": "Allow"
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