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1. BIEBEENZKIR (CR) XHHIEEMB N trident-protect-backup-restore-cr.yamlo
2. ERIENXGT, BEUTEMN:
° metadata.name: (Required) IttBENZRENBIR, AENIFEEEFE—HE—HSENETR,
° spec.appArchivePath: AppVault PFEFHABHIRKR, Tl LUERA UL T ir<SEXLLERE:

kubectl get backups <BACKUP NAME> -n my-app-namespace -o jsonpath
='{.status.appArchivePath}'

° spec.appVaultRef: (%) EHEFHREH AppVault BIZFF,
° spec.namespaceMapping: FFRIZ(ERRHME TEE Bird B TEINME, FERFERNESER

my-source-namespace fl ‘my-destination-namespaceo
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apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:

name: my-cr-name

namespace: my-destination-namespace

spec:

appArchivePath: my-backup-path

appVaultRef: appvault-name

namespaceMapping: [{"source": "my-source-namespace", "destination":

"my-destination-namespace"}]

3. (Flik) MRFEMNEREFRNEAREFMNELIR, EMMIEEHHRMTERERENZIRATHE:

®

Trident Protect & BahiEE— L% R, AAENSEEENERRZBEEXR. a0, MNRE
ERTKALEERZR, FEEEBXEER pod, N Trident Protect 123518 /R XE%AY pod,

° resourceFilter.resourceSelectionCriteria: (7HiERNEE) FH 'Include' = "Exclude KB & HFR
£ resourceMatchers AE X HIEE, FNILLT resourceMatchers BEUULTE X BEEIEHHFRIEE:

* resourceFilter.resourceMatchers: resourceMatcher 315 #H, MRELIHEAFTEN Z N TE,
MEITEERN OR REFITINE, HASINITE (H. M. rE) RAFEIGIESN AND &1E#1T
ILfg,

resourceMatchers[].group: (Optional) EimiERZIRIAE,
resourceMatchers[].kind: (Optional) BifERIZRIRAIZEE,
resourceMatchers[].version: (Optional) BEIFiERZIRAIARZS,

resourceMatchers[].names: (F]i%) EFJERVZEIRH Kubernetes metadata.name FEXHHY

B,

resourceMatchers[].namespaces: (Optional) i3 JSHIZEJRHEY Kubernetes metadata.name ¥

Bpyss R =i,

resourceMatchers[].labelSelectors: (Optional) #JRHY Kubernetes metadata.name FE&HHY
IREEREEFRTER, 90 "Kubernetes SXHS" HRFRE Yo f7I0:

"trident.netapp.io/os=linux".

f5en:
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spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FAIEHREIES trident-protect-backup-restore-cr.yaml'XX#4/5, R CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml
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g
1. BIEBENZER (CR) XHHEHEG RN trident-protect-backup-ipr-cr.yamle

2. RIS, REUTEM:

° metadata.name: (Required) ILEENXZRENZIR, NENIFREER— I HE—HEENBF.
° spec.appArchivePath: AppVault PEHEFNABTHIRRR. ERILUERUTRSEXLILRRE:
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kubectl get backups <BACKUP NAME> -n my-app-namespace -o jsonpath
='{.status.appArchivePath}'

° spec.appVaultRef: (%F) FEFHAZRH AppVault BIZFR.

f54n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

(ANt) MRFBENEFBEFRNNAREFHRERR, BRI SHRTE R ERE IR IR ik

@ Trident Protect = BahiEiFE—LZR, AAENSEEENREZBEEXR. fli0, MNRE
ERTKALEERZRR, #EECAEBXBEM pod, M Trident Protect 123§ 1&/R XEXHY pod.

> resourceFilter.resourceSelectionCriteria: (JFHERNEE) F/H ‘Include")Z "Exclude’ K8 & o bR
7% resourceMatchers FE X HIEIR, FHMLLTF resourceMatchers 2EUUE X B IS HIBRHIEIR

* resourceFilter.resourceMatchers: resourceMatcher S(‘I%*&iﬂo WMREMBAPENZ TR,
ME(TEIERN OR BEFHITINE, HAS N TE (H. MK Ird) AWNFEIGIES AND E1E#H1T
Ithg,

* resourceMatchers[].group: (Optional) EiHiENHRIENE,

* resourceMatchers[l.kind: (Optional) EifixiIRIRERIEE

* resourceMatchers[].version: (Optional) Eifi%rIHIRAVARZS,

* resourceMatchers[].names: (7)) E3IEAIZRIRAY Kubernetes metadata.name FEHHY

B #Fo
* resourceMatchers[].namespaces: (Optional) ZdiEHI A JRAY Kubernetes metadata.name =
ERHREYER & I8l

* resourceMatchers[].labelSelectors: (Optional) 3= JRH) Kubernetes metadata.name FEXHHY
IR BRFITER, W "Kubernetes S2#4" BFFE N, fFl40:

"trident.netapp.io/os=1linux",

f5lan:
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spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FAIEHREIE trident-protect-backup-ipr-cr.yaml' X$/5, N CR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml
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RERRIM

c BROBELASIETHEIHRIFARES, BSN "AWS API 314"
° BX AWS HEERIFMES, BHSM "AWS 318"

P$IE
1. {#F3 Trident Protect CLI & 4102 B¥Rr5EEE £ AppVault CR FYRT 1% :

M3 1ER]
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tridentctl-protect get appvault --context <destination cluster name>

() ®EREGEN LEEATURRFTIRNSE S,

2. MEtREREE AN AppVault NEHAS!

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \
--show-paths \

-—context <destination cluster name>

BT L 22 AppVault FRIA A&, BEHERIGES. BNBNARFZR. HiEBMEERE.
et

e fomm - tomm - e ittt
ittt L fomm e +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

fom - fomm - o frmm e
o o +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC)| backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. {#H AppVault BITHIFEERE RN AR R R 2 EiRsEE:
4 QIEBEENAR (CR) XHHEHESR N trident-protect-backup-restore-cr.yamlo
S. FERIEMINXHH, BEUTEMS:

° metadata.name: (Required) IEBEENXEBNZIR, NENFEEZFE— I HE—EHSENZTF,
° spec.appVaultRef: (%) FHEFHRER AppVault 92 FF,
° spec.appArchivePath: AppVault PFEFHABIIRKR. Eo]LUERA UL T ir<SEXLLEKRE:

kubectl get backups <BACKUP NAME> -n my-app-namespace -o jsonpath
='{.status.appArchivePath}'

()  m=® BackupRestore CR FAIM, EAIMERSE 2 PREMNBSEEEHNE,



° spec.namespaceMapping: FRFEIE(ERRGER TEE Bitdn 2 TEINMRE, FRIFEFNES SR

my-source-namespace # ‘my-destination-namespaces

f5lan:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "destination":

"my-destination-namespace"}]

6. A IEMAI{EIESE trident-protect-backup-restore-cr.yaml'XX{§/5, A CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

R RERIE R B H fthdn

TR UERBENZR (CR) S'(Tfpl BIEMNRBERRIIREN G R TR RIGRHRZTE, FH
SnapshotRestore CR & IRIREREI E than %EEIEHEIT, Backup and Recovery S1EMBI & & T8RN BEF

» FAERNNAER ﬁ'JLF“ Hﬁzl" CR. BRIFERNNAIER, HRIBRFTEMRR, HEILFIFII,

* SnapshotRestore 2#5 spec.storageClassMapping B4, BNXRMBIrMFEERER
@ *\Eﬁﬂ"]ﬁﬁ%}ﬁﬁﬁuﬁﬂﬂo MRS AIRRRNERAREFMGIHA " StorageClass, RRIEERK
58

* SfEA CR ZREFRIS R =AY, EUTENA CR ZrIFaglZ B & =il

ez el

R AWS SIEL T HARY B)E U TERIHKERIZITH s3 IEFIR(F. IR hEEIE/RIZIFHAELIHA, NIRIER]
CEE= SIS

* BXRELUIRIETSHEEBNIFERES, BSN "AWS API 318"
* BX AWS HREBIIFMES, HSM "AWS IAM X",
TE
1. QIBBEENXEIR (CR) X FHIEHAR N trident-protect-snapshot-restore-cr.yamlo
2. ERIEMIXHH, EREUTREY:
° metadata.name: (Required) ILEENXZFENZIR, NENIFREEZE— I HE—EHESENZF.
° spec.appVaultRef: (#&F) FMERBRAM AppVault B2 FF,
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° spec.appArchivePath: AppVault PEEREBABHIKR. Bl LUER U TRSEXLILERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -o jsonpath
='{.status.appArchivePath}'

° spec.namespaceMapping: FRIZ(ERRHE TEE Bird B TENMET. FERIFERNESER

my-source-namespace M ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace", "destination":

"my-destination-namespace"}]

(A1) MRFENERBEEFENNAREFIELERR, BERAIESSHRRE R EREN R IR

@ Trident Protect 2 BahitiFE—LHE, AAENSEIEFENZRZEFEEXR. Hw, WNRE
ERTKALEERERR, FEEEBXEER pod, N Trident Protect 123518 /R XExAY pod,

° resourceFilter.resourceSelectionCriteria: (7HiERNEE) FH 'Include' = "Exclude KB &I HR
7E resourceMatchers ATE X HIEE, FHNLLT resourceMatchers BEUULE X B HFRINEE:

* resourceFilter.resourceMatchers: resourceMatcher 1R ¥, MRELIHEAFTEN Z N TE,
MEITEERN OR 2EFHITINE, HAS MR (H. M. IrE) RAFEIGIESN AND &1E#1T
ILhg,

* resourceMatchers[].group: (Optional) EimikrIEIRIIAE,

* resourceMatchers[].kind: (Optional) EiFiENFIRIZEE,

* resourceMatchers[].version: (Optional) EIHiERZIRAIARZS,

* resourceMatchers[].names: (Ai%&) EdIERIZEIRR Kubernetes metadata.name FEHHY

B,
* resourceMatchers[].namespaces: (Optional) i3 JERIZEEAY Kubernetes metadata.name ¥
EXEPE,J % |E—.|o

* resourceMatchers[].labelSelectors: (Optional) %#iRHY Kubernetes metadata.name FE&HRY
IR EIR R F TR, W "Kubernetes 4" HFRENX, fl40:

"trident.netapp.io/os=linux".

f5gn:
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spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {EAIEHREIE trident-protect-snapshot-restore-cr.yaml' X4 f5, WA CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

BREEREIRIEBTH R ZTIE
& o] LR R IR R B R A 6h 2 = iE)o

Fazal

R AWS SIEL T HARY 8] 8 U TIERIHKERIZITH s3 IBFIR(F. WIRDhEEERIZIEHRELI A, NHRIER]
=S

* BEXNBIRIRIECHETHNFARER, BSW "AWS APl 314"
* BXAWS BREEEVIFAES, BB "AWS IAM 321"
B
1. SIEBENER (CR) XEHEHEMB N trident-protect-snapshot-ipr-cr.yamlo
2. ERIEMXHH, EREUTREYE:
° metadata.name: (Required) IWEENXZEBENEZIR, NENFEEZFER— I HE—HEENZF.
° spec.appVaultRef: (#5F) FMERBRAR AppVault 892 FF,
° spec.appArchivePath: AppVault FEERBRBIIR. Er]LUERU T irSERLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'
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3.

12

apiVersion: protect.trident.netapp.io/vl

kind: SnapshotInplaceRestore

metadata:

name: my-cr-name

namespace: my-app-namespace

spec:

appVaultRef: appvault-name

appArchivePath: my-snapshot-path

(A1%) MRFENERBERNNARREFNELERR, B8 8 S HERMI AR EARE R R RA ik

®

Trident Protect 2 BohiEFE—L R, RANENSEEENZEZEFEXR. Hl0, NRE
ERTKAEERZR, HEATCEBXEKRN pod, M Trident Protect 23X /R XBXHI pod,

° resourceFilter.resourceSelectionCriteria: (FFiERTEE) A Include’ 3 "Exclude X & & 2 Hibx
1 resourceMatchers HEXBIE R, HINLLT resourceMatchers SEUAE X BEEIESHFR AR

* resourceFilter.resourceMatchers: resourceMatcher 3R ¥ H, WMRELIAPFENZ TR,
MENTEIER OR REFHITILE, HAS MR (H. M3 IrdE) RFEIEIESN AND &E#1T
ITEL,

resourceMatchers[].group: (Optional) EifERIZE RV,
resourceMatchers[].kind: (Optional) EifiERHIRAYISE
resourceMatchers[].version: (Optional) EIfFiEHIZRIIARZS,

resourceMatchers[].names: (Ai%&) EFIEHIE IR Kubernetes metadata.name ¥ E&FHY
B HFo

resourceMatchers[].namespaces: (Optional) i3 JEHIRIRERY Kubernetes metadata.name ¥

ERpRyes R =iE,

resourceMatchers[].labelSelectors: (Optional) 3R89 Kubernetes metadata.name FEXHHY
IEIERBRFRTER, 90 "Kubernetes XH4" HFRE N, #40:

"trident.netapp.io/os=1inux",

fB4n:
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spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FAIEHREIEE trident-protect-snapshot-ipr-cr.yaml' X4 f5, M CR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

ERAEHKBEEXZRERIKE

BRI LUERASREE (WER. FTENEENEEED) BEXIERRE, LUHEEN
BHEENK,

R PEE B2 ERRIE MY fr B e E R AR
EmEMBIE% %12 A, BirsmRaTEPREIFRESREG R TEHIRSHERLE, BB iR

BT EPAEFERRG R TEFRTE IR, ABSEFENTAMEZER, URERS BT EPHE, X
FET B RTIE LR SOERRIF A E,

!ZD%TEFH Red Hat OpenShift, 1§52 F B3 TiEEETE OpenShift IMEHIIXRIER, 8

@ T E AR HRFRIERL Pod E<F OpenShift tcéJ:‘Fﬁ(*’]% (SCC) EXEEN ML LR
, HERLIAREMASEIMNRRZ, EXFMES, BEBN "Openshift @2 £ FLIEX
"

ERITE RSB EESIREZR], ATLUBITIRE Kubernetes IFIELT
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS k[ LE B tRen @ Eﬁla P E R W ES. il
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helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

HITIR RS PRI IRERY, TE restoreSkipNamespaceAnnotations #1

@ ‘restoreSkipNamespaceLabels’ FRIETE AV (E el ap B ) E AR S &G MR TR S R PE IR AR (R
HiBRo FARIEVIIA Helm REIIEHEE TXEIRE, ETMESER, B8R ICEEM Trident
Protect helm BI&RIZE",

ﬁﬂ%ﬁﬁﬁ?ﬁ‘ﬁ --create-namespace fR&HY Helm BN HER, ME name PR EEHITIFHRAIE, &
TR PRS2SR, Trident Protect & ITE EHIZIERH R TiE], BNRKEBRNES RS = 8T
E&')-'U’H@Eﬁﬁﬁﬁnn%ilﬂﬁo MRIESRHETEALE, WEESH R BiraRTE, N TEME

Nl

UTRBIERTEMBEmR=iE, ST aRTREEARERNTE. ErUEEREZANZENETRS
BTEEPRE, URNAE B R & = ia A S BE EREMIRE,

TR RS IR Z A0
TRETRTRRNHERBIREZ A RGN Binen & T EBRE

i =S8 L7vES e
maTiE ns-1 GF) * annotation.one/key: "updatedvalue" * environment=production
* annotation.two/key: "true" * 5#4%=hipaa

* name=ns-1

2 =E ns-2 (Bfs  ° annotation.one/key: "true" . AE=NIEE
 annotation.three/key: "false"

)

ERIR(FIE

TRERTREHBEERSIREERFEFHITENRS. BRN—LHE, —LREKES, HEBEH
name & ALECBARen R =(8):
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A
Gl

Z

=[a] RoE
o'

A
=g ns-2 (BFx  ° annotation.one/key: "updatedvalue

~ 1

 annotation.two/key: "true"

 annotation.three/key: "false"

XEHIFER
TR A A TR RIRERE TR

TiBseaRaY

R
* name=ns-2
* &lM%=hipaa
* environment=production

* AE=HiERE

% spec.storageClassMapping BMEXMNENBERPEFEENEEIED BrEE L BMEFEIENMmE, &
AT A B A EFMERRI S B 2 B X5 N FIT2 7 3¢ 88X BackupRestore 12{ERYTF 1[5 imET (52 A L ThAE,

NN
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"
source: "sourceStorageClass2"
SRRV ERE

ATHHT BFERAPRESM TN IR IRAFRBWHISETIR, RAKERRINME

e
protect.trident.ne
tapp.io/data-
mover-timeout-
sec

protect.trident.ne
tapp.io/kopia-
content-cache-
size-limit-mb

protect.trident.ne
tapp.io/pvc-bind-
timeout-sec

s

string

string

string

DU

RWFHIEZ MR FLENRKEE (MRS -

Kopia ABEFHIRAKRNRE] (LIKFTTREM)

EIRfFRM R, FREMFEEN

AIAE
"300"

"1000"

"1200" (20 &

PersistentVolumeClaims (PVC) 5% "Bound FHERHIS )

KEfE (AN . EATHRERR CR KA
(BackupRestore. BackuplnplaceRestore. Snapsho
tRestore. SnapshotinplaceRestore) . HREHITZE
EnXEiFEEFTEEZNE, BEERAESNE.
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