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° HIEHUEZRSE, 2EASRREREMANARPERNER, XETIEREEEIONTAPEE, LU
{EONTAPRI LUK #iE2 EE S3 FhiftR. Alt, EFZRLIBERLITIRE IAM BF:

"s3:ListAllMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

BE "AWS X4 SIZABLINIREERIELS IAM AR T f##S.
3. BRI EHINE .,
Cloud Tiering ¥4 R Z AL BLAONTAPEEE, EHEFRENETE Cloud Tiering ARES o

"AWS X14: BIE IAM B RYIG IR B ER"

£/ VPC Rin T R OEERF U TAEER

MR ERTERKLEERMER, NWAAENRYBEAERE, EXFHRITEMEMIRE, WEEREREL
ERYE—IKE,

IR EFHE BT BN A EGESROE VPC BB L 2MERE, WA LES BECERSHIERE AWS
PrivateLink %1%, NR&E3TXIEEA VPN 3 AWS Direct Connect @13 {ERFAE IP HilitpY VPC KRigTr SiZ1HE
BENAHMALSL, WEET, XWEERLBERELENE ZKE, MNREFEE L B MM EESR O E
VPC B BLLMEE, NEUES EEERSHIERE AWS PrivateLink iE#E, fNREHXIEEA VPN 5 AWS
Direct Connect @I FEHEFAE IP 3R VPC KRiFT RiZOERENEM AL, WFEET, XMEERLRERE
LEE ZKE,

1. £/ Amazon VPC ZH| 8 S1TRIBIZOKX IR T RidE, "&&%5XIF AWS PrivateLink F§F Amazon
S3 HIFAER"

2. BAESREXBENLR2ARE, BUTREREERNBEX" (N T2IAR)) , HEEGIRIFIER S3
RIEE PR IR
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Select security groups a

&
(_\ Fiflor by tags and attributes or search by keyword 1todofd
Group ID Group Mame - VPCID Description Cwner 1D
B sg-012e888e.. pulink-testO..  vpc-09c1028...  EC2-WPC MetApp OCCM Instance ... 464
Close
Policy* !} Full Access - Allow access by any user or sarvice within the VPC using credentials from any AWS accounts fo any nesources in this AWS [i]

sorvice, All policies — LAM user policies, VPC endpeint policies, and AWS sarvice-specific policies (e.g. Amazen S3 bucket policies, any 53

ACL policies)

Usa the policy creation tool to generate a policy, then paste the generated policy balow.

- must grant the necessary permissions for access fo succeed.

“53:GatObject”,
*53:DelateCbject’,
*53:ListBucket®,
“s3;ListAliMyBuckets”®,
*s3:GatBucketTagging”,
“s3:GotBucketLocation”,

NREFERwO 80 (HTTP) S5fAEIH
WMREEAEO 443 (HTTPS) S5 EiHLIEE,

/—\ =
II\\

HUONTAPEES, SN T3KAY 4 Aﬁiﬁéﬁﬁmo

- MAWS Z=HI&

g%ﬁy‘ /n\E’J DNS gﬂo

, M—1Imiss, EIMAERLATESEEE LS A Cloud Tieringo

MAZBM VPC S3 s R EFHEBHRKEEARMEE

%6 A WLt o 1R
i L, FRaVA

CLOUD
Wour YiRCL
Sty
Fwde TalW e
ntemet Gatmwmys

Egress Chilly Bnéerned
SEtEwTYS

Carndd Gaewirys
DR Options Sets
Elarstic Ps.
Managed Predix Lty
ENCgHHnLE &
Endgoint Services
MAT Gatewdyi
Pefrimg Conmection

v

SECURITY
Motk ACLS
Seawity Grosips

i

NETWORK ANALYSIS
Rearhalsility Aty

(} B WP Expeiieroe

Metwnrk Acteds Analyper

VR Endpoints wipee-0f S 1 508 e 0d bl

vpce-0ff5¢15df7e00fbab / RN-VPC-Endpoint

Details

Encipornt 10 Statis

{3 vpoe0ffSC1 5afTeDdfal {2 Availabde
VirC ID STt MERsagE

vi-573aeb03 [VPC EMER) =

THYS gt
* vpoe-OH S0 Sef reDObab: v Rt 33 -

= (ZTYRASENCYLLAT)

(P - vpoe-DF5C T S PeDOMab- e TitBy-us-west- 25 -
W= 2 ML AMATONWE COM

- (E1YSATENCYLLEE)

3 “vpee-0ffSc 1 5ot Tel0fab-yrs MitSv-ut-weit- 20 555~
LT 2 DO MANDIIWL. OO

- [Z1YSASEXCYLRIZ)

3 *vpoe-Of5 1 Sef7e00fbal- s TRy -west-Be 53 s

WL WD B AR L

- [EVYSATENCYLUET)

Sibnets Security Growps Motification Folicy Monitoring

Tags

. M VPC S3 i

I RIREIEH, fRA]LUEE LA 75 T EIX

#5249 DNS ZHRES, FEFFSKRANbucket’, EFH:

—R "ERIRERENEMU FHFBITUA TS, B
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[ec2-user@ip-10-160-4-68 ~]$ openssl s client -connect bucket.vpce-
0ff5c15df7e00fbab-yxs71t8v.s3.us-west-2.vpce.amazonaws.com:443
-showcerts

S. MItter<Eviat R, Bl S3 IEPRI#IE (BEGIN/END CERTIFICATE tr& (8] (3% BEGIN/END
CERTIFICATE #5%) RIFRBE#IE) :

Certificate chain
0 s:/CN=s3.us-west-2.amazonaws.com’
i:/C=US/0O=Amazon/0OU=Server CA 1B/CN=Amazon

MIIM6zCCCOOgAwWIBAgIQATMGJIJ4FaDBRBULOKR301tTANBgkghkiGOwOBAQsEFADBG

Gavb0Oz/002NWLLFCgI+xmkLcMiPrZy+/6Af+HH2mLCMA4ESI2b+IpBmPkriWnnxo=

B RONTAPEE: CLI HERU TS NALERBNES (BiREE CHNEMEEMIRN) -

clusterl::> security certificate install -vserver <svm name> -type
server-ca

Please enter Certificate: Press <Enter> when done

RE— N PRIEEREE D EE] Amazon S3
HEELF AWS IR/, FIBME— T EE D EIFERNEIE.

FREMFA
C IEHIERIIEE R ARS" .
* BEFRE S3 MRKY IAM BB AWS iHiR1 2R,
*ﬂ%
FERAHIONTAP R S,
2. BEHANERPH BATRIE ™

903 Amazon S3 DEBEMMEARGFET RS NE L, NWeEILREREEEIRR LUBMIZERS.
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DETAILS

On-Premises ONTAP

SERVICES

m O

Tiering

Vo
WU

Replication

| Enable |

| Enable |

3. EXMREFMHEIR: BWALNREFMEIEIT, EUMSEH]

ERRE,
4. FAFEME: it

BEFEItEREY LSRG —RERANEMEMNRE

FE*Amazon Web Services*HifkiF 4k,

S, IR 1EFE*Amazon Web Services* HiFiE 4k 42",

Tiering Setup

o 53 Buchet

IZ;E‘ ) Storage Class Life Cycle

(3 ) Credentials

=
| 4 | Networking

Connectivity

Provider Settings

AWS Account 1D

awsaccountl

S3 Bucket

The default buckat name prefix is 'fabric-pool’. f you want to use a different prefix to dentily buckets for tiered
data, you must revise the AWS Connector permissions 1o include the prefix. Learn more [

Select bucket type @ Add a new 53 buckat O Select an existing 53 bucket

The default buckat name prefix is'fabric-pool” If you choosa to change it, you must add permissions far the new
dafined prefix of bucket name otherwise actions will fail. Learn more [

Prefix Bucket fama @ Buckelregion

fabric-pool Region
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Storage Class Life Cycle Management R

We'll move the tiered data through the storage classes that you include in the life cycle.
Learn more about Amazon 53 storage classes.

STORAGE CLASS SETUP

Standard

@ Move data from Standard to Standard-I1A after 30 days in object stare

O Keep data in this storage

N

Etandard-1A No Time Limit

Standard-1A

Intelligent-Tiering

One Zone-1A

(Glariar Inctant Ratricua

EAER, EoAERNERTIMEEFERPRFAENR.
d. FiE: WMARBFIE S3 INRH IAM FFPRYIARIZSA ID MZE5H, SAREIEE drse,
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EIRHH NI ERNRAHE, FEE Unlimited* R BIRH.

7£“Tier Volumes'TiHE L, #EEREALE 75 ENEFHBh Tiering Policy’ T1HE :
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B2 ot Lyl B Volume Name PSSR EON
© BIEREZNE, BEFE TN ENNNEEE (§ voume 1 ) FER IBES.

o

ThiEaAE, B8R0 @& L B RERSE.

Tier Volumes
1
Volumes (16) @ | 2 selected 2
E Aggregate/sName * | SVMName = Node/sName = % | VolumeSize * | @ SnapshotSize * | @ ColdData.. % | TierStatus = | Tiering Policy 3| O UsedSize = |
aggr-1 m_1 volume_1_node 078 o8 10TB]10% Not Tiered Volume No Policy 1078
agge-1 svm_1 volume_2_node 15T8 20568 287B|70% Net Tiered Volume Mo Policy 478
3
volume 3 aggr-1 sm_1 volume_3 node 8TB 08 T1I68GB|70% No Tiered Volume No Policy 1R l
olume 4 aggr-1 svm_1 volume. 4 node 3TB 168 35GB|70% Not Tiered Volume Neo Policy 50GB D

8. DRI INEEDR, ERDERE, EEMEMIFRFMESH SR, ARERNA"

"TRERBEDRRBIMLANRMNESER" .

Select volume tiering policy

The policy is applied to the volume, or volumes, you selected in the previous page.

E Valume_1 5 TiB 51 2 GiB | 25% O Bytes 10 TiB

@ Online Volume size Cold data Snapshot size Used size

Select tiering policy P

O wopolicy (O Coldsnapshots @ (® Coid user data & snapshots @ (O Alluser data @

Adjust cooling days @b 62 Days

&
TERYIZEMERF LHEE S3 WREFMHVEIES o

T—HRAA?
"5SS 1T1% Cloud Tiering IRSS" o

ERILEEEXER LEMIFEBIENER. "THEXEESRRENEZER".

NREFERFYEMNER LNRERS D BRINERNNREFME, EERIUEIEIIMINREFME. 3E, NRET
YIfEAFabricPool Mirroring, 73 BRHIEERIZIHMNREME, "THREXEENREFENESEE" .

B2 HIONTAPE B Y EkHE 5> R EINetApp Cloud Tiering HAY Azure Blob 7#fi#

BT IEETIEIE S B2 Azure Blob FERBEASMONTAPEEE = 8], @ITIGIEE
Sh#RE 5 B 2 Azure Blob FiERBENAMONTAPE R FRI= 8],
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E Aggregate/sName % | SVMName & Node/sName = & | VolumeSize % | @ SnapshotSize & | @ ColdData.. % | TierStatus = | Tiering Policy $| O usedsize ¢ |
aggr-1 svm_1 wolume_1_node 20TE 08 10TB]10% Not Tigrsd Volums No Poliey 1078
2gge-1 m_1 volume 2 node 1578 20568 2878|70% Not Tiered Volume Mo Policy 478
3
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Tier Volumes
1
Volumes (16) @ | 2 selected 2
E Aggregate/sName * | SVMName = Node/sName = % | VolumeSize * | @ SnapshotSize * | @ ColdData.. % | TierStatus = | Tiering Policy 3| O UsedSize = |
aggr-1 sym_1 volume_1_node 078 o8 10TB]10% Not Tiered Volume No Policy 107E
agge-1 svm_1 volume_2_node 15T8 20568 287B|70% Net Tiered Volume Mo Policy 478
3
volume 3 aggr-1 sm_1 volume_3 node 8TB 08 T1I68GB|70% No Tiered Volume No Policy 1R l
volume_4 agge-1 v volume 4 node 3Te 1c8 35GB|70% Not Tiered Volume No Policy 5038 I:I

8. FE'N R INHEEDR, ERDERE, EEMEMIFRFMESH SR, ARERNA
"TIRERBEDERRBILARMNESER" -

Select volume tiering policy

The policy is applied to the volume, or volumes, you selected in the previous page.

E Valume_1 5 TiB 51 2 GiB | 25% O Bytes 10 TiB

@ Online Volume size Cold data Snapshot size Used size
Select tiering policy P
O wepolicy (O Coldsnapshots (® Cold user data & snapshots (O Alluser data
Adjust cooling days 62 Days

4
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T—F 242
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Tier Volumes

Aggregate/sName % | SVUMName % NodefsName = % | VolumeSize % | @ SnapshotSize % | @ ColdData.. % | TierStatus = | Tiering Policy 2| ® UsedSze ©

aggr-1 svm_1 volume_1_node 2078 08 10TB|10% Not Tiered Volume o Policy 0TE
aggr-1 svm_1 volume 2 node 1518 20568 2878|70% Not Tiered Volume No Policy 4TB
3
volume_3 g1 sm_1 volume_3_node aTe EE 7163G8|T0% Not Tiered Volume o Policy 1TE l
volume_4 agge-1 svm_1 volume 4 node 3TE 388 35GB|70% Nt Tiered Volume Mo Policy 5068 D
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Select volume tiering policy

The policy is applied to the volume, or volumes, you selected in the previous page.

E Volume_1 5 TiB 51 2 GiB | 25% O Bytes 10 TiB

& Online WVolume size Cald data Snapshot size Used size

Select tiering policy A

O Mo policy (O cCold snapshots ) (® Cold user data & snapshats ) (O Alluserdata )

Adjust cooling days @b 62 Days
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Tier Volumes
1
Volumes (16) @ | 2 selected 2
E Aggregate/sName % | SVMName = Node/sName = % | VolumeSize % | @ SnapshotSize % | @ ColdData.. % | TierStatus = | Tiering Policy
aggr-1 sim_1 volume_T_node 078 o8 10TB]10% (©) Tiersd Valume Cold user data & snapshots.  10TB
aggr-1 sm volume 2 node 1578 20568 2878|70% Not Tiered Volume Mo Policy 4T
3
volume 3 -1 svm_1 volume 3 node aTe LE 7168G8|T0% Not Tiered Volume Mo Policy 1TE l
volume_4 aggr-1 svm_l volume 4 node 3TE 3e8 35GB|70% Nt Tiered Volume No Policy 5038 D

4. T DEREEINEER, HEEHERE, EEEMIBARFMESILANRE, AREE A
S FENEREIEINEEDR, ERDEREE, EERMEMIFRFMESH SR, AREFRNA".

"THREXRBEDRRBIRARBNESER" -

Select volume tiering policy

The policy is applied to the volume, or volumes, you selected in the previous page.

E Volume_1 5 TiB 51 2 GiB | 25% O Bytes 10 TiB

® Online Valume size Cold data Snapshot size Used size

Select tiering policy e
O nNopalicy (O Coldsnapshots (® Cold user data & snapshots O Alluser data
Adjust cooling days 62 Days

&
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EEHN I ERRS

EEQ%E’\Jﬁ)%%ﬁ%%&xONTAPII%)é‘%UEﬁEEJRﬂ‘%ﬁﬁ%ﬂ’ﬂﬁﬁo PR MIRER B BERRVAB—ZIRAFF4A 7o E1X
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1. NEMISMZFEES, 1#EFE“Mobility > CloudTiering*s

2. WEBPTIES, NEBHEERBEE

3. NGB TIE, NEBIEFREEY,

4. BEENTT, EREDBERE, SRS, AREF A
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WVolume size

512 cis | 25%

Cold data

Volume_1

Select tiering policy

& Online

O Mo pelicy O Cold snapshots @ Cold user data & snapshots O All user data

Adjust cooling days 62 Days

Select volume tiering policy

The policy is applied to the volume, or volumes, you selected in the previous page.

O Bytes

Snapshot size

10 +is

Uszed size

NREERIRWRDBEIEED, 155

®

“
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SENEEERDERN, RIABRT,

ONTAPHA] LAfEF TR 2 AV o

S EIENCEIEE LR T #EE.

KRR HIEM R AR EEREINR

. MRSERETMAR TIERZ, NRFEIERHEREICEANMESRS. ErILOER 1 E) 10,000 Mbps 28]

BB BA R,

1. NEMSMSRS, ERBE>-0E"
2. B TIEY, HEERERBET - W TFEHHEFE RALHRE
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S FEERBFTIE, HEHBERR X R R AEEIRE,
(&) Tieri On-Premises Dashboard Clust
‘\_,/" Tier ing - usters Add cluster
Q 3 % 2 1 Show undiscovered clusters |
= Total clusters On-premises clusters Cloud Volumes ONTAP
Clusters (3/3)
Filter by: All clusters - Q
AFF-DR_1
On:premisesicilister Calculate potential tiering savings [2 @

@ Active Cluster

Current tiered data

2TiB

Operational health Additional saving opportunities Destinations

Wiew volumes

- Cluster info
Tier volumes A
Maximum transfer rate

Object store infa
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Maximum transfer rate

Specify the amount of network bandwidth that can be used to upload tiered data
to object storage

(O unlimited
@® Limited

Limited to: 10000 Mbps 0
1000

Apply Cancel

IREFR R MO ECLA 7 BRI E MRS T,

THENDEIRS

THES TUHNIRE, UWEERAIUESEMEEEH LFREENOBIRES. JREEEF L %M, Cloud Tiering &
E— .CSV X, ERAILREFEEEHAEHLHEMA, .CSV XHEERS 10,000 THIE.

Tier Volumes
Volumes (16) Q

| VolumeName *| Aggregate/sName| SVM Name :| Node/sName = #| VolumeSize :| @ Cold Data (Estimated) :| Tier Status =| Tiering Policy %

D volume_1 agagr-1 swm_1 volume_1_node 20TB 10TB| 10 % @ Tiered Volume Cold snapshots 1078

() Unavailable for Tiering N Policy

D volume_11 aggr-1 svm_5 volume_11_node 10TB 358.4GB|70% @ Tiered Valume Cold snapshots 512 GB
D wolume_12 aggr-1 svm_f volume_12_node 10TB 3584 GB|70% Not Tiered Volume No Policy 512 GB
D volume_13 aggr-1 svm_7 volume_13_node 10TB 5MB|0% @ Tiered Volume Cold snapshots 512 GB
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Edit volume tiering policy

The policy is applied to the volume, or volumes, you selected in the previous page.

Select tiering policy

O No palicy () Coldsnapshots @ (® Cold user data & snapshots @ (O Alluserdata

Retrieve tiered data

O Don't bring back any data

O Bring back all data @0

® &ring back active file system

Volume_1 5 TiB 51 2 GiB | 25% 0 Bytes 10 TiB

@ Online Volume size Cold data Snapshot size Used size

“
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—= On-prem cluster Calculate potential tiering savings [4
Active Cluster 218 @E2 278 e
Operational health Current tiered data Additional saving opportunities Destinations
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5 Aggregates Q 4 Object Stores @0
ager-1 @ @ ue | OBEY % a | DEA
= £ ine Calitalnes &
Modify Ags te T
- ity 45278 ed Capacity 45.27TB
10TiB Swiap Destinations
Unmirror Object Store
i DE#2 % v P'Eb?
o e Container #
24GiB s e On _—
= 1= neeshol ([l 452 TB synchronized Lised Capacity 45.2 T8

o EERTHIFHEESR, BREREFEFEESEANERIFEMNIIERS.

aggr-2 o

} Start tering data when the agEregate reaches a EpE‘C]fIE used capacity

pErcentage

5%

Activate inactive dats reporting (IDR)

Iotice: Inactive data reporting {IDA} must remain enabled because data
tiering s enabled on this aggregate
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INREH NSS BIEARRT, RASBARTERNIZRE, AREAREIIRLIIIER,

Clusters (2/5) View all

Filter by: Undiscovered clusters Q

=\ Tk 10
—] On-prem cluster IP Address

To optimize data tiering, discover your cluster. Please make sure your connector and cluster are on the same network Discover Cluster

= SCHIMA 10
= On-prem cluster IP Address

To optimize data tiering, discover your cluster. Please make sure your connector and cluster are on the same network Discover Cluster
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Object Store Information

Here you can see all the information on your object stores

E;'] OhjectStoro#1 i @ ObjectStore#2

GENERAL INFO BUCKET INFO GENERAL INFO
default tckel Mamie buckitl IPzpace default
buckeri .53, us-east-1 Server container.AZ ..
ecs Key ALVBMEQLL.. SubsZ0 AAVBRNECL,
aggr] Storage Class/Rule 53 Glacier Ins | Attached Aggregate 3
d capacit O8TB Used capacity 1ROTE

Create MNew Object Stora

COMNTAIMER INFO

Cantaineri

S

us-gast-1

Hot{30d)=> C ..
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TE

1. M*Clusters*TIEH, EFEEFHIZ EERFHIZEObject Store Info*s

2. M*Clusters*TUEH, EFRERFHIFEERFHIEZFE*Object Store Info*s

3. MHREFEESTET, EFQIEM T REFME

4. MNWREEEEET, EF QBT REMRE

Object Store Information

Here you can see all the information on your object stores

F_?ﬂ ObjectStore#1 e @ ObjectStore#2

GEMERAL INFD BUCKET INFO GEMNERAL INFO
default Buckel Mamie buckitl IPzpace default
buckets 53, us-east-1 Server container AZ_.
ess Key AAVBEMEDQLL. Subs20 AAVENEDL..
aggr 53 Glacier Ins , Attached Aggregates: 3
d capacit O8TB Used capacity 1ROTE

Create New Object Stora

COMTAINER INFO

Cantaineri

SA2

airer Region usz-gast-1

Hot{30d)-=> C .
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Storage Class Life Cycle Management I

We'll move the tiered data through the storage classes that you include in the life cycle.
Learn more about Amazon 53 storage classes.

STORAGE CLASS SETUP

Standard

@ Move data from Standard to Standard-IA after 30 days in object store

O Keep data in this storage

N
Ktandard-IA No Time Limit

Standard-l1A

Intelligent-Tiering

One Zone-lA

Clariar Inctant Batricwa

HAR, EFBRANERTMEFERPIFENR.
a. FiE: WMARBFE S3 NRAY IAM B EVIAIREA ID MZH, AREFR 4R,

IAM P %5 1E7E S3 Bucket TUH _LEREEIBEFMERALTRE— AWS kP H, 152G XEED
EHIER 7 R R YA R
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Calculate potential tiering savings [4

Operational health Current tiered data Additional saving opportunities Destinations
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Advanced Setup
Tier Volumes
Attach object stores to your aggregates
5 Aggregates Q 4 Object Stores e
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Your cluster performance results

‘ Mode: aff-02 v ‘ ‘ object-store-1 v ‘ Last checke 03/28/2023 01:30 pm (Z* Recheck performance
Operation | Size | Avg.Latency (ms) | Throughput
PUT 4 MB 502 408.06 ME
GET 4 KB 78 15.05 ME
GET BKE 197 2835 ME
GET I2KE 201 109.71 MB
GET 256 KB 361 714.39 MB

Motice: We recommend that you run this check when the cluster is under 50% CPU utilization.

Fiaz gl

RIFIEEEE CPU ) BXRET 50% BT E,
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