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° HIEHUEZRSE, 2EASRREREMANARPERNER, XETIEREEEIONTAPEE, LU
EONTAPHI LUK #IE DR E S3 =fiftd, Mitt, TFEZRIZABLITNIRE IAM BF:

"s3:ListAllMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

EE "AWS X1 BIEABLUISINRERS IAM AP T fB1E.
3. BRI EH = A,
Cloud Tiering ¥ 0] 2% B4 ONTAPEEEE, EIRAKTENETE Cloud Tiering ARSZ .

"AWS X14: BIE IAM B RYIG IR B ER"

£/ VPC Rin T R OEERF U TAEER

MR ERTERKLEERMER, NWAAENRYBEAERE, EXFHRITEMEMIRE, WEEREREL
ERYE—IKE,

IR EFHE BT BEXMM A EGESROE VPC B BELZ2MEE, WA LUED BEERSHIEE AWS
PrivateLink %1%, WNR&E3T%1{ER VPN ¢ AWS Direct Connect @3 EAFAE IP #itsY VPC KRigT SiEMiE
EENAARS, WEEBT, XMIEEXBERTE FEE ZKE,

1. £/ Amazon VPC ZFH| 8 mSTel B AKX T nicE, "&& 8% AWS PrivateLink F§F Amazon
S3 HFAER"

2. BRESREXBENE2ARE, TUITRREBER N BEX" (KN T2iFR") , HEEBSIURFAERN S3
I RIARIPA R0

Select security groups a

&
(), Fitter by tags and attributes or search by kéyword 1todold
Group ID = Group Mame - VPCID T Description = Owner ID
B 5001208986  puidnk-testD . vpe-09c102B..  EC2-VPC MetApp OCCM Instance ... 464
Close
Policy® () Full Access - Allow access by any user or service within the VPC using credentials from any AWS accounts o any resources in this AWS (]

sorvice, All policies — LAM user policies, VPC endpeint policies, and AWS sarvice-specific policies (e.g. Amazen S3 bucket policies, any 53
ACL policies) — must grant the necessary permissions for access fo succeed,

Custom

Usa the policy creation tool to generate a policy, then paste the generated policy balow.

"53.GatObject”,
*53:DelateCbject”,
*53:ListBucket®,
*sdiListAliMyBuckets®,
*s3:GetBucketTagging",
“s3:GotBucketLocation”,
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{3 vpoe-08Sc 1 5 TeDdfbat
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- [ZTYSASERLYLLSE)
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= (ETYSASEXCYLLSE)
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ikt Security Growps Motification

vpee-0ff5c15df7e00fbab / RN-VPC-Endpoint

Siafin
=) Avalabde

ST MEESAGE

Monitoring Tags

4. M VPC S3 I RIREUER, REJLUBE LT A RMEIR—R "SR EEEREREIML

N9 DNS BHREY, 7EFF S ARN"bucket’, it

[ec2-user@ip-10-160-4-68 ~]$ openssl s client -connect bucket.vpce-
0ff5c15df7e00fbab-yxs71t8v.s3.us-west-2.vpce.amazonaws.com:443

-showcerts

5. Mitss<$rtatish, S%l S3 IEPrIEIE (BEGIN / END CERTIFICATE #5% i8] (£1#% BEGIN / END

CERTIFICATE 1#7%) HFRBE#HIE) :

UTa<.
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Certificate chain
0 s:/CN=s3.us-west-2.amazonaws.com’
1:/C=US/0O=RAmazon/0OU=Server CA 1B/CN=Amazon

MIIM6zCCCO90gAWIBAgGIQATMGJIJ4FaDBR8ULOKR301tTANBgkghkiGO9wOBAQsSFADBG

GavbOz/002NWLLFCgI+xmkLcMiPrZy+/6Af+HH2mLCMA4ESI2b+IpBmPkriWnnxo=

6. ERONTAPEE! CLI HERMUTHLNALERIRES (BiREE CHFMEEMINZIT) -

clusterl::> security certificate install -vserver <svm name> -type
server-ca

Please enter Certificate: Press <Enter> when done

BE— N ERPIEEDEIES EE Amazon S3
R AWS KB G, FBRME—INEEED EIEETEEE.

IRREHA
* "ERIE R E AR,
* BABFE S3 NPRAY IAM P HY AWS ihiR1% A,
B
1. EEARHIONTAP RS,
2. BHANERPI BATRSE ™

903R Amazon S3 BEBRMENRAFETAGE L, WAILUSEEEEI RS LUBINRERS.
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DETAILS

On-Premises ONTAP

SERVICES

m O

Tiering

Vo
WU

Replication

| Enable |

| Enable |

3. EXMRFMHEFR: BWALNREFMENEI, CUMSEAIEEIER SRS —RERNEMEMNRE

fEAREo

4. FARIRMRS: %I Amazon Web Services* HigiE*4ksE*,

Tiering Setup

o 53 Bucket

':;2 ) Storage Class Life Cycle

(3 ) Credentials

N
| 4 | Networking

Connectivity

Provider Settings

AWS Account ID

awsAccountl

S3 Bucket

The default bucket name prefix is ‘fabric-pool’. i you want to use a different prafix to identily buckets for tisred
data, you must revise the AWS Connector permissions to include the prefix. Learn more [

Select bucket typa @ Add a mew 53 bucket (:} Select an existing 53 bucket

The default pucket name prefix is'fabric-pool’. If you choose to change it, you must add permissions Tor the new
dafined prefix of bucke! name otherwise actions will fail. Learn more [3

Prefix Buckel nama @) Bucket region

fabric-pool Region

S. TP EIRE TITERHIERS

a. 83 TFfififd: NIIFAY S3 FERSUEFINER S3 MR, EREFMEBXKE, AREE U,

fEA AR,

DN A IR IA S3 FEREUISE IRV S3 ZAERERY AWS TIKF D,

BN TER fabric-pool Bi%E, ERIERY IAM SEB& 281 253 LUZFEHFI B 6 B TZMER T S3
1205, BN, EAILUE S3 1FEMEE R fabric-pool-AFF1, Hth AFF1 2&EBME M, EIRAUE XA
FRENEERBEIZR. Bi%E S3 NEHREREERRNNEITRIERNEMBEX IR AWS AR,

b. KR =HEEEHBREIENE AR, HIEM_Standard_ZF4E, BIERTLIGIEMM, £—
EXRHBER R ERITFAESEN BT 3R,
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ERER D EBEHIEFZIREIA S3 EMEEUNRBEHIBED I ENZLZRINKE, ARER MRS flm, T
HNREHEETR, PEHIEEXNREMEDEE 45 KIEM Standard 253E244 Standard-IA 25,

INREEF BHIRRBELEMEET, WHERREEIOEEFMESET, ARTNAEAMRN, &5
SEFRTFESRA" o

Connectivity

Storage Class Life Cycle Management

We'll move the tiered data through the storage classes that you include in the life cycle.
Learn more about Amazon 53 storage classes.

STORAGE CLASS SETUP

Standard

@ Move data from Standard to Standard-I1A after 30 days in object stare

O Keep data in this storage

N
Ktandard-IA No Time Limit

Standard-1A

Intelligent-Tiering

One Zone-1A

Clariar Inctant Batricwa

AR, EmARMNERTIEFERRRFE R,
c. $EIF: WAEEFME S3 R IAM I RAIEEA ID M, ABER S
IAM R P S 1ETE S3 Bucket TUE Li%F a0 BRYFMER I TE— AWS P .
d. W4 NSRRI B HRIE AR,

ERE D ERNEFRERONTAPER R IP =iE), It IP EIRVEEFE] LIF AR A b B EXMIA R R
, UEENRILUEERIENRERIN RF .

§E, EEREEREZAIEER AWS PrivateLink, 1EZH LENIZEER. BER—MEERE
IERETERIR R .

EHERILUEE E X "I A TR Rig B ] A T RAEESEE LR R RIFMENMET . EE Limited* 5
EIHH BN ERNRAHE, FEE Unlimited* R BIRH.

6. 7£“Tier Volumes Tl L, EREEE 2 ENEFH BN Tiering Policy Tl :

B, maPraTRn e (N ) HikiE B,
© BIAERSZNE, BRAFENENNNEEE (f voure 1 ) FER BES.
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o BEESE, BEET 7 B REREE.

Tier Volumes
1
Volumes (16) @ | 2 selected 2
E Aggregate/sName % | SVMName = Node/sName = % | VolumeSize % | @ SnapshotSize % | @ ColdData.. % | TierStatus = | Tiering Policy S| O UsedSie * |
aggr-1 sim_1 volume_T_node 078 o8 10TB]10% Not Tiered Volume No Policy 1078
aggr-1 sm volume 2 node 1578 20568 2878|70% Not Tiered Volume Mo Policy 4T
3
volume 3 -1 svm_1 volume 3 node aTe LE 7168G8|T0% Not Tiered Volume Mo Policy 1TE l
volume_4 aggr-1 svm_l volume 4 node 3TE 3e8 35GB|70% Nt Tiered Volume No Policy 5038 D

7. EDEEREIHEEP, EEDERE, EEEMBEERMMESHNLNRE, AREERENA

"TIRBEXBEDERBISINRBHESER"

Select volume tiering policy

The policy is applied to the volume, or volumes, you selected in the previous page.

E Volume_1 5 TIB 51 2 GiB | 25% O Bytes 10 TiB

& Online WVolume size Cald data Snapshot size Used size

Select tiering policy A
O Mo pelicy O Cold snapshots @ Cold user data & snapshots O All user data
Adjust cooling days 52 Days

%
TERIZEMERF LHEE S3 WREFMHEIVEIED Eo

T—FEHA4?
"{555 24 1]1% Cloud Tiering BRS3"s

BRILEEEXER LEMMIFESIENER. "THEXEESRRENEZER".

NREFERFVEMNER LNRERS D RITENNREFME, EXAIUEEIIMINREFME. 3E, NRET
YA FabricPool Mirroring, 73 BHIEERIZIHMNREFME, "THEXEENREFENESERE".

B ZASHIONTAPEE B Y EK1E 5> EENetApp Cloud Tiering® Y Azure Blob 7%
BT IEERIEIE S 2R Azure Blob FERBFRRASONTAPEEE L RI= 8],

ESEI =R
REUTLSBREFIE, HER NRDEIERE S URIGTEIFAER,

o HEEEEIES EE Azure Blob 7Zfi#
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volume_4 aggr-1 svm_l volume 4 node 3TE 3e8 35GB|70% Nt Tiered Volume No Policy 5038 D
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Select volume tiering policy

The policy is applied to the volume, or volumes, you selected in the previous page.

E Volume_1 5 TIB 51 2 GiB | 25% O Bytes

& Online WVolume size Cald data Snapshot size

Select tiering policy

O Mo pelicy O Cold snapshots @ Cold user data & snapshots O All user data

Adjust cooling days 62 Days
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Select volume tiering policy

The policy is applied to the volume, or volumes, you selected in the previous page.

E Volume_1 5 TIB 51 2 GiB | 25% O Bytes 10 TiB

& Online WVolume size Cald data Snapshot size Used size

Select tiering policy A
O Mo pelicy O Cold snapshots @ Cold user data & snapshots O All user data
Adjust cooling days 62 Days
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% 3 2 1 Show undiscovered clusters |

Total clusters On-premises clusters Cloud Volumes ONTAP

Clusters (3/3)

Filter by: All clusters v Active clusters first Q

AFF-DR_1
r)rhpfem?:ss cluster Calculate potential tiering savings [2

View volumes

5 T Cluster info
Tier volumes A
Destinations
aximum transfer rate

() Active Cluster ERUN 0% ] 2TiB
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Maximum transfer rate

Specify the amount of network bandwidth that can be used to upload tiered data
to object storage

(O unlimited
@® Limited

Limited to: 10000 Mbps 0
1000

Apply Cancel

IREFR R MO ECLA 7 BRI E MRS T,

THENDEIRS

THES TUHNIRE, UWEERAIUESEMEEEH LFREENSIBIRES. JREEEF L %M, Cloud Tiering &
E— .CSV X, ERAILREFEEEHAEHLHEMA, .CSV XHEERS 10,000 THIE.

Tier Volumes
a

Volumes (16)

| VolumeName *| Aggregate/sName| SVM Name :| Node/sName = #| VolumeSize :| @ Cold Data (Estimated) :| Tier Status =| Tiering Policy %

D volume_1 agagr-1 swm_1 volume_1_node 20TB 10TB| 10 % @ Tiered Volume Cold snapshots 1078

() Unavailable for Tiering N Policy

D volume_11 aggr-1 svm_5 volume_11_node 10TB 358.4GB|70% @ Tiered Valume Cold snapshots 512 GB
D wolume_12 aggr-1 svm_f volume_12_node 10TB 3584 GB|70% Not Tiered Volume No Policy 512 GB
D volume_13 aggr-1 svm_7 volume_13_node 10TB 5MB|0% @ Tiered Volume Cold snapshots 512 GB
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Edit volume tiering policy

The policy is applied to the volume, or volumes, you sefected in the previous page.

Volume_1 5 TiB 51 2 GiB | 25% 0 Bytes 10 TiB
@ Online Volume size Cold data Snapshot size Used size
Select tiering policy s

O Mo palicy O Cald snapshots @ @ Cold user data & snapshots @ O Al user data @

Retrieve tiered data

(O Don't bring back any data

O Bring back all data @)

® E&ring back active file system €
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5 Aggregates

Swap Destinations

10TiB
Unmirror Object Store

24GiB s

ager-1 @ @
odify Agsregate

4 Object Stores

— % aws DB#
= £, Hi Car imer g

ity 452 TB Ised Capacity 45.27TB

as  DE2 % Zooi I =
= Coirtaimer &

oB#

452 7TB Synchronized Uised Capacity 45.2TB
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aggr-2

pErcentage

1%

Activate inactive data reporting [IDR)

tiering s enabled on this aggregate

| Start tering data whan the apRregare reaches a EI‘.‘AE‘EJfIE used capacity

100%

e Inactive data reporting (1DA) must remain enabled because data
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Add cluster @
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Clusters (2/5)
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View all

Filter by: Undiscovered clusters

TILKI
On-prem cluster

SCHIMA
On-prem cluster

10:
IP Address

108
IP Address

To optimize data tiering, discover your cluster. Please make sure your cannector and cluster are on the same network

To optimize data tiering, discover your cluster. Please make sure your connector and cluster are on the same network

Discover Cluster

Discover Cluster
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Object Store Information

Here you can see all the information on your object stores

F_?ﬂ ObjectStore#1 e E: ObjectStore#2
GEMERAL INFD BUCKET INFO GENERAL INFO
default Buckel Mam buckitl IPzpace default
buckeri.53. us-2ast-1 Sener container.AZ ..
eus Key AAVEMEDQLL. Subs20 AAVENEQL.,
aggrl Storage Class/Rule 53 Glacier Ins , Attached Aggregate 3
d capacit O8TB Used capacity 1ROTE

Create New Object Stora

COMTAINER INFO

Cantaineri

S

uz-gast-1

Hot{30d)-=> C .

AR I RIFAE
TR EBRNRATMFNRREM. RS, EaLEEMMND)

TE
1. M*Clusters*TIEF, EFEBFHIZE HERFHIZIEObject Store Info*s
2. NRFREEETTED, EF RN REFES

Object Store Information

Here you can see all the information on your object stores

F_?ﬂ ObjectStore#1 e @ ObjectStore#2
GEMERAL INFD BUCKET INFO GEMNERAL INFO
default Buckel Mam buckitl IPzpace default
buckeri.53. us-2ast-1 Lener container.AZ .
eas Key AAVBEMEDQLL. Subs20 AAVEINEDLL
aggr 53 Glacier Ins , Atiached Aggregates: 3
d capacit O8TB Used capacity 1ROTE

Create New Object Stora

COMTAINER INFO

Cantaineri

SA2

irer Region us-east-1

Hot{30d)-=> C .

NEEFEEFEE. TERGIRT T WfETE Amazon S3 FEIEN REFE.
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fEARE
4. FAFIRME: EERME, BHIE0*Amazon Web Services*, FAFIEEE kL,
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a. S3 Trfifitd: ARMN— TRy S3 FFEREEERE— T LAEISR fabric-pool FFSBVINA S3 FiEHE. ARG

HITFRERILIRAPRAT AWS WKF ID, EFFMERXIE, AEEFE MU,
fabric-pool BRIk 2R, FIEHI G RIERT IAM SR8 AR VFSEHIRT LUZK

Sl AT an 2 VT EIR AT S3

181E, BN, ERILUE S3 e & A fabric-pool-AFF1, HH AFF1 2&EHIET.

b. FEKEREE: =HEEENEHRENESEERIR, HIEM_Standard_3EF45, BIERILIIEMN
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Storage Class Life Cycle Management R

We'll move the tiered data through the storage classes that you include in the life cycle.
Learn more about Amazon 53 storage classes.

STORAGE CLASS SETUP

Standard

@ Move data from Standard to Standard-IA after 30 days in object store

D Keep data in this storage

N

Etandard-1A No Time Limit

Standard-lA

Intelligent-Tiering

One Zone-1A

=lariar Inctant Betricwa

EER, EAEMNERTFMEFERTRFRENR,
a. FiE: WABRBFRE S3 XRHY IAM BFBAIRER ID A, ARFIEE WS

IAM BB 5 187 S3 Bucket TUHE L F I EZBFER I TE— AWS P . I52HBEXEED
BB PR R AR,

b. EEBEMLE: EIFONTAPK BT IEEMRIFMEN IP TiE], AR 4L,
ERIEHRY IP =8| A H1R Cloud Tiering BJ LU MONTAP R iR - I RIZMERYIERS

MRFEE IR
MEERT LN RIFEMRINZISEERR G,

RE T WRIEFMEHIINZIR S LOETRE

TR LU S W REFMEMINEIR 5 LI FabricPooliR &, MMEEIERD D REIR MM REFMHE. EoHE—
IHRREFEEMMEIREG, "7 A XFabricPoolii FHIEZER" o
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Advanced Setup
ler Volumes

Attach object stores to your aggregales

5 Aggregates Q 4 Object Stores @d
ager-1 @ s OBET % aws, OBHT
10TiB 1TiB 1B Usad Caj ty 452 7TH sed Capacity 452 TR
aws OB#Z
24GiB % on ™ oty e <::" '
16 Ut uil thresnagld R sed Capacity 45.2TB
3. MM RIFMEINIEES, M, EZPWREERHMIIRS,
5 Aggregates X 4 Object Stores e
aggr-1 @ 6] e OBEY % s OBH
10TiB 1TiB 1B sed Caparity 452T8 =4 Capacity 45.27TB
o 0B#2 % s OBEZ
24GiB @ % == on = s
=] I 452 T8 SynC in Progress Lisid Capacity 45.2 TB
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Your cluster performance results

‘ Mode: aff-02 - object-store-1 v Last checke 03/28/2023 01:30 pm (Z Recheck performance
Operation | Size | Avg.Latency (ms) | Throughput
PUT 4 MB 502 408.06 ME
GET 4 KB 79 15.05 ME
GET BKEB 197 28.35 ME
GET 32 KB 23 109.71 MBE
GET 256 KB 361 71439 ME

Motice: We recommend that you run this check when the cluster is under 50% CPU utilization.

Faz Al
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