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1 Sync

Mame

My first sync relationship &

Source
smb/f217.705  /MyShareN...

¢ Update Credentials
Target

smb/f217 71 38.3/MyExportiN__.
& Update Credentials

Data Broker Group
@ Data Broker Group 1

Schedule [ON] | No Tags

M RIFEBIRBIIRE
SIEED X RN, GIMEAURBD X ZRFEIXNREMEBIRAMITRE,

Amazon S3. Azure Blob. Google Cloud Storage. IBM Cloud Object Storage #1StorageGRIDZ #FRINTRE

¢ 53 Bucket @ Settings e Tags/Metadata @ Review

Relationship Tags

Cloud 5ync assigns the relationship tags to all of the files transferred to the 53 bucket.
This enables you to search for the transferred files by using the tag values.

® Save on Object’s Tags O Save On Object’s Metadata

Tag Key Tag Value

@ +~dd Relationship Tag Optienal Field | [Up to 5]

% #F Box

Cloud SyncHl £ #F "&F"1EN{EMA Cloud Sync API B5 Amazon S3. StorageGRIDF] IBM Cloud Object
Storage [F# X Z&FHIIR,

"TRESNEIGER AP IRERIZ X R" o
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ONTAP S3 7{i%# Google Cloud Storage
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SIERIREY XAHBRIRERN, Cloud SyncilE A UEFHRIFMEZEIE I RTEIEMITE.
"THRAEXEFNRIRENESER" .

% # HashiCorp Vault

SIER LU BEEIENIE, @3 Google Cloud RSB #1T &9 I0IER AR B SMEB HashiCorp Vault BY
=1,

"7 f#H X (EH HashiCorp Vault I#ERENEZEE".
E X S3 FERIIREHTTEIE

FIRE S5 Amazon S3 FHERMNIED XA, AP XARSWEARITFEEXBEEET S3 FEMTFHINR LRF
AR E BT ER IR

PSRBT RE S X RIKERN—EE -
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¥ Google Cloud Storage Zi&ERARY X RPN BIRES, EIMETLOEEFEBRERNFM#ESS, Cloud Syncz#F
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J#37Cloud SynciR&E=H
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REHEHH Google Cloud i1
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Google Cloud Storage #1 S3 Z [B]f97c#KiE

Cloud SyncHLTER] LATE Google Cloud Storage #1 S3 12 (AWS S3. StorageGRID# IBM Cloud Object
Storage) ZIBIEHITTEIE,
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1 Data Broker Group Q

. data-broker

B O 0O
1 MR 0 <) 1 Active
Data Brokers Transfer Rate Relationships Dats Srokers Sraus
" | data-brokert AWS | Transfer Rate: N/A (=) Active -T)_Z F

= Remove Gate Broks

&) Restart Cata Groker

Y

RIBITTRHMARABEE
Cloud SyncIRTE AT LURF IR IR MBS RIGTT RN IR A, IEiH S PIB B RIGIR IS R BUIFIEFThEE,

B My First Azure Data Broker | Azure | Transfer Rate: 30 mbps I':_-f_/‘ Active -::u YV EE)

Motlce: This Data Broker isn’t running the latest software release (1.8), If you experience performance problems please contact us,

NetApp Copy and SynchIfEH!

BRREARIR T % mB R AR ST A e S HIERERFT 5. REWINEE. FH
B X PR

Ui Az $¥NetApp Copy and Sync :

* AWS BIfFX 1
* Azure BURFXIE
* H[E
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T fi#NetApp Copy and Sync

NetApp Copy and Syncigfft 7 —fhiEisg. £ BB AR, TR ENHIETIRII IR
HAMPERBIR. TILERET R NAS #3E5%E (NFS 3 SMB) . Amazon Simple
Storage Service (S3) WM. NetApp StorageGRIDIGE LB EAEMIREFWNREF
fi, Copy and Sync #8r] AN EERMZThE,

NetApp Console

AJ LB NetApp Consoleifiia]NetApp Copy and Sync .

NetApp Consoletg bl kBB ARMA ZIFIRHINetAppFEFMBIBIRSHNEF EIR, FEITH S A 8einRFfE
FANetApp#iEARSS. (ENEIERE, BEEEEBM— N REEETFZFHER. TH8EEARTLUTHIEIRN
FiE RZTFERARSS 8935R],

EAREEITAIESITIR BN R I {ERNetApp Console, HFERBLBEEE=F BT S NIBLIARSFHE
RANetAppHIBIRSHIERNA T EMEE, BE, —ENTHS1HRHINetAppEIEIRS EREIFAIET
ITiRAo

¥4 T 2 "NetApp Console"s

NetApp Copy and SyncHY T {ERIE

NetApp Copy and Synce— 1M {FEIARSS (SaaS) F &, HEIEMNIEL. @i INetApp ConsolelflAINETF =
B9 5w AR RN B ReA Ak o

TEIERT Copy #l Sync A Z[BIRIX A :

NetApp
Copy and Sync

©

.

Target

Source

Data broker
group

NetAppZUBRIBIMHERBHIENERZ EIB: (XFFRA_BPRE ) o EoILITE AWS. Azure. Google Cloud
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NetApp Copy and SyncH sz FHEIF X F&
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RALE SFNEIE
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* JIEFFONTAP BYAmazon FSx
* Amazon S3

* Azure Blob

* Azure NetApp Files

* Cloud Volumes ONTAP

» Google Cloud Storage

* IBM Cloud Object Storage

* NFS fR%523

* ZAHIONTAPEEE (NFS 8 SMB)
* SMB fRS528

» StorageGRID
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"It JSON AR B & IR BN Fi% S3 FiEH, UEHIERIERLIARTE. XEAREHIERIZESR
HEEHEIFERIMFERPENRE, H7IHEERPEIMNR,

EER JSON X E SRR T LA

1. <BucketName> 22U T S5E#IRMRIBT XA AWS I P FRFAEREBI R TR
2. <RoleARN> NE# AU T Z—:

° SNRTE Linux EN EF LR T HIBNRIE, N RoleARN %2 ETEERE SURA IR HERR M AWS FiE

B9 AWS AFHI ARN,
° YNRFEHA CloudFormation 1EHR1E AWS HERE T HIERIE, N RoleARN Nz iz IRk EIERN IAM B
1Y ARN,

ErRILLEd %2 EC2 = A, EFRIIEAELA, ARMERETFHIEE IAM BEaREAE
ARN, Af5, ENZZTE IAM EHIGREEESAE ARN B HEE TIH,
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Summary Delete role

Role ARN arn:awsIiam: ‘roleftanyaBroker0304-DataBrokerlamRole-1VIMHWXIMW3AQOS (7]

Role description Edit

Azure Blob FiEEK
HIRIERY Azure Blob 7ZE#HE LU TFEXK,

Azure Blob Z#FHHUERIEMUE
YUES XA EIE Azure Blob 28R, #IEARIER U BEEEIGIE,

%1589 Azure X1
fRPE. EEBEMEEEPAEEXIN, FrEtXgTHE,

12 Azure Blob 1 NFS/SMB By R HiEIEF TS
£ Azure Blob Z&28#1 NFS T SMB fRE 232 EISIEZRT X R b, EEANEHIFRETIRHEMEIKF EIZEFITH:

a63cdeb0b5530200 . - Access keys X
BIC-F!gE account
: «
| e S | Use access keys to authenticate your applications when making requests to this Azure storage account.
g Stare your access keys securely - for example, using Azure Key Vault - and don't share them, We
E oveniew recommend regenerating your access keys regularly. You are provided two access keys so that you can
. maintain connections using one key while regenerating the other.
B Activity log
3 When you regenerate your access keys, you must update any Azure resources and applications that access
am Access control (IAM) this storage account to use the new keys. This action will not interrupt access to disks from your virtual
machines. Learn more

& Tags
# Diagnose and solve problems Storage account name

_ | 263cdeB06552020° |
= Storage Explorer (preview)
Settings keyi T2

Access keys Key
% | vscFewzqipy0/ |
&) CORS
. . Connection string
& Configuration =
| Defauttendpoints |

& Encryption

NRBEM Azure Blob B2 BIRIZ#HHE, WEZRFHBRLNEE "HEHREE" (SAS) o EIEAILUERE

7Z Blob A28#1 NFS 3 SMB ARSS 2 ZiBlEF A EA SAS.
SAS &5t iFiIE Blob BRSMFAAAZRIFLRE (BRSS. BHEMIR) o SAS BAMEE LU TIR:

* XFJR Blob A28 EEAIYIH
* X FE+r Blob B2s: EEX. B, FIH. HnF0elE
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“* a63cdeb0b5530200 . - Shared access signature

Storage sccount

Overview

|

Activity log

Access control (1AM}

Tags

¥ %

Diagnose and solve problems

Y

Storage Explorer (preview)

Settings
Brcess keys
CORS

Configuration

2
=
& Encryption
&

Shared access signature

o Firewalls and virtual networks
¥ Advanced Threat Protection (pr...
' Properties

ﬂ Locks

®

Azure B H7ZE Gen2

«

Allowed zervices @

[w] Bl [ | Fie | | Queve [ | Table

Allowed resource types @

|_t_;_| Service El Container IE Ohbject

Allowed permissions @

Start and expiry date/time @

Start
2018-10-23 10:07:32 AM
End
2019-10-23 6:07:32 Pt
[UTC-04:00) --- Current Time Zone --- W
Allowed IP addresses @
Allowed protocols @
(®) HTTPS only () HTTPS and HTTP
Signing key @
[t ]
Generate SAS and connection string
NRIEEZRLINEE Azure Blob BERRNELFRID X R, NAJUERBEMIEREFATRI SAS &EiZ
FIFER. IR SAS EEFHH, WAESRHIRENEAARERIH,
I EE Azure Data Lake AP XRE, FENEFMETREFMEIKFIERFTH. EONEEMERTFTR

B, MAERHZIARER (SAS) o

Azure NetApp FilesZ3K

7£5Azure NetApp Files[El2 #i#ERY, 1EfEA Premium ¢ Ultra BRE4R 5. INREEBIRSZKINAINE, ErlgEs

BRI FEF1ERER)

NRIEFE
NELE,

BN E ERBVBRS R, BEWRARENLIT, SRXNMERRE T

"J¥40 T fiRAzure NetApp FileslRSZ&EFIFIEHE" .
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BEFEX
* ZOIEEE Box RIS X R, BHREREUTEE:

° ZFiE ID
° B IHANE
° Fh%A
° REAID
o BIDETIE
° 1Bk ID

* WNREBIEM Amazon S3 E| Box AP X%, NWNIEREEA—RENIIERIEA, HHUTEERE
1

© FEENHR
° FIE(HIZPRE
° BIKH A
° BB EHIZRE
"T RN B AIRAE XS —ECE" -

Google Cloud Storage FHEEEX
HB{RIZHY Google Cloud Storage 7Zfi@HE U TFTEK,

Google Cloud Storage SZ#FHHIERIEIE

& Google Cloud Storage HI[FE xR ZEEE Google Cloud SIEMIZFAEFEHIENRIE, HITQIRRD XA
, EFFESRIESEEMEIBENIETREIE,

s "THRAN{AIEFZE Google Cloud #iELIE"
* "THRUNAITE Linux 4Rt EuE IR

$ #5189 Google Cloud Xig}

SRR,

Hfth Google Cloud Il H F{FfER@RIAXFR

RERTZ XA, MNREOEBIEAENRSIKARUPIFERRIR, WAILUMAREBESR Google Cloud 721
B TR, "TNSR EARSIKF" o

SnapMirror B rEIA R
NRED XRBIRESnapMirrorBAT (Ri%) , MIREVFIHE IR E LU EIR MIREZ 2 B %o
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%% Google Cloud 7Zfi&1H

SR LUIERE P EIEMN KMS ZAEIAM Google BIRZEANMNZE B AR Google Cloud 7@, WREMHEBER
T KMS 1%, ©EEBEINAMN Google BEIEME,

EANEFEER KMS &R, BFEERAR "ERBINIR", HA key #15 bucket {UFRE—EE,

Google =iRfEEE
HIMIgEBEE Google Drive HEIF XA, BHEERHUTER:

* BRGHRIEERS B Google Drive i1 E R F A FHE ikt
* B Google Drive B Google Cloud ARS3 M F Y B8 F MR {4 Mt it
* BRS K B9FAER

EiIGBERSKF,, 15 Google XA ERHITIR(E:
* "BIEEARS 1K AN EE"
s "BISEE RN REIL LA ERIARSS k"

YREE OAuth SEEIFERRY, WANLUTEHE:

* \ https://www.googleapis.com/auth/drive

* \ https://www.googleapis.com/auth/drive.file

NFS Ar3525 &K

* NFS fRZZ 23] LUENetApp A4, 1 E]LAZIENetApp AL,
* XHRSZ B[ MAFEIEREENELFAEROBRS H.
> 111 TCP/UDP
> 2049 TCP/UDP
o 5555 TCP/UDP

* %35 NFS hRas 3. 4.0 4.1 F14.2,
WITERRS 28 £ B BT EIARZS,

* MMREMONTAPRLREF NFS 3R, 1EMERERBAX SVM B NFS SH5IZRMIAER (vserver nfs modify
-vserver svm_name -showmount enabled) o

@ MONTAP 9.2 FFt4, showmount BFIZRINI&E S enabled.

ONTAP E3R

MNREH X ZAEIECloud Volumes ONTAPE ASHIONTAPERE, H BEEIRT NFSv4 SXEShrA, NIEE
7EIONTAPZ % LB A NFSv4 ACL, X254 ACL FiAER,
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> 137-138 UDP
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£ Azure FEREHUREAIEFFRINIR
MR T EHBLURARIEN Azure AP KPP BB LUTPR:

"Name": "Azure Data Broker",
"Actions": |

"Microsoft.Resources/subscriptions/read",
"Microsoft.Resources/deployments/operationstatuses/read",
"Microsoft.Resources/subscriptions/locations/read",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Resources/subscriptions/resourceGroups/write",

"Microsoft.Resources/subscriptions/resourceGroups/delete",

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

"Microsoft

"Microsoft.

Resources/deployments/write",
Resources/deployments/validate/action",

"Microsoft.Resources/deployments/operationStatuses/read",
.Resources/deployments/cancel/action",

Compute/virtualMachines/read",
Compute/virtualMachines/delete",
Compute/disks/delete",

.Network/networkInterfaces/delete",
.Network/publicIPAddresses/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Resources/subscriptions/resourceGroups/write",

Compute/virtualMachines/delete",

.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",

Compute/disks/write",

.Network/networkInterfaces/write",
.Network/virtualNetworks/read",
.Network/publicIPAddresses/write",

Compute/virtualMachines/write",

Compute/virtualMachines/extensions/write",

.Resources/deployments/read",
.Network/networkSecurityGroups/read",
.Network/publicIPAddresses/read",

"Microsoft.Network/virtualNetworks/subnets/join/action",

Network/publicIPAddresses/join/action",



"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft
/action",

"Microsoft.Network/networkInterfaces/join/action",

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

Storage/storageAccounts/read",

.EventGrid/systemTopics/eventSubscriptions/write",

.EventGrid/systemTopics/eventSubscriptions/read",

.EventGrid/systemTopics/eventSubscriptions/delete",

.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action",

.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes

.EventGrid/systemTopics/read",
.EventGrid/systemTopics/write",

EventGrid/systemTopics/delete",

.EventGrid/eventSubscriptions/write",

Storage/storageAccounts/write"

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/read"

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write"

"Microsoft.Network/networkSecurityGroups/securityRules/read",

1,

"Microsoft.

"NotActions": [],
"AssignableScopes": [],
"Description": "Azure Data
"IsCustom": "true"

=
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Network/networkSecurityGroups/read",

Broker",

"ELRTIZE"M Azure BIZ— M oEEUENRS XA

° “Microsoft.Storage/storageAccounts/read”,

° “Microsoft.EventGrid/systemTopics/eventSubscriptions/write”,

° “Microsoft.EventGrid/systemTopics/eventSubscriptions/read”,

° 'Microsoft.EventGrid/systemTopics/eventSubscriptions/delete’,
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° 'Microsoft.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action’,

° “Microsoft.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes/action”,

° “Microsoft.EventGrid/systemTopics/352EX”,

° “Microsoft.EventGrid/systemTopics/write”,

° “Microsoft.EventGrid/systemTopics/flFR",

° “Microsoft.EventGrid/eventSubscriptions/write”,

> “Microsoft.Storage/storageAccounts/write”
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° “Microsoft.Network/networkSecurityGroups/securityRules/352EX”

° “Microsoft.Network/networkSecurityGroups/i5zEY”
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p
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4. IEHURMIBA TIE L, EERIEHENRE, SARIEFE Microsoft Azure”s

Microsoft Azure

Select a Provider

aws 3

Amazon Web Services Google Cloud Platform
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- compute.networks.list
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- logging.logEntries.create

- resourcemanager.projects.get

- storage.buckets.get

- storage.
- storage.
- storage.
- storage.
- storage.
- storage.
- storage.
- storage.
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objects.delete
objects.get
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objects.update
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Microsoft Azure Amazon Web Services Google Cloud Platform On-Prem Data Broker

@ REZEBHRIES On-Prem Data Broker, {BEERFERTEMEEHAI Linux EH
O M NBHRIER R AR R,
REATTERRMEME. EREEEBEXLRA - ENEE8 THREEFNHE—THE

6. £ EATImE £
a. ERIEERAN AWS. Google Cloud T & RIiAIA,
b. EFLExm: TRE. FRAERSHI IEATE SN RIENRIERS S

AP YRR AMAR . RHHIBF.
C. AL THHRRMERLE,
E)\('Fﬁ%%#%#?ﬁ?&’é’l‘ﬂﬁ‘éﬁ’ﬂﬁ%iﬁﬁﬂ’ﬂﬁéﬁ%é\o 12 BRI AT EAR B S B R R AR &5

<o
d FHRERS:
* TRE:
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<absolute path to the json file>

* RERCE:

sudo -s
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Data Brokers Transfer Rate Relationships Data Brokers Status
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{
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}
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10.

1.

=+
#h

ACL—ipinlfEHl 53R
}Eﬁ&ﬁﬂﬁ-%%ﬁﬁiﬁﬂﬁ?&%)ﬁ%ﬁaiﬁ%, M SMB BRZ528XEHI ACL. XEFIXXHEEH ACL A1

TR/ THIE TIE L, EREERHRENFREFNEEE S3 FERNFIEXHNIGE, NERTNFIEX
R ECTTEIERERN

< <2 Bucket @ Settings © rev/venda @ Review

Relationship Tags

Cloud Sync assigns the relationship tags to all of the files transferred to the 53 bucket.
This enables you to search for the transferred files by using the tag values.

® save on Object's Tags O Save On Object's Metadata

Tag Key Tag Value

° Add Relationship Tag Optional Field | [Up to 5]

15 EUREE 2 B StorageGRIDF] IBM Cloud Object Storage B, WIHAERI#FRIA, T Azure
#0 Google Cloud Storage, 2B TE¥EIEIA]H,

BERIXAZANFAER, AREFCIEXR"

SEFMRED FHISERM BT ZBET iR, BPRHBIEEERDRERNIE. 2T FLEURER. Sz
PREOX 388, ARKRIUEEREN "FAFxFR", "EEEHNHIEZLAN", HE "QERSULLEa LN
ECE"

MNetApp Data Classificationfl|i£[FE)F X &

EHFEH 5NetApp Data Classification, 7ENetApp Data Classification/?, &R LUAREFEREFIMELSED
ZI BRI ERYIREX M,

MNetApp Data Classification Bzi#ERP 5, FMERESHESE—NIEFR, RAFELMA—LEXBIFAE
Bo A, EEHEDXANBIMIE,
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'.':_'-_ Sync Relationship a Data Sense Integrat @ Data Broker Group @ MFS Server (_- b

| How does it work? Selected Data Sense Source

fcifs1 111 cifs 11.1.1. 1xcifs1

Azure NetApp Files
Source Host Warking Enviranment Volume

A few more things before we continue

Define SME Credentials:

User Name Passward Darnain (Cptional)

"7 #2301 MNetApp Data Classification/2&IEIF X &" o

7ZNetApp Copy and SyncH M SMB H£Z=E | ACL

NetApp Copy and SyncH] LA7E SMB = 27 [8]lU K SMB EZFXM REEZ BIE HIARE
#l7IZR (ACL) ( ONTAP S3 [R5M) - MNRFE, EERRILUEEER robocopy FohfRE
SMB H=8]#J ACL,
iz e

 IREEHIFEY LUBIE | ACL

* £ SMB HE a1 F5hEH ACL

B SHIFEL UEH ACL
BEEREXANTCEXREBAIRE, £ SMB HEZ[EUK SMB HEMIFREME Z[EE K ACL.
FraZ Al
IETHEEE A TR AU R ERIECIE: AWS. Azure. Google Cloud Platform S{zsith#iiE IR, ZAsithiEIER
LS T A= TR E RS
BUHXRANT B
1. "BRUSHIFREL" .
2. NEFIMRESH, @EFEeIEHRELS
3. ¥ SMB IRSZB[IHMREFMEIEM AR, & SMB IREBZBAMREEIER N EIR, RBIEF UL
4. 7£ SMB fR532% DUE L
a. |NFTRY SMB ARS5 23R M A ARSS 83 Fhde i k4,
b. %I\ SMB BRS5 2RI EHE,
C. EFMNERINMH. NEHI ACL*Z*EFISHR ACL, FAFIEF UL
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Select an SMB Source

B Sareer Version 1

Selected SME Server

— FSRE R BT & Ehangs Sever
fhim ?

Dafine SME Credentials:

Liet Mamea Passemed Darmar (Ciptssnal)

userl

ACL - Access Control List

! Copying ACLs can affect syne performance. You can change this setting after you create the relationship

Mtention If the sync relationship indhudes Clowd Volumes GNTAR of an on-prom ONTAR dustor and you seliected NFSwd of
Later. then youl need to enable NFSwd ACLS on the DNTAP system. This is required to copy the ACLs

o BRHRIRTRIZRT X R

¥ ACL M SMB EFIEIFTRTZMET, &R LUEEIE ACL EFIEIFRIIRE AT RV TTEGE,
#Fo ¥tF Azure ] Google Cloud Storage, 2B TEIREIA A,

T REEE 2R T &0 U R R S BR G,

BAEURTH

< 53 Bucket @ Settings o Tags/Meiadata @ Review

Relationship Metadata

Cioud Sync assigns the relationship metadata to all of the files transferred to the 53 bucket.

() Save an Oblect’s Tags @ Save On Object's Metadata
[

Metadata Key Metadata Value

@ +dd Relationship Metadata Optional Field | [Up 1o 5]

NEXRNTE
1. BRFEREERD X R EHERIRERS,

2.
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3. PEENEEISH. {EH ACL S IS ACL, SASIE 44,
A EERIRE

s

RS IR, EHIFIESSE@DEMEHRZEN ACL,

7f SMB =2 B F a4l ACL

&0 LU Windows robocopy 8% F iR SMB HZE 78] ACL.

PIE
1. REXF SMB HEEABTLIARIMNFRR Windows 4.
2. NBRF—HEEESMHIIE, EEA net use H$ M Windows ENIEIEZEH S,

7E{EF robocopy ZHi, DA ITILT I,

3. NEFIFESH, 1ERMEFF SMB HEZEISIEHFNXAHESME X R,
4. BIEREIP TG, M Windows FHETTUL T a<REMES ACL FIFFE:

robocopy /E /COPY:SOU /secfix [source] [target] /w:0 /r:0 /XD ~snapshots
/UNILOG:” [logfilepath]

source 1 target #NIZ{ER UNC HEILIEE. Fli0: \<fRSZ23>\<HZ>\<EREF>

fEFANetApp Copy and SyncHHHIEUIEEHINNZEREZ NFS #3E

NREN I EERNLZ LR, Er]LIERNetApp Copy and SyncHEYEHE(Z iaiNEE R
[EF NFS #iE. ILtInEgEZTIFM—1 NFS ARB323EI5—1 NFS AR5 28 LA MAzure
NetApp FilesZIAzure NetApp Files,

Bian, EAEeREEMTARIMNEFRHF NFS RS2 ZEED B, HEEEZTEE FNHXIELSME
#iAzure NetApp Files EBY%KIE,

HIEERINEN TFRE

Y NFS BEEM MUBRIEZ BIEI MK LEN, BEFRNEZEINEHITMNE. FTEER TN NFS RS
SR PN EIRAEZERXR:
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[ —+ — -
—] S — — = o —]
Source NFS Server Source Data Broker Target Data Broker Target NFS Server

—MUERERY_LEE . SFERTHEN, ecmsm—MENRE (BI_Erss ) RIXERER, 2
EAERRD 443 ERITIER. MRFE, ERIUEREMIKED, EFSOOEZIKEORREMIRSER,

540, SNREFGEHIEMASHE NFS BRSSBRL FIET B NFS BRSSE8, WA LUEZRM SRR MmERBR
AR R R OE IR Ko

MASIMENLIERENT:

1. QIR XRGE, REERSHMEIERERIIMEZEE,
2. REIEAIEGER TLS 1.3 MNZE K BIRAVEIE,

3. AfE, EEINERHERED BIRHIERIE,

4. BATEIRAIRER SRR XS B IR Z AT E#H 1 TR

5

- RERlE, ERINREYE 24 /NREDS —REMERNEIE. MREHEFERT, WiZIBMLEES
H iR R E N E 1A,

NREFEEMEMBL IR, "ER UEEEXREENER" -

F M09 NFS hiRZs
* 3F NFS BRS528, NFS 2 3. 4.0. 4.1 F 4.2 ZIFHUREHMNZ,
* XFFAzure NetApp Files, NFS hi7s 3 #1 4.1 ZHFEEEERHMNER,
RIBARSZ 23R HI
MRECIBMBEL XFR, NMBEIEE®ED HTTPS &%, AT HEIRIERSEKRE,

NI JFRER
ERRAZUTSRME:

* W NFS BRS5 28R ERZ K "M F MK X HIAZzure NetApp Fileso
* IR E8 IP it TR REHZ,
* WMNURRIZMIMKLE.

ERILLEFRMBREBIENE, BE4MTIREE. nifssfiE{EAIE— M HSERE.,
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MREBEAMERBIEAESR, WZAXARIE—MEARE, MERP XAFIFETHNZ MUERE,

NREHEARFZBHERE, FEEHEAEER, HTFEETRNRERE, BSOHNENKZER, HHE
FERB RO 443 B IEREN B BN iG = "R L AR,

o "FOT AWS i
° "&EH Azure ZE#Review Azure installation"
"f2& Google Cloud &&"

"FOZ Linux AR

ERBUERMMERD NFS BUiE

TER NFS fRS328 2 [B18Azure NetApp FilesZ BIIEZHMRIZ X R, BRAISIIEED, ARRBRTHT
1215,
TR

1. "ERUERMED"
2. EEFQ MRS

3. 1 NFS rs528 HEMENRAUEMBIRGIE, 3§ * Azure NetApp Files* HEREIRUBEMBMMMUE, AGIRE
= LB RSEERINE,

4. IR RIEXRAR:

a. NFS fR5328/* Azure NetApp Files*: 3%E3¥ NFS k7S, SAIGIEEHM NFS RS ERME RS2,

b. EXHIRAIETIRE: XMW EIEAET RO ESIMERERURB N SRR EEEE. RIBEAW
LRERMHIERE,

C. BEAIE: RRERTANFAYREIENESERIA NEERE.
BEERUTEI:

" IREEANENEBIERIESA, NZABRRE—MIERE, MBEDXAFRZFEPHNS MK
EAE,
* IRFHRIEAETR L RIS, BACDIE— M HRESERE,

* NREEEFHVEIRIEE, Copy and Sync SRR EREWE, EAIUESPIELHIERIE, A
MAEECH Linux £ THZERZ,

d BR: BIEEMEERIE TR ERFERREZFZRATINER.
PR T IRRXN R RIELUE X AN E BRI E R D M4 RE S RBIRE.,
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Select Directory

= Filter Source Objects

N Q

All Directories

0 /mnt/kingkong

Y

e. gﬁgﬁ NFS fR528/E1TAzure NetApp Files: % NFS frZs, ZAEMAFR NFS BATSEERIMEARS

. BAREIEAE. RERIRTANIREERESEEFENENSERE,
IREMBIEAER SRS, BACBIE—THEVEIERE,
LUF 2 BRSUE AN M S REiR TRl SEEHEE ROBNED,

Select a Provider

9
e aws a2 =

Microsoft Azure Amazon Web Services Google Cloud Platform On-Prem Data Broker
Data Broker Name Port
listener-data-broker 443

a. BirER: &FEMEER, M FHINLLEFIE FEREESHPEIERXHEX,
b. $E: EXUEEBIMIER T MRS AN HEF,
C. Btz BHRZAESXANFMAER, AREFCIRXES




Review Sync Relationship

= — — o]
—] - — — » —]
Source NFS Server source Data Broker Target Data Broker Target NFS Server
tigror {Li e
NFS Server: 10.60.3.102 NFS Server: 18.204,145.190
NES Directory:  10.60.3.102 /mnt/kingkong NFS Directory:  18.204.145.190 /disk1/data
Data Broker: AWS Data Broker | ip-10-60-3-38.ec2.internal Data Broker: - AWS Data Broker | ip-172-31-1-241 .ec2.internal

Data Broker Port: 443

%3
SHMES FBREREMINET xR, TG, EFENRIRPER UEEEXIMXAZNFHAEE.
B HIEIEL LITENetApp Copy and SyncH YN HashiCorp Vault

LIZRIFEEE Amazon S3. Azure 5§ Google Cloud EIENEIL X RK, BEEE
i NetApp Copy and SyncFF RE DK AP| IEEXLEER, B—MAEBIRELUEIEALL
B MINER HashiCorp Vault IF18)ERE (3 #M%2 ) S

ItIheeidI ERFEL APl 28, BEIFXHRFEZE Amazon S3. Azure 3¢ Google Cloud ik,

o HERERE

BT IRE URL KEFRIEUMBIERIBARMEETE. RREFWEDN URL Z0UL Creds 4.

e HEEHEELEAA

ESEAPF MR ASNEEN M, EERIERIEEMINIRICZERENEE.

e £ API BIZES X &
RE—VEMEIRETS, A LULE AP ERREZERENRIEERINENRD X Fo
HEEREE

TREERMETMEL BERRICEPRIBER URL, BT IREXL URL RESZREE. BRENEITRICIE
HREIZ X AR NEN BB RERN URL.

URL AN T ANIRE

75



/<path>/<requestid>/<endpoint-protocol>Creds

Bz
MEZRIRIRIRIZ. XA UARE R SRR E—RIE,

1EK ID
BEEERMIER ID, SIERYP XA, EEETE API POST iEKRHEAP—MRkHEH ID,

Ty F TN
NI TFHITN Z — "7E post relationship v2 Xi4H": S3, AZURE 5 GCP (8 MU AKE)
(53]
URL 7L Creds 4.
Gl
UTRBIERTHZER URL.

EIEAYTEEE URL FERR I
\ http://example.vault.com:8200/my-path/all-secrets/hb312vdasr2/S3Creds

FWNEETRADERN, BER1ZE /my-path/all-secrets/, &R ID & hb312vdasr2, EikmE S36

BFEIER5EEE URL FIERERR
\ http://example.vault.com:8200/my-path/all-secrets/n32hcbnejk2/AZURECreds

BIZRER1E N /my-path/all-secrets/, &K ID /3 n32hcbnejk2, B#rim= /g Azure,

HEEEELCAA

BHEARE MUERENAMEEN M, EEHIEAIEEMINIMRICZEREVEE.
p

1. 3@d SSH E#Z R A PRIEURNIE,

2. YREBNITF /opt/netapp/databroker/config HAY local.json X4
3. BERIEEN true FI&E external-integrations.hashicorp FHIECE S FEEINT:

=)z
° BRE: true/false
o KA fiR{E
° BRIAME: false
o IFHA: FUELAL AMNE B S HIIMEE HashiCorp Vault SRERH1Z
° iR BIENEESIIFEETEEAMEREES
PR3k

° KE: FRFA
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https://api.cloudsync.netapp.com/docs/#/Relationships-v2/post_relationships_v2
https://api.cloudsync.netapp.com/docs/#/Relationships-v2/post_relationships_v2
https://api.cloudsync.netapp.com/docs/#/Relationships-v2/post_relationships_v2
https://api.cloudsync.netapp.com/docs/#/Relationships-v2/post_relationships_v2
https://api.cloudsync.netapp.com/docs/#/Relationships-v2/post_relationships_v2
http://example.vault.com:8200/my-path/all-secrets/hb312vdasr2/S3Creds
http://example.vault.com:8200/my-path/all-secrets/n32hcbnejk2/AZURECreds

° {B: SMEBREREER) URL
path
o KA FRIH
° {B: FRIENSIEHEANZHNFIREE
BB REZIRIN
° HERTGHEMBRRIBELREIRNIIBRERE
° A f/RE
° BRIAME: false
b0 Al
o BIBRIENERNEHIIESZE, BFMIMNIMREEIRREIE
o KA FRIH
° BMUE: “aws-iam” / “role-app” / “gcp-iam”
ABRM
o KA FRIH
o BHNABRT (NREFEA aws-iam 3§ gep-iam)

Secretid [ rootid
o KRB FRE (WRIEER app-role)
R
o A FIFER
o BB TR (RFE, BRI X-Vault-Namespace 1k)

p=]

4. AR EMHEMBEAEEEXESE,

aws-role H{HI0IETRG



“external-integrations”: {
“hashicorp”: {

“enabled”: true,
“url”: “https://example.vault.com:8200”,
“path”: ““my-path/all-secrets”,
“reject-unauthorized”: false,
“Yauth-method”: “aws-role”,
“Yaws-role”: {

“role-name”: “my-role”

gcp-iam B IERG!

{
"external-integrations": {
"hashicorp": {
"enabled": true,
"url": http://ip-10-20-30-55.ec2.internal:8200,
"path": "vl/secret",
"namespace": "",
"reject-unauthorized": true,
"auth-method": "gcp-iam",
"aws—-iam": {

mwn

"role-name":

br
"app-role": {
"root id": "",
"secret id": ""
b
"gcp-iam": {

"role-name": "my-iam-role"

fEF gep-iam S{HILIERY IS ER

INRESER gep-iam BRIIEFE, NWEEAERLMEFLT GCP R:
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- lam.serviceAccounts.signdwt

"FA T fRERHEAUIERY GCP REK" 6

FERREETHIVZCETNES X R
ME—IEEIRESTEE, Er UL APl ERREIEFERZNRRERBNZNREST X R
FEREFIFRES REST APl XX Ko

Headers:

Authorization: Bearer <user-token>

Content-Type: application/json

x—account-id: <accountid>

x-netapp-external-request-id-src: request ID as part of path for source
credentials

x-netapp-external-request-id-trg: request ID as part of path for target
credentials

Body: post relationship v2 body

* EIREVAP S HEMERINetApp Consoletk P ID, "EZ# SR TIE"
* ATEREGRBEWTEM, "£% relationships-v2 APIEA" o

Nl

POST &R HI:
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api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
api-sync.html
https://api.cloudsync.netapp.com/docs/#/Relationships-v2/post_relationships_v2
https://api.cloudsync.netapp.com/docs/#/Relationships-v2/post_relationships_v2
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url: https://api.cloudsync.netapp.com/api/relationships-v2

headers:
"x-account-id": "CS-SasdW"
"x-netapp-external-request-id-src": "hb312vdasr2"
"Content-Type": "application/json"
"Authorization": "Bearer eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCIsImtpZCI6Ik.."
Body:
{
"dataBrokerId": "5e6elll1d578dtyuul555sa60",
"source": {
"protocol": "s3",
"s3": |
"provider": "sgws'",
"host": "1.1.1.1",
"port": "443",
"bucket": "my-source"

br
"target": {
"protocol": "s3",
"s3": |
"bucket": "my-target-bucket"

NetApp Copy and Sync® ZEiN A% R G, XHEFTXRER

NetApp Copy and Sync 8914 KRB IXARRLERE, ERMA N USRS XRZHEE
Fo F—MEDUEM AWS T Azure ITIRIZEREMERIRFENTE. EMRAEREE
MNetApptd EiF Al ik,

&AM AWS Marketplace 3§ Azure Marketplace 1715, EAREERIBTITIRIFRZE

T LOER @I 71T S FANetAppBYIFEIIE. 190, WREH 25 MEPXFR, WA LAERFRIESZ A 20
TETZXENER, ARERRIRR 5 MEPXFREM AWS B Azure IZEREN .

"V T AT RNERYIE(EA R o

ﬁﬂ%f&?ﬁ%f—ﬁﬁﬁ%ﬁﬂ Eﬁﬁ;xﬁ_lﬂﬂﬁﬂ\, ERTEZZULEAEMKRR. MERNXRFZWMEF, BEEITRN
BWNVFENEZ AT, BR TEL?‘TEHEEQO

FAIEREIENetApp Copy and SyncEiE BWMIGHITEIR, MAE@EINetApp ConsolelTRIFHFITEIE,

M AWS 7T
AWS RITEIREREN R IIRFE TR
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BB RYP 38
1. MNetApp Console SiZEEH, i%E#F Mobility > Copy and Sync.
2. EFEA],
3. iEE AWS,
4. EEFATIH*, REEE ARG,
5. M AWS Marketplace iJi5, SAIGEFEF Copy and Sync 5%
TSRS T %3 1E:

M AWS Marketplace iTiEEFIFES

BENRNT B
1. "#£ %] AWS Marketplace TUE" o

2. FERREIT IR

3. EERENEREIE, AREEFCESE"
M Azure iTi5

Azure RIFIEIRFE RSB IIRENT .

REEA
FEAEXIT R EE T E P E BEIRAY Azure FAFBKF .

T

1. MNetApp Console SfiZEH, % Mobility > Copy and Sync,
2. EFEAT,

3. 1EFE“Azure’,
4. EFEATIH*, REEE G,

S. 7£ Azure [JPH, &R GIE", EIFEAED, SAREREITI
EE AN E, SOEFEeE TN —FENER.

6. BRETeM/E, EERMEEOPIERE SaaS HRHIB.
7. EEEREKFRE ERIFMRED,

TSRS T g1z

M Azure TiZITIRE SRR

MNetAppl ¥ FIIEH R INEI S HIFIE S
BMAZNRSXANER, SOFAEE— TS MFIEHEERIIEERMED .
RRENA
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BEETHENFEYIS UK 5% I IE XX RINetAppsz ik =ik 7 B F 2 A1 2285,
3
1. @3 B R NetApp MEHFATIE,
2. "BERUSHIFREL"
3. JEFFETY,
4. FERINFRNREHRINAEER:

a. WAFFIS,

b. EIF S EERNNAYIFAIIEXEXBINetApp 215k itk -

* INRERIMKF EFRINZEINetApp Console, EM FHIFIREIERE,

* INRIEBIIK P EARAN, IBEEARIN NSS THE*, WMABAIMERY, SmEFESEM, ARMKThT
RPIEEE,

C. AN

SEFTIFATIE

WMRIEHEK T MNetAppENEFIFIRE L FRIE, WP BAREF2EEFMRLS P EchEHR. EFEE
FAINFRLEARIFRRIRA B #R, W eliErs@d E A E L SEANMILHITEIE, mAE@EiINetApp Console
ITRNFITEE,

g
1. MNetApp Console SfisEH, 1% Mobility > Copy and Sync.
2. EEFFE
3. R ARINF RN HARIFARER:
a. WAFTIS,
b. %1 5 EERMAVIFRIIEREXAINetApp ZHFih K o
C. &I,
#R
SEHMNRAS2ERHNEEABIAEHRINEITFAE.

7ZNetApp Copy and SyncHEEFL X &

e LARERY @ A PRI D #dE. Bt XIZF R EIENetApp Copy and SyncHPFHIEF X &,
M EMITEUER S

BEFREF T —RMENRL, Mmed UILZEERNBERZEIRTS IR,

p
1. "ERUEFMEL"
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etz smamyersssC)
3. SR RS, REEE RS HTHIA
%
SHRFS BhERRERS IR,
IER D 1% 8E
BT EE X R TN O RE BRI X RN, MINSEREARR H_ BT,

TFRE
NRBIERIBAEEHMAI X R, BALKRMENZARFBEREEIINEXERT X RB1ERE.

g0, RIREBE=FXAR:

* KR 1 AERLANAAEE
* KRR 2 MERLANA B BIE
* X% 3 HMERLAAAERE

TRZMEXR 1 (%6, RILERBUEAEA A RINI—MREERE. BTHAATEERRPXAE 3, At
XENRT ErEE=BoINE,

p
1. ERXZAPEVDE-MIEHIERELTFELRS.

’ ®
WANRIR SARBIRS R R
3.

A BRI O — MR EIR AR

S
SHNESEHEOBERIBREIAR, T—REIERS MEERIZRR
B

TR LUMERMB RS X ZFIRS BN EREEMHERE, NRENREREERECEHENRZIE, WE
MEIERB AR,

EREFIMBESEEE IR BirEZIFEHEIE: Azure Blob. Box. IBM Cloud Object Storage.
StorageGRID. ONTAP S3 Storage. SFTP #1 SMB frR328.

g
1. WEFERIR, BREFTEZENRAS XK, AEEFERTIES
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1 Sync

Name
My first sync relationship &

Source
smb/f217.705  /MyShareN...

¢ Update Credentials

Target
smb/f217 71 38.3/MyExportiN__.

& Update Credentials

Data Broker Group
@ Data Broker Group 1

Schedule [ON] | No Tags

2. NFIEH R B,

KT SMB IRSZ2EHVEEFD. NREZEM, BALFEEEEMRENIEEE, NREZLENE, X
FERHNo

E%@E@UEE*/F%%N%)\TH, BEEREREREANL, NWERIMNED RUSEREIRMIRT

“

EFMEY IBERHERELNRE SEAEFRERENMENRIDHEITHRIERD AJERE 10 723,

REEA

BIRET XA B L EEE A LUER SR ENetAppiTHl & R A P OIZRERIFIE L @, ErI LIS A%
EED . HIERD KA EIER D BUEBER.
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Account - Workspace Connector

MyAccount Workspace-1 MW/A

J:l Notifications (9) (:)
Filter Services (All) - Filter Type (All) -
@ Cloud Sync relationship completed ~

| Go to the relationship

5 minutes ago | Clouwd Sync

5N, R e LI B ER R @ A

p
1. BRAS XRBIKE:

® M“ﬂ‘ii@*&”%ﬁﬁ%ﬂﬁﬁ%%#ﬁ%@
b. JEIEIGE”
c. BRSBTS
d EEREFIRE
2. INREAEET BT RO, B EEIRAEAISE:
a. HIFEE > TIRFLEAIEE"
b. BEFE— BN RS B SEAKE,
C. BEFR R
ZE

NREEE TZEW, EIERTENetAppizhl V@B P OWEIE GBI @A, Hpids—LEiaEdE+
BB & %o

FHRTXANKE
e X ANfAITE B AR E R LIRS R BIRE,

1.
M“ﬁ‘(%@ﬂi”%ﬂﬁ@]lﬁiﬁé%#ﬁ%@

2 MRIRE',
3. R AMRE,
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GEfEera
Schedule OM | Every 1 Day
Retries Retry 3 time=s befare skipping fila
riles.ang Directories
Compare By The following atrributes {and sizel uid. gid. mode. mbime
Recently Modified Files Exciude fifes that are modified up o 30 Seconds befare a scheduled sync
Delzte Files On Source Mever delzte files from the source location
Delete Files On Target Mever delete files from tne target location
File Types Include Alk Files, Direcwories, Symbafic Links
Exclude File Extensions Mone
File Size All
Date Modified All
Date Created All
ACL - Access Controf List Inactve
4 Resetoo defaults

AT =S MeENEENA:
el

ERREKRESNWEEHVHXART i, ErIURHE 1 2#HEP —REE,
Bkt

EXNREZEIREN DI NISHERERRTH, EFNRTESNECESIERS .
A

fEEREISIE IR R B ENtAppiEHl S REM A ORI ERINR T B, ErIUERHIERT M. HIER
TR MANLHER D BUEATEH,
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JNRERRRURLL T &R

Eid
TE X EFIFMEZ EBE S Z AN B IR E 2 XA BYR .
bz

ERTHEXHXEREEEERHNERELH, EFNRY SN ILRFELERE.

BMEEBUEERXLEREY, “EFMESNESBEINERERE. XHEXNIXERZRRS BRE TR
REEEZN, BAEIEIXEXHNBER.

TR LUEI LRI T B IERER AN ERAEFIFNRES
° mtime: XHRREIEXRE, LEMENTFERER.

° uid. gid 7] mode: Linux B9 PRIRE.

XREH
BIBXARE, BT ARBILIETL,

ERITIECRBI 1
PERHFETE R Z BRI SR B X (o
A BRI

T ERMES BXHERZBMIERS, ERMNRUERR 4. ETEEHIERRNNL, ENiR
XHEEHIEZHMIFR.

NRBALLED, TIRFREEEIENIE LAY local json XHFSE, THXEHHITINTER:

{

"workers": {
"transferrer":{
"delete-on-source": true
}

}

}

E# local.json Xfg, BRIZEHBE: pm2 restart allo

PR B AR
IR ENRMERFR, NEREMBEARIERRXF. FINKEZM M BERIERIBRX .
XfreeB

EXEREFTHECENHLE: . BR. FSrHENEiEE,

@ SR T AL 2 NFS B NFS X&R. AP BRREA— MmN — 3
HE, HESELAMEERIET
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HEFS T B

BIRMAXHT BB FHIZ Enter RISEEMBD FRIEFAIEMNFRANS M 'R, Fla0, #N log 5L
Jog FHbR *log XtFo ZN BRIAFAFEDIER. UTFISHRM T —MERENER:

HERR RIS X RIS B S
() Regex EMFAR SEERT glob FARFR. LIhse X EBFEMRER.
B
BN R B RELHEFF L Enter, IERS 15 PENFSPHBIENRARNKER. Bk

&R, .copy-offioad. .snapshot. ~snapshot B R#HERo

() Regex EMFAR @I glob FARFR. LIhse X EBFEMRER,

AR
EREZ AN, TeEX), HXETREXRISEERNBIX .

(ERA=Et
ERFTEXM, TeEREEXEHN6E, EFREHERMZE. FEBRZrSE N ESERREN
B o

ellfed=pt
Y SMB ArSZ2R1ENIREY, WWIREFEEBRAPERERMZE. BEBRZrSERESEE ZEEIE
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2. FREUENRIERR: /opt/netapp/databroker
3. BITUTFa<:

chmod +x uninstaller-DataBroker.sh
./uninstaller-DataBroker.sh

4. 17y HIAEN R,

100



NetApp Copy and SyncAPI

B]3@1d Web Ul {EFAINetApp Copy and SyncThgEth A& d RESTful API &£/,

FHIa(ERA

EFRERAERIMNED API, EFRZIREAF CHEHINetApp Consoletk P 1D, #1T API AR, EREBRKSHE

I 1D AIDEIEAAR K
TIE
1. MNetApp ConsoledkBXFE < Fé,

POST https://netapp-cloud-account.authO.com/oauth/token
Header: Content-Type: application/json

Body:

{
"username": "<user email>",
"scope": "profile",
"audience": "https://api.cloud.netapp.com",
"client id": "UaVhOIXMWQs5ilWdDxauXe5Mgkb34NJQ",
"grant type": "password",
"password": "<user password>"

@ NREFEANZLEE I ID D ABFEREIKS, MWelLUERRIAEFim
ID*QC3AgHK6qdbmC7Yyr82ApBwaaJLWRrNO”,

2. FREVEHINetApp ConsoleltkF 1D

GET https://api.cloudsync.netapp.com/api/accounts
Headers: Authorization: Bearer <user token>
Content-Type: application/json

It AP 3R [E140 T e :

"accountId": "account-JeL97Ry3",

"name": "Test"
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3. 7E8 API B RYEARAT K AR < REFIHK A 1D.
5F

LUFRBIRR T 7£ Microsoft Azure FEIEEEIRIEM AP ER, EREIE <user_token> F <accountld> &
BAEERIEY BRSNS ID.

POST https://api.cloudsync.netapp.com/api/data-brokers
Headers: Authorization: Bearer <user token>
Content-Type: application/json

x—account-id: <accountId>

Body: { "name": "databrokerl", "type": "AZURE" }

T—F 242
NetApp Console IR SEE— 1 EIEE . ERF<HE, BEEEXABRSE 1 F APl

AP| M 81 &—N“expires_in"FEx, AT i< AT T HER,

fEA%&R API

List APl 8% APIl, AERASIENRE] (lg0: GET /data-brokers/{id}/list-nfs-export-
folders '# "GET /data-brokers/{id}/list-s3-buckets) ., RBEIRFZB{/HIE—IINZE HTTP RS
202, BRIGKITER, THfER "GET /messages/client’ AP,

B

1. AREREERERNTIR APL

2. f$5M "GET /messages/client APIE B2 ELE R,

3. EFAMERER API, HEESHIMERNIUEIN ID: GET

http://api.cloudsync.netapp.com/api/messages/client?last=<id from step 2>

BHEE, 8XAA GET /messages/client AP,

B+
YIRILIT list-s3-buckets’API, R ENR(G]:
GET http://api.cloudsync.netapp.com/api/data-brokers/<data-broker-
id>/1list-s3-buckets
Headers: Authorization: Bearer <user token>
Content-Type: application/json
x—account-id: <accountId>

ZRZE HTTP IRSHES 202, XEKREHBERIER, BRRLIE,

BIRAURIFRVER, REERLUTAPL
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GET http://api.cloudsync.netapp.com/api/messages/client
Headers: Authorization: Bearer <user token>

Content-Type: application/json

x—account-id: <accountId>

ZRE—TEE— ID FEREMNRBIEH,

"header": {

"requestId":

"clientId":
"agentId":
by
"payload": {
"init": {}
by
"id": "5801"

Wiz, ERILAERNINIYEIRY ID #TLUT APILEMA:

GET

http://api.cloudsync.netapp.com/api/messages/client?last=<id from step 2>
Headers: Authorization: Bearer <user token>

"init",

GRSt

Content-Type: application/json

x—account-id: <accountId>

HZRE—HHER. BFRHERSME—TEROHENR, SHRERIT (FAE) &

u:

ID FEAKRKRSHBLENRE—FHEB. Fla:

"il’lit",

R (FNE) Ak I
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"payload": {
"list-s3-buckets": [
{
"tags": [
{
"Value": "100$",

"Key": "price"

1,

"region": {
"displayName": "US West (Oregon)",
"name": "us-west-2"

by

"name": "small"

by

"header": {
"requestId": "f687ac55-2f0c-40e3-9fa6-57fb8c4094a3",
"clientId": "5beb032f548e6e35f4edlbald”,
"agentId": "5bed61f4489fb04e34a%aaco”

by

"id": "5802"

APl &%

FNEFIFED APl BIXHERI M https:/api.cloudsync.netapp.com/docss
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NetApp Copy and SynciFaI#iiA

14 REFXBILERG, En] LB iz NetApp Copy and Synck ZRIEE .
FE—METEM AWS 3§ Azure 1TiH), REAEAHEFIRELSEE. F_MEEEERE
MNetApply EiF AT ik,

W RIIER @I NetApp Copy and SyncEid Mk #{TEIE, MAR@EIINetApp Console#{TEIE,
hiAITIA

1T AWS 8¢ Azure NEHIFED ARSS AL IR/ NI BRTURF (I 2], "8A] LUET AWS B Azure 1T0H" , BUR
FEBREE RN

F)\BE T i)

B NS ERITIR, EERIECIEMNRY X R E%/ BT 2,
s "&E Azure FHIEM"
* "BEEH AWS HRIREREMEEN"

FEITIA

FEITH R M 20 MEZXANFAIE, BFETLMR. WRENED XFRZEBI 20 MHEBED AWS 1T
58, MEFRRNSZAITIMNIXZR TR,

"BE AWS FRIFEEEMN"

NetAppHYiFrIiE
WL MRS X RBRNS AR EEEMNetApp I EHF AL, S MFIEATFELRES 20 MES £ R,

&R LUK X EEAFRTIES AWS B Azure 1T —C2fER. a0, AREHE 25 MEIDXFR, WAILUERIFRHES Y
il 20 MRS XRAENER, AEEARIRDN 5 MEILSXAEM AWS B Azure IZERE %,

"7 RN S REHAE BRI EINetApp Copy and Sync” o
PRI &R
WE B/ IFAIE (BYOL) #TERIFREZNE P NiZ T RS 1 alENF] B X BIPR S

* EFAENFA BYOL IFRIE, BB ZBREFABI—F,

* EFAENFA BYOL el RN BAn 2 B IL S HAET 20 MEMEE (BNEEMAN RS XR) -
* TREFBEERE 20 MEDXABIRE, TP HINFERE—FIF A HIRE R EIH.

* IRFFEFSITHFENE, N5 ZFFAIER FAEXBIRERNEY XRABASESEFENESIT.
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NetApp Copy and SyncH HIE3Er2FA

NetAppTC: &R ETEERNetApp Copy and SyncEHEHAVERIEIE, FIEEIZEFMHETE(L
FERME PRV EIEAEN 28 L.

RIBEERNECE, SEEIEMPXAN, "SFfMRS AR TERMAERE. fli, FIREES SMB kRS
SBX AT, I AWS HEEHIERIEN,

XEFIHAAERFREFEISIENELRS, HERBEEEENEFN—ailElt, TRERERMERELENR
KPR, XEFIPKIT AR HLGNetApps

EIEERS HashiCorp Vault TEAUERIEN 28 #1740 ZR,

NetApp Copy and Synciy A& o) fEE
NRERBE R NANESR, E WREEE o] LU SR EEE,
NI

U FIE1 5 44 ANetAPp Copy and Sync 3,

NetApp Copy and Syncillfa T{E?

SHRRS EANe APPSR SENERSEIBIR (XA ASER) .

SEAEAEFFEMBERZENET X R, REFRTXRARE, EFNETIANENEREHBESBEAZIE
B LU B 0 3 A9 B AR .

NwElE, “EFMRELS REEIRENITYIE T E A B AIERE.

14 REFIHRINAIHIT?

H{&IEM Copy and Sync BY, 14 REVREXRAHTMAR T . EEFN 14 RALIENEFIHREDT XHZ
fINetAppZE A, B2, EHMENEMBIERENRERRERBNAER.

EFNRZHERREZL?

ERERMRET AMMMLEBRA: RSEMERE.

g

MNTFREBEMBRNEN, EFNRTRSFHRRNEHE, ATEEIBNED XANKE.

* "EEF AWS HRIZEREMEEN"
* "&EEF AWS FHEEEMN"
* "&FE Azure FHYEMN"

1EE A LUEE NetApp A RRSERIFE LT 1FAIE. S MFAIERIEA 12 MR/ 20 MEP X FKo
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TREXFTIENESEE" .
(D xFAzure Netapp Filesskist, EHIFIFIS XAREEM,

RREA
BREASHECSPEITHERENITENEEREAE X
SHFELS A 8 U RN SRR AT H?
14 REFIABIALERG, ELiBEmMARXEZART XATEH, F—NETEM AWS ¢ Azure 1T, X#E
TR LR EEEN B HIREN TR, F_MEREEIZEMNetAppIEiFaliE, EEMIBERT, ERITIREREE
HENREEHIIHTERE, MARBEIEFNNRSBFR AmH#TEE,
KA UE=IMEREFIFEZ1S?
=0, EuEIFEEERERERNNREY . BRHMBEFRT B ERR, SIERERGOAUEEEARM,
BAREXESIMERERNRTHUTES:

* BIER L ARG EETBWEEA S ERMRS HITERE,

* NREREZEMNetApp I EIFAE, MEE—N AWS 5 Azure 1 3Ei#4T PAYGO Copy and Sync it2%,
W in EFIFIEP?
AT LAMNetApp Consolei#TEFIFMEL . MIZHIGEMSA, EFBoit>*EF5FMRET*
FAREIRRLE ARK?
FMUBRELCATBET —MUEEL AL, BHERESHE—EEBhTIRERP XA,

ZFFHVRM B AT

BT B8 5 8 3% R R s 59 A BT 3%

SHIFIRES LR B T2

SHMES ZRHEHTERENES %R, SEREIR .

EHIFED X LR AR NFS 1 SMB?

EHMBED FHr NFS hivas 3 RESRA LUK SMB R4S 1 RE SRS,
"FA T REREIZEKX" .

S LA Amazon S3 BRI, HIEAUSDEESER S3 FERMIT?
TR, 2 AWS S3 ZEMTE, ERILUERSER S3 7!

* i (XZBAIAK)
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* BEenE

* ARE-RIREIIR)
* BX-ASREAIR
* KIREER

* KNRFERER

* JKINBPRYHEZR

Azure Blob ZENEER EARE?

3 Blob BB IREY, ERILULERIFER Azure Blob FHEE !
© RIEHE
© R

BB EX#F Google Cloud ZfEE?

&M, H Google Cloud Storage ZfiEt@EBIREY, o] LUEERSIERIF#ESER:
VY-
D257
E! =

MR E

T R#S EFIFES MK ERE X,

EFIMEZHIMNEEREHA?

SRR IFEERSIEAIEABEIMENMNETRTEE APl (Amazon S3. Azure Blob. IBM Cloud Object
Storage) SR BRERE,

te5h, BIEREAFEETIRO 443 BIIHIEERWNER, UWECAUSERMRZ#ITREHRKARM—E
AR S5 ANTFERE.

BA LR RIERS 5= 5 HiERE—RERN?

=
=

SHNRT I IFFEIAFTERLFHIIENRIEIRSE2S. NREBSHIERBNIEERERS2E, NRBLE
RIBRVFRE HTTP #1 HTTPS FREEEIRIERE, 5 5, IFHTTPAE (530 NFS of SMB) Fae@d
RIBARSS 2858

—HRIBARSZ 2R EI 2 EAES NFS siAzure NetApp Files[EH X RMIEHAEIRMBZE, MBEEET
HTTPS kix, FTih@id{IEARS23E&H,
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* REZ I ENERAFRERIRER. /NS R

* ZREEZ I
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TR ULHE 1 D#RET —REE.
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