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ER U N CPU
2N 32 4~ CPU

KB 16 1~ CPU

RAM (A2 AZIRNTE) tiEs2

128 GB A7 */ £ 1TiBSSD, 5% /opt £ 100
GiB rIH

* /var/lib/docker _ERTFH 895 GiB
* /tmp £ 5 GiB

* 3+F Podman, /vartmp t&
30GB

64 GB R7F * / £ 500 GiB SSD, ¥ /opt £
100 GiB PI A3

* /var/lib/docker ¢ Podman
/var/lib/containers _EB]F3 400
GiB

* /tmp £ 5 GiB

* X¥F Podman, /varitmp t5&
30GB

* BEPAIRED LXLZESBTELFIN, BNEERRBE LR KB RAERNEAS:
> Amazon Elastic Compute Cloud (Amazon EC2) 32ff|288!: “m6i.4xlarge’s "&AEE M AWS SLFIZE

> Azure VM A/]\: “Standard_D16s _v3’, "&&HM Azure SLfF|ZEA"
° GCP #2828 “n2-standard-16", "&EE M GCP 2f|ZEH"
* UNIX XXHENR: FEEBLUTERIE UNIX AR :

X4k
/tmp

Jprim s
/var/lib/docker

lusr/lib/systemd/Z4:

* BIERS

B {RARFR

rwXrwxrwt

rwXr—-Xr—x

° UMRERSFEMER Docker B285|%:
* Red Hat Enterprise Linux kg2 7.8 #1 7.9
* Ubuntu 22.04 (FEHIEDERZ 1.23 HESRA)
* Ubuntu 24.04 (FEHIEDELIRZ 1.23 HESRA)
° UTMRERAFTEMER Podman B2851%, HERELUIES LA 1.30 AESHRES:
* Red Hat Enterprise Linux hizZs 8.8. 8.10. 9.0. 9.1, 9.2, 9.3. 9.4, 9.5 %1 9.6,
° MTEENRG LBRASRKET & (AVX2),
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* Red Hat iTHEIE: A MTIE Red Hat ITIREEF M. NRFKIM, RERTERRFHEERELER
BB RS =3 o

© MEONERM: RREBIESEZE, BREEN LEREUTRG:
© RIBEERINRERS, BREREHEP—IAIR5IZ:
* Docker Engine hfitZs 19.3.1 iEShRAS. "EELZEGA" o

* Podman hRZs 4 Sy EShRA, E%ZE Podman, BHIA(sudo yum install podman netavark
_y) o

* Python hR7s 3.6 SUEEMRAE. "EELEIRA" .

° NTP /ARSI NetAppEINECEHIR D LR FALUFRAMEETEITNMY (NTP) RS, B2 L RFAMITH
BREASK ZEIRBTENAE L,

* Firewalld ;321 MNRETRIEER firewalld, VBN EELZEMIES X ZHIBETE. BITUTHS
HITELE firewalld LIESEIEDLES:

firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=https
firewall-cmd --permanent —--add-port=80/tcp
firewall-cmd --permanent --add-port=8080/tcp
firewall-cmd --permanent —--add-port=443/tcp
firewall-cmd --reload

MREH N EREMBIESLENENFEST R, BELREXERNFMEENERS:

firewall-cmd --permanent --add-port=2377/tcp
firewall-cmd --permanent —--add-port=7946/udp
firewall-cmd --permanent --add-port=7946/tcp
firewall-cmd --permanent --add-port=4789/udp

BAE, BRABRNEMNELINERZE Docker 8 Podman “firewalld i &
() =R, WESLIHNRGH P T ABR.

B R R LY H L B EXR 17 19]

RS LT EHILEBRMIAR, HD%UE’JFEM‘JZ%IEW%@%ﬁﬁﬂlﬁﬁzéﬁLﬁﬁﬂ%ﬂlﬁ 8], IEHAREUE D IS
B b BB R PR LABX 2 LA T i

I B8y

\ https://api.console.netapp.com 55 am@EE, EPEIENetApptkFo

\ https://netapp-cloud-account.auth0.com \ izt aNuhi@E, SSMEFRBAR 59T,
https://authO.com
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I
\

B89

RAXIRMIREGR. BB, RIRBYIAIEAR A&5% B SIS

https://support.compliance.api.console.netapp.
com/ \ https://hub.docker.com \
https://auth.docker.io \ https://registry-
1.docker.io \ https://index.docker.io/ \
https://dseasb33srnrn.cloudfront.net/ \
https://production.cloudflare.docker.com/

\

fENetAppaESS ME ITHIE R R L IR,

https://support.compliance.api.console.netapp.

com/

https://github.com/docker

1R {tdockerZ M MHEEL,

https://download.docker.com

\ http://packages.ubuntu.com/\
http://archive.ubuntu.com

IFFrE X EMNHEOYE R A
BN THRFIEXENIROEEITH, LUEEHIARIE. $iES 2. Active Directory MIE3ER Z E#H1TIES,

B
EHaRE<SHiESE

ITHI A2 <> ONTAPE
B% (NAS)

®A
8080 (TCP). 443 (TCP)
#1 80, 9000

443 (TCP)

& Ubuntu LRI EIRNHFEL.

R

=B CIRRIBA AR E R A N A A @i im O 443
HHEEIE D ELAIMNEFHISTE, HREO 8080
ETH, UWEEAUEEHSTEIREHE, IR
Linux EN_EFFEARAE, N Ubuntu BRSZ28ABIAEE
HZFEEiIHO 9000,

I=E|aER HTTPS £IMONTAPEEE, MNREERAR
EXPHNIEREE, MWE(IHNIRHEULTER:

s FHAREENATNAIFET RO 443 #1THIL
HTTPS A8, MRIFEHIEREBAT=H, WE
N HIRG N IE SRR AL 72 PR i@ s,

* ONTAPEE N AR E T iR 443 FH1TNIL
HTTPS ifiale ERIABI“mgmt 5 M IEERER A 1K E
FR IP #ikBINIE HTTPS 48], MNRIEEHR T
HEBRIAZRER, ECIET B SRIBASESRES, M4
T HTTPS N 5% KX B H B A MEHI B
BEFHAYIAHIE.
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EERE iH

BB I <> ONTAPEE: * 3F NFS - 111
(TCP\UDP) 1 2049
(TCP\UDP)

* 3¥F CIFS - 139
(TCP\UDP) #1 445
(TCP\UDP)

B <> Active
Directory

389 (TCP #1 UDP
) . 636 (TCP) . 3268
(TCP) #3269 (TCP)

7E Linux FH ELREHIED R

R

HIRH L FEES5SCloud Volumes ONTAPFME{ 2
HONTAPR LRI MLEERE, Cloud Volumes
ONTAPHIRA A3 TH E& B AL 24250 72 1 3K B $03E 53 2852
FIB N IEERE,

B R el L o $8E 73 2 SRR K

* XF NFS - 111 #1 2049
* ¥F CIFS - 139 1 445

NFS &S REEAIA VT MEHE D K SE AT IR

B Mef N ATIAFIRE T Active Directory, Itb5h
, BB ZEEE Active Directory E3HER 13 CIFS
5o

BB H Active Directory IS 8.

* DNS BR528 IP #thik, =% IP it
* RS #BIAF BFERG

* 1% (Active Directory &)

* IBERFERL L LDAP (LDAPS)

* LDAP fR%28i% 0 (LDAP @E 7 389, &2
LDAP &% 7 636)

MNFHBEE, ERERNENRFLLEZRMS. FSFELAIPE

Cloud provider
VPC or VNet

On-premises location

NetApp Data
Classification

instance
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BESE Linux ENAGMETIORF T BB HRED L ZNTEERTIR.
RELHIAEEERMNERE, BIEDERGARMEBEET

LR RETEAMBY, FIES XKLL AT S3 F#1B. Azure NetApp Filesd} FSx for
(D ONTAP. EREERT, ERBESPHBRIBMDHEREMHIEN LT, HE HEES
2B B AT R RIRIAIE R

HAFENREFINRE

ERNFEN ELREBIED KRG, FEEERHERUATIE,

"WAE LEARST" Y RN R IR IR 0 2K

HAR, REMEDENICRAEREERN, IREEREIRTEIEMEE, EAIUEEREHRITETH

NB. EWE4 /opt/netapp/install logs/o
FreaZ Al
* WIEER Linux RARTHE EVER,
* RIFRARELE TR IMHERHE (Docker Engine 3 Podman A1 Python 3)
* HRIETE Linux R4 E3E root 1FR,
* MREERAIER I BB
c MRFERIERSH[ES (P HUHENEZ. EFHO. HEZEFE: https 5 http. AR BMER)
° NRAIBIETHIT TLS 28, LREIMEFHIESZE Linux RE_LTFE TLS CAIEBMRRZ,
° RIBRIUEIFERN. BUEH LB FHERNE,
° ZARPWARAMAR, FEHEAF,.
* WIHER B IR SRR E BRI RAERE T,
HB

1. NFEEIES LR "NetApp SZHFIAR" R IZEFERI 4% /9 DATASENSE-INSTALLER-
<version>.tar.gz.

2. RLRERFXHEHFEITRIEMAN Linux EH (A “scp SEMAE) -
3. EEM LRERERRFXM, fFla0:

tar -xzf DATASENSE-INSTALLER-V1.25.0.tar.gz

4. EiIERlaH, EEVRE>D K
o R ERHEEHIED L

37


https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/

38

Favorites

Home

Take control of your data with ro——
NetApp Data Classification \ ' Fouarn ) o
0 ye

L}

Storage

@ Protection

Governance

—
9

(7]

Health
data migration projects.

Workloads How does it work? [

This service is free of charge.

Deploy NetApp Data Classification

Mobility

& ® e

Administration

Driven by powerful Al, NetApp Data Classification gives you W e
control of your data. Identify, map and classify your data, \
including PlII, across cloud and on-premises environments, to

stay secure and compliant, lower storage costs, and optimize

RIEERETEENES LEREAMERILA EREHIEDE, EFRELHERTRBHEIED

P
KR,

- BEREAEE SRS L WEE, EFRMNs<S (Flu:

sudo ./install.sh -a 12345 -c

27AG75 -t 2198qq ) FREEMMEINAXHHR, UEHEFER, AEEE X UXATIEE,

EENL, MAEERIG<S, ARKR—RIIETRHE

LERGL1TER

FER, REEFSITIREUBERENRFNNEEKRRE, UERNIZE,

BHE X

RIERTMASIR:
a. KNP R 7 EFRIE<:

sudo ./install.sh -a <account id>
-c <client id> -t <user token>

MREERRG LLE (MABREELENARM) ,
&0 ——manual-cloud-install
<cloud provider>o

b. INEUED L EMNAY IP UL ENE, LUEIE
HlaRERGEALUAEE,

C. MNIZHI G RIZEANRY IP ltsENE, LUE
HIRD R RS A LUARE,.

d. RIERTRARERAES. MRENEH SN
EBEZERNRE, WEFERAFEALES
, EAIESEEBMERER S EFERR
RIE,

TEE:

° account_id = NetApptk~ ID

1718(F, WELALUREESFBECFESHNTED

"WAE ARSI T BRFTHAS

WS
5E, EALURAEIBE M S, RHLENENM
RIZSE:

sudo ./install.sh -a <account id> -c
<client id> -t <user token> --host
<ds_host> --manager-host <cm host>
--manual-cloud-install

<cloud provider> --proxy-host

<proxy host> --proxy-port <proxy port>
-—proxy-scheme <proxy scheme> --proxy
-user <proxy user> -—--proxy-password
<proxy password> --cacert-folder-path
<ca cert dir>
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° client_id = 1£HIEHIEEFi% ID (WREFim ID FgB B clients”, MHRMGEE)
° user_token = JWT FBFifa)<$HE

° ds_host = #iEHZE Linux BRI IP #uhtsR F4H1R2,

° cm_host = I=HIGHRIERFR IP #itsk F A,

° cloud_provider = TEIRH L LM, RIBRIBEFHMNAWS". “Azure”3 Gep’s
° proxy_host = IR ENUFRIBARS R F5E, MWANIEARS R IP HENE,

° proxy_port = EZZFRIERS20mA (FAAH 80)

° proxy_scheme = ¥ 5. https I http  (BRIA hitp) o

° proxy_user = IREFBEARGHIIE, NEEBHIIERNAFPEZEIIERS2E. ARSI AER
- AEZFHIAF.

° proxy_password = &8 ERI A BT,

° ca_cert_dir = #8573 Linux Rt LB KN TLS CAIERERRREZ, XHAIEHRIT TLS £8HNAF
£,

%
BEDRLEREFRED., EMRBEALELIED L. LTEAIERFE 10 2 20 23,
i

R ENMER S NELAIZENE T RO 8080 BILERE, ERARHIS R HMiED K EMFHEERREE,

T—%
RN E S R T SER.

188 BBMIAIRIAY Linux 4] E%%ENetApp Data Classification

%8 BB AR RBYZs 3t s B9 Linux FEA1_EL2&ENetApp Data Classification®R/g_FA
AR, XThLERXBERZEMA, SNetApp Console SaaS B&EER.

BlueXPFABIETR (54iBlueXPiz) BER T EEEBMEZENAMIFENLLaXE, Hi

@ B+E AWS Secret Cloud. AWS Top Secret Cloud #1 Azure IL6, NetApp4*4:i@id£4iHIBlueXP
AREZRIXLEIFE, BXIBRRBlueXPREFMABEIRRXY, ESH"BlueXPFAAEINEY PDF X
"

KEED Linux EVRE B ESFIFLENetApp Data Classification

7E Linux ¥ _EFEhZ2EENetApp Data ClassificationZ &1, B LUERTE TN EiEiTHIZS L
BIFRFHMIEDENFAEIRF M EEEHER S, ol IEMLZHFH Linux £V EHEF
B Linux EN EETTIHEHIAR, ENATLUEZEIEEER, si&E EV o] IEBERE BEBWIA
mAviL = (BFLE) o

EE— P RRFHNREE, ERMIEDXLEMAN—EB7, RN T NIRRT Tz THIED 2
LEEHIASRIGIUE Linux EHBYAEF &I
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NI

TRHPITUTES,

1. NREERLEIEH SRR, WAILLERZE—D, BRUERTEITH SRENER TETUREE, B
A EEH S REMBE D L TN Z BIRVES - AR NEREEH R,

HEEENHBRIEERS HRFIEEK,

B REED R ENB L EEXMI7R

WIEFRE 24 LB R TR O RS HERR.

THHAEBITIRF N HM S,

o &>~ W BN

BlEEH 5 RIE

BEBRRLERFGRE, ARARERENEABIESL. B, EAIUEREENAENBERTETIRE
RIS,

fREJ LA "R 22w ) & AR SR RY Linux EAEHZHPH Linux 4 L. —EiTRIERRELIE
DENAP AR SRR AR R R S,

BHEENRIBEBIMEPOIRIZE &RIE, B8R " AWS FelEIEHE & ", "7 Azure FREIERFI & RE"
» WE "TE GCP BRI 5 RE"

BITIOREGMAR, TREERFHIERERAN P K FNE, NREEEIFARETIEHSRE, &
RRTBUIES. MREHSRERBEST, ERILUMERSPREILER  EREBER, AREE 3,
PAIRERR 1 & U

JOIEEMNER
BRD KRBT R ERIERAAER. RAM X, RAEEREFNEN LETT.

* SEHUNARFHAZENENASIFHIED L - ZEVNBAEZTAEN.

. E@E’\J%FEWEIM%%N, TR LURIE TR B TR 0 ST R R R AR/ DX EE R Ge R\ R Tk
Fo
BGER/N CPU RAM (BFEARAT)  HWE

X 32 41 CPU 128 GB N7F */ £ 1TiB SSD, & /opt £ 100
GiB AIH

* /var/lib/docker _EETFH 895 GiB
* /tmp £ 5 GiB

* 3F Podman, Ivaritmp t&
30 GB
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RGR/N CPU RAM (R AFERARMAE)  HWE

G 16 > CPU 64 GB A7E * / £ 500 GiB SSD, g, /opt £
100 GiB A F3

* /var/lib/docker ¢ Podman
/var/lib/containers _EB]F3 400
GiB

* /tmp £ 5 GiB

* 3+F Podman, /varitmp L&
30 GB

* P AR RLENEBTESLGINN, BIEERARE LR ARE RAEKNARSR:
> Amazon Elastic Compute Cloud (Amazon EC2) 5:f72£8!: “m6i.4xlarge’s "&&E M AWS L2

B,
> Azure VM A/\: “Standard_D16s_v3’, "&&EA Azure SSHIZEE"
° GCP #2828 “n2-standard-16", "&=&EEH M GCP JLfIZEE"
* UNIX XHFAPR: FELUTHRE UNIX AR:

XK AR

/tmp ITWXYWXrwt
Jbrin 3 B
Ivar/lib/docker B
lusr/lib/systemd/ &4t rWXT-XTr-X

C RERS:
o IMRIER AT E(FER Docker 2351
* Red Hat Enterprise Linux hfizZs 7.8 1 7.9
* Ubuntu 22.04 (FREHIED EMRZA 1.23 HESAREA)
* Ubuntu 24.04 (FREHIBD EARA 1.23 HESARA)
° LUTMRERAFTEMEMA Podman B835|%, HEFREHIES LA 1.30 HESHRA:
* Red Hat Enterprise Linux hizZs 8.8, 8.10. 9.0. 9.1. 9.2, 9.3, 9.4, 9.5%19.6,
° MIMEENAFR LBRABRKET R (AVX2),

* Red Hat iTEIE: A MIIE Red Hat ITREEFEM. MNRKIM, RERTEHRFHERERELER
BB RE =53 .

© MIINER: LERFIBEDEZE, HAEEN ERELTRG:
© IRIBEERIIRERS, BEELREHP—IBR5IE:
* Docker Engine hRZx 19.3.1 A ESRAE, "EELERE"

* Podman it 4 S{EShRAS. EXLE Podman, EHIA(sudo yum install podman netavark
_y) o
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* Python hix7Zs 3.6 LEShRA. "EEZEA" .

° NTP ZEEUL. NetAppZRINECEHIED LR F UEAME BN (NTP) RS, BRI LRFMES
SRERFZ BRI EBAED .

* Firewalld ;32 MNREIHHIER firewalld, EINBINEERESUES L ZRIBAE, BITUTHS
HITELE firewalld LUMBESEHIED RS

firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=https
firewall-cmd --permanent —--add-port=80/tcp
firewall-cmd --permanent --add-port=8080/tcp
firewall-cmd --permanent —--add-port=443/tcp
firewall-cmd --reload

MRETHREREMBIES R ENFEIREET R (EDHIVRER) , BRI RFXERNFINEENE
R4t

firewall-cmd --permanent --add-port=2377/tcp
firewall-cmd --permanent —--add-port=7946/udp
firewall-cmd --permanent --add-port=7946/tcp
firewall-cmd --permanent --add-port=4789/udp

BAR, BREENEHNENIMERZS) Docker 3 Podman “firewalld 18 &,

B AR LAY H L B EX R 377 19]

RN X FEHIEE ISR, ill]%.ﬂxE’JFE}L‘AEE%IEWé%ﬁﬁ%ﬁﬁﬂﬁ%%%i&ﬁﬁﬂ%l@iE 8], IEHAREUES FESEH!
BA NI E BRI R LU T iR <o

R F RIS BRSSO IN RS, TEEAT.

i B8
\ https://api.console.netapp.com S5EHARS (81ENetApptkF) ABIE,

\ https://netapp-cloud-account.auth0.com \ Eizf|aNuhi@E, SSMEFRBAFR 59,
https://authO.com

\ REXTINGIREGR. BE. EIRIAIR A &% B SR
https://support.compliance.api.console.netapp.

com/ \ https://hub.docker.com \

https://auth.docker.io \ https://registry-

1.docker.io \ https://index.docker.io/ \

https://dseasb33srnrn.cloudfront.net/ \

https://production.cloudflare.docker.com/

\ fENetAppRETS MER ITHE RPM I E A EE,
https://support.compliance.api.console.netapp.
com/
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I B89

https://github.com/docker B{tdocker&L M NEE,
https://download.docker.com
\ http://packages.ubuntu.com/\ IR Ubuntu LEMNE IS,

http://archive.ubuntu.com

MR W EE O E R A
TR HRIRFIE SRR O ST, UEERIGRE. #iE7SE. Active Directory MIEIERZ B#ITES.

e il o] M| R
EHIaRIB<SHIES 8080 (TCP). 443 (TCP) =HI&MIBAIFA A IZEL IR AN A2 22 R i@ iR O 443
#0 80, 9000 HHEGES XL NEAHIETE, HERIKO 8080

BiTH, WEETLUEEHIEHEIREHE, IR
Linux =N LA AE, N Ubuntu FRSZ28ABIAEE
HIEEE RO 9000,

=45 IE<> ONTAPE 443 (TCP) BHISMER HTTPS XIONTAPER:, MNREFERH
B (NAS) E XA ANIERER, =6 8RB N FE S O

443 #H1THIL HTTPS iaiRl, MREFIGREUTZE
» NUFRRE XRYB KGR B R AL A VPR ki@ (=,

BITEHED RATRFARIA
RELUT D REBITHIED RARFZIZS,
"WLE LRSI T BRINMANIG T S R A S H AR S R

FeaZ Al
* IR Linux RAERTSHR ENER,
* WIIRFRELETHMUNEIHEE (Docker Engine 3 Podman # Python 3)
* MBfRIETE Linux R4 LA root AR,
TB
1. MTFEHEIE D RIRFERIZS "NetApp SZiFuES" EBNIZEFRN 4R A standalone-pre-requisite-

tester-<version>,
2. e 6T RIERR Linux EH (A scp SEMAE) o
3. DELEITHIZABIRR,

chmod +x standalone-pre-requisite-tester-v1.25.0

4. ERUTa<IBTTRIZ,

./standalone-pre-requisite-tester-v1.25.0 <--darksite>
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X BETERA EERMIAIRREN LI TR A 0L --darksite”s Y EHREZEIBECMEY, LR
FAMRR BT o
O ZHIAZRTIEIMNEBIE D L EANAT IP ik,
° BN IP bk ENE
6. ZHASIRTERARE T EH AR,
* MRERAREIEHERE, BHA No

© MNREHILLETEGEGRIE, BN Yo ARRBAIZHIGHER IP titsiFE, UENREAR L
M .

1. ZMAERSZ EETEMR, HESTIERETRER. BlE, EaBRIEEHEEANER
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Active Directory Domain @) DNS P Address () username I Password

DP Volumes, created fram a SnapMirror refationship, do not allow external Active Directory Demain () DNS P Address ()

access by default. Continuing will create NFS shares from DP Valumes which
have been activated for Data Sense. The shares’ export policies will allow access

anly from the Cloud Data Sense instance, Learn More
DF Volumes, created from a SnapMirror relationship, do not allow external

access by default. Continuing will create NF5 shares from DP Volumes which

Enable Access to DF Volumes Cancel | have been activated for Data Sense. The shares’ export policies will allow access

only from the Cloud Data Sense instance. Learn More

Enable Access to DP Volumes Cancel
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fEFINetApp Data ClassificationidifiAzure NetApp Files&
SR LN S BB A ER & FAzure NetApp FilesBINetApp Data Classifications

A EHH#AIAzure NetApp FilesZ%iDiscover the Azure NetApp Files system that you want to scan
WREFHERIAzUre NetApp Files R G R KRIEN R A HINENetApp ConsoleH, "FEFNNEIRZATIHE" o

ERBEUES LKL

"ERE IR K IR AR EBE LB,

F##Azure NetApp Files&EY, $IEDXMATEERZF, FHEMMEBETS EHMAVESHERRIKIE,
AR *HAHEAzure NetApp FilesBRY, HEIRZFHEARMAIEITBHIED X,
TEENARFEPBABIED L

&I LITEAZUre NetApp Files# 2 RAEIED .

1. MBIRD KRR, EEFEEES

View Dashboard *
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(_\\ Azure Netapp Files

Azure NethApp Fites

m ot o tuuyﬁl S NS

Or select scanning type for each wolume
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© BRGIFRIAE S, BERMEREES
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° BHEXSIMENAM, HERIERS N e EEE", ASEEEMRTEIR D RS,
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Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification > Retry All # Edit CIFS Credentials

Custom

Scan when missing "write" permissions

Scan 4| storage repository (Volume) 2| Type & Mapping status 2| Scan progress | Required Action %

Paused 2025-07-16 08:51 Mapped 219
Last full cycle: 2025-07-16 08:50 Classified 219

bank_statements NFS

® Finished 2025-10-06 10:29
Ma ifs_lab: CIFS M d 52K
% cifslabs Last full cycle: 2025-10-06 10:29 g i

Off cifs_labs_second CIFS
‘ off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06

p
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4
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Governance Compliance Investigation Classification settings Paolicies Configuration

ONTAPCluster Scan Configuration

Volumes selected for Classification scan (9/13)

Q

Sean when missing "write” permissions

-

Scan 4| storage Repository (Volume) 2| Type = Mapping status 4| Scan progress | Required Action 2 |

* Error 2025-01-09 18:53 Mapped 210
bank_statements NFS i ass
Last full cycle: 2025-01-09 18:48 Classified 210

cifs_labs CIFS
cifs_labs_second CIFS
- * Error 2025-01-12 06:11 Mapped 127K
Map & Classify | datasence NFS . e
Last full cycle: 2025-01-12 06:06 Classified 127K
- * Error 2024-10-10 01:35 Mapped 13
Map & Classify | german_data NFS i was
Last full cycle: 2024-10-10 01:29 Classified 13

german_data_share CIFS

1-13 of 13
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o
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SFTEENRERE BEX N KA, EREANNMINEG MHEFEIEERAM,

Volumes selected for Data Classification scan (11/15)

Custom

Scan when missing "write" permissions
= =

Scan % | storage repository (Volume) | Type = Mapping status < | Scan progress | Required Action 2 |

Paused 2025-07-16 08:51 Mapped 219
Last full cycle: 2025-07-16 08:50 Classified 219

Map & Classify ‘ bank_statements NFS

® Finished 2025-10-06 10:29
Map Vv cifs_labs CIFS Mapped  52¢

Last full cycle: 2025-10-06 10:29
Off cifs_labs_second CIFS

‘ off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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3. ERANEAMBEENAN, BEMES L ANIREAEEMET. BRETFS XK,

EERERAAMBIENAM, BEVIRTRENZE, AEEFEIMEANRS. RIFFH LKA,

prg=c!

Q

Mapping vs. Classification + Retry All /7 Edit CIFS Credentials
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MNERP FHETAEEUATSIEE, MLOFHEIVNEARF,
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{£FINetApp Data Classification

SER LN P BRI R] A E I NetApp Data ClassificationF A3 EZERE .
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ZRINEIRRE
BUBR DR LUFHE L T OB EFAvER
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57


reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume

* MongoDB

+ MySQL
 Oracle

» PostgreSQL
+ SAP HANA

* SQL ARS58% (MSSAQL)
() sEERsAERLHERIRE .

BUBEEER
FERISEIRD ISEHNEZNEIRER T LI, TICERREERL. BREEZLTEEENrEZEIIPUEE:
* P HihtsR FE MR
1|
* RSB (IXFTFiAIA] Oracle $3RERE)
© ARIFIEENZRIRYEIE
EFRAFZMEFER, SR ERENFAERATNREEGTSIEEWEMAR ZFENE, HITENER
PR EXARE— N EEFMBYNENEMNERAR,
()  %F MongoDB, BERREER M.

EBEEIE D LA
SNRFAREBELA, MEPBLHED Ko

NRGEFERE LB EEMIFRREUREFELR, G TR EiESiEs 2 80E 72 7] LU R BB B9 2 {1
BafEBHIRED K"

NREEFE R RERE BEMIGRINEN R SIEFR, WER 28 BRMIbRNE—A I EEE
HEDE s XEBREER SNEREER —FHIE,

ANINERHE AR S5 25
ARG TE VIR R AR SS 250

1. MEIED LR F, EFEES
2. FECETIEA, EERNARG > NNEIEERS 2.
3. WAFTRIE R LURA SR ERSS 25

a. FEFIREERE,

b. I NIROF ENZ T IP Mtk LUERERI IR,

C. X4F Oracle #iERE, MNRSSZFo

d. I NEREUEEIED AT LUARARS 25

58


task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html

e EE RNINBUEERS 2R

Add DB Server

To activate Compliance on Datahases, first add a Database Server, After

this step, you'll be able to select which Database Schemas you would like
to activate Compliance for.

Database

Database Type Host Name or |P Address
Port Service Mame
Credentials

Username Password

Add DB Server | Cancel
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ERMERSEFEIEHE
&R LARERHZ IE S 4a 3 IS BRIV 1T 2 3 o

SR LA RS SR B 0 3

1. FERENET, EEREEEENSIEEN TRE R,

Configuration

@ Oracle DB 1 | 41 Schemas
Oracle

No Schemas selected for ? 7

Compliance (%)

Not Scanning

View Detalls

E:: Configuration

2. BEEASMBREEFZIR.
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‘Working Environment Name' Configuration

¢ Edit Credentials

28/28 schemas selected for compliance scan

+ | Schema Name E Status ~ %+ | Required Action

= ] DB1 - SchemaMame1 ® Not Scannin, g Add Credentials @)
@ DB1 - SchemaName2 @ Continuosly Scanning

] DB1 - Schemahiame3 ® Continuosly Scanning

D DB1 - SchemaMamed ® Continuosly Scanning
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e
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° 3¢F NFS - #w [ 111 0 2049,
° ¥F CIFS — iiw[ 139 0 445,
* IR NFS HSUHBE B MIES LTOM P it UBETLHTEN 5 LATRIE

p
1. NEE D FERE R, EREE

a. INREFEA CIFS (SMB) , IEHATR Active Directory EiB1EH. XMTENRS, EF 4RwiE CIFS KiE*
, RAEWMANEIED EKIBRRSL LW CIFS BRI BMEE,

FEREATLE R, BiRMEEREREAHRIED XA LUEREMTERREANRNEEE. FIEFEE
5 67w SRl i

NRIGAEH R ERIA R B A2 EBIED AWML E, BINAFE CIFS FEEEANBMENR
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Name: Volumes: CIFS Credentials Status:

Newdatastore e 12 Continuously Scanning ® 8 Not Scanning {(~) Valid CIFS credentials for all accessible volumes

‘ # Edit CIFS Credentials |

2. ZECENE L, EFEEFAERUEES CIFS fl NFS HRPRESH LU EFEAIHIR.

ERMERE LHEE

&) LABERY NECE TUE B shaF LM RS LRV, S eI LR MRS IR B BRS04, &
2R, BWERBARTIFIES,

(Y EAEATHE BT Map 5 Map & Classify RER, 4 & EHRNERAENHE,
UETERERE R BRI, EREEAARRNNE NS DA RRE
2,

TUETRERRY TR B N A RES I T R RUA R T ERART. XEKE, NRBUESDEE CIFS FIREEREMN
FREUTE NFS FigBENR, RAGRASHEXHE, EAKIESXTER LRk ERE ARG ER. W
REFANBRESEE LXnRME, BHIAFX, TIERRINM, BMIPWAEXX M. "THEZ"

@ REEEAEXIEHIZE T Map 5 Map & Classify iI§ER, 7# =B AmiR2ENHE,
SFEENRERR BEX N XA'N, EFENFINEG MHEFIEUEHE.

Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification > Retry All

Custom

Scan when missing "write” permissions

Scan % | Storage repository (Volume) 2| Type adl Mapping status 2| Scan progress | Required Action %

Paused 2025-07-16 08:51 Mapped 219

bank_statements NFS
Last full cycle: 2025-07-16 08:50 Classified 219

® Finished 2025-10-06 10:29
Map ¥  cifs_labs CIFS Mapped 5.2K

Last full cycle: 2025-10-06 10:29
Off cifs_labs_second CIFS

‘ Off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06

ps

1. MEIED LRRF, EFEES

2. JWE—NRY, AREFEKE

3. ERANBAMAEENAM, FEMEE LR PIERIREGT. BT KX,

ERAREAMNBTEIEE, FEVIRPHENZE, ARERERMSURIMRET. R DL KH.

=
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fEFNetApp Data Classificationi3 X 4=

BHAEXHHEE, BHIE ENetApp Data CIaSSIflcatlonEF'ﬁ'JE MHHEH, X
HZAFEHAFAMF=HIEER NFS 5 CIFS (SMB) H=,

(D) BESEBUEATIIS ANt AP ZHIMIE.
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© BIBSRTEM 7 R RAIREUR R LB,

° FFEL Linux ixdsH 742X AE LK LW CIFS HEZEFEEEHEM, RSN HEERE NNER
BRE7T NTLM S4I8IER SMBv1,

* BUED RELHIMHAZZ BIRERE ML EE.
* &R LUK DFS (ﬁ*ﬁfﬁf(ﬁ:% gt) HERMAEM CIFS £E, ATFHIEIEFNERZERETHSNED

CIFS HEMZ MRS HF/EWER, FtZEBSEFR ENERTUTARMRS8/E LR — X fHR/HEZER
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* 3F CIFS (SMB) HZ, FHREIHRE AR EZIREARIRE Active Directory &1, INRHIEDLF

ERMEMTEERANRNEE, NsFEREERRTE,

NR GBI RIMFRY LRI R E A= RBHE D EKAMME, BIAFE CIFS FAFENBIENIREL
£ NFS REBEENNPR, WRAIEE, 15%F Active Directory )-“ﬁ)'—“' EENARFEEREXHFIIRIIR AR —
=iba

* YAPWFRA CIFS XHHZ M IEAEEIR Active Directory i,
. JEJL,{,tmﬁﬁﬁ NFS #1 CIFS (f£F8 Kerberos 3 NTLM) #=, @AM MIEHEZRMIBAS, HER

) |_. ﬁﬁuﬂ&lﬂ /_ATjJ‘-LM_/Ao
o EAREERIIER S CIFS BHIIEEE (Kerberos #1 NTLM) BIXHHELA,

* WNREEERATE Kerberos FHIIERY CIFS, IFHREIED LA LURRIFTRMHEY IP sk, 40R 1P #bhbFo%

iR, MR AHZE,

B FHER
RXHHZRMEIAR, BAEAEN <host name>:/<share path>,
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3. FEANIXHHZAEFHEET, WALZHNRN, AFEE RS,
4. EEBRRMBSHHZBIMIN

Add Shares

Directly add any NFS or CIFS (SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protocol later.
(@) NFS

() CIFS (NTLM Authentication)

() CIFS (Kerberos Authentication)
Type or paste below the Shares to add

Provide a list of shares, ling-separated. You can add up to 100 shares at a time (you'll
be able to add more later).

Continue | Cancal

a. MREBERIMNEE NTLM S4BI0IERY CIFS &=, 8% Active Directory EHELUAR] CIFS &, REX
BFRIFER, ERNEEREEASIERESSIFINER, EEFEFRE.

o AMBREHXHHE (BIT—IXHHE) . AREFRME

6.

7.

64

HFIAEEERERMINHEZHRE,

ﬂD%ﬁlﬁE’iUHjTTE‘EHE’E&,%'%}JDEI’J LS, BRERIE R UER R, MRABSHEBNEER, EaILUE
RS ENZMMEFRNEE,
feE S LRV
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TUETRERRY TR B NI PRI AR BIAN FREARS. X2H%E, WREES
£7E CIFS AT RBMAIRIIE NFS FgBENIR, RGRKAFEXH, EhEdE
(D DEFTEF LRGN ERE ARG EE, + MR ERIE NB I XRES L)%
AFE, MRWEEER LRpRNEFHEME XA, MAERRNME. + ETHEXL
RipRNEBNESER, BEE" MRS LR SE RSN TTEE"

&
RS XTI PREERMEIXAHZEROIX M. (RAILRE SR EHENRIRPERRMRES

@ NRXF M Kerberos SHIIERY CIFS EEERIIRARAINTR, BHREREETFHELFT

iR,
éﬁ EHY{L.F/ \?

IR HHZAG, ERILYRIE CIFS NEURIMAMPR X A=,

YmiE CIFS WY ERE

1. NBUBSD R RED, TFEES

2. NECETIEYF, EREEHHHEA,
R YREE CIFS &k,

Edit CIFS Authentication

Classification requires Active Directory cradentials to access CIFS Volumes
in Micky.
lhe credentials can be read-only, but providing admin credentials ensures that

Classification can read any data that requires elevated permissions.

Select Authentication Method

@ NTLM

1 Kerberos
Username Password

domain\user or user@domain | Password ‘

Save | Cancel ‘
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4. EFRBHIIES A NTLM =X Kerberos,
5. %\ Active Directory Fi P &1,

6. EFRFRFLUTER ZIE.
B EEARIMEHE

1. NBUBDEFRH, T ERES

2. NECETIESF, EEREEIHHE=EA,
3. & + AMH=,

EEERMB XA HZAIN

Add Shares

Directly add any NFS or CIFS (SMB) File Shares, located in the cloud or on-premises,
Select Protocol

You'll be able to add additional shares from the other protocol later.

(@) NFS

(C) CIFS (NTLM Authentication)

() CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (you'll
be able to add more |ater).

Continue | Cancal

MREERXHHLZRMEIERENDIN, WEFHITEMER.

NREBEAEMIDNANXHHE, BFHFREEEREESHEIE, FEBER FIRFM"

S. FAUTHRINAMETEIXHHRE (BT — 1" XMHHZ) <host name>:/<share path>,
6. IEFEBELISTER AR REE,
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¢ Civil law reference 2.3K Medical records 21.3K ¢ Bank account numbers 21.3K
N L__________________J L_______________________J

S BRERERENTALENFAEE, FEFEELN, AREFHERENIALIE (BlanEFapett
k) AV RELER G KB,
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Personal results (5/96)

& 69.9¢

Files with personal data @)

Data subjects

Show all

42.6K

Data in risk

426K

Email address

32.6K

United States zip code

Medical records

4. BIRR. HiF. TREEXHRIFREE.

o

TEERTEER HEMXHER) FHREBDABE £ EH0ERRF,

21.3K

21.3K

B EIREIET R, BRI UEEXFRERE.

EREEER FIAEERREEH THXHTIRKFAEL

ERIERIEEPH AL

88 Data Investigation
= FILTERS: Clear All
Policies +
Classification Status +
Scan Analysis Event +
Open Permissions +
Number of Users with Access +
User / Group Permissions +
Set Email Alert

] Unstructured (36.6K Files)

36.6'{ items

>

[ File Name

[ B81ALkD.txt

®)
@)
=
(E)

p
(4

| Open Permissions:

Tags: archivado  creditcard

[ Directories (6.1K Folders)

Delste

&S Structured (4 Tables) Q) search by File, Table or Location

3| Personal 3| Sensitive Personal 3 | DataSubjects = | File Type =
! 12k @ 0 10 @ ™t <
AndTmore | ViewAll ‘ ® Tags:10tags |+ |

Working Environment (Account): 53 - 055518636490

Storage Repository (Bucket): compliancedemofiles-dema

File Path:

Category: Miscellaneous Documents

File Size: 50.67 KB

Discovered Time: 2023-08-20 10:37
Created Time: 2019-12-16 12:18
NOT PUBLIC

Duplicates: MNone

‘ Assigned to- B G Archana| v |

‘ Copy File |

‘ {3 Move File |

Last Modified: 2019-12-16 12:18 ‘ Delele File |

Give feedback on ihis resull

Total size 26.5GB I 1-20 of 36.6K 1 >

&
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/benchmark 10TB nfs 84/share 2 74/share 5/dir2/dir16/dir10/dir20/dir15/dir... : X

Metadata

] @ Tags Create tag
Directory type

Folder

System
NFS_Shares

Open permissions

System type L
Open to organization

SHARES_GROUP

Discovered time

Storage repository 025-10-03

Path
/benchmark_10TB_nfs_84/share_...

Last accessed

2025-09-03

Last modified
2024-04-20

ERESTR T ABHERISF

HIRS L2 BENRGIRA AN E X ORHARNGURN SR, FIM "GDPR % 9 £AI% 10 &' flg0, AX
— M ABIREE. FRERRMERANER, "EEREIIE . MEORTERIXE. BR HENXHR) HHX
AR B RER ARSI S B

BEDXRERATERE. BARAESAE (NLP). #1288%F 3] (ML) MIAAIIE (CC) REMERMIIATHNE N,
DAEHRENSE (A FH 3 B TN A 2o

5140, GDPR #iEM—MEURERIZMIEHRIR. BHFE NLP 887), #IBEDELAUXDTFEREATFAN (KT
GDPR % 9 FMERNSBREIE) M IVEEEZERTFEY ZERIX S,

@ PSRN ABUERMGZ R E. MERAMINESIES <.

p
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https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2051-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2051-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2051-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2051-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2051-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2051-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2051-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2051-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2051-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2051-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2051-1-1
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html

1. MBUED SR REF, EFEEMME
2. ZPEFRBFERNAKENFAES, BHRIMBRIAGERERFT, AREERET2E.
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Personal results (5/96) Show all

s 69.9k

Items

Data subjects 426K

Data in risk 426K

Email address 326K

United States zip code 213K

Medical records 21 SK



S BREREREMEBIALRENEFAEE, BEFEELE, AREEBELENFR O AKENRE
SR FILENT.

4 BIRR. HiF. TREBEXHNFAEE. 25 RAEEAR EEFRESH THXATIRKFEEHE,

NetApp Data Classificationd A9FAHE EIEZL T

NetApp Data Classification 8] LATE RIS £ EE R IRSI 2R B M TAB IR,
BIRD LRG| R E D AR
* PABBER (PI)

* BRENMAGER (SPI)

NREFEIHIEDLFIRFIEMAAZGRERE, FINFIMIER S MIESHESET RERIAT,
BHRAENEPZIE,

TABERIRE

XHEFRBNABIES_PNASHER_ (PI) JUR—RNABEHERITIRNT FTREZJINRBIESLXES
"I E I EIEE AR BY &R o

KPR T ATLURA X ET B RIES,

it RIRFF BLER &E  EE  AMSF KE HiE
JE? B
=5 ERFSHE = v v Vv v
IR EA & v v v
B Tt & v Vv v v
IBAN S5 (EFFRITIKF S53) & v v v v
|P bk & v v v v
AT = v v v v

83


task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
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RS M

s %g{%ﬁ%%iﬂ%ﬂ%
BIR=FE (PPS)
U BFISHHIE
BAFH SSRGS
BAEMAZIESE (MPAFIAR)
RIRR AT S 473IE
S PE5E S IE
FHRESMIE
SEMSHIE
ERETRSER (NHS) S5
A= RITIKF
MAE=E MR
HE=HSE (IRD) S5 (#5)
W= NH (ERERER) SiE
MAE=1PRSHE
K= 55 (PESEL)
BEAHSIRAS (NIF)
TR SIE (CNP)
IEERBICSME (NRIC)
H& X B Z13IE (EMSO)
FIESIIE
AT 1551855
T B SHMIE
RESMIE (NINO)
EEMMEIEH
EEENFERANMNERHER
EEALMNE R
EEERFETINE IR
EEHRRESHE (SSN)

WD M0 FD MWD WO AD MWD MO AD MO WO RO MO MO RO MO MO MO WO AD AD WO AD MO WO AD O Hﬂ]ﬁﬁﬁlﬂ] il

BN N BRI EY
PR LI UEXEFHBIUTHEENAEGE (SPI)
LA SPIlI Ba{XEE GRS :

* MEIFLASE . BXEAARREEFNICEHLUE,
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* MiESE . BXEAANMESRELAHNEEE,
* BESE: BXEAANEENEUE,
* ICD-9-CM Ef7F5: EfFFRETILERINRE,
* ICD-10-CM Ef7 K18 EfFRET I ERIRE.
* BREMESE: EXEAANTZEHEEE.
AMREE: BXBAABUEMSBIEIE.
* REEMSE: EXEARAANRHEMIKE.
* BEEFENESE . EXERANMEER EEEEIE.

EES
SRR EBIED LU T,
REHSEHE T AARIE. RENEEFIEIR .
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U BB ERERNZ S FHE

il

BTHEFIRG
© NRRERFIUE

© FREXMH

© EER

* BUBED RSN ABEPNEERE
* CAD Xf§

* RS

* B

* BIREAZRS X

R ats

* EFHBRRZ R AR

* nE (REEBENXH)

© AT

© SR AR

* RN SR

=l

=+
JIaXN

* RTf

* RUURET

* RUEFRN

* TR

* REERPBXMH
* g EidE

* 105

. ;;i

S
S=H

T

Rl

XFRE

IR PR E XM RVRF M TR, FENRIREIXXAFRE RS B RAAEXAEE, SR £t
ABMHMER (PIl) 31T DSAR #REY, {ZFFLUTXXHEHREI:

.Csv, .DCM, .DOC, .DOCX, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
Sheets, and Slides

P& IS SRR
NetApp i (IR S ZSRBIM N ASUERI SR N A LR 100% BRI, BRIZIALES ER SIBRIIEE

PnYel
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RIFEZANNE, FRETTHESXLMVERRERE. HIMRIE_BE M_BOEXR RKAHE:

5t

HRED R R IMIABTWIERIRABIEER, fla0, DABUERVERERN 90%, EREERIRFIAEETAER
B 10 PXHHR, B 9 PMEFLEBEETAGEE. 10 MTXAHFZE 1 MRIER.

gk
HIRDEREENARABTIMR, F, MABENEREZER 70%, SHREHIED LR LURGHAR S 10
IXOEPLRFESPIAGEN 7 T BIEDEZER 30% BIEIE, FEASHIENRIRF.

BANNEETEHRSERIVERM. XEUHRBERFRBIIED ERAEF B R,

it 151 jlarae!

NABGE - — 8 90%-95% 60%-80%
PABIE - ERIFIRRT 30%-60% 40%-60%
BN AR 80%-95% 20%-30%
]l 90%-97% 60%-80%

7ENetApp Data Classification 8B ENX 933

fENetApp Data Classification, ERJLUSIEBRERNBEENXER, BECETLURERE
NIEMREXK (regex) o

BIEBEN DR
BENXDECERFHEMSLEIE, FEBTRRSHIE. LIhEERaL TR,

p

1 EFEEE NI ZEET .

2. BEERININFN 5D 228 1R

3. JUHT S PRI K2R B MRANFER

4. EERB D LB D ANRIRRF KR

89
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Add Custom Classifier

Select type

Select the type of classifier that you want to add to the system, and provide the name and
description. Data Classification rescans all your data sources after you add a new classifier.
When the scan is complete, all matching results are displayed in the "Custom Classification®

dashboard and in other Data Classification pages.

Classifier name

custom classifier

Description

‘ Describe the expected data analysis results

(O Personal identifier
The classifier will be added to the system as a new personal identifier.
Any matches are considered “personal data”.

See the list of personal data that Data Classification identifies by default.

Mask results; The detected personal information results will be masked,

@® Category
The classifier will be added to the system as a new category.
See the list of categories that Data Classification identifies by default.

prirs =l S 28
BERBEEXFMAENTERN, BEFEEXENRER, AREET—P,
B

;:%;DD—?*ﬁiﬁ%*ﬁiﬂﬂ%ﬁ%ﬂ’ﬂ%fﬁ% o IEFRIUERMINE I NBYE



Add Custom Classifier X

o Classifier name ° Select tool 9 Create logic

Create Logic

Create logic for the new identifier, based on regular expression and proximity words that
should be detected. You will be able to change the logic in the future, by clicking on "edit"
from the custom classification dashboard.

Regular expression

Add the pattern that should be detected to identify specific information in your data, using a
regular expression.
Example: for adding a 12-digit ID that starts with 201, the regex will be \b20N\d{9}\b.

lnsert regular expression

Proximity words - To improve the detection accuracy, insert phrases that must appear
around the regular expression’s match.
* Separate between words with a new line.

@
‘ Previous ‘

8. EESTAREIEEEN DK,
MBVERRE TRt AEFHR. BEEER, BERENEIIERS,

{EFINetApp Data Classificationid &0 FZ &RV EKIE

SRFENFRETXENE R VEIERER, EEERENERHITHFIIIE. HUE
AETTERMSE XX B RTHSEEMNNREY R U IR EE X, @It BRM
HEERAREER, SRR ERIRSALNEMIEH T EFMETE, SR RAERE
Bz F55E. ERFMBIBRX

C) ENEENERSLE, ERIEERIITEEND REH, NHTIREENRERT=
BRXHRRIBIFRER.

BHRAELSM
BB RS RIS EIES £3I= DT
* ARLECERIE: AR
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Data investigation

PORiter PSRN N €777

Nbst2iogai

Classifiers scan and tag your items. Use classifiers to identify sensitive data. Learn more

= Filters: | Sensitivity level: Al v | X )

TP, UMEERILUIREIFIFRREE. S UERERZ

Open permissions: All v | X Ccreatedtime:[lnclude)Openpermissions,+3 v x)

CLast accessed : (Includes) 3-5 years, +2 v | x) <File hash : (Includes) 78bb33f1e8d9006595b874a0a75ecf36 v | x) (Last modified : (Includes) 3-5 years, +1 v | x)

+ Add filters

120

120

i3
Items with sensitive data and open permissions Items with sensitive data
= Add as filter = Add as filter
Unstructured (500) Directories (200) Structured (80)

Items (500) | 3 TiB

D v Name

G HR_Listworkprogrem.TXT
OJ Education report.PDF
O Work program>1.PNG

Ethics consult.DOCX

WIEHRENAR

ERUTIIEEEEERIK
prinrJ

S5
HREEFR
RIRTTERE

S

| el

TARER
BREIAGR
HHEER

TSR REEMBFP IR

92

EPEE S DHRER.

HAER

R R,

EREURERS: DAL SR

EEREE N RNENSEBANRFASEE, 8F N AR AL
BIRDEXBEIXHF (FFXHFX) FFREX
2023 F 12 B (k7 1.26.6) hra<Mifs T =B

EOEE§¢LEM,

ll_.\o /I =

(Ga:nuniGEE

50

)

Recently accessed sensitive data

= Add as filter

Last modified

Feb 2, 2019 07:28 PM

Mar 20, 2019 11:14 PM

Dec 4, 2019 09:42 PM

Dec 4, 2019 09:42 PM

Personal =

322

189

956

380

Sensitive personal % |

89

12

80

0

ASIFER,

iﬁ%Akéﬁhummdﬁﬁ%%ﬁﬁo
R ARV,

R B

/%\" (o}

ANEHERIREL,
WANSEZANERREMIMAT. "EHATREXSIETANESZE

Save query  Clear filters

45

Stale Items

v All results match

Data subjects % |
101
89
702

622

Filetype 3 | [I]

boc

PDF

TXT

PDF

|

J-Ey
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HR_List Long name for a file that no o... .TXT : X

8 Personal (322) > Sensitive personal (89) » Q’- Data subjects (102) »

Working environment
@ Tags
\\00.000.0.07\cifs_system_name
Reliability Security

Storage repository (share) Protection and security

\\00.000.0.01\cifs_systern_name

File path Permissions

\\00.000.0.07\cifs_system_name No open permissions View permissions
File size File owner

26.92 KiB \\00.000.0.07\cifs_system_name View details
File type Duplicates

PDF 1412 View details

Created time

2025-10-06 12:34

Storage repository (share)

\\00.000.0.01\cifs_system_name

Last modified

3. E, ERILUER QAR IR NIRRT, M THEREPER— P IMAREEA + 70 1R
HAM— R, MR RTIIEHRE.

EEXHNERBIARPINR

BEEENHINXHE RIFRE AP AR UMM TAENRRE, EEREERENR. IthiETR
iEAT CIFS H£=RAYEUE,

NREFERREIRIRAT (SID) MARHAFRMAE®R, WX Active Directory M EIHIED LR, BXEZE
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B, {&&i%"% Active Directory FIMNEIEIENZE" .

p
1. MEE D FRE R, EEEE
2. ZAENMEIRRATEYIRY, EERTEAGS v EERRE I XENENEE X THE.

3. BEFENHRX M E RIFTE A AT RUARMITTRERRRER, FEITANR FRPERSE
BFFENR .

() sEsEEFIRRTRS 100 VAR,

4 EEE BN S v EARANRANTEER T REANALTIE,
EALRFZANEMRSIREE R T RANAS,

5. SRR RANEHLRRAERE, UEETNUERZAR REERBANFRE AR,

WEFERFKTINEENH

BRI URNEFERATEEEME T EENXHS. IREEHEIUNEFETENXE, XFIFEER. BiRR
BERENRIHREENELEXHFRZEFRART AL EMES LR RN,

BHFMEXM (REEBERE) MRXNN 1MB REKR, HEEPATHENAGE, HBBHTILR, UE
BERGAELR,

BIED X ERBIIBARBEEEX . MRERNXHESF—IXEEEHERNEHE, BAEALL 100% H
EXEXHBTEEE - AIEXHR TR,
p

1. MEIED LREBEF, EEFEES

2. ELIERERF, ERXHERINVUREETN (BEEW) UEFERIFRHRILRE R/ ERRX G
TEEN,

3. HE, THEEXHMNIIRHBHLXAFHEER, WEMINTLURE T URBRHLS Y IRE) -
4. EEILOEEMIBR. FRICSBEIESRINM, EREREHRITIRENXH, AREZRELNERE.

EEREXHREEE
BRAILEER T XHREREES.

ps
1. NEED KB, EEEE
2. FHIERTYIRP, EF v EERREINXENENEE XS THE.

MRXHEFEEE, NERSRERE Duplicates”F &34,

3. EEFEENMHMIIRNAEME, FEFEFFAER
4 AT —HEREEESEN UEERERE PN
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task-active-directory.html
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task-active-directory.html
task-active-directory.html
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o. fERILUERMFR. MRICEBEE RN, EFEBBHITIRIERIXM, AREFRE SRR

TR USRIt ERHNY AR B EFFEERRAIBRERES, UEBNEREENES
Xt - HELEAUEEREFNERRERE,

THEHEIRS
BT LALL CSV 88 JSON &=, FEIT B R,

IMREEEDREFRIWXHE QEEMNEE) « BR (XHRMXHHE) MSEE (@EHds , WiEH
AR EI= MRS

XD BIREA B 1T EIC REREIS M

* JSON: #{pike 100,000 FiER, EMALIFE 5 75
* CSV: &#ke 200,000 FiER, EMANFE 4 5%

() GEUTE Csv XIRALEIIRRFER., IAAREIN 10,000 £iEF

A THIREEEHNRAE
EMU SRR E B SBXENXAIUTER:

© XfHE
* (UBEXE
* REBIR
- FhEE (flE, &. FiER. 2F)
© TFfEEESEY
© XfHEE
© MfFEER
* XX/ (MB)
* BlEEBTIE]
© _ERIEERBTIE]
* _EXRiAiE
* XFFREE
° BLE Active Directory BY, XHPFIEEIIBEIEKF ZFR. SAM 1K & FRF0 B8 FHB ik,
* 5
*PAGE
* BRDMAGER
* FFRUARR
* FESHEIR
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* MBRALI E HA

ARIBRASIN B BRARIASCAF R BREIS BBV B HR, X RENS IR SRS A BSAZ 50, ERBREIXHRZITAN
NERRFFEE L ERHIXAHE, XEXHRHIE CSV IREF.

EEM B REBER S EEAXREHXARNXHRLZRUTER:

* BB

* BRBR
© FEE (BN R G HE)
- BRFIBEE

* BlEAYE]
* RILBSE]
* _ERIECREYIE]
* ERiniR)
* TR
* BREH

R SRIER S AR MEERNUTER:

* BURERBR
© (IERE
* RARM
© 1FfEE (51w, =)
* 5k
* 1TE
*cPAER
* BREDMAGR
ERIRENT R
1. NBIRIREREH, %% L EA AR,
2. FEERIREHEE: CSV 5 JSON,
3. WINIREE,
4. ETHRENRS, 5E3RR%, AEMENN TIEREFERRAANSE, REBIFRXHEER,

BENRSRPTEIRS, HEFERM, FEE, WETUSREREI/E] 10,000 17, HEMNRTF CSV .
NREEFERH, WEFESEAEMFR.

o T EHIR S
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Download investigation report

Report type

@ csVreport (O JSON report

Report name

investigation_report

Export destination
(® System O Local (limited to 10K rows)
Working system Volume

J\Whwark 2 ot Ty
‘ PWwor Z A 4 PL D - ‘

Destination folder path

‘ NFS: Hostname:/[SHARE-PATH ( e.g. 172.31.134.172:/jianni_nfs2_150GE ) > ‘

Estimated report size: 20 MB

(1) Notice: File is too big and will be spilt into multiple items

Download report ‘ Cancel

“
MIFEPRET—FER, RAERE TFEIRS.

RIEEENTERLBEEREFNEN

TR
1. FRTED RS, BT EFECEANTIERRENER, B TSI EPIEEE"T 5.

2. —BERIEECHEFRE TETIESRNE, BERRETHES
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task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
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Data investigation

Search and analyze your data using metadata and classification properties More [2

= Filters: (Sensitiv:\y Level: (includes) Sensitive Personal, + 1 ] X) <Open Permissions: (includes) Open to public, + 1 X) lear filters A

Sensitive Personal Data: All ~ | X | [ Number of Users with Access: All ~ | X | + Add filter

3. NRTFNEEHBHRMER, ZRFLAZHE—,
4. ERILUAR R EIRRTF RS
a. EREWRTFHRE, BUHMFAREEIT X,

b. WK A MR RIXFEFERFER MREEFREFERER, EIUEXR. SANERAEITBFH
FREWERRXLFIBIEGERAF. HE, ErULUEREBASRR @ & IX 2 E R FHb ik,

5. JEIEHMRTE"
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Name this query Beta

Mame

Stale sensitive date

Description Optional

0/500

Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are
met. More [2

BIRERARMEG, ERUEERENE®ENFFEEE.

SRARBERS 15 HHT 2T ERENEN TE L.

{£FINetApp Data ClassificationEIE 2 RENES

NetaApp #IED XZHRFENERER, FRERENSE, EaIUSIEEEXTIERE
?léiﬁﬂ)ﬁﬁ’éﬁiﬁE@ﬁmﬁi@iﬁ?‘_fﬂff?o HIED XL BRBETENBEKRNTEXREFENE
180

SN IR BRI TR T L AR %520 LA R A TE NS EX EREES.
ERENESEATNRENER, TOENE, THEEATEIURRINTS. BORE: SRR
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RN RIZE R RV EIERY B FHR 1 EEH
BEREFNEFESLIEAERETEETIRP,.

Saved queries

Create and manage data governance policies More [} |

To create a saved query - go to investigation, and after applying filters select "Save query”

Volumes (10)

Name | Type Created by | Actions Description Impacted items and objects

Data Subject names — High risk Query Predefined System managed Files with over 50 data subject names 398K View

Email Addresses — High risk Query Predefined View only Files with over 50 email addresses, or DB columns with over 50% of...  1549K  View }
New policy-BenchmarkStaging... Policy Custom Custom update Duplicate files, last modified over 7 years and has no open permiss...

Personal data — High risk Query Predefined Read access Files with over 20 personal data identifiers, or DB columns with ove...  9142K  View

PopPop Policy Custom Email update popop

Private data — Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

Protect - High Query Predefined Read access The search contains highly vulnerable files and DB that contain a p... 49M View

HRENEPEEEREFNERNS

BEATAETETEAEEINAR, R | REBTHEES, ABERETER

Personal data — High risk Query Predefined Read access Files with over 20 personal data identifiers, or DB columns with ove... 914.2K View D]

[ Investigate results

PopPop Policy Custom Email update popop

& Edit query
Private data - Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

I B REFNE DR

ERILIEIZECHBEEX EREFEN, URHEBETEASNENER, ROEFSERFMHNFAEXHMNER (
HEMXMHR) BIER,

p
1. TR+, BEERECANTIESEREIER, B EHEREFDELRET RS,
2. —BIEIRIEA CHEMRE T ARSI, BEFREEE

Data investigation

Search and analyze your data using metadata and classification properties More [2

= Filters: (Sensi(i\nty Level: (includes) Sensitive Personal, + 1 ™ X) (Open Permissions: (includes) Open to public, + 1 X) lear filters A

Sensitive Personal Data: All X | | Number of Users with Access: All >~ | X | + Add filter

3. NRTEFNE @SB HRMER, ZRFLAZHE—H,
4. ERILUEER R ENRTF RS
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task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html

a. EREWREFNERE, B ENRBEITHX.

b. W AMIBR S RIXBFEMEFER. MREEFBFHEER, ERIUSX. SEANEAETBFHE
HFREWERREALFABIEEERAF. 3E, EaULUHEERIERR @A L IX 2 E R B FER k.

o. WEEMREF"

Name this query Beta

MName

Stale sensitive date

Description Optional
0/500
@'J ) Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are

met. More [

{d_.\'l Delete permanent
L LACICLE B - i Liy
'f—J Send email updates

BIRIEREME, CANEERENETERFHEEE,
ImiEEREFNENRE
ERIMEREREEMNRMAER, EETLEETDHILNERE, RZTR

EREEBRRAMRENTE, EFRENERETANTIESR. EUUREEEERETANREEER, Bl
Eoudigas, ARRKERFAHENIRE,
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p
1. HEREFENENTIEY, EREEHERNREER

Personal data — High risk Query Predefined Read access Files with over 20 perscnal data identifiers, or DB columns with ove... 9142K  View G

» .
PapPop Policy Custom Email update popop B Investigate results

¢ Edit query

Private data — Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

2. WRIFMWRFERHITENR, NERBIFAERF R,
TR LOERR TN IR, SRRBRERANBEREFNER, REFEIREARBIEIT X, WORE
EREWERARE, BHEROKAMR S RIEBFEER. MREERBFEEHERN, ERIUEX.
SANEAEIBFHAEENERLXAFIBIEFIGRAF. 3E, ERULERNARRBNLXEE
YR F R ithit,

3. EFRTF LASTRE

EREREFHNES
MREFBRBEMEERFHTHRER, AUEER. ETaEMRRIAMRENE,

%HBUF%ET%T’?E’\JE%U, R R TIEIEE, SERRREE, AEERIAEEREREENRE
1%
AIAEA
BTEDERBUTRREXRIEREN:
* BIEEHESR - X
BEBE 50 NMUEE AR IRAIH
* EBFER L - SXPL
& 50 NEBFHRHF NS A SRR BT 50% R1TE & B FHpfFithit
* PAEEE - R
BEBEE 20 M ABIERIRITIX A S EIEET BT 50% BTEE N ABIERIRAT
* FABE - ETHR 7 FLULE
BENATHRBRNAGEHXMG, ERIEREEIES 7 &
)P -B
BEEE. EARES. IBAN SBHHERE S H S EHIEES
MRS /al i
B 3 FRIIAIAIXHF
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* RIP - HE

BEEENMAMERRT (BESMIESHE. H5R5S. BRAKRSE. Hm ID 3rRSH) B4
RS SF

* BURAABUE - SR
BB 20 MR N ABIEIRRFTRISX SRR BT 50% BTE S8R MALE

BN TZEEZERINetApp Data Classificationidfig &

BRI EEES T RGN BURERP IR ESRTE. & LT FhE 2t H1TEN; X
BEREERURIBEERENSIEREENE N E. RN, APEHITEN.

B BN —ERNAEIERTHEFMEE, UKNetApp Data Classificationg & IEFEH 1T BR 5T 3+ 28 AR & A1
DEAE", EERUEENMERE, fli, MREEEE—KRNEAREFELEAEENE,

EEFHEENRRRS

&R LA E ENetApp Data ClassificationIETE ﬁ’é/l\?éfﬂlyﬁ%/}_ RENEINEEE (5. FERE) . Sfad
BIEZLEHME, BZLBRDE . HEFEEKMNEE, FAFRMBEEEHT T B AR IJo

ERILUARENEEES T TR ERES:

* Pialk CREER) | MENDREESHE. EARFRIENTIRESZE, XSRS,

* FRENT (BeER) | AWESEERFFIINGHEIAT,

* BHN (BBER) : ESEMINANERMHAT . TIPSR, RIOETRRETHIEIZE,
* BT (BR) ¢ SRR EES EEEE T iEE L RRR#1T.

* SR (BR) - FEEREET.
) g-’.;% (k) @ EEFTEERIREFEEE, EARAPRKEETTENTN, BNEETAHEHNL

* IR (AR) - AETETR, RNBE TR, NREFRTHAETUENE, BRFHINE FIRERETT
WIAERTH. B, RERKERERREHZHAME, TlE, REMEHRE,

© KA EETXKAERE, RARGHEZE,

p
1. MEIED LR F, EFEES
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concept-classification.html
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concept-classification.html

e Identity Services

® |dentity Services
Working Environments o o
share2scan.netapp.com & Ean
Scanner Groups
(&) shra hare2 t (i) 10.1280.188
® gaga@share2scan.netapp.com (IP) 10.1280.
11 Working Environments

Filter by: s3 cvo DB SHARES,

S3 - 055518636490 | 50 Buckets S(anner_Gmup rfame: n’if'auit G Connguration @
Amazon 53 Working Environment ID:53 3

Scan Mode
Continuously scanning all
selected Buckets

W 16 classified B 16 mapped 34 ot Scanned 5

2. NECEET R, EFERGHERE .
S FHMECENEY, BEEMAFHENAERE.

S3 - 055518636490 Scan Configuration

Q

Buckets selected for Classification scan (16/50)
(B) RetryAn

Scan S ‘ Storage Repository (Bucket) 2 Mapping status = ‘ Scan progress | Required Action & |
Paused 2025-02-27 15:15 Mapped

Map & Classify ST
2 | allenc-demo-tiveng-demo Last full cycle: 2024-10-23 08:15 Classified

Off audit-doc-export

4. BAGEREE MR TIFNERLE, EEEIMFERE (BHIRAFMER) PINHERF S EHXHE.

BFE R ERE

AT LARERY MECE T E /B BN F LE R GBI ARG A Fa SBREY AN 0 2643 o S8 T LAM (N AR ST 13 5 BB LA BRES AN

DI, RZTA.
PHEETREIRE N XIRET T, BUBERMEA XHEETH; ERYTA S TR E

p
1. MEE D FERE R, EFREE
2. NECEERH, EERGERE .
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Identity Services

n envices
ents
share2scan.netapp.com
e

:zi‘; shragaga@shara2scan.netapp.com

(%) 10.128.0.188

11 Working Environments

Filter by: s3 cvo DB SHARES,

S3 - 055518636490 | 50 Buckets
Amazon 53

Scan Mode
Continuously scanning all
selected Buckets

. 16 Mapped

W 16 classified 34 ot Scanned

Active Directory Integrated Add Working Environment ‘ -

XN -

®

=

3. HHMEEETEY, BRI AEEE (KFIhAEERE) LHIT*Map*Z*Map & Classify*131#,

S3 - 055518636490 Scan Configuration

Buckets selected for Classification scan (16/50)

Scan 4| Storage Repository (Bucket) = Mapping status 4| Secan progress

Paused 2025-02-27 15:15
Last full cycle: 2024-10-23 08:15

Mapped
Classified

Map & Classify ‘ allenc-demo-tlveng-demo

of audit-doc-export

Q

| Required Action % |

REXAVNARAVTEERTEINEEE= 2R B A FMHEENMER, XX FCloud Volumes

ONTAP. Z#ONTAP. Azure NetApp FilesflAmazon FSx for ONTAP& 4 E %,

TEMTEIERT Azure NetApp Files RZHIIREATZ,

Azure NetApp Files Scan Configuration

3/3 volumes selected for Data Sense scan

Map & Classify

Learn about the differences between Mapping and Classification 3

Q

¢ Edit CIFS Credentials

e
BRI LAt S P R ARG TSR 5 260, URRES (RS R S S 5e o

AIAERT, FERREMIINFH. BdIREREMALSR, ERLUSEERENTIN&ERIE. ATUNEE
BHTIHE. MARIRTHTAENIRFEE, XEREEMIAZERNE—MEBEEENYNERE,; B7R

FeE RIS A ATIRRE ZMIHE, KIS,
RANB—RIERTH, RITERIER B ohEM R REAOANF#1T,
pg
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1. NEE D FERE R, EFREE
2. ERIERERTE ENER,
3. MATEh LRI, RS

(FLEREEERE

MREFBREREEEE (FlIE) NEAKE, WeIELEREE. ErLUEE XAHEEREIITEERN. 13
mxAR, BXZENFIARSIMESEBEMREDTRER, HERBEIENKEERFL,

g
1. MEIED ERBEF, EFEES
2. NECEET+H, EERSERE .

1 Active Directory i ted Add Working Environment
® ldentity Services
Working Environments o -
share2scan.netapp.com ©h Edit

Scanner Groups

Quick Navigation

fl\, shragaga@share2scan.netapp.com f:ui) 10.128.0.188

11 Working Environments

Filter by: s3 oo DB SHARES Clear fillers

S3 - 055518636490 | 50 Buckets Scanner Group name: default 5 7.

Scan Mode
Continuously scanning all
selected Buckets

B 16 classified B 16 mapped 34 Not Scanned =

8. FEREECE EHPEE XA LUF LIS E FE .

S3 - 055518636490 Scan Configuration

Q

Buckets selected for Classification scan (16/50)
(B) RetryAn

Scan S ‘ Storage Repository (Bucket) 2 Mapping status = ‘ Scan progress | Required Action & |

Paused 2025-02-27 15:15 Mapped

Map & Classify Ilenc-demo-tiveng-d
i | allenc-demo-tiveng-demo Last full cycle: 2024-10-23 08:15 Classified

Off audit-doc-export

HiFHMEFEERDR
REEHE I LRRELERS, GRS FHEELE. HEAREREMIED R TN EERN B

ANPRATERRFRGE, EREAMERMBEETRERST. FEABATRFILENELHEIKIEREE, Rk
RN AFE,
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&) ARG iR = "3 o

g
1. MEED B , EFREES
2. NECEERH, EERGERE .

Quick Navigation Identity Sarvices Active Directory Integrated Add Working Emrirunmenl‘ -

® [dentity Services

Working Environments
g share2scan.netapp.com @

Scanner Groups

'\"\, shragaga@share2scan.netapp.com \’w/) 10.128.0.188

11 Working Environments

Filter by: 53 cvo DB SHARES

S3 - 055518636490 | 50 Buckets Scanner Group name: default . 7,
Amazon 53 Werking Environment ID:S3 (\:,)

Scan Mode
Continuously scanning all
selected Buckets

16 classified B 16 mapped 34 Not Scanned

3. FHMECENES, EFIRME .- Bff.
4. EERHEEEENENEE, SRR MEEX TR EEENEREHE,

I

Y|

{

ZENetApp Data Classification & EIRE

NetApp Data ClassificationigfiiRss, &r]UfEAXLEIRE Bifith 7 ARAL SRR FALT
IR

AINMBERT, BURDXRMERIRETRFIBE RS, HEENSUERISIIMEMNGENE, IREVEEENE SN
RGIURIIRE , BRI TImEUXERXER SRR,

© (NHENBIRRRITRE D REEN, AURGSEMMERSE. EFETNRGEENIEERR
@ BEAE B EUEBRN R S
* NetApp T /A RIEHUE D IR ALIEN SR AR 100% BUERE, ENZaLiET
BEEHIERTIEER.

AT RERTATHED !
* IEAINTLIRS . WEEFIEHTERSN, URBRFNAUH BT EMRABEAFET T, IR
& AR ERRPHE.

© EEHIEMRSIRIRSG . RUBXAFPIXANKNNNHENER. XEEERAFTE. HEFER. HTEAN
2R, RS RITERIBNRIRPHE,

* BUBEMRIRIERIRG . EIEREBIRINEEH XEIEE AR ERME N ARIRRTE BRIFME XA S.
e & RITE SRR TR

* HIPAA i EBIEIRFIXHRRREBH DM, IREAIESRIENERRPILE,
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* PCIDSS k& BEEGIRAIXAPERAFERND M, iREAIESMIEMNFRRPILE
* BRAARPITEIRS : Rtk B EREBURERRA REMBRRAKRITD . RS AIESMERIRTHRE,

* BEGREENRE: AEHESBIRIXE (EENABENSERNALIE) FAEESRE. EEaU
BEEREAAAF LB AT,

EFRIRE RS

ERILUSIREBIE DL S NRIRNAE, UBEERERFNBIEENSAMEE, INEEBRERRNENME
E5 ¢/

HETIEMERIRE, BHED R/ SMMEBENR S CERE 2 SERN RS,
p

1. NEED B, EEEMMES

2. EERYODEBTAIRE, AREERR.

3. R RHINERER,

Current view

IMI systems (4) a =] jle SZ(OET ] 1 EB &) O & O

Files size Tables count Identified PI

Select All

StorageGRID

Reports Data Subjects
tests3
Pri Risk As: t
CIFS_Shares Distribution by PII e e 4 Download
Assessment of personal and sensitive data exposure
hd NFS_Shares
i e 0%
Accept Cancel B Sensitive personal View
HIPAA Report
U : 4 Download
o Scan summary of health data and HIPAA-related risks
. 0%
Files
B Personal Vie

PCl DSS Report
0% | |
Scan summary of credit card data and PCI DSS risks

B Non sensitive View

HHREMRINRERIRS

EXM GDPR SRefAMUB T HIBEA (BIMEFHRT) HIAE N ALIBINA, UBREAEERILESH,
BT DSAR (MUBEKIFIEIER) o SAAUR BSTEE HENXEER, SRTSBIREIEREN—
Ao

ERILBSEREFEN SR HENIRIRAT (FIANEFERCFMtL) AF THIRE KON DSAR, ZikE SEREE
AYZBZRIEST GDPR SR ARVEIERR AR,

R XN EE BN S IML DSAR?

HERTHIEZHERN, SEDXSHRIBESZARRIIPRTHFAIEX . BIED ROERMEITARS R
HZMIATIRNT. ERTBEIFRYIEE.

BRTME, ERIUTHEEZEBRBERIREIXETIR. ZRECETHIERME, HEEZEERR
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B, WUEEATLERRRAREA R,
() BemEETSRMETHEE,

RRMIEE A THRS

BRRUIETANERHENIRAT, AR THXXHFIFRIREHN DSAR kS, ERILLEIUTAREREATA

EREE",

()  mrETaeansEnE. @5 DENENFE BEGRMINESESNEE,

ps

1. NEED g, EEEMMES

2. FEMMENED, HREBIEEEETR,

3 FEHUEEMERS, MARTHEIIRAR, AREFEER

4. BRTEME, EETHLLRSIEEEIGEERENE, EFRREERUTHERENETEEESE

yanYel

Reports Data Subjects

« Back

"John Doe"

82

Results Found

Investigate Results [7

S. BEEIEDRTML R EDEFR FTHEMNEE THNIRE.
a. EETHENGE, CEENTHIRE:
s EERE R CSV 8 JSON
* RINIRE B IR
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reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
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reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data

F ERSHENM: RG2S,
MRIEGERRSG, WS THABEHIE, BEQIER RS . B BIRXHRRREZ,

gNREEE A, NSFIRERFIIFT 10,000 1TIREHEHE; 5,000 1TIRLEHLEIEF 1,000 171K
E5 €/

a. R FHIREFAT

o

Download Investigation Report

@ CSVile O ISON file

Report name

old files

Export destination

@® System O Local (limited rows)

System Volume

‘ ONTAPCluster v cifs_lab_share v

Destination folder path

Estimated report size: 35.93 MiB

Download Report ‘ Cancel

BERRTBSREER (HIPAA) RS
BEFRRTIBES REER (HIPAA) RS UEMEIRG G SRBEEENXH. ©EEEEENALIEST HIPAA
BURFEFAEMNER, BN RIHNEEEE:

* BEESEEN

* ICD-10-CM EJrLH3

* |ICD-9-CM Ef7 g

* HR - 2R3

* fRREN FREUEIET!
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ZIREBEAUTER:
* Bk B OXMHEERRERUMEBLERSTF.
* INE: MEFIRNMERAFEEREEESNXGHNES L. HEE45E FCloud Volumes ONTAP,

* BIERMHEAF . ERARKBESHENEHIFNASZ L, E5EBEEENXXHNED . LEERE
FCloud Volumes ONTAP,

* RE XHREERORESEE. XREMA, AANERNZERREES R EEINIZFFTLIEL,
* BEEENR. RIBEREENRFUKZRSEA T INEMERRERF.

4% HIPAA 1IR&
BRI SRS IETEUERIRS

g
1. NEED B, EEEMMES
2. HEIREE, EFEHIPAA IREZUM T HET.

Reports Data Subjects

Privacy Risk Assessment
‘ | Download ‘
Assessment of personal and sensitive data exposure

HIPAA Report
‘ | Download ‘
Scan summary of health data and HIPAA-related risks

PCI D55 Report ‘

4 Download ‘
Scan summary of credit card data and PCI DSS risks

&R
BUEDRER PDF RS,

SAETUEHIEZ 2 (PCIDSS) RS
FIFETI IR R 24T (PCI DSS) 374 T LIZEBNIESARES B -E1S BT HI 975,
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ZIREBEAUTER:
* Bk B ONMXHESERAFERUREBLERSTR,
* % MEIRMERZFEEERAREENIXENE DL IESRETFCloud Volumes ONTAP,

* BIERWHEHIF. ERARKRBHEHENRGHHIFNASZ L, E5EHEREENXHINE DL, ILEERE
FCloud Volumes ONTAP,

* RE XHREEANNETEE. XEER, ANERNIZREERFERREFHNEEELIEFFEIE,
* ERAREESR: RMEAFREENRGUKREREERA T MEMEZTIRNAERIP.

4/ PCIDSS iR&
BRI SRS IETEUERIRS

g
1. NEED B, EEEMMES
2. HEIREE, EEFEPCI DSS IRE*FZIHH FHET.

Reports Data Subjects

Privacy Risk Assessment ‘

| Download ‘
Assessment of personal and sensitive data exposure

HIPAA Report ‘

| Download ‘
Scan summary of health data and HIPAA-related risks

PCI D55 Report ‘

4 Download ‘
Scan summary of credit card data and PCI DSS risks

R
HEDRZEM—) POF ik, ERILREREEEH AL EHMA,

BaAh XU P P R 5
Pl RSP RS IR T 1EAAMRRFARIROR, X2 GDPR Fl CCPA ZI Al ERFRE R,
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ZiREEEUTER:
* GRS FEMTOMBIESH, TR ESREE. MABIEE RN AR,
* THEERR D ZIBID ABHRESE R AN SRS A R 5
* ARTEFREBIEE R BRI D B EREIERITRRTHIAL.

E AR EIRS
R SMMETR L E RS,

p
1. NEE D ERBp, EEEMMES
2. HEREER, TR IR XL AR E 0 T HETR.

Reports Data Subjects

Privacy Risk Assessment
‘ . Download ‘
Assessment of personal and sensitive data exposure

HIPAA Report
. ‘ 2 Download ‘
Scan summary of health data and HIPAA-related risks

PCI D55 Report
‘ 4 Download ‘

Scan summary of credit card data and PCI DSS risks

%
HIRDLRER—H POF i, EAILIRBRBEEHLXAHME,
P ERETS

WIS HIB= T B RIS R PRSP B8

* PABUESPRERENE 2.
* BURA ANBHE S PR SUEBILL A,
* BEHEZENXAESL, BEFRINRAT (INERSMIE. HERESENRS) RE.
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HRE D BVZIENT:

FEREITS 248

0 FRBE =1 ZEEEEFN 0%
HPp—PTEXRT 0%
HPp—NEEKRTF3%
HPERPMEEKRT 3%
HPp=PTEKXT 3%
Hp—NEEKRT6%
HPER PN EEKRT 6%
HPp=PTEKXT 6%
HPp—NEEXRTF15%
HPERPMEEKRT 15%
HPp=PLEKXT 15%

© o0 N o o H~ O N -

N
o
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BEUED R

MNetApp Data Classificationf 3T HiFR1FE B F

YNR1EFHENetApp Data Classification NiFHEFRHFFFE B R, WAILUFXLEBRRBTTR
MEECEX . MALENRE, HESRFIERMREFRIFRXERR,

(D) BABRT, HESLERHRSEPNRIER0ERBRIE.

EFHEGERIR

BUFEIEIRAEY NFS # CIFS £EZIFMMIBL X PR HRSEBE R:
* ZRHIONTAP
* Cloud Volumes ONTAP

* Amazon FSx for NetApp ONTAP
* Azure NetApp Files

* BMXHHE

EXEARESmZINIER

ERERHRES LR ZINZE, BREERBUBED LRSS, WERRBEEXFHIEITHIZA, T/
EFRVEDERGRTEREE Linux 2 EFRETZNNE, HERSETHETZESL,

AREI
* BMUER LRARZ AR 50 MTERRER.
* HIFRE R E AT RER R FEETE]

S
1. RS L RS £, #E"/opt/netapp/config/custom_configuration”, FAEFTFFXX 14

data provider.yamlo

2. f£“exclude:{T FHY“data_providers’Zf 39, MANEHIRME RRRR. FIa0:

exclude:
- "folderl"
- "folder2"

BERUIE X R EAEMER R,

3. RIFMXHIIER,
4. %% 3|“/opt/netapp/Datasense/tools/customer_configuration/data_providers”3i517 L FHlZs :

update data providers from config file.sh
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+ Iba SR EHIRE R ERE Z M B RERRAG D ESIE,
&
SRR TP RE R MER R R X 48 E B RAVE .

;'%EJL)(T?-Zﬁﬁ*ﬁﬁE@iB%MHFB%’iU%'ZP%%DD\ EIMERIE. BITHAERENRG, EUENERTIRES

Al

foE1:
B EEfolder!” BB N X FEB W HIBREFTBE EIRIR Z b

data providers:
exclude:
- "folderl"

BHHIRBR RIS R :
* ICVO1/X {31
* /ICVO1/SX 1 B FR
* /ICVO1/X {4310
* /CVO1/*X {31

* ICVO/+ X1 Z R
* /CVO1/notfolder10

* /CVO22/37 {321
* ICVO22/XX 1 FAZFR
* ICVO22/X 15310

AR R R T
* ICVO1/*3 {43k

* ICVO1/XtFZ TR
« /CVO22/*folder20

fit&2:
IR TR LE & “*folder1”HY N XA FLEB 44 EBRo

data providers:
exclude:
- "\\*folderl"

RARHEPRRVERIZAUTNARALE R |
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* ICVOI* X 31

* ICVO/*XFI1 ZFR
» /CVO/*folder10

TR IZ R
* ICVO/X {431

* ICVO/X 312 FR
» /CVO/not*folder10

&3
FRR“CVO22" R Z MR & & “folder1” BB XX &R IE # HEBR

data providers:
exclude:
- "CvO022/folderl"

B HIRR IR RO TRkALS
* ICVO22/37 14321

* ICVO22/XEFAZFR
* ICVO22/X 5310

SRHRRBVER R
* ICVO1/3 {431

* /[CVO1/XXtHRAR TR

* /CVO1/3X 4310

e XS KB R BI AT

BB REHOEUTRARFHZ—, HEEBBERREXRROBIBR TN, WBEEXFREN
AIEERIRE ST

L4 +I *I ?I /\I $I (I )I [I ]I {I }I |
fplan:
JRHHIERIR: /project/*not to scan

HERRSXHRBYIEIE . "\\*not_to_scan"

EELAHIFRYIR

RAFIEE "data_provider.yaml EC & X4 51517 /G L FMER AR ARG
‘update_data_providers_from_config_file.sh'fil4x, EEFEMEBIES EXREPHRNHFIERYIR, 15
M“lopt/netapp/Datasense/tools/customer_configuration/data_providers”iziT A T &< :
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get data providers configuration.sh

7ENetApp Data ClassificationE 4l ID & X A XFHLE TR

4H ID (GID) F¥ANZEI NFS XAFHZRRIXHSXEET, T T XX FRBIN
fR; BINENRE WAHRAR . NRFEL GID RAIKRIZE WAL B NRER, &r]
LA GID AR, LUEERIMIAN T % GID B9 4 FE IS AL A AR F

TEE# 1T B FH ENetApp Data ClassificationZE Hri3 SIS I XX /T, ERIMIIN T XL ID BISCHHA
XHEERKEFEFAE D TTEHRERUAIR, FEENERLIAEZERXHFR RIS .

BEUELCIIRE, BRBERBIENRARY, UERLURBEEXFHBTHAE, TR ERHEDLERZE
RFEREE Linux B LFEIRETIZNME, HERSESTEE 7L,

FBR4E 1D AN« RA LT IR
IR ES 2, BFEEFLHID S (GID)

il
1. EBUB DX RS L, ¥ E"/opt/netapp/config/custom_configuration”H3TFF X data_provider.yamlo
2. £“organization_group_ids: [["1TH AN ID. 530:

organization group ids: [1014, 1015, 21, 2021, 1013, 2020, 1018, 1019]

FEERUEXHREAEMERS,

3. RIFEM XHHIE L.
4. 3% %|“/opt/netapp/Datasense/tools/customer_configuration/data_providers”#Hiz1T L FiZs :

update data providers from config file.sh

e S RHMECUSRIA ID APRIRAZ A K5I,
&
SR EIREHITHIFE RS RE IR LM INE X L4 1D BARE A AR B 4K,

TR UERBEERN D B4IEA ID FIRABRI ERMYERA ID. BITHIARRIENRG, E/E04E ID 5%
R=EH,

BEEHFIAHIDYIR

RAATEE "data_provider.yaml Be B X4 5iz1T/R LM NN A ARG
‘update_data_providers_from_config_file.sh'fiidx, BEEEFERNEIHIESLBHFI4E ID 5IKR, 15
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M*“lopt/netapp/Datasense/tools/customer_configuration/data_providers"iz{T A F &< :

get data providers configuration.sh

MNetApp Data Classification I fREKIE TR
MREE, EFrLU{ELENetApp Data Classificationf3iE— M Z N RS, $IBES 4

=4,
(FRARSHHE

HFAEEN, HESRTBHEASR LHNEUE, FRESMNEIED EKLAIFMIFRS INLE RERSRI
EASWMIER.

1. .
MEETIEF, EF ¢ RETHRHE, ARYSRBIEDE"

A BB R AR I BRSS EAR 22 PR R e

MERIE S R BRI 2
NMRETBREAME MURE, SIS XREEEMRHELERERAM,

1. .
MWERETIEF, %F = SEETPRE, AR MERSIEERS S

MEIR 3 PR — AR =

AR AR S AR, 0] SUNIRS KR IR S 5 L PR 48,
T

" OWEETER, #E | RS AR, ARSI,

NFS_Shares = 100 Shares Scanner Group name: default Bl ot wion
Files Shares Group System ID:0ecd02e419c046d39f9cct60c5e720792 - =

move Shares Group

Scan Mode

Continuously scanning all No CIFS volumes found
selected Shares

M O ciassified . 100 Mapped 0 Not Scanned
2. MHIAIHEEREF BIPR L =A"

EZNetApp Data Classification
& AT LAEDENetApp Data ClassificationZRfZ/R Bl M E N KA MBRZI G MIFRSSHE
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ERMMPRERG I BURFAITERI R, XEREBIED SSFMIIFRE (E SRR AMIER.
EREEERNSBIATERESPERER BN EHBMED L.
MR HEE S EE TR 2L

1. MEIED £, EREE,
2. EECETUERES, EEHHD L.

= sc me: def:
Classifi Quick jatio ) Configuration G
Ident ervice
Gow Work wironme
Sca + Add your first Shares
Compliace
Investigati Version 1.46.0
Scanner Group name: default P
Custom classification @ 1oelkci| o Shres £3 configuration (
Files Shares Group
New name
Configuration + Add your first Shares
Scanner Groups Q  sean
~  Scanner Group: default
1 sc
nnnnnnn e 3| status 3| LastActive Time 3| Error

ip-10-000-0-01.us-west compute.internal 10.0000.01 ACTIVE  2025-08: -3108:24

3. MEXHEER, HNEE UASRMF RS LKL 0 576 8 RIBAERE, EFMEHTHRIA.

4. FEEES I IHEES, BNEE URIAEER SRS RLFSiTH e IBNERE, REIEFEHE,

o. BEREIEITTE, BRI IRERMITH & HMIPREIES RILM, ZEBIR A CloudCompliance, HHES
ZEENERMYAEM (UUID) . fItN: CloudCompliance-16bb6564-38ad-4080-9a92-36f5fd2f71c7

MAHIERZ FREN SR 5 2

1. NEED S, EFRE,
2. EECETIHERSR, EFREFE DK,
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Classification

Governance

Compliace

Investigation

Custom classification

New name

Configuration

Quick Navigation
Identity Services
Working Environments
Scanner Groups

« Uninstall

Version 1460

Test | 0 Shares
Files Shares Group

testk 0 Shares
Files Shares Group

Scanner Groups
v Scanner Group: default
1 Scanner nodes

Host Name

ip-10-000-0-01.us-west compute.internal

Activate Slow Scan @

Uninstall Data Classification

slow 3| Status s

Scanner Group name: default

+ Add your first Shares

Scanner Group name: default

+ Add your first Shares

10.000001 ACTIVE

This will uninstall Data Classification from your system. All resources and disks where indexed data resides will be removed.

1 Uninstall Classfication

3. TEXHEMER, WINENE ARG A HIE D LKA SizH o UERMER, &
4. BEMENEERH, BE1T cleanup.sh ¥R R EN ERIEIZA, Fig0:

cleanup.sh

ZAZITF /install/light_probe/onprem_installer/cleanup.sh' B &, 7T ##INEI"EZECED LT

E3 Configuratic

Last Active Time

2025-08-3108:24

3| Error

FENEHEITHIA
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=&

S #58INetApp Data ClassificationSZ {25!

NetApp Data ClassificationZX & ZIE# B ERIERAAER. RAM ER. BHERFN
FHLEEBETT. EPEEHIES LN, BIMBNEFERREE R FENRFULMEET
IhgE.

ERILIEABRRD CPU MR RAM RS LHERIED K, EEEAXEINERSBNAKNZTE—LER
il "7 RRXLEIRE" o

FETRP, MEFEAFNVHRAEERESIEDRNXEFATA, WHEBEBRPHT—TRS,

AWS 3L{fl|2ERY

R K & SMIE it
RS 32 4~ CPU. 128 GB RAM. 1 TiB gp3 "m6i.8xlarge" (BRIA)
SSD

KE 16 1~ CPU. 64 GB RAM. 500 GiB SSD  "mé6i.4xlarge" (BKIA) m6a.4xlarge
mba.4xlarge m5.4xlarge
m4.4xlarge

th 8 1~ CPU. 32 GB RAM. 200 GiB SSD "m6i.2xlarge" (BAIA) mba.2xlarge
mba.2xlarge m5.2xlarge
m4.2xlarge

INEY 8 1~ CPU. 16 GB RAM. 100 GiB SSD "c6a.2xlarge"” (BRIA) cba.2xlarge

c5.2xlarge c4.2xlarge

Azure 325288
RBERN A% S| Eid]
SN 32 4 CPU. 128 GB RAM. OS i# "Standard_D32_v3" (ZRIA)

(2,048 GiB, ®=/\&EME 250 MB/s) %
iﬁﬁﬁﬁ (1 TiB SSD, &/\&ME 750 MB/s

KE 16 4~ CPU. 64 GB RAM. 500 GiB SSD  "Standard D16s v3" (BAIA)
GCP 3:ffl2£58Y
RFAR A% S Eit]

KEY 16 > CPU. 64 GB RAM. 500 GiB SSD  "n2-fr/&-16" (BAiA) n2d-standard-
16 n1-standard-16
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https://learn.microsoft.com/en-us/azure/virtual-machines/dv3-dsv3-series#dv3-series
https://learn.microsoft.com/en-us/azure/virtual-machines/dv3-dsv3-series#dsv3-series
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines
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MNetApp Data Classification FIEUE R TTEUE

NetApp Data Classification7EX] >R B # BRI R ARVEIERI1T 2 BB IRER LT
o BB XA LUFRBA T EEHIT DRI RN AR iR, BELERERIILER
18] Ffr S5 BV 2R

TLRIR CIFS NFS
B iB) & BIEERYE] G AR (Linux F%#)
EoRipia]EtE] Bl AIA
/4R ERIE a] g ;]
PR FFIRAN PR WNMR‘EVERYONE"HENE R EMABRGFRIZX S
gjﬁﬁz#, MR F“3F£HZR > AN I LRLE TR
R R /81718 FFf4A{E 288 LDAP AaA (NFS BAPESER

SERAHIMITEIR, FtE—
PAEENRS B LEAIUER
[E/Y UID)

* BUE D KA MR SRR PRI LR IRIRY ],

@ * |BRRZASBY Windows 121EZ& % (5140 Windows 7 1 Windows 8) EAIAZE“ L /RikinlEtia) @1
HE, AATCSEMASAERE HRWELLEMSR, BT LXihinea g sLomiE
SEEM, MREE, EaLUEXLERIAR Windows 245 E B _Exifin Bt pgdsE,

_ERipimBY BBy el &

HEIED REMXHHZRIZEEGEEN, BERAIFEAAREYE, HENMENR LRihRE, 3#E,
HREDERZZLF XA RREIRE NIRRT EIEL. WIRBIED LT CIFS FIRETNBMENIR, ETE NFS
FRBEENIR, WRFTEFE LRARNEIRE ARG EE. ECE T SnapLockBIONTAPEERE A RIFNIR,
FEFTEF ERVIREEIRE 7 RIGHT E1EL.

AIAMERT, MRBIBEDLXLEXENR, RGBSR EPHRXEXN, RABIED LT R ERinRE
B RENRIIEE, B2, MRERNTEXHRNREHRNEREEENRIIGE, WelikFEENE
JEREBRYERD B NB M I RES I R, UESRIES XTI RINATH = #EE.

SMB_Shares Scan Configuration Q

Scan when missing “write” permissions

+ | Scan status

i e = i @ Mapped: 58K
lap & Classify ‘ W10 1.7.16\CIFS_LABS_SHARE® CIFS & Continuocusly Scanning ® Clacsifiad

N 2 O - e— . . @ Mapped: S.BK
Wap & Classify ‘ WI01.7A6N\CIFS_LABS SHARET CIFS ® Continuously Scanning & Classified

LEINREER FAMONTAPRSE. Cloud Volumes ONTAP. Azure NetApp Files. Amazon FSx for NetApp
ONTAPEEME=AXHHE,
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FENERE— MR BESTEH EIEE, ERERBERKRDENIXNE (ANBIESLLERE LR
ﬂﬂj‘lEﬂ) , SEBRMERIE D RTEME LR R IEHE B 532893 o

Scan Analysis Event n ,
[] Mot classified - Cannot revert last access

Classified and changed last access time

TSR ElE:

* RDE - TARME LRpREE - XEREATFHRDE NMURMAR D RBX Mo

* BRERAEMB_LRGENE - XBREDENXMG, HEBIEDRLTER LXBREZEERRIGH
B, IEdiEER (NS EFT AR B NB I IR i IR IRAE X

MRFE, BAIUBEXELERSHUERED, UEEEWEXX A HTRRRERMARIE, WEXHRETIE, "
TRAXBIERERENESER"

Z =NetApp Data ClassificationR4;

REET FENetApp Data Classification£4t, LUEIHIR) HEX SR RIEHEE X4
IR X LEEEAH Linux H28 EREHEBZER Linux V125 EBY, ERILIEEAREE XX,

HEIED KMEECPH, BFEET SSH EEHFIBUED LLM, ERLUBTHNRFRMEN, SEREHS
RIBLEHERMA SSH BiA, B SSH EEEIRA. SSH LR

ssh -i <path to the ssh key> <machine user>@<datasense ip>

* <path_to the ssh key>= ssh B{HIIFRANMLE
* <machine user>:
° ¥F AWS: £ <ec2-user>
° 3T Azure: FERAIEHIELFICIEMAR
° XF GCP: EANIEHIEEHIRIEMAR
* <datasense ip>= EEIMHIIEHGIAY IP itk
FEERRLANEMNA RSN RSR, BXIFHES, BESH:
* "AWS FIEYL 2L
* "Azure YL ELAFM"
* "Google Cloud FRERA A SEFRT"

NetApp Data ClassificationAPI

1B Web Ul $#21£AINetApp Data ClassificationThgEt rl3@id REST API 121,
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curl -X GET "http://{classification ip}/api/{classification version}
/search/options?data mode=ALL EXTRACTABLE" -H "accept: application/json"
-H "Authorization: Bearer eyJhbGciOiJSUzI1NiIsInR.... " -H "x-agent-id:
hOXsZNvnAS5LsthwMILtJL9xZFYRBOxAwMclients"

Mje] 2
{
"options": [
{
"active directory affected": false,
"data mode": "ALL SCANNED",
"field": "string",
"is rulable": true,
"name": "string",
"operators": [
"EQUALS"
1,
"optional values": [
{}
1,
"secondary": {},
"server data": false,
Tiwee®y PTEXTT
}
]
}
{
"options": [

{

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "POLICIES",
"name": "Policies",
"operators": [
"IN,
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "EXTRACTION STATUS RANGE",
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"name": "Scan Analysis Status",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "SCAN ANALYSIS ERROR",
"name": "Scan Analysis Event",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "PUBLIC_ ACCESS",
"name": "Open Permissions",
"operators": [
"IN",
"NOT_ IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USERS PERMISSIONS COUNT RANGE",
"name": "Number of Users with Access",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": true,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USER GROUP PERMISSIONS",
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"name": "User / Group Permissions",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE OWNER",
"name": "File Owner",
"operators": [
"EQUALS",
"CONTAINS"
1,
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT TYPE",
"name": "system-type",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT",
"name": "system",
"operators": [
"IN",
"NOT_IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL SCANNED",
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"field": "SCAN TASK",
"name": "Storage Repository",
"operators": [
"IN",
"NOT IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",

"field": "FILE PATH",
"name": "File / Directory Path",
"operators": [
"MULTI CONTAINS",
"MULTI EXCLUDE"
I
"server data": true,
"type": "MULTI TEXT"

"active directory affected": false,

"data mode": "ALL DASHBOARD EXTRACTABLE",
"field": "CATEGORY",
"name": "Category",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVITY LEVEL",
"name": "Sensitivity Level",
"operators": [

"IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
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"data mode": "ALL FILESYSTEM EXTRACTABLE",

"field": "NUMBER OF IDENTIFIERS",
"name": "Number of identifiers",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN PERSONAL",
"name": "Personal Data",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVE",
"name": "Sensitive Personal Data",
"operators": [

"IN",

"NOT_IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DATA SUBJECT",
"name": "Data Subject",
"operators": [

"EQUALS",

"CONTAINS"
1,
"server data": true,
"type": "TEXT"

by
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"active directory affected": false,

"data mode": "DIRECTORIES",
"field": "DIRECTORY TYPE",
"name": "Directory Type",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE TYPE",
"name": "File Type",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE SIZE RANGE",
"name": "File Size",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE CREATION RANGE RETENTION",
"name": "Created Time",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"
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by

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DISCOVERED TIME RANGE",
"name": "Discovered Time",
"operators": [

nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST MODIFICATION RETENTION",
"name": "Last Modified",
"operators": [
"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST ACCESS_RANGE RETENTION",
"name": "Last Accessed",
"operators": [
"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "IS DUPLICATE",
"name": "Duplicates",
"operators": [

"EQUALS",

nIN™
I
"server data": true,
"type": "SELECT"



"active directory affected": false,

"data mode": "FILES",
"field": "FILE HASH",
"name": "File Hash",
"operators": [
"EQUALS",
nIN"
I
"server data": true,
"type'": "TEXT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "USER DEFINED STATUS",
"name": "Tags",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ASSIGNED TO",
"name": "Assigned to",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

BT EIERS B P EREM RS BRI TEEEHIBIS .
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T—"1 API 121E API, EARFEEIEZMEME,

curl -X POST "http://

{classification ip}/api//{classification version}/actions" -H "accept:
application/json" -H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR..... "
-H "x-agent-id: hOXsZNvnA5LsthwMILtjL9xZFYBQxAwMclients " -H "Content-
Type: application/json” -d "{ \"action type\": \"COPY\", \"data mode\":
\"FILES\", \"policy id\": 0, \"request params\": { destination nfs path:

"{ontap ip}:/{share name} " },
\"requested query\":{"condition":"AND","rules":[{"field":"ENVIRONMENT TYPE
", "operator":"IN","value": ["ONPREM"]}, {"field" :"CATEGORY", "operator":"IN",
"Value": ["21"] }] }}"

Ml 2

MNCRREHEEXN R, EILE R LAGEAREVAIMIER API SRIREVE XIRERVRTS, SHEUETE.

"action type": "COPY",

"creation time": "2023-08-08T12:37:21.705Z",
"data mode": "FILES",

"end time": "2023-08-08T12:37:21.705Z",
"estimated time to complete": O,

"id": O,

"policy id": O,
"policy name": "string",

"priority": O,

"request params": {},
"requested query": {},
"result": {

"error message": "string",

"failed": O,

"in progress": O,

"succeeded": O,

"total": O
b
"start time": "2023-08-08T12:37:21.705z2",
"status": "QUEUED",
"title": "string",
"user id": "string"
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