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Directory
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) . 636 (TCP) . 3268
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7E Linux ¥ ELREHIED R
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HONTAPR LRI MLEERE, Cloud Volumes
ONTAPHIRA A3 TH E& B AL 24250 72 1 3K B $03E 53 2852
FIB N IEERE,

B R el L o $8E 73 2 SRR K

* XF NFS - 111 #1 2049
* ¥F CIFS - 139 1 445

NFS &S REEAIA VT MEHE D K SE AT IR

B Mef N ATIAFIRE T Active Directory, Itb5h
, BB ZEEE Active Directory E3HER 13 CIFS
5o

BB H Active Directory IS 8.

* DNS BR528 IP #thik, =% IP it
* RS #BIAF BFERG

* 1% (Active Directory &)

* IBERFERL L LDAP (LDAPS)

* LDAP fR%28i% 0 (LDAP @E 7 389, &2
LDAP &% 7 636)

MNFHBEE, ERERNENRKLLEZR MG FSFELLAIPE
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On-premises location
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(D ONTAP. EREERT, ERBESPHBRIBMDHEREMHIEN LT, HE HEES
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HAFENREFINRE

ERNFEN ELREBIED KRG, FEEERHERUATIE,

"WAE LEARST" Y RN R IR IR 0 2K

HAR, REMEDENICRAEREERN, IREEREIRTEIEMEE, EAIUEEREHRITETH

NB. EWE4 /opt/netapp/install logs/o
FreaZ Al
* WIEER Linux RARTHE EVER,
* RIFRARELE TR IMHERHE (Docker Engine 3 Podman A1 Python 3)
* HRIETE Linux R4 E3E root 1FR,
* MREERAIER I BB
c MRFERIERSH[ES (P HUHENEZ. EFHO. HEZEFE: https 5 http. AR BMER)
° NRAIBIETHIT TLS 28, LREIMEFHIESZE Linux RE_LTFE TLS CAIEBMRRZ,
° RIBRIUEIFERN. BUEH LB FHERNE,
° ZARPWARAMAR, FEHEAF,.
* WIHER B IR SRR E BRI RAERE T,
HB

1. NFEEIES LR "NetApp SZHFIAR" R IZEFERI 4% /9 DATASENSE-INSTALLER-
<version>.tar.gz.

- RE2ERRXHEHFEITRIEAR Linux M (B “scp SEMAE) -
- EEN EREREFERFXMG, fla0:

w N

tar -xzf DATASENSE-INSTALLER-V1.25.0.tar.gz

N

- EERaT, EEORE>DES
EFERME T RERE DL
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Favorites

Home

Take control of your data with ro——
NetApp Data Classification \ ' Fouarn ) o
0 ye

L}

Storage

@ Protection

Governance

—
9

(7]

Health
data migration projects.

Workloads How does it work? [

This service is free of charge.

Deploy NetApp Data Classification

Mobility

& ® e

Administration

Driven by powerful Al, NetApp Data Classification gives you W e
control of your data. Identify, map and classify your data, \
including PlII, across cloud and on-premises environments, to

stay secure and compliant, lower storage costs, and optimize

- RIBERE ST ESNES LEBERMESHES LR RHIED K, EFEAR HE RTRBhEED

P
KR,

- BEREAEE SRS L WEE, EFRMNs<S (Flu:

sudo ./install.sh -a 12345 -c

27AG75 -t 2198qq ) FREEMMEINAXHHR, UEHEFER, AEEE X UXATIEE,

- EENL, MAEERIBG<S, ARKRE—RIET

LERGL1TER

FER, REEFSITIREUBERENRFNNEEKRRE, UERNIZE,

BHE X

RIERTMASIR:
a. KNP R 7 EFRIE<:

sudo ./install.sh -a <account id>
-c <client id> -t <user token>

MREERRG LLE (MABREELENARM) ,
&0 ——manual-cloud-install
<cloud provider>o

b. INEUED L EMNAY IP UL ENE, LUEIE
HlaRERGEALUAEE,

C. MNIZHI G RIZEANAY IP ltsENE, LUE
HIRD R RS A LUARE,.

d. RIERTRARERAES. MRENEH SN
EBEZERNRE, WEFERAFEALES
, EAIESEEBMERER S EFERR

R,

TEE:

° account_id = NetApptk~ ID

HITIRME, NEEALIRHESRELESHRNTES

"WAE ARSI T BRFTHAS

HWNTTEGS!

5E, ERILURAICIER G, REMGERNZIM
RIBSEC

sudo ./install.sh -a <account id> -c
<client id> -t <user token> --host
<ds_host> --manager-host <cm host>
--manual-cloud-install

<cloud provider> --proxy-host

<proxy host> --proxy-port <proxy port>
-—proxy-scheme <proxy scheme> --proxy
-user <proxy user> -—--proxy-password
<proxy password> --cacert-folder-path
<ca cert dir>
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° client_id = 1£HIEHIEEFi% ID (WREFim ID FgB B clients”, MHRMGEE)
° user_token = JWT FBFifa)<$HE

° ds_host = #iEHZE Linux BRI IP #uhtsR F4H1R2,

° cm_host = I=HIGHRIERFR IP #itsk F A,

° cloud_provider = TEIRH L LM, RIBRIBEFHMNAWS". “Azure”3 Gep’s
° proxy_host = IR ENUFRIBARS R F5E, MWANIEARS R IP HENE,

° proxy_port = EZZFRIERS20mA (FAAH 80)

° proxy_scheme = ¥ 5. https I http  (BRIA hitp) o

° proxy_user = IREFBEARGHIIE, ML BHIIERNAPEZEIIERS2E. ARSI AER
- AEZFHIAF.

° proxy_password = &8 EBI AP BT,

° ca_cert_dir = #8533 Linux R LB 2N TLS CAIERERRREZ, XHAIEHRIT TLS £8HAF
£,

&
BEDRLEREFRED. EMRBEALELIED L, LEAERFE 10 2 20 23,
i

R ENAMER S NELAIZENE T Iw O 8080 BILERE, ERARHIS R RN K EMFHEEIRRHEE,

T—%
RN E B R B SER.

2B BBMIAIRIAY Linux E4]_E%%ENetApp Data Classification

%8 BB AR RBY 2t s BY Linux FEA1_EL2&ENetApp Data Classification®R/g_FA
AR, XhLZELXBERZEMA, SNetApp Console SaaS BB 1ER.

BlueXPFABIETR (54iBlueXPiz) BER T EEEBMEZENAMIFENLLaXE, Hi

@ B+E AWS Secret Cloud. AWS Top Secret Cloud #1 Azure IL6, NetApp4*4:i@id£4iHIBlueXP
AREZRIXLEIFE, BXIBRRBlueXPREFMABEIRRXY, ESH"BlueXPFAAEINEY PDF X
"

KEED Linux EVRE B ESFIFLENetApp Data Classification

7E Linux ¥ _EFEhZ2EENetApp Data ClassificationZ &1, B LUERTE TN EiEiTHIZS L
BIFRFHMIEDENFAEIRF M EEEHER S, ol IEMLZHFH Linux £V EHEF
B Linux EN EETTIHEHIAR, ENATLUEZEIEEER, si&E EV o] IEBERE BEBWIA
mAviL = (BFLE) o

BED R LEMNALE—NHEZ, UHERIEPVIFRHREER, ErIURMBITIHEZARIEIE Linux ENEE
BHEEME, ARBEBITREMN,
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* EEFNHAWEERSHEFABEEK,

* BRHESEXENBIHIE BRI,

* WIEFrE 24 LRFrE R FE RO S HEEA.

* FTHHBITRRF N XM,

BlEEH 5 RIE

BEBRRLETFGRE, ARARERENEABESL. B, EAIUEREENAENBER TIETRE
RIS,

fRA] LA "EZS i 223 & AR RS HRRY Linux ML, SHEERWY Linux EH L, NRIFHEAER
A, EHAILUERMNRELSIED K.

ERENCREBFIRFOIZIEH aRE, B3H:

* "f£ AWS Rl EITHI S IE"
* "T£ Azure HFEIEIEHISE"
* "{£ GCP HheliEizH 8 E"

BITHRFMAR, FEEHSRERSR P s EN S, MREERMLETERISRE, MATLEREX
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BIED KR RIIEITER BT ERIERAAER. AFERMURGERBIEN Lo
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* EERESEITRIER RS KRR SUESEERFRIR ).
RHEKN CPU RAM (#ZEFIRNTE) tEER
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GiB °]H
* /var/lib/docker _ERJF 895 GiB
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RGR/N CPU RAM (R AFERARMAE)  HWE

G 16 > CPU 64 GB A7E * / £ 500 GiB SSD, g, /opt £
100 GiB A F3

* /var/lib/docker 8 Podman
/var/lib/containers _EB]F3 400
GiB

* /tmp £ 5 GiB

* 3+F Podman, /varitmp L&
30 GB

* ETPAREDRLZEBBTERGN, BNEERRE LR AR RRERNARL:

> Amazon Elastic Compute Cloud (Amazon EC2) 5:f72£8!: “m6i.4xlarge’s "&&E M AWS L2

B,
> Azure VM A/\: “Standard_D16s_v3’, "&&EA Azure SSHIZEE"
° GCP #128288Y: “n2-standard-16", "&%& Efth GCP S2f5IZE80"

* UNIX XHENPRE: FELUT=RE UNIX AR:

XK AR

/tmp ITWXYWXrwt
Jbrin 3 B
Ivar/lib/docker B
lusr/lib/systemd/ &4t rWXT-XTr-X

* BIERL

o IMRIER AT E(FER Docker 2351
* Red Hat Enterprise Linux hfizZs 7.8 1 7.9
* Ubuntu 22.04 (FREHIED EMRA 1.23 HESARA)
* Ubuntu 24.04 (FREHIBD EARA 1.23 HESARA)
° LUTMRERAFTEMEMA Podman B8351%, HEFREHIES LA 1.30 HESHRA:
* Red Hat Enterprise Linux kg7 8.8, 8.10. 9.0. 9.1. 9.2, 9.3, 9.4, 9.5%19.6,
° MIMEENAFZ LBRABRKET R (AVX2),

* Red Hat iTEIE: A MIIE Red Hat ITREEFEM. MNRKIM, RAERTEHRFHERERELER

BB RASE =53 .

* BYINERME: REHIBEDRZET, DIEEN ERELU T
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* Podman it 4 S{EShRAS. EXLE Podman, EHIA(sudo yum install podman netavark
_y) o
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2. NREMEA CIFS, BMmEIEDIIRM Active Directory £18, LUEE AL CIFS B, WTFEIMNRE, %
B 4RiE CIFS IR HMABIELLIFRAL LA CIFS EFMEMNAR ZFER,

FREAUZRRN, BRHEERERETHEREIESELATLIEREAFTERANRIETE. RIEFEERE
KA L,

IR ERHHERAT B ERIp R B A S EERIED Mok E, ZWAFE CIFS FEBEENEENIRE

£ NFS HEBENINPR, SNRFIEE, 15 Active Directory FAFERE NALR P R BFIAE XHNPRAIR AR —
=iba

MREERBANTRE, WSHIA—FESHIAFRE CIFS B BERINNIE.
3. ZEREENE L, ®FWRE UEFS CIFS Ml NFS BRPREH L EEIHIR,

ERIEREEE

&) LABERY NECE TUE B shaF LR RS LRV, S eI LR MRS TR B PR oL, &
2R, BWERBARTIFIES,

R4 EAERFRRIE IR T Map 5 Map & Classify JRER, 7 & EEHERIEIRALHS,
UETERERE R BRI, EREEAARRNNE NS DA RRE
21,

TUETRERRY TR B N A RES I T R BA R T RART. XEKE, NRBIESDEE CIFS FIREEREMN
FREUTE NFS FgBENIR, RAGRASHEXHE, EABIES LT AR LRk E RE ARG ER. W
REFANBESEE LXnRME, BIAFX, TIERRIOM, MIPWAEXXMF. "THEZ"

@ RYEERBAXIEFIZE T Map 5 Map & Classify I8 &8, 74 =B RNE RGNS,
HRBEEMNEEE BEX W XA, BEEANRINS M EFagEaE.

Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification & Retry All # Edit CIFS Credentials

Custom

Scan when missing "write” permissions

P

Scan 2 | Storage repository (Volume) & | Type (= | Mapping status = | Scan progress \ Required Action 5

Paused 2025-07-16 08:51 Mapped 219
Last full cycle: 2025-07-16 08:50 Classified 219

bank_statements NFS

® Finished 2025-10-06 10:29
Map ifs_lab: CIFS M d 52K
W cfslabs Last full cycle: 2025-10-06 10:29 PR

Off cifs_labs_second CIFS
‘ Off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06

p
1. NEED KRB, EFREE
2. JWE—NRY, AREFEKE
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ERAREAMBTEHEE, FEVIRPHENZE, AREREZMSURIRET. BRI DL KH.

“

HEBEARMEN, REDERFERBEERFTEENES, —BRIEDEFREE, ERMSAREIES
PERIRF. FHETREBEEURTHIEE, K1o#HEIVNETRF,.

C) HEDXMNAWE T —IXAHE, NRENETESIMHE, UFERILEHMAEZENHE
FHPMAE, "EEAXRIEBIESLRFNESIFAEE" .

f£FINetApp Data Classification
SR NS B ENR] A iAEFNetApp Data Classificationfaf#GEEE .

HERRFM

ERAHIESELZA, BEBUTRREN, UBRERBRSIFIRE,

SRR IR
RS XA LU LA N BUEE P RVR

* Wo#hx ZEIREMRS (Amazon RDS)
* MongoDB

* MySQL

» Oracle

» PostgreSQL

+ SAP HANA

* SQL AR528 (MSSQL)
() sEERsAERHERREEE.
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* P It EA R

* ImE
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1. NBUBSD ERRH, TFERES
2. ZEREAYF, EERMAR > FNEIRERS 2.
3. MIAFFEE B LURBIEUIRERSS 28.

a. EEREIERE LR,
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d. I NERELUESIR D X eI LIRSS 28,
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Add DB Server

To activate Compliance on Datahases, first add a Database Server, After
this step, you'll be able to select which Database Schemas you would like
to activate Compliance for.

Database

Database Type Host Name or |P Address
Port Service Mame
Credentials

Username Password

Add DB Server | Cancel

BZHIEEERNNZIRSTIRF,

BB RIIEEF R
R LARERHZ IE S 4a 3 IS BRIV 1T 2 3 o

SR LA R RS SR B 0 3

1. FERENET, SEREAEENEIEEN TRE R,

Configuration

@ Oracle DB 1 | 41 Schemas
Oracle

No Schemas selected for ? 7
Compliance (%) Not Scanmng

v Datalls

E::, Configuration

S RASERIEFER IR
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‘Working Environment Name' Configuration

¢ Edit Credentials

28/28 schemas selected for compliance scan

+ | Schema Name E Status ~ %+ | Required Action

= ] DB1 - SchemaMame1 ® Not Scannin, g Add Credentials @)
@ DB1 - SchemaName2 @ Continuosly Scanning

] DB1 - Schemahiame3 ® Continuosly Scanning

D DB1 - SchemaMamed ® Continuosly Scanning

#R

HED X PR EERNBIEERI. ErLBESMEEERPARER AR E KRRV AEIER,
BRAENEERETARES, BXRAIUREAREEEER L, EEANTERXHSHHIERmXXAFR.
MFRBEMER, EMBHIERE TR, HERMEEHIRFIFIEF.

HEDXBRABENBUIEE—R; BEETGEMSUERIFRESMH,

{£FINetApp Data Classificationid#fGoogle Cloud NetApp Volumes

NetApp Data Classificationsz#FGoogle Cloud NetApp VolumesfERN—1N&RS5, T R0
i 188Google Cloud NetApp Volumes&#4:,

RIEERERGoogle Cloud NetApp Volumes & 4:

WMREEIHERIGoogle Cloud NetApp Volumes R4 R IEAN ARG L INTENetApp Consoled, "FEFNNEIZRS
DAYTETRS

EREEIE D FE LA
"EREEIE D 2L AR I R EBF L,

g#ﬁGoogle Cloud NetApp VolumesBY, #IEDEMNIBEE=F, HFEMINHEESEERENEHEBRNX

“+2:. *H#fiGoogle Cloud NetApp VolumeshY, BRIRZIFERMMNBITELTIED S,

HEENRERBRBIEDE

&I LITEGoogle Cloud NetApp VolumesZ& % B R D 2L,

1. MEED KR, EERERES
2. EERAAHRE N RARPNE, T REIRSIA D "
© BRGIFAES, BEFBMEREES
© BRRMDEREE, HEFRRPMDEREE"
* BEREXSNENEE, BEF ERE N EEEEE, AREEERGIT/EHD KNS,
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BERRANERE LNERET#EFR.
3. TEMIARHERER, A

“

BED X RPREERETERNE, —BHIESETHNEE, SRMSERESMIENERRP. R
BEURTEHIEE: JLOHEIL N, ErIUEEERENRASE BRSO REVGRMOEE, HESLETRS
TIENHESR. BRI ERREEHES L, EERNTEREXHERNETEXH .

* BRNBRT, MREHIEDEE CIFS BB NBHEAIR, SEE NFS FgBEANR, RARA=AHME
PR, FAEIEDRTER ERpREEME AR EE,. IRERNTE LEXARNEEEEE,
BER AN ERFEREEE ERTEE—MIIUBANIRE, UWEMESXFAURESE, MAE
A FRUN R

BN KRB TH— I XURT., NBENBPESIRE, NRBFXLH R R T A8
o "7 RBULEIES 2REIS
IERIES LR TS
BUREEORNG, RSAMNSLER, BRIBHKTLFNSE. MF CIFS &, CRENBIESZIRMM
CIFS &i&.
() #FGoogle Cloud NetApp Volumes, 5% REEAHSEHI& 1 F AR5,
e
* HREUE D L5 8 & Google Cloud NetApp VolumesHIE N 2 [B11Z1E MLRIEE,
* R TR OIX B S LRI
° 3¢F NFS - #w [ 111 0 2049,
° ¥F CIFS — iiw[ 139 0 445,
* IR NFS HSUHBE B MIES LTOM P it UBETLHTEN 5 LATRIE

p
1. NEE D FERE R, EREE

a. INREFEA CIFS (SMB) , IEHATR Active Directory EiB1EH. XMTENRS, EF 4RwiE CIFS KiE*
, RAEWMANEIED EKIBRRSL LW CIFS BRI BMEE,

FEREATLE R, BiRMEEREREAHRIED XA LUEREMTERREANRNEEE. FIEFEE
5 67w SRl i

NRIGAEH R ERIA R B A2 EBIED AWML E, BINAFE CIFS FEEEANBMENR
1E NFS FEBEANINPR. SNRAIEE, 154 Active Directory FAFPFeE RAL P EFAIE XHFRRRIR
éHEI‘J_EEIIBﬁo

MAREER, BNZBE—FER, RAME CIFS EHERINKIE.
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Name: Volumes: CIFS Credentials Status:

Newdatastore e 12 Continuously Scanning ® 8 Not Scanning {(~) Valid CIFS credentials for all accessible volumes

‘ # Edit CIFS Credentials |

2. ZECENE L, EFEEFAERUEES CIFS fl NFS HRPRESH LU EFEAIHIR.

ERMERE LHEE

&) LABERY NECE TUE B shaF LM RS LRV, S eI LR MRS IR B BRS04, &
2R, BWNERBARTIFIES,

(Y EAEATHE BT Map 5 Map & Classify RER, 4 & EHRNERAENHE,
UETERERE R BRI, EREEAARRNNE NS DA RRE
2,

TUETRERRY TR B N A RES I T R RUA R T ERART. XEKE, NRBUESDEE CIFS FIREEREMN
FREUTE NFS FigBENR, RAGRASHEXHE, EAKIESXTER LRk ERE ARG ER. W
REFANBRESEE LXnRME, BHIAFX, TIERRINM, BMIPWAEXX M. "THEZ"

@ REEEAEXIEHIZE T Map 5 Map & Classify iI§ER, 7# =B AmiR2ENHE,
SFEENRERR BEX N XA'N, EFENFINEG MHEFIEUEHE.

Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification > Retry All

Custom

Scan when missing "write” permissions

Scan % | Storage repository (Volume) 2| Type adl Mapping status 2| Scan progress | Required Action %

Paused 2025-07-16 08:51 Mapped 219

bank_statements NFS
Last full cycle: 2025-07-16 08:50 Classified 219

® Finished 2025-10-06 10:29
Map ¥  cifs_labs CIFS Mapped 5.2K

Last full cycle: 2025-10-06 10:29
Off cifs_labs_second CIFS

‘ Off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06

ps

1. MEIED LRRF, EFEES

2. JWE—NRY, AREFEKE

3. ERANBAMAEENAM, FEMEE LR PIERIREGT. BT KX,

ERAREAMNBTEIEE, FEVIRPHENZE, ARERERMSURIMRET. R DL KH.
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Add Shares

Directly add any NFS or CIFS (SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protocol later.
(@) NFS

() CIFS (NTLM Authentication)

() CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, ling-separated. You can add up to 100 shares at a time (you'll
be able to add more later).

Continue | Cancal
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Edit CIFS Authentication

Classification requires Active Directory cradentials to access CIFS Volumes
in Micky.
lhe credentials can be read-only, but providing admin credentials ensures that

Classification can read any data that requires elevated permissions.

Select Authentication Method

@ NTLM

1 Kerberos
Username Password

domain\user or user@domain | Password ‘

Save | Cancel ‘
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Add Shares

Directly add any NFS or CIFS (SMB) File Shares, located in the cloud or on-premises,
Select Protocol

You'll be able to add additional shares from the other protocol later.

(@) NFS

(C) CIFS (NTLM Authentication)

() CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (you'll
be able to add more |ater).

Continue | Cancal
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Directory type

Folder

System
NFS_Shares
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System type L
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Last accessed

2025-09-03

Last modified
2024-04-20
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RIFEZANNE, FRETTHESXLMVERRERE. HIMRIE_BE M_BOEXR RKAHE:

5t

HRED R R IMIABTWIERIRABIEER, fla0, DABUERVERERN 90%, EREERIRFIAEETAER
B 10 PXHHR, B 9 PMEFLEBEETAGEE. 10 MTXAHFZE 1 MRIER.

gk
HIRDEREENARABTIMR, F, MABENEREZER 70%, SHREHIED LR LURGHAR S 10
IXOEPLRFESPIAGEN 7 T BIEDEZER 30% BIEIE, FEASHIENRIRF.

BANNEETEHRSERIVERM. XEUHRBERFRBIIED ERAEF B R,

it 151 jlarae!

NABGE - — 8 90%-95% 60%-80%
PABIE - ERIFIRRT 30%-60% 40%-60%
BN AR 80%-95% 20%-30%
]l 90%-97% 60%-80%

7ENetApp Data Classification 8B ENX 933
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BEAIRR AN B,
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3 EEFRNAMRIRT . (ANE) EEFRERERURRISNEB N AR,
4 EET—D

.H.

o Select classifier type @ Define logic @ Classifier name

Select classifier type

Select the type of classifier that you want to add to the system, and provide the name and description.
Classification rescans all your data sources after you add a new classifier. When the scan is complete, all

matching results are displayed in the "Custom Classification" dashboard and in other Classification
pages. Learn how

(® Personal identifier

Create a regular expression or list of keywords to identify personal data

&
e

Learn more [/
Mask results: The detected personal information results will be masked.
y o) (O Custom category
e )
- Upload files to refine the Al model to identify categories of data

Learn more [/

Cancel

S, BN RIBIAMSD HKER, BEEXRE. FRAXRBIATIR, 8 XBRLI—1T. FHRARXBATSE
Ko
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Define logic

Regular expression Keywords
Define a regular expression to identify patterns Create a comprehensive list of keywords to
in your data. effectively identify personal information.

Define the list of keywords for Data Classification to use for detection.

Custom keywords list

® Enter each keyword or phrase on a new line

e Keywords are not case sensitive

® Each word must be at least 3 characters long, Shorter words are ignored
* Duplicate words are only added once

® The total list of keywords cannot exceed 500,000 characters

Insert keywords

Validate

BERDRBAMAENTEN, BEFENFEN, ARRN—MEXRICN SR ERSSo
A NRIE R E .

IR IE LA



Define logic

—o Regular expression ° —2 Keywords
Define a regular expression to identify patterns Create a comprehensive list of keywords to
in your data. effectively identify personal information.

Classifier regular expression

Create the regular expression used to identify data. Optionally, add proximity words to enhance
detection. Add the regular expression to identify information in your data

Example: to identify a 12-digit number that begins with 201, the expression is \b201\d{9}\b.

"\d{7,9}

Validate @ Regular expression is valid.

Test your regular expression: Enter a string to instantly see if it matches your regex pattern

456 .u

[ Add proximity words

To improve the detection accuracy, insert phrases that must appear around the regular
expression's match.Enter any phrases that must appear adjacent to the regular expression.
Separate entries with a line break.

a. (%) WA—TNZSENRANRALENTEFr R, AREFENRH#ITRE,
b. (AIE) ARMNLPITIE, WMRAINIBITIE, IR LT BEITS LA F T BRI A RIS ENRATE

6. EIFT—b,

7. NS FERZ R AN

&, LUMBETESERIRPARIRBEE X,

8. WEERFLULIEBE XN AR,

SIZBEXNMAFRRGE, EERBETITAERER. A7 ERMRERER, BRITIRERE, ETE4S
R, B8R £HEaIEIRS.
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* FREXHHIKRTF 100 F1,
s FUE D LKIEEIBESNMEBUATXEHERE Z—: CSV. DOCX. DOC. GZ. JSON. PDF. PPTX. TXT

« RTT. XLS 8¢ XLSX, &R EEFAE 2RI EEINA S,

B

1. #ENetApp Data Classificationd, EF“BEX D"
2. JRF + RS IR,

3. EFRBEMNEINMERNDLEREE, RET—D

4.
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EA—RIBETFTXARBXHREX BEXEFREE, HRE TR a0IP#it, AR ThREREE
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BHE o

WANBERYAHIENE RNEREKRZ.

EFRMEX M HITEIED R, MRTXHRE, ErIUEEXMHEE, ERFETXHR. K. K2

& (MR EXARINESHETEID -



Working environment Volume

Directory path

Items (500) Change path
® 2 files failed to load X
® 498 files loaded successfully X
File name Size = Type & Reliability < Included in training &
Contract_v2.docx 415 KB DOCX @ @
RevenueReport_.. 256 KB PDF Unsupported file‘type.

Please provide a text file.

Q4_Final_Revised... 89 KB csv

©

®

Report_Q4_Final... 1.2 MB TXT ® @k
©
© ©

HRReport_Final_... 640 KB HTML

a. BEENXHBRENER LEXH, BEEEREE, RAEWMNSIBHERINEN .

6. Y& LENXEHRE, BEET—5,

7 NP RBAVHER, UEENRRPIRREEN KR,

8. IR RIF LB E XK.

&

BIEBEXETG, HERBE TRITHERHER, A7 ERMRNER, EFsRsaE,

‘Wi EE X 77 3K88

BN AIRIRRTE, ERIEKEZE, BREER D ARARHRRGEEEE; fli, BT EEEE XS

FEHRAEEX D ARRF, BURERETXRBFHNEEXANRAFTERAEF ENRARH B E XARIRT.

B

1. #£NetApp Data Classification®, #FEF‘BENX 2

2. HEERPR DK, AERFIRERE . TEB—THRE,

3. EIERRIEIZE,

4. MNRBELXEER, BRI, BERSBEARLHXER, NREBEIBENREN, BRI ENRARH
BITIE,  (FIi%) ARINSREX .
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S. e RTF LAN AL,

MIFREE X 57388

1. 7ENetApp Data Classificationd, EFBENXDE"

2. HEEMPRNSEKR, AEEFIRERE . TEB—THRE,
3. EEMIPR KR,

%
* ERERERE

{£FNetApp Data Classificationif@Z A H1Z(ERVEEE

HTRFENFRETXENBE R NVEIERER, EEERENERHITHFIIIE. HUE
AETTERME XX B RTHEENNIRE R U IR EE X, @I, BRM
HRERS RV, S LRBERRIESHANGSMEH T EEFMETE, FEAENE
WSz F5%n. ERFMIBR M

® ENBERER SR, EURHMIERRTREND LT, HTERSRNSIERTS
SRXAREBIIEARER

BHREAELH

HIBAE ARG EIES 25 = Mo

" JELEICERIE: AR

" BR: XHRMXHHRE

- Gl MR

A s Es

SERENERM T IFS T IEERNENEBIEHRTHE, UEERLIREIFrENHSE. ErURNERZS NI
8o

EANEIEER, BERAINIT IR R,
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Data investigation

Classifiers scan and tag your items. Use classifiers to identify sensitive data. Learn more

= Filters: ( Sensitivity level: Al v | X )

Open permissions: All v | X (Createdtime:[lnclude)Openpe(m|55|ons,+3 v | x)

Save query  Clear filters A

(Last accessed : (Includes) 3-5 years, +2 v | x) (File hash : (includes) 78bb33f1e8d9006595b874a0a75ecf36 v | x) (Last modified : (Includes) 3-5 years, +1 v | x>

+ Add filters

120

Items with sensitive data and open permissions

= Add as filter

Unstructured (500) Directories (200)

Items (500) | 3 TiB

D v Name
HR_Listworkprogrem.TXT
Education report.PDF

Work program>1.PNG

O 000

Ethics consult.DOCX

ERUTIIERERENHRERES

=
Bl

%

b
E

&
g
Kt
4
=

RIRFTELE

PAZER
BREIMAGR
PR

SEAPFRAEMAPIR

120 50 @ 45

Items with sensitive data Recently accessed sensitive data Stale Items

= Add as filter = Add as filter ¥ All results match
Structured (80) Q 1
% | Last modified 4| Personal 3| Sensitive personal # | Datasubjects 3 | Filetype 3 | [[]
Feb 2, 2019 07:28 PM 322 89 101 DocC
Mar 20, 2019 11:14 PM 189 12 89 PDF
Dec 4, 2019 09:42 PM 956 80 702 TXT
Dec 4, 2019 09:42 PM 380 0 622 PDF
22,/ \ﬁy E—E{‘E
=4 /I =5 :%\o

HAER
prirs = S IS O
EREURERS: DAL SR AT,

ERENERNEIHSBIMRRTESEE, 8FE N ASEMSRN AL
B, EEFRPIIER, HELEIBEIXHEFR (FFXHK) FFREX
HHLERERTCE, F5: 2023 F 12 B (A7 1.26.6) HrAMIRTIRE
FHENMABMREER (PI) BUEEERIEDL,

77 = S NP5 €7 NP
PR BURA NEHERTEEL,

WANSEZAN2B/REMFRAT, "EHATHREXEIETFNEZE
B

ER LU TSR ER XA BN EIERIN IR,

fibitas

FFAR PR

FA P AR R
XHFEE
BIERE B2

HAER

Ve EUREM S R/ Z R R PRE R,
ER—INHS TR BN/HAR, HERAIBD B,
WAXHFREERT.

%ﬁ—ﬂ\iﬁ%’l\ﬁé%% R RMPES M X RN —ERENRFFF
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reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
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task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html

e B SE

ER U TSRS RIENENEER IR,

fibitas
B3R ]

A IESE]

ERfERR

ERinia]

HAER

Ve BB ESEE, X R LIS RE B E X B ESEER#H—F (L
RER,

PEREUE D R R MM RIS BT, & AT LUETE B E X BT iESE B Rt —
TIMUERER.

RS BRI IECRRIRT B E. AR LIERE B E X iR —F 1k
HRRER,

RS e E R ERWIAERIBESERE, EEA] LUEE BE XA ESEE
KHA—TMIERER, WFHED LM RE, XRMED LK
fa—RAHiz> fHBYRY I,

{5} BRI XipREE{ERTF NFS 5 CIFS £%,

WS T ER R

ERUTILIESHERIEUE. XM BRI LEERIIE,

it as
XFERIZ

BREE
ekt
AR
X

PRt ZEAE i
ERLU TSRS EE IR,

Uirina
RorRE
AAIRZT
TFfiEREE

TIEEW

HAER

MARS 20 FEAEWPESHHFNE DB TERRI. WRFERBA
BEREMARRE, BEIXSELEESREPREFEXH, A5
MHERBRZFMEEH, ARETRER. HER, FHTESEPERR
BREMMR, ARETEMPRPHRSEXHX - CBEHRZTHMEER
RSB BT o

EFERRE,; HE R,

PR SRR

PR RVSER

WA RERRIERSEXM, BMERTRARRE,

HAER

EERRHRE,
PR TE R Yt

PRI, BB IR

ERAUTIRSERERENENEERE.
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reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html

fiitas HAER

BERENENR ER— PRSP ERENDE, A ERFHNEHENFEENEER
FEANTIRACIBHEIM,

e PR — N EZ MR D ECA RIS Mo

WIEDITIRTS

fER LSRR D RS ER IR,

fibitas HAER
DITRS ER—PNRATR BN FHEREE. ‘B, “FRERE SR

HiERB X H5IR,

HED RS EEEREEEH TR ETEME LRIGREIMARD LN, X

BRMEHIR DL TEME LRk IR EHE B9 2893 .

'EEE%&&%@Nﬂﬁ@%%ﬁ%%%ﬁ%ﬁﬁﬁﬁﬁﬁ%#ﬁﬁﬁﬁﬁﬁEﬁﬁ¢ﬂﬂ%ﬁﬁ%E%E

REE T EEIE
ERUTIEREEFEPES X

iR as A
ESM MR R PR,
EREX iR

BT ERXHRENRENE 2, THEEETRESER, SEXHNIR. XHMEEUREXAREEE
£, IREITH CIZEREFNE N RNERIUER A AT IREBIENFIEES.

S RN BMEURTHIERF. fli, SEEXHNEZNNRTHE,

p
1. MEE D FERER, EFEEE
2. ZAEMNMEIRAEYIRY, EERTRANS v EERRE N XENENEE X THE.
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task-using-policies.html
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task-using-policies.html
task-using-policies.html

HR_List Long name for a file that no o... .TXT : X

8 Personal (322) > Sensitive personal (89) » Q’- Data subjects (102) »

Working environment
@ Tags
\\00.000.0.07\cifs_system_name
Reliability Security
Storage repository (share) Protection and security

\\00.000.0.01\cifs_systern_name

File path Permissions

\\00.000.0.07\cifs_system_name No open permissions View permissions
File size File owner

26.92 KiB \\00.000.0.07\cifs_system_name View details
File type Duplicates

PDF 1412 View details

Created time

2025-10-06 12:34

Storage repository (share)

\\00.000.0.01\cifs_system_name

Last modified

3. E, ERILUER QAR IR NIRRT, M THEREPER— P IMAREEA + 70 1R
HAM— R, MR RTIIEHRE.

EEXHNERBIARPINR

BEEENHINXHEE ROFRE AP AR UMM TEERNRRE, EEREERENR. IthiETR
iEAT CIFS H£E=AYEUE,

NREERREITIRAT (SID) MARHAFRMAE®R, NWEIZREF Active Directory M EIHIED LR, BEXESZE
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B, {&&i%"% Active Directory FIMNEIEIENZE" .

p
1. MEE D FRE R, EEEE
2. ZAENMEIRRATEYIRY, EERTEAGS v EERRE I XENENEE X THE.

3. BEFENHRX M E RIFAE A A AT RIUAKRMMITRERRRSER, FEITANR FRPER S
BFFENR .

() sEsEEFIRRTRS 100 VAR,

4 EEE BN S v EARANRANTEER T REANALTIE,
EALRFZANEMRSIREE R T RANAS,

5. SRR RANEHLRRAERE, UEETNUERZAR REERBANFRE AR,

WEFERFKTINEENH

BRI URNEFERATEEEME T EENXHS. IREEHEIUNEFETENXE, XFIFEER. BiRR
BERENRIHREENELEXHFRZEFRART AL EMES LR RN,

SEDLXZBRFIAEXH BUEERD) BEEEEEY, NREFEEED, WHTLUTEE:

*1MB EHEX
c EENMAGEIAHBINAEE

HRDKERTTIRARKBERE X MR—IXHNRFBSSZ—IXHERE, BMEXGHRARR, XWX
bR EEREIA.

p
1. MEIED LB F, EEFHEES

2. ELIRBERF, EFXHRINVUREET (BEEW) UEFEHIFRHRHLREA/ERRNX G
EEEM,

3. HE, THEEXHMNIIRHBHLXAFHEEER, WEMINTLURE T URBRHLS S IRE) -
4. EEILOEEMIBR. RICSSEIES I, ERERBRITIRENXH, AREZREHERE.

EEREXHREEE
BRAINEER T XHREREES,

pg
1. NEED KB, EEEES
2. FHIEREYIRP, EF v EERREIXENENEE XS THE.

MRXHEFEEE, NERSRERE Duplicates”F 3518,

3. BEREENMHIIIRKHME, BEFRBEFAEE.
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task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html

4 AP —HEREEEEN UEERERE PN
O. R LUEEMIFR. ARCHBEMEBER M. EEEBEBRITIRIENINMG, AEEFELRE.

TR USRI IER M AR A EAFEERAANZAERES, UEBMEREENES
X - RE LA LUEEREFNERTERE,

THERRS
fERIUL CSV 5 JSON M3t R R R,

MRMESXREARWXE QFEMHEEE) « BR UERMXHRE) MKEE (Emids , WsZH
AT &= MREX M

XA BB EE BIEITHEIC R RBIX M

* JSON: &7#RE 100,000 FicR, EMANFE 5 75
* CSV: &k 200,000 FiER, EMARLIFE 4 7

(D EaLTE CSV XMIRALIELLN BEREE, IARARSIA 10,000 £,

A THESEEHNAR
EERUE XA RER S EEBEXENXHNUTER:

* XfH&
* UEXE
* RGRIR
c FhEE (BlI, . FiER. H=)
* TPhEERE
© Xk
© XfFRE
* XA (MB)
* BlERYE]
* ERIECRETE]
* _ERiAIE]
* XHHFRBEE
° ECE Active Directory BY, XHFPREEIIEEIEIKF 2R, SAM 1K 2 FRF1 FE FBR 3tk
=Sl
*PAGR
* BRDOAER
* TR
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* PEOIEIR
* BRI B HA

IBRAL I B HAARIRSC AR PR E IS TR B . X EISREISIR A BURS AR AE B, EMIFRBIX ARSI
NERRFAETE L ERAXAHE, XEXHXHLIE CSV IREF.

*EER B RBERS BEEXEHNXHRNXAHHZENUATER:

* RGRFR

* BREM
* FhEE (BN REXHHE)
- BRAEE

- BB
© RIBIE

* DRI

© LRI

 FRHAUR

© BRAR
CEIIBIR S O a T X AIRE RO TES:

* BURERAR
A= 3it]
* RABIR
 FEE (a0, Z249)
* 5l
* 1TH
N ES
* HREMAGER
ERIRENT R
1. NEUBAETTEA, %% L EA LA IR,
2. FEERIREHRE: CSV 5 JSON,
3. BWARE B
4. ETHEENIRS, HEER%, AEMENN THREFERRANSE, REBIFHEER,

BENRSEPTEIRS, BEFAM, FER, ETUSIREREI/AT 10,000 17, HEMNRTF CSV Bz
gnREEFEAH, WEFRESEAEMF R,
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5. YT

RS

Download investigation report

Report type

@ csvreport (O JSON report

Report name

investigation_report

Export destination

(® System O Local (limited t

Working system

PWwork_2

Destination folder path

Estimated report size: 20 MB

NFS: Hostname:/SHARE-PATH ( e

0 10K rows)

Volume

g. 172.31.134.172:fjianni_nfs2_150GB )

(1) Notice: File is too big and will be spilt into multiple items

Download report ‘ Cancel

=

MIFEFFER—

RIEEENTEREERENE

TIE
1. HREE
2. —BI®

—_— N
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task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html

Data investigation

Search and analyze your data using metadata and classification properties More [2

= Filters: (Sensitiv:\y Level: (includes) Sensitive Personal, + 1 ] X) <Open Permissions: (includes) Open to public, + 1 X) lear filters A

Sensitive Personal Data: All ~ | X | [ Number of Users with Access: All ~ | X | + Add filter

- ARENEESEHRNER, ZRAVRGAZHE—R.
- BRI LLERREMRE NRE:
a. EREWRTFARE, BUHRFAREEIT X,

b. WK A MR RIXFEFERFER MREEFREFERHER, EAILUEXR. SANERAEITBFH
FREWERRXLFIBIEGERAF. 3E, ErULUEREBASRR @ & IX 2 E #YE FHb ik,

R
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Name this query Beta

Mame

Stale sensitive date

Description Optional

0/500

Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are
met. More [2

BIRERARMEG, ERUEERENE®ENFFEEE.

SRARBERS 15 HHT 2T ERENEN TE L.

{£FINetApp Data ClassificationEIE 2 RENES

NetaApp #IED XZHRFENERER, FRERENSE, EaIUSIEEEXTIERE
?léiﬁﬂ)ﬁﬁ’éﬁiﬁE@ﬁmﬁi@iﬁ?‘_fﬂff?o HIED XL BRBETENBEKRNTEXREFENE
180

SN IR BRI TR T L AURS 250 LA R A TE NS EX EREES.
ERENESEATNREN SR, TOENE, TEEATEIURRINTS. BORE: ETLURRAT
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RN RIZE R RV EIERY B FHR 1 EEH
BEREFNEFESLIAAERNET SRR,

Saved queries

Create and manage data governance policies More [} |

To create a saved query - go to investigation, and after applying filters select "Save query”

Volumes (10)

Name | Type Created by | Actions Description Impacted items and objects

Data Subject names — High risk Query Predefined System managed Files with over 50 data subject names 398K View

Email Addresses — High risk Query Predefined View only Files with over 50 email addresses, or DB columns with over 50% of...  1549K  View }
New policy-BenchmarkStaging... Policy Custom Custom update Duplicate files, last modified over 7 years and has no open permiss...

Personal data — High risk Query Predefined Read access Files with over 20 personal data identifiers, or DB columns with ove...  9142K  View

PopPop Policy Custom Email update popop

Private data — Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

Protect - High Query Predefined Read access The search contains highly vulnerable files and DB that contain a p... 49M View

HRENEPEEEREFNERNS

BEATAETETEAEEINER, HAE | REBTHEER, ABERETER

Personal data — High risk Query Predefined Read access Files with over 20 personal data identifiers, or DB columns with ove... 914.2K View D]

[ Investigate results

PopPop Policy Custom Email update popop

& Edit query
Private data - Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

I B REFNE DR

ERILIEIZECHBEEX EREFEN, URHEBETEASNENER, ROEFSERFMNFIEXHMER (
HEMXMHR) BIER,

p
1. TR+, BEERECANTIESEREIER, B EHEREFDELRET RS,
2. —BIEIRIEA CHEMRE T ARSI, BEFREEE

Data investigation

Search and analyze your data using metadata and classification properties More [2

= Filters: (Sensi(i\nty Level: (includes) Sensitive Personal, + 1 ™ X) (Open Permissions: (includes) Open to public, + 1 X) lear filters A

Sensitive Personal Data: All X | | Number of Users with Access: All >~ | X | + Add filter

3. NRTEFNE @SB HRMER, ZRFLAZHE—H,
4. ERILUEER R ENRTF RS
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task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html

a. EREWREFNERE, B ENRBEITHX.

b. W AMIBR S RIXBFEMEFER. MREEFBFHEER, ERIUSX. SEANEAETBFHE
HFREWERREALFABIEEERAF. 3E, EaULUHEERIERR @A L IX 2 E R B FER k.

o. WEEMREF"

Name this query Beta

MName

Stale sensitive date

Description Optional
0/500
@'J ) Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are

met. More [

{d_.\'l Delete permanent
L LACICLE B - i Liy
'f—J Send email updates

BIRIEREME, CANEERENETERFHEEE,
ImiEEREFNENRE
ERIMEREREEMNRMAER, EETLEETDHILNERE, RZTR

EREEBRRAMRENTE, EFRENERETANTIESR. EUUREEEERETANREEER, Bl
Eoudigas, ARRKERFAHENIRE,
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p
1. HEREFENENTIEY, EREEHERNREER

Personal data — High risk Query Predefined Read access Files with over 20 perscnal data identifiers, or DB columns with ove... 9142K  View G

» .
PapPop Policy Custom Email update popop B Investigate results

¢ Edit query

Private data — Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

2. WRIFMWRFERHITENR, NERBIFAERF R,
TR LOERR TN IR, SRRBRERANBEREFNER, REFEIREARBIEIT X, WORE
EREWERARE, BHEROKAMR S RIEBFEER. MREERBFEEHERN, ERIUEX.
SANEAEIBFHAEENERLXAFIBIEFIGRAF. 3E, ERULERNARRBNLXEE
YR F R ithit,

3. EFRTF LASTRE

EREREFHNES
MREFBRBEEMEEXRFHTHRER, ANEER. ETaEMRRIAMRENE,
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2. £“organization_group_ids: [["1TH AN ID. 530:

organization group ids: [1014, 1015, 21, 2021, 1013, 2020, 1018, 1019]

FEERUEXHREAEMERS,

3. RIFEM XHHIE L.
4. 3% %|“/opt/netapp/Datasense/tools/customer_configuration/data_providers”#Hiz1T L FiZs :

update data providers from config file.sh

e S RHMECUSRIA ID APRIRAZ A K5I,
&
SR EIREHITHIFE RS RE IR LM INE X L4 1D BARE A AR B 4K,

TR UERBEERN D B4IEA ID FIRABRI ERMYERA ID. BITHIARRIENRG, E/E04E ID 5%
R=EH,

BEEHFIAHIDYIR

AAATEE "data_provider.yam!| Be B X4 5iz1T/R LM NN A ARG
‘update_data_providers_from_config_file.sh'fiidx, BEEEFERNEIHIESLBHFI4E ID 5IKR, 15
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M*“lopt/netapp/Datasense/tools/customer_configuration/data_providers"iz{T A F &< :

get data providers configuration.sh

7£NetApp Data Classification¥ B E X id

NetApp Data Classification 323 B $k#E, #EBh

1R
100

HAZIRETE X
KU ERALNSAVAERN S, B

FARBLRIFZ RIS HIRRE X AT REBAARE, EIER LB E X HHE D KM EIE X

10 B ELHE

W EREER] LURIEE EoRip R Bt a] a0 _E/RIECABTIEISRE X BYElEEESEREIM 6 A RIE] 10 &4l

AIMBRT, MREELRERNERESEE=F, NZBIERMANTHAEIE,

TE XS HAERARE

1. EBRRHMEREND, EERE,

2. ZEETEY, Rop2 I HIEUEE SR,
S ENXMHEM THINER, ]
4. R HREURETE AT IE) R

Scanner Groups

~  Scanner Group: default

7l scanner nodes

Host Name sl w
ip-10-128-0-46.us-west-2.compute.internal
Activate Slow Scan @
Stale data definition
Define how your organization identifies stale data for insights and reporting
File property Time period
Last Modified v 3 Years ago

Current definition: Files modified more than 3 years ago will be marked as stale

Uninstall Data Classification

O. R

| status

VR R EARYE SRV _ LRI IR]RY (B) 8 _ERIECRRYIE]" SR RE SO BRE .

%| LastActive Time % | Error

2025-08-3108:24

MNetApp Data ClassificationF fllf&43E R

1R

s &

NRH

B] LU{Z1ENetApp Data Classificationi3i#E— M Z MRS FIBEDCHH
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F4H,

EREZRARE

HEEAAMEN, REDXTBIEERS LR, HEESMEBIEDLLFIRRIRRSINIE. RATIHIEL
EAEMIR.

1. -
WERBTES, %% | RETR0ERE, R SRRES%E
A B R RART N BRSS EAR 22 PR R GE

MERIE S R BRI 2
MREFBREAME MURE, LMD XREEEBRHELEFRERM,

1. .
MWERETUEF, EF = SEETHRE, AR MERSIEERS S

MEIED EHMIFF— A HE
NRERBEMIAEEZRITEAL X, EIUMNBIES L REMIR AR ZAH G,
SR

" WEETES, W XEREATRR, AREE IR,

NFS_Shares = 100 Shares Scanner Group name: default Bl ot wiion
Files Shares Group System |D:0ecd02e419c046d3919cc60c5e720792 = o
! Remow Group

Scan Mode

Continuously scanning all i) No CIFS valumes found
selected Shares

B 0 ciassified . 100 Mapped 0 Not Scanned
2. KEIASHEHEEE PIFRHZ A

E#NetApp Data Classification

& a] LAENENetApp Data ClassificationRfZ/RAI#EEL M ENLH KA MBRZI . MIFRSSHE
R =MFRERS I SBIRFRERYREAIERE, XERE SRS LKA E R HRKA MR,

BEEEANSBIUATERESTERERMEN LEZHIES X

M=iEHE A ENFH IR 2L
1. MNBIED %, ERRE,
2 ARERERS, EREMHES L
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- Yot O ohamee Scanner Group name: default —~
Classification Quick Navigation Files Shares Group e — &

Identity Services

Governance
‘Working Environments
+ Add your first Shares
. Scanner Groups
Compliace
* Uninstall
Investigation
Version 1.46.0
Scanner Group name: default o
Custom classification testk | 0 Shares £ Configuration 0)
Files Shares Group o/

New name

Configuration + Add your first Shares

Scanner Groups Q  searcn
v Scanner Group: default
1 Scanner nodes

Host Name slow 3| Status s

Last Active Time 3| Emor $
ip-10-000-0-01.us-west compute.internal 10.0000.01 ACTIVE 2025-08-3108:24

Activate Slow Scan @

Uninstall Data Classification

This will uninstall Data Classification from your system. All resources and disks where indexed data resides will be removed.

1 Uninstall Classfication

3. TEFHEMED, WINENE ARG BE D LKA SITH & IERRER, EEREEHTTHIA
4. EEESEIFEP, RN UBINECEHALSIES LKA SITH S ERERE, AEEE 0

o BSTAENHTRE, EREISRMERER QHMIREIESELM, &EFIRA CloudCompliance, HHEHS
ZIEENEMNIEEE (UUID) o f5I80: CloudCompliance-16bb6564-38ad-4080-9a92-36f5fd2f71c7

MZERZE REN R ER IR R

1. NEED S, EFERE,
2. EECETIEIRSR, EEREH DK,

o Test | 0 Shares Scanner Group name: default o)
Classification Quick Navigation Files Shares Group G Configuration

Identity Services

Governance
Working Environments

+ Add your first Shares
. Scanner Groups
Compliace

® Uninstall

Investigation
9 Version 1.46.0

Scanner Group name: default
e testk 0 Shares
Custom classification Configuration
Files Shares Group s

New name

Configuration + Add your first Shares

Scanner Groups Q  search

v Scanner Group: default

1 scanner nodes

Host Name s ow 3| status s

Last Active Time 3| Emor $
ip-10-000-0-01.us-west.compute.internal 10.000.0.01 ACTIVE 2025-08-3108:24

Activate Slow Scan @

Uninstall Data Classification

This will uninstall Data Classification from your system. All resources and disks where indexed data resides will be removed.

1 Uninstall Classfication

3. TEMIEIEAR, WINENEIABEMTFEIED LR SiTH Q RIBRERE, EFMEHTHEIA
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4. BMENEELY, EIE1T cleanup.sh #3B D LT _ERIMIZA, Fla0:

cleanup.sh

ZRZNITF /install/light_probe/onprem_installer/cleanup.sh' B &, T RINAI"EZECED LT

130


reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html
reference-log-in-to-instance.html

=&

S #58INetApp Data ClassificationSZ {25!

NetApp Data ClassificationZX & ZIE# B ERIERAAER. RAM ER. BHERFN
FHLEEBETT. EPEEHIES LN, BIMBNEFERREE R FENRFULMEET
IhgE.

ERILIEABRRD CPU MR RAM RS LHERIED K, EEEAXEINERSBNAKNZTE—LER
il "7 RRXLEIRE" o

FETRP, MEFEAFNVHRAEERESIEDRNXEFATA, WHEBEBRPHT—TRS,

AWS 3L{fl|2ERY

R K & SMIE it
RS 32 4~ CPU. 128 GB RAM. 1 TiB gp3 "m6i.8xlarge" (BRIA)
SSD

KE 16 1~ CPU. 64 GB RAM. 500 GiB SSD  "mé6i.4xlarge" (BKIA) m6a.4xlarge
mba.4xlarge m5.4xlarge
m4.4xlarge

th 8 1~ CPU. 32 GB RAM. 200 GiB SSD "m6i.2xlarge" (BAIA) mba.2xlarge
mba.2xlarge m5.2xlarge
m4.2xlarge

INEY 8 1~ CPU. 16 GB RAM. 100 GiB SSD "c6a.2xlarge"” (BRIA) cba.2xlarge

c5.2xlarge c4.2xlarge

Azure 325288
RBERN A% S| Eid]
SN 32 4 CPU. 128 GB RAM. OS i# "Standard_D32_v3" (ZRIA)

(2,048 GiB, ®=/\&EME 250 MB/s) %
iﬁﬁﬁﬁ (1 TiB SSD, &/\&ME 750 MB/s

KE 16 4~ CPU. 64 GB RAM. 500 GiB SSD  "Standard D16s v3" (BAIA)
GCP 3:ffl2£58Y
RFAR A% S Eit]

KEY 16 > CPU. 64 GB RAM. 500 GiB SSD  "n2-fr/&-16" (BAiA) n2d-standard-
16 n1-standard-16
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concept-classification.html
https://aws.amazon.com/ec2/instance-types/m6i/
https://aws.amazon.com/ec2/instance-types/m6i/
https://aws.amazon.com/ec2/instance-types/m6i/
https://aws.amazon.com/ec2/instance-types/c6a/
https://learn.microsoft.com/en-us/azure/virtual-machines/dv3-dsv3-series#dv3-series
https://learn.microsoft.com/en-us/azure/virtual-machines/dv3-dsv3-series#dsv3-series
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines

MNetApp Data Classification FIEUE R TTEUE

NetApp Data Classification7EX] >R B # BRI R ARVEIERI1T 2 BB IRER LT
o BB XA LUFRBA T EEHIT DRI RN AR iR, BELERERIILER
18] Ffr S5 BV 2R

TLRIR CIFS NFS
B iB) & BIEERYE] G AR (Linux F%#)
EoRipia]EtE] Bl AIA
/4R ERIE a] g ;]
PR FFIRAN PR WNMR‘EVERYONE"HENE R EMABRGFRIZX S
gjﬁﬁz#, MR F“3F£HZR > AN I LRLE TR
R R /81718 FFf4A{E 288 LDAP AaA (NFS BAPESER

SERAHIMITEIR, FtE—
PAEENRS B LEAIUER
[E/Y UID)

* BUE D KA MR SRR PRI LR IRIRY ],

@ * |BRRZASBY Windows 121EZ& % (5140 Windows 7 1 Windows 8) EAIAZE“ L /RikinlEtia) @1
HE, AATCSEMASAERE HRWELLEMSR, BT LXihinea g sLomiE
SEEM, MREE, EaLUEXLERIAR Windows 245 E B _Exifin Bt pgdsE,

_ERipimBY BBy el &

HEIED RN XA L ZRIZEEGEEN, BERAIFEAIAREYE, HENMER LRinRE, 3#E,
HED XL EXR RN EIRE ARG EIEL. WIRBED LML CIFS FIRETNBMENIR, ETE NFS
FRBEENR, WRRTEFE LRARNEIRE ARG EE. EE T SnapLockBIONTAPEEREA RIFNIR,
FEFTEF ERVIREEIRE 7 RIGHT E1EL.

AIAMERT, MRBIBEDLXLEXENR, RGBSR ETHRXEXM, RABIED LT R EXRinRE
B RENREIEE, B2, MRERNTEXHPNREHRNEREEENRIGE, WelikFEENE
JEREBRYER DB NB M I RES A TR, LUESIES XTI RINATH = #EE.

SMB_Shares Scan Configuration Q

Scan when missing “write” permissions

+ | Scan status

i e = i @ Mapped: 58K
lap & Classify ‘ W10 1.7.16\CIFS_LABS_SHARE® CIFS & Continuocusly Scanning ® Clacsifiad

N 2 O - e— . . @ Mapped: S.BK
Wap & Classify ‘ WI01.7A6N\CIFS_LABS SHARET CIFS ® Continuously Scanning & Classified

LEINREER FAMONTAPRSE. Cloud Volumes ONTAP. Azure NetApp Files. Amazon FSx for NetApp
ONTAPEEME=AXHHE,
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FENERE— MR BESTEH EIEE, ERERBERKRDENIXNE (ANBIESLLERE LR
ﬂﬂj‘lEﬂ) , SEBRMERIE D RTEME LR R IEHE B 532893 o

Scan Analysis Event n ,
[] Mot classified - Cannot revert last access

Classified and changed last access time

TSR ElE:

* RDE - TARME LRpREE - XEREATFHRDE NMURMAR D RBX Mo

* BRERAEMB_LRGENE - XBREDENXMG, HEBIEDRLTER LXBREZEERRIGH
B, IEdiEER (NS EFT AR B NB I IR i IR IRAE X

MRFE, BAIUBEXELERSHUERED, UEEEWEXX A HTRRRERMARIE, WEXHRETIE, "
TRAXBIERERENESER"

Z =NetApp Data ClassificationR4;

REET FENetApp Data Classification£4t, LUEIHIR) HEX SR RIEHEE X4
IR X LEEEAH Linux H28 EREHEBZER Linux V125 EBY, ERILIEEAREE XX,

HEIED KMEECPH, BFEET SSH EEFIBUED LLM, ERLUBTHNRFRMEN, SEREH S
RIBLEHAEIRMA SSH BiA, B SSH EEEIRA., SSH LR

ssh -i <path to the ssh key> <machine user>@<datasense ip>

* <path_to the ssh key>= ssh B{HIIFRANMLE
* <machine user>:
° ¥F AWS: £ <ec2-user>
° 3T Azure: FERAIEHIELFICIEMAR
° XF GCP: EANIEHIEEHIRIEMAR
* <datasense ip>= EEIMHIIEHGIAY IP itk
FEERRLANEMNA RSN RSR, BXIFHES, BESH:
* "AWS FIEYL 2L
* "Azure YL ELAFM"
* "Google Cloud FRERA A SEFRT"

NetApp Data ClassificationAPI

1B Web Ul $#21£AINetApp Data ClassificationThgEt rl3@id REST API 121,
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BHREDERPEXTHENER, 5 Ul REVEI-RABR R
« Compliance
A
* BcE

Swagger SXHHR API ATFEIER. BEHIE. REDBUNAITESR. ZahMBERSFRE
1R
% AP (EIERETS I T LA T I0RE:
* FHER
° Ul FE]AIIFRENAEAILUBE APl S (RERRIMN

° BUELL JSON T (BT RMHEXEISE = NATERF, % Splunk)
* EAAND’HI“OREAIEIREN, BIEMHRFEEEFS.

a0, ERILEREIRBHENASMDER (PI) BIXXMH (Ul RAREIBRIINREE) o EEA] LB HIRIFRS
EFRo

* BUTIRIE
° B CIFS Xik
© BEMBUHIRE
© EfRWER
© ShdE

APl RZEHY, EfAS Ul BRINENIRIES A, ERILIE'REST API 30"

58] Swagger APl &%

EjH N\ Swagger, EEBHIED LA IP ik, WF=IE, EBERLQLE IP s, ABRMREEFHFAXD
i ==

https://<classification_ip>/documentation

{53 API Y7151
UTFREIERT EHISXHEHE AP ER.

API i5K
ERVEERNAKWEFAEHEXZERIER, UERFEEXRNEHREEIESS,
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https://docs.netapp.com/us-en/bluexp-automation/platform/get_identifiers.html
https://docs.netapp.com/us-en/bluexp-automation/platform/get_identifiers.html
https://docs.netapp.com/us-en/bluexp-automation/platform/get_identifiers.html
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https://docs.netapp.com/us-en/bluexp-automation/platform/get_identifiers.html

curl -X GET "http://{classification ip}/api/{classification version}
/search/options?data mode=ALL EXTRACTABLE" -H "accept: application/json"
-H "Authorization: Bearer eyJhbGciOiJSUzI1NiIsInR.... " -H "x-agent-id:
hOXsZNvnAS5LsthwMILtJL9xZFYRBOxAwMclients"

Mje] 2
{
"options": [
{
"active directory affected": false,
"data mode": "ALL SCANNED",
"field": "string",
"is rulable": true,
"name": "string",
"operators": [
"EQUALS"
1,
"optional values": [
{}
1,
"secondary": {},
"server data": false,
Tiwee®y PTEXTT
}
]
}
{
"options": [

{

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "POLICIES",
"name": "Policies",
"operators": [
"IN,
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "EXTRACTION STATUS RANGE",
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"name": "Scan Analysis Status",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "SCAN ANALYSIS ERROR",
"name": "Scan Analysis Event",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "PUBLIC_ ACCESS",
"name": "Open Permissions",
"operators": [
"IN",
"NOT_ IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USERS PERMISSIONS COUNT RANGE",
"name": "Number of Users with Access",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": true,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USER GROUP PERMISSIONS",



"name": "User / Group Permissions",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE OWNER",
"name": "File Owner",
"operators": [
"EQUALS",
"CONTAINS"
1,
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT TYPE",
"name": "system-type",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT",
"name": "system",
"operators": [
"IN",
"NOT_IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL SCANNED",
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"field": "SCAN TASK",
"name": "Storage Repository",
"operators": [
"IN",
"NOT IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE PATH",
"name": "File / Directory Path",
"operators": [
"MULTI CONTAINS",
"MULTI EXCLUDE"
1,
"server data": true,
"type": "MULTI TEXT"

"active directory affected": false,

"data mode": "ALL DASHBOARD EXTRACTABLE",
"field": "CATEGORY",
"name": "Category",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVITY LEVEL",
"name": "Sensitivity Level",
"operators": [

"IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
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by

"data mode": "ALL FILESYSTEM EXTRACTABLE",

"field": "NUMBER OF IDENTIFIERS",
"name": "Number of identifiers",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN PERSONAL",
"name": "Personal Data",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVE",
"name": "Sensitive Personal Data",
"operators": [

"IN",

"NOT_IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DATA SUBJECT",
"name": "Data Subject",
"operators": [

"EQUALS",

"CONTAINS"
1,
"server data": true,
"type": "TEXT"
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"active directory affected": false,

"data mode": "DIRECTORIES",
"field": "DIRECTORY TYPE",
"name": "Directory Type",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE TYPE",
"name": "File Type",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE SIZE RANGE",
"name": "File Size",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE CREATION RANGE RETENTION",
"name": "Created Time",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"



by

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DISCOVERED TIME RANGE",
"name": "Discovered Time",
"operators": [

nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST MODIFICATION RETENTION",
"name": "Last Modified",
"operators": [
"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST ACCESS_RANGE RETENTION",
"name": "Last Accessed",
"operators": [
"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "IS DUPLICATE",
"name": "Duplicates",
"operators": [

"EQUALS",

nIN™
I
"server data": true,

"type": "SELECT"
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"active directory affected": false,

"data mode": "FILES",
"field": "FILE HASH",
"name": "File Hash",
"operators": [
"EQUALS",
nIN"
I
"server data": true,
"type'": "TEXT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "USER DEFINED STATUS",
"name": "Tags",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ASSIGNED TO",
"name": "Assigned to",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

BT EIERS B P EREM RS BRI TEEEHIBIS .
TR Z NI E N A—MEF. FFRRMERELELE: B,
AR eIZE R En1E:

API &R
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T—"1 API 121E API, EARFEEIEZMEME,

curl -X POST "http://

{classification ip}/api//{classification version}/actions" -H "accept:
application/json" -H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR..... "
-H "x-agent-id: hOXsZNvnA5LsthwMILtjL9xZFYBQxAwMclients " -H "Content-
Type: application/json” -d "{ \"action type\": \"COPY\", \"data mode\":
\"FILES\", \"policy id\": 0, \"request params\": { destination nfs path:

"{ontap ip}:/{share name} " },
\"requested query\":{"condition":"AND","rules":[{"field":"ENVIRONMENT TYPE
", "operator":"IN","value": ["ONPREM"]}, {"field" :"CATEGORY", "operator":"IN",
"Value": ["21"] }] }}"

Ml 2

MNCRREHEEXN R, EILE R LAGEAREVAIMIER API SRIREVE XIRERVRTS, SHEUETE.

"action type": "COPY",

"creation time": "2023-08-08T12:37:21.705Z",
"data mode": "FILES",

"end time": "2023-08-08T12:37:21.705Z",
"estimated time to complete": O,

"id": O,

"policy id": O,
"policy name": "string",

"priority": O,

"request params": {},
"requested query": {},
"result": {

"error message": "string",

"failed": O,

"in progress": O,

"succeeded": O,

"total": O
b
"start time": "2023-08-08T12:37:21.705z2",
"status": "QUEUED",
"title": "string",
"user id": "string"
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