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BAE, BRABRNEMNELINERZE Docker 8 Podman “firewalld i &
() =R, WESLIHNRGH P T ABR.

B R R LY H L B EXR 17 19]

RS LT EHILEBRMIAR, HD%UE’JFEM‘JZ%IEW%@%ﬁﬁﬂlﬁﬁzéﬁLﬁﬁﬂ%ﬂlﬁ 8], IEHAREUE D IS
B b BB R PR LABX 2 LA T i

I B8y

\ https://api.console.netapp.com 55 am@EE, EPEIENetApptkFo

\ https://netapp-cloud-account.auth0.com \ izt aNuhi@E, SSMEFRBAR 59T,
https://authO.com

34


https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://api.console.netapp.com
https://netapp-cloud-account.auth0.com
https://auth0.com

I
\

B89

RAXIRMIREGR. BB, RIRBYIAIEAR A&5% B SIS

https://support.compliance.api.console.netapp.
com/ \ https://hub.docker.com \
https://auth.docker.io \ https://registry-
1.docker.io \ https://index.docker.io/ \
https://dseasb33srnrn.cloudfront.net/ \
https://production.cloudflare.docker.com/

\

fENetAppaESS ME ITHIE R R L IR,

https://support.compliance.api.console.netapp.

com/

https://github.com/docker

1R {tdockerZ M MHEEL,

https://download.docker.com

\ http://packages.ubuntu.com/\
http://archive.ubuntu.com

IFFrE X EMNHEOYE R A
BN THRFIEXENIROEEITH, LUEEHIARIE. $iES 2. Active Directory MIE3ER Z E#H1TIES,

B
EHaRE<SHiESE

ITHI A2 <> ONTAPE
B% (NAS)

®A
8080 (TCP). 443 (TCP)
#1 80, 9000

443 (TCP)

& Ubuntu LRI EIRNHFEL.

R

=B CIRRIBA AR E R A N A A @i im O 443
HHEEIE D ELAIMNEFHISTE, HREO 8080
ETH, UWEEAUEEHSTEIREHE, IR
Linux EN_EFFEARAE, N Ubuntu BRSZ28ABIAEE
HZFEEiIHO 9000,

I=E|aER HTTPS £IMONTAPEEE, MNREERAR
EXPHNIEREE, MWE(IHNIRHEULTER:

s FHAREENATNAIFET RO 443 #1THIL
HTTPS A8, MRIFEHIEREBAT=H, WE
N HIRG N IE SRR AL 72 PR i@ s,

* ONTAPEE N AR E T iR 443 FH1TNIL
HTTPS ifiale ERIABI“mgmt 5 M IEERER A 1K E
FR IP #ikBINIE HTTPS 48], MNRIEEHR T
HEBRIAZRER, ECIET B SRIBASESRES, M4
T HTTPS N 5% KX B H B A MEHI B
BEFHAYIAHIE.

35


https://support.compliance.api.console.netapp.com/
https://support.compliance.api.console.netapp.com/
https://hub.docker.com
https://auth.docker.io
https://registry-1.docker.io
https://registry-1.docker.io
https://index.docker.io/
https://dseasb33srnrn.cloudfront.net/
https://production.cloudflare.docker.com/
https://support.compliance.api.console.netapp.com/
https://support.compliance.api.console.netapp.com/
https://github.com/docker
https://download.docker.com
http://packages.ubuntu.com/
http://archive.ubuntu.com

EERE iH

BB I <> ONTAPEE: * 3F NFS - 111
(TCP\UDP) 1 2049
(TCP\UDP)

* 3¥F CIFS - 139
(TCP\UDP) #1 445
(TCP\UDP)

B <> Active
Directory

389 (TCP #1 UDP
) . 636 (TCP) . 3268
(TCP) #3269 (TCP)

7E Linux FH ELREHIED R

R

HIRH L FEES5SCloud Volumes ONTAPFME{ 2
HONTAPR LRI MLEERE, Cloud Volumes
ONTAPHIRA A3 TH E& B AL 24250 72 1 3K B $03E 53 2852
FIB N IEERE,

B R el L o $8E 73 2 SRR K

* XF NFS - 111 #1 2049
* ¥F CIFS - 139 1 445

NFS &S REEAIA VT MEHE D K SE AT IR

B Mef N ATIAFIRE T Active Directory, Itb5h
, BB ZEEE Active Directory E3HER 13 CIFS
5o

BB H Active Directory IS 8.

* DNS BR528 IP #thik, =% IP it
* RS #BIAF BFERG

* 1% (Active Directory &)

* IBERFERL L LDAP (LDAPS)

* LDAP fR%28i% 0 (LDAP @E 7 389, &2
LDAP &% 7 636)

MNFHBEE, ERERNENRFLLEZRMS. FSFELAIPE

Cloud provider
VPC or VNet

On-premises location

NetApp Data
Classification

instance

36

Console agent




BESE Linux ENAGMETIORF T BB HRED L ZNTEERTIR.
RELHIAEEERMNERE, BIEDERGARMEBEET

LR RETEAMBY, FIES XKLL AT S3 F#1B. Azure NetApp Filesd} FSx for
(D ONTAP. EREERT, ERBESPHBRIBMDHEREMHIEN LT, HE HEES
2B B AT R RIRIAIE R

HAFENREFINRE

ERNFEN ELREBIED KRG, FEEERHERUATIE,

"WAE LEARST" Y RN R IR IR 0 2K

HAR, REMEDENICRAEREERN, IREEREIRTEIEMEE, EAIUEEREHRITETH

NB. EWE4 /opt/netapp/install logs/o
FreaZ Al
* WIEER Linux RARTHE EVER,
* RIFRARELE TR IMHERHE (Docker Engine 3 Podman A1 Python 3)
* HRIETE Linux R4 E3E root 1FR,
* MREERAIER I BB
c MRFERIERSH[ES (P HUHENEZ. EFHO. HEZEFE: https 5 http. AR BMER)
° NRAIBIETHIT TLS 28, LREIMEFHIESZE Linux RE_LTFE TLS CAIEBMRRZ,
° RIBRIUEIFERN. BUEH LB FHERNE,
° ZARPWARAMAR, FEHEAF,.
* WIHER B IR SRR E BRI RAERE T,
HB

1. NFEEIES LR "NetApp SZHFIAR" R IZEFERI 4% /9 DATASENSE-INSTALLER-
<version>.tar.gz.

2. RLRERFXHEHFEITRIEMAN Linux EH (A “scp SEMAE) -
3. EEM LRERERRFXM, fFla0:

tar -xzf DATASENSE-INSTALLER-V1.25.0.tar.gz

4. EiIERlaH, EEVRE>D K
o R ERHEEHIED L

37


https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://youtu.be/XiPLaJpfJEI
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/

38

Favorites

Home

Take control of your data with rr—
NetApp Data Classification »ﬁh\' Foamen) o
0 ‘e

y

Storage

@ Protection

Governance

—
9

(7]

Health
data migration projects.

Workloads How does it work? [

This service is free of charge.

Deploy NetApp Data Classification

Mobility

& ® e

Administration

Driven by powerful Al, NetApp Data Classification gives you W e
control of your data. Identify, map and classify your data, \
including PlII, across cloud and on-premises environments, to

stay secure and compliant, lower storage costs, and optimize

RIEERETEENES EEREAMERHLA EREHIEDE, EFRELMHERHARBHEIED

P
KR,

[EFIZHE T ins A28 L BB RIE D XN FREE. |

- REREREBHIED K MEE, SEHRMHNHS (Bl0:

sudo ./install.sh -a 12345 -c

27AG75 -t 2198qq ) FRERMEIXAXHH, LUEHGER. AREEXH LUKAMEE,

TEENL, WAECERINGS, ARKR-—RIIETH

LERBLITER

FAR, REEFSIITIKREUBRENRFNNZERHBE, UERITE.

BHE X

RIBRTIMASE:
a. REMEMP R 7 EFIRIE <L

sudo ./install.sh -a <account id>
-c <client id> -t <user token>

MREERLH ERE (MAEEENZEM)
I --manual-cloud-install
<cloud provider>o

b. NSRS L TN IP UL ENEZ, LUEE
HaRERGELIRRE,

C. HNIEHI G RIEZANAY IP thutsi FHE, UE
BEDERG A LURIRIE,

d. RIBRTMARIEFAES. MREEHSH
BELEANE, NWEFRELAFAEALES
, EAEHERD R B ERER S EFERR
IR,

el
o

&:

1718, HELALUREESIELESHRTES

"WLE AR T fRTHG (S

WAREHS:
&, EEILRENIREN DY, RELBHEND
RIBSH:

sudo ./install.sh -a <account id> -c
<client id> -t <user_ token> --host
<ds_host> --manager-host <cm host>
--manual-cloud-install

<cloud provider> --proxy-host

<proxy host> --proxy-port <proxy port>
-—-proxy-scheme <proxy scheme> --proxy
-user <proxy user> --proxy-password
<proxy password> --cacert-folder-path
<ca_cert dir>


https://youtu.be/5ONowfPWkFs
https://youtu.be/5ONowfPWkFs
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° account_id = NetAppiF 1D

° client_id = {ZHI&RIEZEFL ID (MIREF iR ID R&HEESK clents”, WRMSEER)
° user_token = JWT FAF A8 S HE

° ds_host = &2 Linux 2R IP st 42,

° cm_host = ITHIEREBRAER P #itlksk FEH o

° cloud_provider = E =R L 2R, RIBSIZMHEBMANAWS", “Azure"8“Gep’s
° proxy_host = IR FHUTFRIERS [ /EE, WHRIERS 238 IP HENRE.

° proxy_port = EZEEICIERSZ EMIHEO (AR 80) ©

° proxy_scheme = ZE1&75% . https 3 http (BKIA http) o

° proxy_user = MIRFEEAZHWIE, NEZSHIIENAFEZRTINIERSE. BRUTESAR
- RZFHEAR.

° proxy_password = {E18E B P B RE,

° %r_cert_dir = BB Linux R LB EHIN TLS CAIEBEMIRRRR, NHARIEHIT TLS =81 H

@
BESAXRRREREE, EMREHRERIES L, RETEEE 10 7 20 S,
SNRENVRIEE &R IBHI BB B0 8080 BIIESE, ERTERSIA N IES 1 E TR R BT RN,
T—%

A MR E R B IR R

B EEXMIAIRIRY Linux 41 LR =ENetAppEiEs 2

158 BEEMiFR AR A L 55 A9 Linux A1 EZRENetAppEERD £F7A ABIER
XS R RERLERZ, S5NetApp Console SaaS Bi&HiERE,

BlueXPFABIER (54iBlueXPiz) B@ER T B EBKMEZNAMIFEN L2 X, Hib

@ f1#E AWS Secret Cloud. AWS Top Secret Cloud #1 Azure IL6, NetApp4*4i@id(£45HIBlueXP
REZFFXLEIFIE, EX|BhRBlueXPREFNFABIRR XY, FSIH"BlueXPFAAEINE) PDF XX
/=N

KEEDN Linux TV EEEERTFZENetAppitED S

£ Linux EH EFohLRENetAppEIE DR ZEI, RILUEREEN LTI LSUIER X
EOENFABIAKHRTHERS. EAUEMLEFH Linux EHEH=HEY Linux E
W EIBETTIERZS, EA AT LOEREIEER, =&AL RERE EERIGRRTMG = (

Fih) o

BE—NRFHENREAE, ERBIBDRRERAN—E D, MERNBIAT BRI FiE1TE#ED £
LRHIASRIGIE Linux ENBIAF %1t
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NI

TRHPITUTES,

1. NREERLEIEH SRR, WAILLERZE—D, BRUERTEITH SRENER TETUREE, B
A EEH S REMBE D L TN Z BIRVES - AR NEREEH R,

HEEENHBRIEERS HRFIEEK,

B REED R ENB L EEXMI7R

WIEFRE 24 LB R TR O RS HERR.

THHAEBITIRF N HM S,

o &>~ W BN

BlEEH 5 RIE

BEBRRLERFGRE, ARARERENEABIESL. B, EAIUEREENAENBERTETIRE
RIS,

fREJ LA "R 22w ) & AR SR RY Linux EAEHZHPH Linux 4 L. —EiTRIERRELIE
DENAP AR SRR AR R R S,

BHEENRIBEBIMEPOIRIZE &RIE, B8R " AWS FelEIEHE & ", "7 Azure FREIERFI & RE"
» WE "TE GCP BRI 5 RE"

BITIOREGMAR, TREERFHIERERAN P K FNE, NREEEIFARETIEHSRE, &
RRTBUIES. MREHSRERBEST, ERILUMERSPREILER  EREBER, AREE 3,
PAIRERR 1 & U

JOIEEMNER
BRD KRBT R ERIERAAER. RAM X, RAEEREFNEN LETT.

* SEHUNARFHAZENENASIFHIED L - ZEVNBAEZTAEN.

. E@E’\J%FEWEIM%%N, TR LURIE TR B TR 0 ST R R R AR/ DX EE R Ge R\ R Tk
Fo
BGER/N CPU RAM (BFEARAT)  HWE

X 32 41 CPU 128 GB N7F */ £ 1TiB SSD, & /opt £ 100
GiB AIH

* /var/lib/docker _EETFH 895 GiB
* /tmp £ 5 GiB

* 3F Podman, Ivaritmp t&
30 GB
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RGR/N CPU RAM (R AFERARMAE)  HWE

G 16 > CPU 64 GB A7E * / £ 500 GiB SSD, g, /opt £
100 GiB A F3

* /var/lib/docker ¢ Podman
/var/lib/containers _EB]F3 400
GiB

* /tmp £ 5 GiB

* 3+F Podman, /varitmp L&
30 GB

* P AR RLENEBTESLGINN, BIEERARE LR ARE RAEKNARSR:
> Amazon Elastic Compute Cloud (Amazon EC2) 5:f72£8!: “m6i.4xlarge’s "&&E M AWS L2

B,
> Azure VM A/\: “Standard_D16s_v3’, "&&EA Azure SSHIZEE"
° GCP #2828 “n2-standard-16", "&=&EEH M GCP JLfIZEE"
* UNIX XHFAPR: FELUTHRE UNIX AR:

XK AR

/tmp ITWXYWXrwt
Jbrin 3 B
Ivar/lib/docker B
lusr/lib/systemd/ &4t rWXT-XTr-X

C RERS:
o IMRIER AT E(FER Docker 2351
* Red Hat Enterprise Linux hfizZs 7.8 1 7.9
* Ubuntu 22.04 (FREHIED EMRZA 1.23 HESAREA)
* Ubuntu 24.04 (FREHIBD EARA 1.23 HESARA)
° LUTMRERAFTEMEMA Podman B835|%, HEFREHIES LA 1.30 HESHRA:
* Red Hat Enterprise Linux hizZs 8.8, 8.10. 9.0. 9.1. 9.2, 9.3, 9.4, 9.5%19.6,
° MIMEENAFR LBRABRKET R (AVX2),

* Red Hat iTEIE: A MIIE Red Hat ITREEFEM. MNRKIM, RERTEHRFHERERELER
BB RE =53 .

© MIINER: LERFIBEDEZE, HAEEN ERELTRG:
© IRIBEERIIRERS, BEELREHP—IBR5IE:
* Docker Engine hRZx 19.3.1 A ESRAE, "EELERE"

* Podman it 4 S{EShRAS. EXLE Podman, EHIA(sudo yum install podman netavark
_y) o
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* Python hix7Zs 3.6 LEShRA. "EEZEA" .

° NTP ZEEUL. NetAppZRINECEHIED LR F UEAME BN (NTP) RS, BRI LRFMES
SRERFZ BRI EBAED .

* Firewalld ;32 MNREIHHIER firewalld, EINBINEERESUES L ZRIBAE, BITUTHS
HITELE firewalld LUMBESEHIED RS

firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=https
firewall-cmd --permanent —--add-port=80/tcp
firewall-cmd --permanent --add-port=8080/tcp
firewall-cmd --permanent —--add-port=443/tcp
firewall-cmd --reload

MRETHREREMBIES R ENFEIREET R (EDHIVRER) , BRI RFXERNFINEENE
R4t

firewall-cmd --permanent --add-port=2377/tcp
firewall-cmd --permanent —--add-port=7946/udp
firewall-cmd --permanent --add-port=7946/tcp
firewall-cmd --permanent --add-port=4789/udp

BAR, BREENEHNENIMERZS) Docker 3 Podman “firewalld 18 &,

B AR LAY H L B EX R 377 19]

RN X FEHIEE ISR, ill]%.ﬂxE’JFE}L‘AEE%IEWé%ﬁﬁ%ﬁﬁﬂﬁ%%%i&ﬁﬁﬂ%l@iE 8], IEHAREUES FESEH!
BA NI E BRI R LU T iR <o

R F RIS BRSSO IN RS, TEEAT.

i B8
\ https://api.console.netapp.com S5EHARS (81ENetApptkF) ABIE,

\ https://netapp-cloud-account.auth0.com \ Eizf|aNuhi@E, SSMEFRBAFR 59,
https://authO.com

\ REXTINGIREGR. BE. EIRIAIR A &% B SR
https://support.compliance.api.console.netapp.

com/ \ https://hub.docker.com \

https://auth.docker.io \ https://registry-

1.docker.io \ https://index.docker.io/ \

https://dseasb33srnrn.cloudfront.net/ \

https://production.cloudflare.docker.com/

\ fENetAppRETS MER ITHE RPM I E A EE,
https://support.compliance.api.console.netapp.
com/
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I B89

https://github.com/docker B{tdocker&L M NEE,
https://download.docker.com
\ http://packages.ubuntu.com/\ IR Ubuntu LEMNE IS,

http://archive.ubuntu.com

MR W EE O E R A
TR HRIRFIE SRR O ST, UEERIGRE. #iE7SE. Active Directory MIEIERZ B#ITES.

e il o] M| R
EHIaRIB<SHIES 8080 (TCP). 443 (TCP) =HI&MIBAIFA A IZEL IR AN A2 22 R i@ iR O 443
#0 80, 9000 HHEGES XL NEAHIETE, HERIKO 8080

BiTH, WEETLUEEHIEHEIREHE, IR
Linux =N LA AE, N Ubuntu FRSZ28ABIAEE
HIEEE RO 9000,

=45 IE<> ONTAPE 443 (TCP) BHISMER HTTPS XIONTAPER:, MNREFERH
B (NAS) E XA ANIERER, =6 8RB N FE S O

443 #H1THIL HTTPS iaiRl, MREFIGREUTZE
» NUFRRE XRYB KGR B R AL A VPR ki@ (=,

BITEHED RATRFARIA
RELUT D REBITHIED RARFZIZS,
"WLE LRSI T BRINMANIG T S R A S H AR S R

FeaZ Al
* IR Linux RAERTSHR ENER,
* WIIRFRELETHMUNEIHEE (Docker Engine 3 Podman # Python 3)
* MBfRIETE Linux R4 LA root AR,
TB
1. MTFEHEIE D RIRFERIZS "NetApp SZiFuES" EBNIZEFRN 4R A standalone-pre-requisite-

tester-<version>,
2. e 6T RIERR Linux EH (A scp SEMAE) o
3. DELEITHIZABIRR,

chmod +x standalone-pre-requisite-tester-v1.25.0

4. ERUTa<IBTTRIZ,

./standalone-pre-requisite-tester-v1.25.0 <--darksite>
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cognigoWE Scan Configuration

A4/79 volumes selected for Data Sense scan

off Map & Classify Learn about the differences &

¢ Edit CIFS Cradantials
Scan when missing “write attributes” permissions

¢ | Storage Repository (Volume) =

# | Required Action

I Map & Classify AdiNFSVol_copy MNFS ® No Access Access to the NFS volume was denied, Make sure tha..,
Mag Map & Classity AdiProtest2501 NFS s Continuously Scanning
| Map | Map & g AlexTest MFS ® No Access Access to the NF5 volume was denied, Make sure tha...
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off | M AlexTestsecond NFS ® Not Scanning
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Governance Compliance Investigation Classification settings Paolicies Configuration

ONTAPCluster Scan Configuration

Volumes selected for Classification scan (9/13)

Q

Sean when missing "write” permissions

-

Scan 4| storage Repository (Volume) 2| Type = Mapping status 4| Scan progress | Required Action 2 |

- - * Error 2025-01-09 18:53 Mapped 210
Map & Classify | bank_statements NFS @ Retry e
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cifs_labs CIFS
cifs_labs_second CIFS
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german_data_share CIFS

1-13 of 13

3. MREBANBEREEE LRIFENE, FTA R ENBENREFHE TR, TICNRINME, BEITHE
Fﬁﬁﬁ(ﬁ:o

TUETRERRY ERD B NI IR A RN T EARS. XBHE, NREIED KT CIFS FIgES
BHNIR, &R NFS FRAEENR, RERASNXHITHE, FRABIEDRKTERE LRI a1
ENREEE, "THRES"

4. EERIMEHES N RAFNE, 7RSS "

© BRGIFIES, BEE BT

© BRBMDERBEE, IHEFRRIFDES

c BEEXSIMENAM, HEREEX, AEERERFM/EDENE.
O. EMHINGHEED, EEHUE UUIEEIED L IERRENS,
#R

BED X PREERETERNE, —BRESEXF AR, SRMNSFIBLIESRIENERRP. TTHF
FHESEEUA T HRIEE—FIRER /L L/ N\ET,

@ TR NABE T — I XHHE, MRENEPESMHE, UEBREXEHMHEZ T
FABAM, "EEFRIHIESE ﬁE%JE’JE;ﬁéﬁTDJO

WIESED LREBNIAIANE

BIHNEMSE,. REBMSHERE, BEREEIELALURRNSE, BFRREHIED FKRM CIFS FiE, UEERLL
1518] CIFS %o

56


reference-collected-metadata.html
reference-collected-metadata.html
reference-collected-metadata.html
reference-collected-metadata.html
reference-collected-metadata.html
reference-collected-metadata.html
reference-collected-metadata.html
reference-collected-metadata.html
reference-collected-metadata.html
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
concept-classification.html#whats-the-difference-between-mapping-and-classification-scans
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume
reference-limitations.html#data-classification-scans-only-one-share-under-a-volume

2]
* HREUIE D R LHIS5EECloud Volumes ONTAPZ ZAHIONTAPE B 1 E R E NN 2 [B)Z1E W LEEE,
* Hfa{RCloud Volumes ONTAPHZR LA 25K B IR D L LHIMNIERE,

Z&EEJLX?U%EﬁﬁEﬁﬁif%VUE’\J P #UtBRE T AR 2H, WAILREENNEABHFMEREIAL:
4,

* HfR NFS SRR E SRS RLAIRY IP ik, UEERLILEENE LR,

pg
1. MEED KRB, EREE

Governance Compliance Investigation Classification settings Paolicies Configuration

ONTAPCluster Scan Configuration

Volumes selected for Classification scan (9/13) Q

Custom ‘ Mapping vs. Classification = @ Retry All

Scan when missing "write” permissions

Scan 4| Storage Repository (Volume) = | Type = Mapping status % | Scan progress | Required Action % |

-
- — - * Error 2025-01-09 18:53 Mapped 210
Map & Classify | bank_statements NFS -
Last full cycle: 2025-01-09 18:48 Classified 210
cifs_labs CIFS

cifs_labs_second CIFS
* Error 2025-01-12 06:11 Mapped 127K
Map & Classify | datasence NFS e
Last full cycle: 2025-01-12 06:06 Classified 127K
. * Error 2024-10-10 01:35 Mapped 13
Map & Classify | german_data NFS i aas
Last full cycle: 2024-10-10 01:29 Classified 13
german_data_share CIFS

IREGER CIFS, 1EREES FIR M Active Directory 18, UEE R UM CIFS £, M TEIMRE,
PR 4iE CIFS iR HIaNBUED £inR RS LK CIFS ERMENAF 2ME,

+ FREATLUR R, BiRMEEREREAMEREIED XA LUEBEMREREANIRBEE. FIEFMETER
B RS Lo

+ MR IEBHARNGI BB R A ELIES XEMKE, BINAFE CIFS FEEENEMNREDR
7Z NFS FEBE B AINIR, WNERATRE, 15¥F Active Directory AP BCE AALH EHFIE X E IR R AR —
B9

+ MANERE, BRZ2BI—FKEE, B CIFS BBEMINRIE.

2. FEEENEL, EFEEE UEES CIFS Ml NFS HSRIREH U EFEREIR.

57



RS ERSIMEE

&R] LARERT MEC B TUE /S sk (S LE R TR EY N ARG e S BRES N 0 2643 o T8 AT LAM (N BR S 13 BB A A BRES AN
DERM, RZTA. FRMNBWETHERES,

NEEEMGBRXIFEFIRE T Map 3 Map & Classify iIRER, 7B RANHE,
()  YHEREPETREN BRI XN, CREERARRINE S LR/
S =
e
1. NES KRS, EETE
2. SR IAEERN RN TE R,

Governance Compliance Investigation Classification settings Policies Configuration

ONTAPCluster Scan Configuration

Volumes selected for Classification scan (9/13)

Custom ‘ Mapping vs. Classification # [Edit CIFS Credentials

Scan when missing "write" permissions

Scan 4| storage Repository (Volume) 2| Type = Mapping status 2| Scan progress | Required Action 2 |
- — - * Error 2025-01-09 18:53 Mapped 210
Map & Classify | bank_statements NFS e
Last full cycle: 2025-01-09 18:48 Classified 210
cifs_labs CIFS

cifs_labs_second CIFS
® Error 2025-01-12 06:11 Mapped 127K
Map & Classify | datasence NFS e
- Last full cycle: 2025-01-12 06:06 Classified 127k

® Error 2024-10-10 01:35 Mapped 13
Map & Classify | german_data NFS e
Last full cycle: 2024-10-10 01:29 Classified 13
german_data_share CIFS

L]

1-13 of 13

3. ITUUT#RMEZ—!
© BRANENAM, BESKEFEE XA,
© BRAMNREENEM, BEREXKIEAER K

fEFANetAppEXiE ) K3 iR R T
SER LS RN AT FHAEE FANetApp $UE 10 K i E #iR R R,

HERRFZMG

ERRBHIESELZA, BEEUTRREN, UBRERBRSIFHRE,

58



SFFBVERIERE
AR EA] UL T SR EFRIRT

* TSR R EHEERS (Amazon RDS)
* MongoDB

+ MySQL

» Oracle

 PostgreSQL

« SAP HANA

- SQL fREE8 (MSsQL)
(D sEErsAERSTHERKEDE

HIEREEE R
(SRS RIS NSRRI, TRTHSERL. BREEN TSR SRS
1P MR A
0O
* BRSSEH (RT3 Oracle 2IREE)
© SPRERGRI
PR P SATIE, SUAENEENE R NRAE RS IR SHEE, RRNEN
MBS KAGOR— REFE LB T AR,
()  %F MongoDB, BERFEERA®E,

EBELIE D 2L
INRFAREBELA, MEBBLIED Ko

NRE R RLET B BB AR ERT, SR =P EiEEUED 255 E T2 8] LA IR) ELBX I Y 2 it {17
BAfBHIED K"

R EIEE R R RE BRI RNEN P SIEFEL, WEER T2 EEMILRRE—A (I EEE
HEDE . XREBRFER aNEREER—FHE,

ANINERIE 2 AR 55 23
ANZRIIFRTE YR AR SS 250

1. NEED KB, EERERES
2. FECETETF, EENNRA > NNEIERFERS 25,
3. WFRRIE B LURA SR ERSS 25

59


task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-cloud-compliance.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-onprem.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html
task-deploy-compliance-dark-site.html

- EERSIRELE,

CRINROMENZD IP ik LUEEEIEUERE,
. 3IF Oracle #3ERE, HNRSEF.

- MNEREUERIE S KR LU R ARSS 280
ORISR RS 28

o o o Qo

0]

Add DB Server

To activate Compliance on Databases, first add a Database Server, After
this step, you'll be able to select which Database Schemas yvou would like
to activate Compliance for.

Database

Database Type Host Name or |P Address
Port Service Mame
Credentials

Username Password

Add DB Server | Cancel
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Oracle

7

Not Scanning

View Detalls
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Add Shares

Directly add any MNFS or CIFS [SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protecol later.
(@) NFS

[} CIFS (NTLM Authentication)

I CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (you'll
be able to add more |ater).

Continue | Cancal
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Edit CIFS Authentication

Classification requires Active Directory cradentials to access CIFS Volumes
in Micky.
The credentials can be read-only, but providing admin credentials ensures that

Classification can read any data that requires elevated permissions.

Select Authentication Method

@ NTLM
" Kerberos
Usermame Password
domain\user or user@domain | Password ‘

[ o]
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Add Shares

Directly add any MNFS or CIFS [SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protocol later.
@ NFS

() CIFS (NTLM Authentication)

I_ CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (you'll
be able to add more |ater).

T
=

Hostname: /SHAREPATH

Continue | Cancal
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Personal results (5/96) Show all

s 69.9k

Items

Data subjects 426K

Data in risk 426K

Email address 326K

United States zip code 213K

Medical records 21 SK

81



S BREREREMEBIALRENEFAEE, BEFEELE, AREEBELENFR O AKENRE
SR FILENT.

4 BIRR. HiF. TREBEXHNFAEE. 25 RAEEAR EEFRESH THXATIRKFEEHE,

NetApp#iiE 77 R RRITAE EHER5
NetApp#iiE 772K B] IR SRS NEHEE IR Z S B RIS HUE.
BRI IR IR E R ALRE

* PAEMBER (PI)

* BRENAGER (SPI)

NREFEIHIEDLFIRFIEMAAZGRERE, FINFIMIER S MIESHESET RERIAT,
BHRAENEPZIE,

TABERIRE

XHEFRBNABIES_PNASHER_ (PI) JUR—RNABEHERITIRNT FTREZJINRBIESLXES
"I E I EIEE AR BY &R o

KPR T ATLURA X ET B RIES,

it RIRFF BLER &E  EE  AMSF KE HiE
JE? B
=5 ERFSHE = v v Vv v
IR EA & v v v
B Tt & v Vv v v
IBAN S5 (EFFRITIKF S53) & v v v v
|P bk & v v v v
AT = v v v v

82


task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data

it

ESRIFRET

FRIRFT

BrER
JE?

RiE

N

i)
RAES

PIESF AR
&

Hi&

83



84

FRIRFT

BrER
JE?

RiE

N

i)
RAES

PIESF AR
&

Hi&



RS M

s %g{%ﬁ%%iﬂ%ﬂ%
BIR=FE (PPS)
U BFISHHIE
BAFH SSRGS
BAEMAZIESE (MPAFIAR)
RIRR AT S 473IE
S PE5E S IE
FHRESMIE
SEMSHIE
ERETRSER (NHS) S5
A= RITIKF
MAE=E MR
HE=HSE (IRD) S5 (#5)
W= NH (ERERER) SiE
MAE=1PRSHE
K= 55 (PESEL)
BEAHSIRAS (NIF)
TR SIE (CNP)
IEERBICSME (NRIC)
H& X B Z13IE (EMSO)
FIESIIE
AT 1551855
T B SHMIE
RESMIE (NINO)
EEMMEIEH
EEENFERANMNERHER
EEALMNE R
EEERFETINE IR
EEHRRESHE (SSN)

WD M0 FD MWD WO AD MWD MO AD MO WO RO MO MO RO MO MO MO WO AD AD WO AD MO WO AD O Hﬂ]ﬁﬁﬁlﬂ] il

BN N BRI EY
PR LI UEXEFHBIUTHEENAEGE (SPI)
LA SPIlI Ba{XEE GRS :

* MEIFLASE . BXEAARREEFNICEHLUE,

ik
ik
i
=]
S
il
i
il

WIS S

NI N N N N N N N N N N N N N N N N N N N YR NENTTGEN
NI N N N N N N N N N N N N N N N N N N N YRRV TN

NN N N N N N N N N N N N N NN N NN NIEN



* MiESE . BXEAANMESRELAHNEEE,
* BESE: BXEAANEENEUE,
* ICD-9-CM Ef7F5: EfFFRETILERINRE,
* ICD-10-CM Ef7 K18 EfFRET I ERIRE.
* BREMESE: EXEAANTZEHEEE.
AMREE: BXBAABUEMSBIEIE.
* REEMSE: EXEARAANRHEMIKE.
* BEEFENESE . EXERANMEER EEEEIE.

EES
SRR EBIED LU T,
REHSEHE T AARIE. RENEEFIEIR .

el i)

TR BFEfhafk

MgiT &R
FEIRS

ANER HRAE

#rE !

PRIESFiE

OB
TH
GRS
T

iNY

N

H

SNIENENIEN

BIEN REMIY
HVE-ZEFEE
B &
=W
1B1F RS
HEE HEITR
AR5 SR
fEREWH
1SEE
3l
%§F KIFMES

NN N N N N RN RN R NN ENENERN

i
S

SN N N N N N N N N N N N N N N NN
NI NENIEN

&
NIENENENIEN

86



U BB ERERNZ S FHE

il

BTHEFIRG
© NRRERFIUE

© FREXMH

© EER

* BUBED RSN ABEPNEERE
* CAD Xf§

* RS

* B

* BIREAZRS X

R ats

* EFHBRRZ R AR

* nE (REEBENXH)

© AT

© SR AR

* RN SR

=l

=+
JIaXN

* RTf

* RUURET

* RUEFRN

* TR

* REERPBXMH
* g EidE

* 105

. ;;i

S
S=H

T

Rl

XFRE

IR PR E XM RVRF M TR, FENRIREIXXAFRE RS B RAAEXAEE, SR £t
ABMHMER (PIl) 31T DSAR #REY, {ZFFLUTXXHEHREI:

.Csv, .DCM, .DOC, .DOCX, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
Sheets, and Slides

P& IS SRR
NetApp i (IR S ZSRBIM N ASUERI SR N A LR 100% BRI, BRIZIALES ER SIBRIIEE

PnYel

87



RIFEZANNE, FRETTHESXLMVERRERE. HIMRIE_BE M_BOEXR RKAHE:

5t
HRED R R IMIABTWIERIRABIEER, fla0, DABUERVERERN 90%, EREERIRFIAEETAER
B9 10 X, B 9 PKRIFLEBEETAGER. 10 "XHEFREE 1 MEiR K.

gk

HIRDEREENARABTIMR, F, MABENEREZER 70%, SHREHIED LR LURGHAR S 10
IXOEPLRFESPIAGEN 7 T BIEDEZER 30% BIEIE, FEASHIENRIRF.

BANNEETEHRSERIVERM. XEUHRBERFRBIIED ERAEF B R,

it 151 jlarae!

NABGE - — 8 90%-95% 60%-80%
PABIE - ERIFIRRT 30%-60% 40%-60%
BN AR 80%-95% 20%-30%
]l 90%-97% 60%-80%

ENetAppZiBE D EKPEIEBEN IE

fEFINetApp#IED I, BT EIEMREERNEEXER, EREERLUREENENFRE
= (regex) o

SIBBEENXDE

BEMXDEERATFHENSHERE, MERTNEREE, thIrge Bt FFiRS,

p

1 EFEEE NI ZEET .

2. WEERININFN 5D 2528 4R

3. JUHT oI FEERAIN T K2R B WA

4. EERB D RBFMA D ANRIRFF KR

88



Add Custom Classifier

Select type

Select the type of classifier that you want to add to the system, and provide the name and
description. Data Classification rescans all your data sources after you add a new classifier.
When the scan is complete, all matching results are displayed in the "Custom Classification®

dashboard and in other Data Classification pages.

Classifier name

custom classifier

Description

‘ Describe the expected data analysis results

(O Personal identifier
The classifier will be added to the system as a new personal identifier.
Any matches are considered “personal data”.

See the list of personal data that Data Classification identifies by default.

Mask results; The detected personal information results will be masked,

@® Category
The classifier will be added to the system as a new category.
See the list of categories that Data Classification identifies by default.

CERT =5
- BREEXARMAENRAR, BHEFEEXENRAN, AFEET—D,
B

: ;:%;ﬂ[l—’P*ﬁiﬁ%*ﬁﬂﬂﬂ%ﬁ%ﬂ’ﬂ%ﬁ% o IEFRIUERMINE I NBYE
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Add Custom Classifier X

o Classifier name ° Select tool 9 Create logic

Create Logic

Create logic for the new identifier, based on regular expression and proximity words that
should be detected. You will be able to change the logic in the future, by clicking on "edit"
from the custom classification dashboard.

Regular expression

Add the pattern that should be detected to identify specific information in your data, using a
regular expression.
Example: for adding a 12-digit ID that starts with 201, the regex will be \b20N\d{9}\b.

lnsert regular expression

Proximity words - To improve the detection accuracy, insert phrases that must appear
around the regular expression’s match.
* Separate between words with a new line.

@
‘ Previous ‘

8. EESTAREIEEEN DK,
MBVERRE TRt AEFHR. BEEER, BERENEIIERS,

EFANetApp 7 R IFAE B PIFMERYEHE

HTRFENFRETXENE R VEIERER, EEEENERHITHFIIIE. HUE
AETTERMHE XX B RTHEEMNNRE R U IR EE X, @It BRM
PEERAAREER, SRR ERIRSALNEMIEH T EFMETE,. SR RAERE
WSz F55E. ERFMIBRS

C) ENEENERSLE, ERIEERIITEEND REH, NHTIREENRERT=
BRXHRRIBIFRER.

BHRAELSM
BB RS RIS EIES £3I= DT

* IREMEYE: XHFERE
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SRR ERIBIBRHITHE, UEERILUIREIFIRRNEIE. R URRERZNEIE

EANIIEER, BERRNINTIEHZ.

Data investigation

Classifiers scan and tag your items. Use classifiers to identify sensitive data. Learn more

= Filters: [ Sensitivity level: All v \ X ) ( Open permissions: All v \ X Ccreatedtime:[lnclude)Openpermissions,+3 v \ x) Save query Clear filters A

CLast accessed : (Includes) 3-5 years, +2 v | x) <File hash : (Includes) 78bb33f1e8d9006595b874a0a75ecf36 v | x) (Last modified : (Includes) 3-5 years, +1 v | x)

+ Add filters

120 120 50 45

i3 @ B
Items with sensitive data and open permissions Items with sensitive data Recently accessed sensitive data Stale Items
= Add as filter = Add as filter = Add as filter ~ All results match
Unstructured (500) Directories (200) Structured (80) Q 1
Items (500) | 3 TiB
D v Name $ | Last modified % | Personal % | Sensitive personal 3 | Datasubjects | Filetype 3 | [[]]

O HR_Listworkprogrem.TXT Feb 2, 2019 07:28 PM 322 89 101 poc
OJ Education report.PDF Mar 20, 2019 11:14 PM 189 12 89 PDF
O Work program>1.PNG Dec 4, 2019 09:42 PM 956 80 702 TXT
O Ethics consult.DOCX Dec 4, 2019 09:42 PM 380 0 622 PDF
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HR_List Long name for a file that no o... .TXT : X

8 Personal (322) > Sensitive personal (89) » Q’- Data subjects (102) »

Working environment
@ Tags
\\00.000.0.07\cifs_system_name
Reliability Security
Storage repository (share) Protection and security

\\00.000.0.01\cifs_systern_name

File path Permissions

\\00.000.0.07\cifs_system_name No open permissions View permissions
File size File owner

26.92 KiB \\00.000.0.07\cifs_system_name View details
File type Duplicates

PDF 1412 View details

Created time

2025-10-06 12:34

Storage repository (share)

\\00.000.0.01\cifs_system_name

Last modified
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“

Download investigation report

Report type

@ csVreport (O JSON report

Report name

investigation_report

Export destination
(® System O Local (limited to 10K rows)
Working system Volume

‘ PWwork 2 - Pl

Destination folder path

‘ NFS: Hostname:/[SHARE-PATH ( e.g. 172.31.134.172:/jianni_nfs2_150GE )

Estimated report size: 20 MB

(1) Notice: File is too big and will be spilt into multiple items

Download report ‘ Cancel

MIFEPRET—FER, RAERE TFEIRS.

RIEEENTERLBEEREFNEN

p

7K.
1. EREET S, BERECRITIERREIER, B HAEEFT
2. —BERIEECHEFRE TETIESRNE, BERRETHES

98

TIREIE"T ##1FE,



task-investigate-data.html
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task-investigate-data.html
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task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html

Data investigation

Search and analyze your data using metadata and classification properties More [2

= Filters: (Sensitiv:\y Level: (includes) Sensitive Personal, + 1 ] X) <Open Permissions: (includes) Open to public, + 1 X) lear filters A

Sensitive Personal Data: All ~ | X | [ Number of Users with Access: All ~ | X | + Add filter

- ARENEESEHRNER, ZRAVRGAZHE—R.
- BRI LLERREMRE NRE:
a. EREWRTFHRE, BUHMFAREEIT X,

b. WK A MR RIXFEFERFER MREEFREFERER, EIUEXR. SANERAEITBFH
FREWERRXLFIBIEGERAF. HE, ErULUEREBASRR @ & IX 2 E R FHb ik,

R
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Name this query Beta

Mame

Stale sensitive date

Description Optional

0/500

Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are
met. More [2

BIRERARMEG, ERUEERENE®ENFFEEE.

SRARBERS 15 HHT 2T ERENEN TE L.

[EFANetAppiE D R EEEREFHNEN

NetaApp HIEDEIFRELENRRER, ERAERENEN, ERIUGIEBE XSRS

?Iéid HRAETENE REWHITHIF. HEDREEEETE RIERIIE X RENE
o

BRI ERRPR B RENEEIETRT W 7 SRS KL 6 L BRFMETE XN BEX EREEM,
BREFNEFEAURENRES, EMTEEHE, MREEAIFENERIERIT, BIREE: SR URRLZIS
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RN RIZE R RV EIERY B FHR 1 EEH
BEREFNEFESLIEAERETEETIRP,.

Saved queries

Create and manage data governance policies More [} |

To create a saved query - go to investigation, and after applying filters select "Save query”

Volumes (10)

Name | Type Created by | Actions Description Impacted items and objects

Data Subject names — High risk Query Predefined System managed Files with over 50 data subject names 398K View

Email Addresses — High risk Query Predefined View only Files with over 50 email addresses, or DB columns with over 50% of...  1549K  View }
New policy-BenchmarkStaging... Policy Custom Custom update Duplicate files, last modified over 7 years and has no open permiss...

Personal data — High risk Query Predefined Read access Files with over 20 personal data identifiers, or DB columns with ove...  9142K  View

PopPop Policy Custom Email update popop

Private data — Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

Protect - High Query Predefined Read access The search contains highly vulnerable files and DB that contain a p... 49M View

HRENEPEEEREFNERNS

BEATAETETEAEEINAR, R | REBTHEES, ABERETER

Personal data — High risk Query Predefined Read access Files with over 20 personal data identifiers, or DB columns with ove... 914.2K View D]

[ Investigate results

PopPop Policy Custom Email update popop

& Edit query
Private data - Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

I B REFNE DR

ERILIEIZECHBEEX EREFEN, URHEBETEASNENER, ROEFSERFMHNFAEXHMNER (
HEMXMHR) BIER,

p
1. TR+, BEERECANTIESEREIER, B EHEREFDELRET RS,
2. —BIEIRIEA CHEMRE T ARSI, BEFREEE

Data investigation

Search and analyze your data using metadata and classification properties More [2

= Filters: (Sensi(i\nty Level: (includes) Sensitive Personal, + 1 ™ X) (Open Permissions: (includes) Open to public, + 1 X) lear filters A

Sensitive Personal Data: All X | | Number of Users with Access: All >~ | X | + Add filter

3. NRTEFNE @SB HRMER, ZRFLAZHE—H,
4. ERILUEER R ENRTF RS
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task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html

a. EREWREFNERE, B ENRBEITHX.

b. W AMIBR S RIXBFEMEFER. MREEFBFHEER, ERIUSX. SEANEAETBFHE
HFREWERREALFABIEEERAF. 3E, EaULUHEERIERR @A L IX 2 E R B FER k.

o. WEEMREF"

Name this query Beta

MName

Stale sensitive date

Description Optional
0/500
@'J ) Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are

met. More [

{d_.\'l Delete permanent
L LACICLE B - i Liy
'f—J Send email updates

BIRIEREME, CANEERENETERFHEEE,
ImiEEREFNENRE
ERIMEREREEMNRMAER, EETLEETDHILNERE, RZTR

EREEBRRAMRENTE, EFRENERETANTIESR. EUUREEEERETANREEER, Bl
Eoudigas, ARRKERFAHENIRE,
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p
1. HEREFENENTIEY, EREEHERNREER

Personal data — High risk Query Predefined Read access Files with over 20 perscnal data identifiers, or DB columns with ove... 9142K  View G

» .
PapPop Policy Custom Email update popop B Investigate results

¢ Edit query

Private data — Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

2. WRIFMWRFERHITENR, NERBIFAERF R,
TR LOERR TN IR, SRRBRERANBEREFNER, REFEIREARBIEIT X, WORE
EREWERARE, BHEROKAMR S RIEBFEER. MREERBFEEHERN, ERIUEX.
SANEAEIBFHAEENERLXAFIBIEFIGRAF. 3E, ERULERNARRBNLXEE
YR F R ithit,

3. EFRTF LASTRE

EREREFHNES
MREFBRBEMEERFHTHRER, AUEER. ETaEMRRIAMRENE,

%HBUF%ET%T’?E’\JE%U, R R TIEIEE, SERRREE, AEERIAEEREREENRE
1%
AIAEA
BTEDERBUTRREXRIEREN:
* BIEEHESR - X
BEBE 50 NMUEE AR IRAIH
* EBFER L - SXPL
& 50 NEBFHRHF NS A SRR BT 50% R1TE & B FHpfFithit
* PAEEE - R
BEBEE 20 M ABIERIRITIX A S EIEET BT 50% BTEE N ABIERIRAT
* FABE - ETHR 7 FLULE
BENATHRBRNAGEHXMG, ERIEREEIES 7 &
)P -B
BEEE. EARES. IBAN SBHHERE S H S EHIEES
MRS /al i
B 3 FRIIAIAIXHF
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* RIP - HE

BEEENMAMERRT (BESMIESHE. H5R5S. BRAKRSE. Hm ID 3rRSH) B4
RS SF

* BURAABUE - SR
BB 20 MR N ABIEIRRFTRISX SRR BT 50% BTE S8R MALE

BERIZEENINetApp B XIS E

BRI EEES T RGN BIRERPIAREERTE. & LT FiE it #H1TEN; X
BEHREERURIBEERENSIEREENENE. R, ARPEHITEN.

TR BN — AN B AE SR IEFMEE, UKRNetAppEED LK EE IETEHAT BRETH I HE SRR 59 F43 "
BRI EFEMNRERRE, f, MREFEE—ERIBERFELERERED S,

EEFHEENRRRS

TR LA B NetAppHUIED L IETE 77%"?@‘%!];5(?&/}_ HENS N EEE (B, #ERS) . EEIUEIES
DER R, BZLER DR, DRFEEKAAE, IﬁFﬁﬁ*&?E%‘BL.ﬁTn%E’JAI IR

ERILARENEEES T TR ERES:

* Wial CREER) | MENDREEDHE. EARFRIENTIIRESZE, XSRS,

* FRENG (BeER) | AWESEERFFIINGHEIAT,

* BHN (BBER) : ESEMINANEIRMHNT . TIPSR, RIOETRMRETHIEIZE,
* BT (BR) ¢ GRS EES EDEE T iERE L RIR#1T.

* e (BR) - FEEREET.
. E—;ﬁ (k) @ EEFTEERIREFEEE, EARAPRKEETTENTN, BNEEFAHEHNL

* IR (AR) - AETETR, RNBE TR, NREFRTHAETUENE, BMRFHINE FIRERETIT
WIAERTH. &N, RERKER R REHZHAME, TlE, REMEHE,

© KA EETXAERE, RARGHEZE,

p
1. MEIED ERBEF, EFEES
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concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html
concept-classification.html

® |dentity Services
Working Environments o o
share2scan.netapp.com & Ean
Scanner Groups
(&) shra hare2 t (i) 10.1280.188
® gaga@share2scan.netapp.com (IP) 10.1280.
11 Working Environments

Filter by: s3 cvo DB SHARES,

S3 - 055518636490 | 50 Buckets S(anner_Gmup rfame: n’if'auit G Connguration @
Amazon 53 Working Environment ID:53 3

Scan Mode
Continuously scanning all
selected Buckets

W 16 classified B 16 mapped 34 ot Scanned 5

e Identity Services

2. NECEET R, EFERGHERE .
S FHMECENEY, BEEMAFHENAERE.

S3 - 055518636490 Scan Configuration

Scan S ‘ Storage Repository (Bucket) 2 Mapping status = ‘ Scan progress | Required Action & |
Paused 2025-02-27 15:15 Mapped

Map & Classify ST
2 | allenc-demo-tiveng-demo Last full cycle: 2024-10-23 08:15 Classified

Off audit-doc-export

Q

Buckets selected for Classification scan (16/50)
(B) RetryAn

4. BAGEREE MR TIFNERLE, EEEIMFERE (BHIRAFMER) PINHERF S EHXHE.

BFE R ERE

AT LARERY MECE T E /B BN F LE R GBI ARG A Fa SBREY AN 0 2643 o S8 T LAM (N AR ST 13 5 BB LA BRES AN

DI, RZTA.
PHEETREIRE N XIRET T, BUBERMEA XHEETH; ERYTA S TR E

p
1. MEE D FERE R, EFREE
2. NECEERH, EERGERE .
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Identity Services

Filter by: 53

Scan Mode

W 16 classified

n ervices
ents
share2scan.netapp.com
e

:zi‘; shragaga@shara2scan.netapp.com

oo DB

S3 - 055518636490 | 50 Buckets
Amazon 53

Active Directory Integrated Add Working Enviranment |
& e @

(%) 10.128.0.188

11 Working Environments

SHARES

®

Continuously scanning all
selected Buckets

. 16 Mapped

34 Mot Scanned

=

3. HHMEEETEY, BRI AEEE (KFIhAEERE) LHIT*Map*Z*Map & Classify*131#,

Buckets selected for Classification scan (16/50)

Map & Classiy |

Scan 4| Storage Repository (Bucket) =

S3 - 055518636490 Scan Configuration

Q

Mapping status = ‘ Scan progress | Required Action 3 |

Paused 2025-02-27 15:15
Last full cycle: 2024-10-23 08:15

Mapped
Classified

allenc-demo-tlveng-demo

of audit-doc-export

RLRXRNAFZAFEERTEINEZHE 2R ERFAEFMEENRIEE, XXFFCloud Volumes
ONTAP. Z#ONTAP. Azure NetApp FilesflAmazon FSx for ONTAP& 4 E %,

TEMTEIERT Azure NetApp Files RZHIIREATZ,

Azure NetApp Files Scan Configuration

3/3 volumes selected for Data Sense scan

Map & Classify

Q

¢ Edit CIFS Credentials

Learn about the differences between Mapping and Classification 3

R

TR E IR E R ARG IS AR RI 0 2K, LIRS MR E Fe5eis

AIAERT, FERREMIINFH. BdIREREMALSR, ERLUSEERENTIN&ERIE. ATUNEE
BHTIHE. MARIRTHTAENIRFEE, XEREEMIAZERNE—MEBEEENYNERE,; B7R
FeE RIS A ATIRRE ZMIHE, KIS,

RANZR—RIER TR, BRETEIER B o E R REIINRE 1T,

p
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1. NEE D FERE R, EFREE
2. ERIERERTE ENER,
3. MATEh LRI, RS

(FLEREEERE

MREFBREREEEE (FlIE) NEAKE, WeIELEREE. ErLUEE XAHEEREIITEERN. 13
mxAR, BXZENFIARSIMESEBEMREDTRER, HERBEIENKEERFL,

g

1. MEIED ERBEF, EFEES

2. NECEET+H, EERSERE .

Quick Navigation ety Serices Active Directory Integrated Add Working Elwimnmenl‘ -

® [dentity Services

Working Environments o -
share2scan.netapp.com ©h Edit

Scanner Groups

fl\, shragaga@share2scan.netapp.com f:ui) 10.128.0.188

11 Working Environments

Filter by: s3 oo DB SHARES Clear fillers

S3 - 055518636490 | 50 Buckets Scanner Group name: default 5 7.

Scan Mode
Continuously scanning all
selected Buckets

B 16 classified B 16 mapped 34 Not Scanned =

8. FEREECE EHPEE XA LUF LIS E FE .

S3 - 055518636490 Scan Configuration

Q

Buckets selected for Classification scan (16/50)
(B) RetryAn

Scan S ‘ Storage Repository (Bucket) 2 Mapping status = ‘ Scan progress | Required Action & |

Paused 2025-02-27 15:15 Mapped
Last full cycle: 2024-10-23 08:15 Classified

Map & Classify ‘ allenc-demo-tlveng-demeo

Off audit-doc-export

HiFHMEFEERDR
NREWEIHE LR LERS, GBS FEELNRE, EEHREERESRED ERAIWNFEERNE

PREAIIRITIERRESE, EFESRERMBEETERSGT. TEAEHTRELENETEVEIERER,
NERAF L.
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&) ARG iR = "3 o

g
1. MEED B , EFREES
2. NECEERH, EERGERE .

Quick Navigation Identity Sarvices Active Directory Integrated Add Working Emrimnmenl‘ -

® ldentity Services

Working Environments
4 share2scan.netapp.com & Edit @

Scanner Groups

'\”\; shragaga@share2scan.netapp.com \/'i: 10.128.0.188

11 Working Environments

Filter by: 53 cvo DB SHARES

S3 - 055518636490 | 50 Buckets Scanner Group name: default < %
Amazon 53 Working Environment ID:53 (\:,)

Scan Mode
Continuously scanning all
selected Buckets
16 classified B 16 mapped 34 Not Scanned

3. (EARRERET, M - B,

4 B EEEGRSNEE, SR RN DE B
BENetAppHED KM MRS

NetAppEiE D RKiR MRS, ErI UERAXERS Bt 7 A LSRR AT RIS,

AINMERT, BUBDRNRIRETRFIE RS, SIEEFENHIERNSAETAEYE NRECBEEENE SN
RGIHURRIRE , ERILETIMEUXEREXLERSRIIE.

ot

Y|

* (NHENBIRRRITRB D REN, AREEMMRES. EFTNRIFENSIERR
@ BEE A ERIEAR IR o

* NetApp T A RIEHIE S FIRANEI N AL SR AR 100% BUERIE, EMNIZELET
BEEWERIIEER.
MRS BT HES2E:

* BUERILTGEIRS . WHRBIFEHRTESRDN, URHAGHNAIHBTRXETRFBENMETE,
. %%#EEJ&ETHE%: REBXAGHPXHNRNNLRENER. XBEERTE. BIEFR. BUBR/NMXHE

o

* BUBEMRIPIERIRG . EIEREBIRINESH XEIEE R ER M ARIRRTE BRIFME XIS,
* HIPAA i : FEBNEIRFI X AR RRIEBRIZD .

* PCIDSS k& HEBEIRAIXAHERFERRID .

* BRAARPLIT(EIRS : {RAtR B ERBIRERFRTA AR SR XIS,
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* BEGREENRE: AEHEsBIRIXE (BE N ABENSER AR FAESNRE. U
BEEREANAAF LB AT HIX o

EFRIRE RS

TR U HIE D R EMIELERIRNAR, UEEMBERSGNEIEENSGHMEE, SXEERERRIGIME
E5 ¢/

HETIEMERIRE, BHED R/ SMMEBUENR S CERE 2 EERN RS,
p

1. NEE D FERB P, EEEMMES

2. EERYODEBTIAIRE, AREERA.

3. RS RHINERER,

Current view

IMI systems (4) a =] jle SZ(OET ] 1 EB &) O & O

Files size Tables count Identified PI

Select All

StorageGRID

Reports Data Subjects
tests3
Pri Risk As: t
CIFS_Shares Distribution by PII e e 4 Download
Assessment of personal and sensitive data exposure
hd NFS_Shares
B agr 0%
Accept Cancel B Sensitive personal View
HIPAA Report
U : 1 Download
. Scan summary of health data and HIPAA-related risks
. 0%
Files
B Personal Vie

PCl DSS Report
0% | |
Scan summary of credit card data and PCI DSS risks

B Non sensitive View

HHREMIMNAERIRS

EXM GDPR SRefAMUB T HIBEA (BIMEFHRT) HIAE N AR, UBREAERILESH,
XHFA DSAR (BUBEMIBAIER) o BARURBTEE HERXLEFR, BRTEBIREIEREN—
Ao

ERILBSERFEN SR HENIRRAT (FIMNEFERFMIL) AF T EIRE KON DSAR, ZiRE EEHREE
AYZBZRIEST GDPR S ARVEIERRAA R,

iR XN EE BN IML DSAR?

HERTHIEEHERN, SEDXSHRIBESZARRIIPRTNAEX M. BIED EOERMBITRS R
MZMIATIRT. ERSBEIFRYIEE.

BRTAE, ERIUTHIBIEEEIGRIERRENXHTIR ERECETHIERNRE, HREERENEER
&, UEEALUSERELHERAR.

() BesEErSRRTEEE,
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RRWIEEAH THIRS
BRRGEETENER[REIRFRE, AR THXHFIRKREH DSAR kS, EALLETUTANEREETA

ERKE,
@ BREETENERNZSRE, 815, BENAEETE HERMINESES <.

p
1. NEIED LSRR, EFEMME
2. NEMMETES, S EBIEEA
3 BRUEX AN 2R[NENTIRF.

THREZERRETF john doe BIRHI:

Reports Data Subjects

Respond to a Data Subject Access Request
(DSAR) by searching for the Data Subject’s
full name or a known identifier, such as an
Email Address.

4. EEUTEI ARz —:

° & DSAR & : ERILIABIEE A AERINENERIEREIN, ZikESESETHESLEHIEE
FELRMNEIEENERRNER, EERFRIR. BRIZETREHEFERELEET A ZAHITA

HEE,

cHELER. ZNEALEESER. HiF. T REEXGIFEARES UR XA RRAELRE.

(D) nmeER@ 10,000 4, WXATIRBRETE 10,000 1
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reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data
reference-private-data-categories.html#types-of-personal-data

BREMRTBSREESR (HIPAA) RE

BRERRFOMIB S TUEASE (HIPAA) IiREFTAEBIIEIRA B2 RRIERNNXMA. EEEHERARET HIPAA

HIRERAERNER, HESLXIHNEEEE:

* BESEEN

* ICD-10-CM Ef7 {3
* ICD-9-CM EJ7 {3
* HR - 2R3

* EERR AR SRIEEA

ZIREEEUTER:
* B BEOXHESRERER URERLEZRS R,

* INE: MEHARMEZRATEERRESNXGNED L. ESHETCloud Volumes ONTAP,

* BRVHHIP: ERRARRERHRENHFHIFNAS L, 88RBERHNNXHNE DL, IEBEFE
FCloud Volumes ONTAP,

* RE XHREERORESEE. XREA, ANERNZERREESFREFEIMIEFRFIREL,
* BRERSR. AMBREENRZUNESER T MBEMENZTRMGIRF.

4 5% HIPAA IRES
BE| S ETE U ERIRS

p
1. NERD ERBp, HEEEMMES
2. HEREEE. EFHIPAA IRE*ZHM T HET.
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Reports Data Subjects

Privacy Risk Assessment
‘ 1 Download ‘
Assessment of personal and sensitive data exposure

HIPAA Report
‘ {4 Download ‘
Scan summary of health data and HIPAA-related risks

PCl DSS Report
‘ 4 Download ‘
Scan summary of credit card data and PCl DSS risks

e
HIEDHRSER—% PDF 1R85, GALURIEEEEEH A %MHiA,
ZRITIEIEZ 2R E (PCI DSS) ke
TR USIRR ST (PCI DSS) R4 AT UZEBNEASIE B EE B EX T M9,
ZIREESUTEE:

R B2 SEREEEUREMERSAT,

* % MEIRMERZFEEERAREEHIXENE DL IESRETFCloud Volumes ONTAP,

* BERNHRF. ERARRBHEHENHRIFNASZ L, E5EHEREENXHINE DL, ILEEEE
FCloud Volumes ONTAP,

* RE XHREEANNETEE. XEEAR, RANERNIZREERFEEREFHEEILIEFFEIYE,
* ERRERSA: KIMERRERNRFUNRESER T MEBEMZRHRF.

4/ PCIDSS R&
BRI SR ETEUERIRS,

g
1. NEED B, EEEMMES
2. BEIREE, EEFEPCI DSS IRE*FZIHH T HET.
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Reports Data Subjects

Privacy Risk Assessment
‘ 1 Download ‘

Assessment of personal and sensitive data exposure

HIPAA Report
‘ {4 Download ‘
Scan summary of health data and HIPAA-related risks

PCl DSS Report ‘

4 Download ‘
Scan summary of credit card data and PCl DSS risks

%
IR EREM—1 POF R, ERIMRERESEHRIZAHMA,
BRFA PRI iR S
RaRL RS ITER S BEA T ISALRBEFARISAR, X2 GDPR fll CCPA HI AT ERAT,
ZREBAUTES:
* SRS FPEMTOMNRES S, TICRIFSBEE PARBTRER AR,

* THEERR D ZIBID ABHRSSE LA SRR A R4 5
* ARTEFREBIEE R BRI DB EREIERITARTEIAL

F RS XBL T LIRS
R SMMER R L ERR S,

p
1. NEED KRB, HEEEMMES
2. HEREER TR R XL AR E 0 T HETR.
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Reports Data Subjects

Privacy Risk Assessment
‘ 1 Download

Assessment of personal and sensitive data exposure

HIPAA Report
‘ {4 Download

Scan summary of health data and HIPAA-related risks

PCl DSS Report
‘ 4 Download

Scan summary of credit card data and PCl DSS risks

=

HIEDLRER—H POF i, EAILIREREEELRXAHME,
FERETS
WIS HIBE= N TR BRI P RS HP B

* PABUESPRERENE 2.
* BURA ANBUE S PR SUERILL A,
* BEHREXENXAESL, BERIMRAT GINERSMIE. HERESENRS) RE.

HE 7 EANIZIEIT

RIS 218

0 FRE =1 T 2657 0%
1 HP—PTEAT 0%

2 Hp—PMTEKXTF3%

3 HPBWNEEART 3%

4 Hp=1ZEKTF 3%

S Hp—PEEKXTF6%

6 HAR P EEAT 6%
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RS
7

8

9

10

Z1E
HP=ATEKRT 6%
HPp—PTEKF15%
HPERPMEEKRT 15%
HPp=MTEKXTF 15%
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BEUED R

MNetAppi#E 2 R AR E B X

INREHENetAppEE D EMPEPRIEFSERE R, NAILRKBXEERIMAMNEIREX
. MARILENE, BUEDESIE/RMARPHIFXERR,

(D) BABRT, HESLERHRSEPNRIER0ERBRIE.

EFHEGERIR

BUFEIEIRAEY NFS # CIFS £EZIFMMIBL X PR HRSEBE R:
* ZRHIONTAP
* Cloud Volumes ONTAP

* Amazon FSx for NetApp ONTAP
* Azure NetApp Files

* BMXHHE

EXEARESmZINIER

ERERHRES LR ZINZE, BREERBUBED LRSS, WERRBEEXFHIEITHIZA, T/
EFRVEDERGRTEREE Linux 2 EFRETZNNE, HERSETHETZESL,

AREI
* BMUER LRARZ AR 50 MTERRER.
* HIFRE R E AT RER R FEETE]

S
1. RS L RS £, #E"/opt/netapp/config/custom_configuration”, FAEFTFFXX 14

data provider.yamlo

2. f£“exclude:{T FHY“data_providers’Zf 39, MANEHIRME RRRR. FIa0:

exclude:
- "folderl"
- "folder2"

BERUIE X R EAEMER R,

3. RIFMXHIIER,
4. %% 3|“/opt/netapp/Datasense/tools/customer_configuration/data_providers”3i517 L FHlZs :

update data providers from config file.sh
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+ Iba SR EHIRE R ERE Z M B RERRAG D ESIE,
&
SRR TP RE R MER R R X 48 E B RAVE .

;'%EJL)(T?-Zﬁﬁ*ﬁﬁE@iB%MHFB%’iU%'ZP%%DD\ EIMERIE. BITHAERENRG, EUENERTIRES

Al

foE1:
B EEfolder!” BB N X FEB W HIBREFTBE EIRIR Z b

data providers:
exclude:
- "folderl"

BHHIRBR RIS R :
* ICVO1/X {31
* /ICVO1/SX 1 B FR
* /ICVO1/X {4310
* /CVO1/*X {31

* ICVO/+ X1 Z R
* /CVO1/notfolder10

* /CVO22/37 {321
* ICVO22/XX 1 FAZFR
* ICVO22/X 15310

AR R R T
* ICVO1/*3 {43k

* ICVO1/XtFZ TR
« /CVO22/*folder20

fit&2:
IR TR LE & “*folder1”HY N XA FLEB 44 EBRo

data providers:
exclude:
- "\\*folderl"

RARHEPRRVERIZAUTNARALE R |
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* ICVOI* X 31

* ICVO/*XFI1 ZFR
» /CVO/*folder10

TR IZ R
* ICVO/X {431

* ICVO/X 312 FR
» /CVO/not*folder10

&3
FRR“CVO22" R Z MR & & “folder1” BB XX &R IE # HEBR

data providers:
exclude:
- "CvO022/folderl"

B HIRR IR RO TRkALS
* ICVO22/37 14321

* ICVO22/XEFAZFR
* ICVO22/X 5310

SRHRRBVER R
* ICVO1/3 {431

* /[CVO1/XXtHRAR TR

* /CVO1/3X 4310

e XS KB R BI AT

BB REHOEUTRARFHZ—, HEEBBERREXRROBIBR TN, WBEEXFREN
AIEERIRE ST

L4 +I *I ?I /\I $I (I )I [I ]I {I }I |
fplan:
JRHHIERIR: /project/*not to scan

HERRSXHRBYIEIE . "\\*not_to_scan"

EELAHIFRYIR

RAFIEE "data_provider.yaml EC & X4 51517 /G L FMER AR ARG
‘update_data_providers_from_config_file.sh'fil4x, EEFEMEBIES EXREPHRNHFIERYIR, 15
M“lopt/netapp/Datasense/tools/customer_configuration/data_providers”iziT A T &< :
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get data providers configuration.sh

ENetAppZiE 77 K F R EMA ID E X AREL TN

4H ID (GID) F¥ANZEI NFS XAFHZRRIXHSXAEET, EIEX T XX HRBIN
fR; BINENRE WAHRAR . NRFEL GID RAIKRIZE WARABRNRER, &r]
LA GID AR, LUEERIMIAN T % GID B9 X 4 FE IS AL A AR F

TEEHITIHE B H ENetAppBiE D K B EHIX AN HR G, ERMINTXEH ID B4 RERF
FIREFAEE TTEHPERIIARR, FEENEFHIEEE R RIIREFo

BEUELCIIRE, BRBERBIED KRS, UERLURBEEXFHBITHIE, TR ERHEDLERZE
RFEREE Linux B LFEIRETIZNME, HERSESTEE 7L,

FBR4E 1D AN« RA LT IR
IR ES 2, BFEEFLHID S (GID)

il
1. EBUB DX RS L, ¥ E"/opt/netapp/config/custom_configuration”H3TFF X data_provider.yamlo
2. £“organization_group_ids: [["1TH AN ID. 530:

organization group ids: [1014, 1015, 21, 2021, 1013, 2020, 1018, 1019]

FEERUEXHREAEMERS,

3. RIFEM XHHIE L.
4. 3% %|“/opt/netapp/Datasense/tools/customer_configuration/data_providers”#Hiz1T L FiZs :

update data providers from config file.sh

e S RHMECUSRIA ID APRIRAZ A K5I,
&
SR EIREHITHIFE RS RE IR LM INE X L4 1D BARE A AR B 4K,

TR UERBEERN D B4IEA ID FIRABRI ERMYERA ID. BITHIARRIENRG, E/E04E ID 5%
R=EH,

BEEHFIAHIDYIR

RAATEE "data_provider.yaml Be B X4 5iz1T/R LM NN A ARG
‘update_data_providers_from_config_file.sh'fiidx, BEEEFERNEIHIESLBHFI4E ID 5IKR, 15
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M*“lopt/netapp/Datasense/tools/customer_configuration/data_providers"iz{T A F &< :

get data providers configuration.sh

MNetApp2iifE 73 2 F il BR 2R IR
MRFE, EAUBIENtAPDEIBA KRR — RS MRS, BIBER 24

FRRAGHNGERE

SEEARMEN, REDXFTBRERS LNEUE, HFEEMBIEDELLFFRFRSINGMIERRE (R%E
SHEIERSRBER) o

1. .
NEE AT, & = RETHNEHE, ARERHIEDE

A B R R AR M RSS ER R R G AR

MERIE D SR AP R 2K 2
IMRERERARME MR, GAUMRIES LR EEERMRAHEEFREEH.

1. -
MEETIEF, EF * SEETHRE, AR BERSIEERSS S

MEGED EPRIPFR—AXHHEE

AR REAEM A S R S, 1EE] LUNEIR S KRB St A F S L PR 1,
B

" WERERES, #E | ARSATRE, MBS B,

NFS_Shares = 100 Shares Scanner Gruup name: default B3 Configuration
Files Shares Group stem 1D:0 e419c046d3919ccb0c5e720792 - d

ove Shares Group

Scan Mode

Continucusly scanning all i ] No CIFS volumes found
selected Shares

0 0 Ciassified . 100 Mapped 0 Not Scanned

2. NEBIAFHERE AR MR = A

HZNetAppiiE o 2

&8 LUHIENetApp Data Classmcatlon KRR R M EN K A MIBRIZER S, HIBRSE5
E=MBRERS | FIRFIER REXERE, XEREIUED EEIFEE SEISH& A MIER.
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EBEEEANSBIUATEREFERERMEN LEZEHIES X

MR HEE L ENE TR 2L
1. NBIBSSEH, EIFRE,
2 HRBRERL, BREMHEH%E

] Test | 0shares Scanner Group name: default =
Classification Quick Navigation Files Shares Group B Conaguascn &)

Identity Services

Gov
Working Environments
+ Add your first Shares
. Scanner Groups
Compliace
Uninstal
I tigati
iga ‘ersion 6.0
Scanner Group name: default =
Custom classification @ testk | 0 Shares £ Configuration 0
Files Shares Group
New name

Configuration + Add your first Shares

Scanner Groups Q  searcn

v Scanner Group: default

1 scanner nodes

Host Name e 2| Status 2| LastActive Time 2| Error
ip-10-000-0-01.us-west compute.internal 10000.001 ACTIVE 2025-08-3108:24

Activate Slow Scan @

Uninstall Data Classification

This will uninstall Data Classification f rom your system. All resources and di isks where indexed data resides will be removed.

1] Uninstall Classfication

3. FEFNEES, N ENE LAARE M TR 52 X 516 & R IBRNERE, EFREHEHITHIA

4. FEHIE DI INEEPR, BNEE UBAEERFIIES XL SIEH S RIENEE, AREEEE,

S. BEEREIETE, BRI IRHARIEH & HMBREIED HKLH, ZFFIR A CloudCompliance, HHES
ZIEEINERMIAEM (UUID) o fIN: CloudCompliance-16bb6564-38ad-4080-9a92-36f5fd2f71c7

MZS IR FREE EHE 9 2

1. NEED S, EFERE,
2. EECETIHEIRSR, EEREFE DK,
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- Yot O ohamee Scanner Group name: default oy
Classification Quick Navigation Files Shares Group Eiatpakn &,

Identity Services

Governance
‘Working Environments
+ Add your first Shares
. Scanner Groups
Compliace
© Uninstal
Investigation
Version 1.460
Scanner Group name: default -
Custom classification tosik | U'shares £3 configuration ©)
Files Shares Group oS

New name

Configuration + Add your first Shares

Scanner Groups Q  search

v Scanner Group: default

1 scanner nodes

Host Name slow 3| Status s

Last Active Time 3| Emor $
ip-10-000-0-01.us-west compute.internal 10.0000.01 ACTIVE 2025-08-3108:24

Activate Slow Scan @

Uninstall Data Classification

This will uninstall Data Classification from your system. All resources and disks where indexed data resides will be removed.

1 Uninstall Classfication

3. TEFHEMED, WINENE ARG BE D LKA SITH & IERRER, EEREEHTTHIA
4. BEMENEERH, BE1T cleanup.sh ¥R R EN ERIEIZA, Fig0:

cleanup.sh

ZAZITF /install/light_probe/onprem_installer/cleanup.sh' B &, 7T ##INEI"EZECED LT
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=&

S F5HINetApp Rz 2SI E

NetApp#iE 73 MM ITE R RIS EIRIERAENK. RAM BXR, MHBERFNEN LT
1To EPHEBLRDERN, HNNBWEEREE AESENARS LSS EERTNEE,

ERILIERERD CPU MiRD RAM MRS LEZERIED S, EEEAXEINERSBHNAKNZZE LR
fllo "7 AEBXEERA" o

ETRP, MRFEAFONVHRAEERESIRED ROIXIEFATA, WHBERPHT—TH5

AWS 351|288

RR/N A SefseE
B¥AS 32 /> CPU. 128 GB RAM. 1 TiB gp3 "m6i.8xlarge” (ZRiA)
SSD

KE 16 > CPU. 64 GB RAM. 500 GiB SSD  "m6i.4xlarge" (2kiA) m6a.4xlarge
mba.4xlarge m5.4xlarge
m4.4xlarge

F 8 4~ CPU. 32 GB RAM. 200 GiB SSD "m6i.2xlarge” (FKIA) m6a.2xlarge
mba.2xlarge m5.2xlarge
m4.2xlarge

/NEY 8 1~ CPU. 16 GB RAM. 100 GiB SSD "c6a.2xlarge" (ZRIA) cba.2xlarge

c5.2xlarge c4.2xlarge

Azure 25258

RGN AU KSR

KRS 32 CPU. 128 GB RAM. OS W& "Standard D32 v3" (BRIA)
(2,048 GiB, s=/\&ME 250 MB/s) F%K
EHZE (1 TiB SSD, &/)N&MIEE 750 MB/s
)

KB 16 4 CPU. 64 GB RAM. 500 GiB SSD  "Standard_D16s_v3" (2ti\)
GCP 323
RGR/N AU SEfIZEE

KB 16 > CPU. 64 GB RAM. 500 GiB SSD  "n2-fr/&-16" (2kiA) n2d-standard-
16 n1-standard-16
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concept-classification.html
https://aws.amazon.com/ec2/instance-types/m6i/
https://aws.amazon.com/ec2/instance-types/m6i/
https://aws.amazon.com/ec2/instance-types/m6i/
https://aws.amazon.com/ec2/instance-types/c6a/
https://learn.microsoft.com/en-us/azure/virtual-machines/dv3-dsv3-series#dv3-series
https://learn.microsoft.com/en-us/azure/virtual-machines/dv3-dsv3-series#dsv3-series
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines

MNetAppEiHE 7 KRV EHRRINER TTEE

NetApp2ifE 73 272 X K B SRR R Z R SRR IT 0 R AT ER T iR, BEDE
A] LA IR I SR 1T D KRB AE D o ikdE, BB LERRIE LA LEFREE

=
TCEE CIFS
ENEIESY BIzEERYE GI);E
EoRipia)EtE] I
AN BRI G
PR FFIEAN PR INR“EVERYONE" B iH
B, MFRA“XFLHLR
e
R /Ri5iR] FAF#4{ZSEX 8B LDAP

NFS
AAIA (Linux R%§#)
G);:
Bl A

R H N BROHRZX
> WAL A FFBLRFF

AulA (NFS AP @EER

SZRAHIMITEIR, FtE—
MAESPRSEBLETUER
[ERY UID)

* BB XA MNBURESE R IR E Rk Ry iE),

* |BhRZSHY Windows 121EZ& S (5130 Windows 7 #1 Windows 8) ERIAZER“ L Rifatia’ @B
HE, RATCSEMASKERE HRWELLEMR, BT LXihRetafEiEDLomiE
SR, MREE, Fa]UTEXLR|HA Windows 24t B A LxiAa e jE R e,

®

ERa5im Y By )8

YHIRDEMXEHZRIREGEEN, RIERAIFEMIBRLYE, HENMMER LRIGREE, 3#E,
TED XS ERIA RN EIRE NIRIA EI1EL. IRBIED LT CIFS FIRETNBMENIR, SETE NFS
FRBENIR, MERSGLER LRGREERENRIGER. EE T SnapLockBIONTAPEEAR RIENIR,
FEFTER ERREEIRE FRIGE E1E,

AIMERT, MIRBIEDLXLKEXENR, RARBASABEPHNRXEXN, EABIED LT EF LRIARE
B mE NG ER, BE, MRERNEXHREELENEESEENRIGE, WA LUEEFEERE T
FRERBYER DB NI I RIS T X, UEHIED ETIERRMAIEBZIFEE.

SMB_Shares Scan Configuration Q

2 Shares selected

Scan when missing "write” permissions

: ® Mapped: 58K
® Continuously Scanning ® Classified: 58K
) . @ Mapped: 5BK
® Continuously Scanning o Claccified: 58K

EINEEE A F A HIONTAP R L.
ONTAPEEME=AXMHHE,

Cloud Volumes ONTAP. Azure NetApp Files. Amazon FSx for NetApp
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BENEFE—MRBAPEIMEGRDIERE, EEEEBERKRDENG (ANEDETERE LXRA
[ElRdE]) , EERMEBUED EXTEME LRIAEEHE B 52ERI Mo

Scan Analysis Event n ,
[] Mot classified - Cannot revert last access

Classified and changed last access time

TSR ElE:

* RDE - TEME ERIBRIEE - XERETFERDE NRMAR D LRI o

* BARAEMN LRIREE - XEREDRNXHE, HAEBIESRIT A LRpREEEEERIRH
B, IEdiEER (NS EFT AR B NB I IR i IR IRAE X

MRFE, BAIUBEXELERSHUERED, UEEEWEXX A HTRRRERMARIE, WEXHRETIE, "
TERAXBIEAERENESER" .

B RNetAppEiE DL RS
BEEETENetAppHUBD R RS, LUESIR HEX S HmEALE X
SRR KTIAEEAMD Linux 138 ERIERHEBB) Linux 138 L5, (] LB PR S RIS,

HEIEDKMEECPH, BFEET SSH EZFIBUED LEM, ERILUBTHNRFAMEN, SEREH S
RIBLEHAEIRMA SSH Bif, B SSH EEEIRA. SSH LR

ssh -i <path to the ssh key> <machine user>@<datasense ip>

* <path_to the ssh key>= ssh B{HIIFRANMLE
* <machine user>:
° ¥F AWS: £ <ec2-user>
° 3T Azure: FERAIEHIELFICIEMAR
° ¥F GCP: EAAIEHISLAIRIZNAR
* <datasense_ ip>= EIAVISZHIRY IP ik
FEERRLANEMNA RSN RSR, BXIFHES, BESH:
* "AWS FIEYL 2L
* "Azure YL ELAFM"
* "Google Cloud FRERA A SEFRT"

NetAppZi#ED 3 API

BT Web Ul 1R HAINetAppEiE 7 K Thaeth ali@id REST AP 1214,
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BHREDERPEXTHENER, 5 Ul REVEI-RABR R
« Compliance
A
* BcE

Swagger SXHHR API ATFEIER. BEHIE. REDBUNAITESR. ZahMBERSFRE
1R
% AP (EIERETS I T LA T I0RE:
* FHER
° Ul FE]AIIFRENAEAILUBE APl S (RERRIMN

° BUELL JSON T (BT RMHEXEISE = NATERF, % Splunk)
* EAAND'HI“OREAIEIREN, BEMHRFREEEFS.

a0, ERILEREIRBHENASMDER (PI) B (Ul RAREJABRIINREE) o EEA] LRBRS HIRIFRS
EFRo

* BUTIRIE
° B CIFS Xik
© BEMBUHIRE
© EfRWER
© ShdE

APl RZEHY, EfAS Ul HRINENIRIES A, ERILIE'REST API 30"

58] Swagger APl &%

EjH N\ Swagger, EEBHIED LA IP ik, WF=IE, EBERLQLE IP s, ABRMREEFHFAXD
i ==

https://<classification_ip>/documentation

{53 API Y7151
UTFREIERT EHISXHEHE AP ER.

API i5K
ERVEERNAKWEFAEHEXZERIER, UERFEEXRNEHREEIESS,
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curl -X GET "http://{classification ip}/api/{classification version}
/search/options?data mode=ALL EXTRACTABLE" -H "accept: application/json"
-H "Authorization: Bearer eyJhbGciOiJSUzI1NiIsInR.... " -H "x-agent-id:
hOXsZNvnAS5LsthwMILtJL9xZFYRBOxAwMclients"

Mje] 2
{
"options": [
{
"active directory affected": false,
"data mode": "ALL SCANNED",
"field": "string",
"is rulable": true,
"name": "string",
"operators": [
"EQUALS"
1,
"optional values": [
{}
1,
"secondary": {},
"server data": false,
Tiwee®y PTEXTT
}
]
}
{
"options": [

{

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "POLICIES",
"name": "Policies",
"operators": [
"IN,
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "EXTRACTION STATUS RANGE",
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"name": "Scan Analysis Status",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "SCAN ANALYSIS ERROR",
"name": "Scan Analysis Event",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "PUBLIC_ ACCESS",
"name": "Open Permissions",
"operators": [
"IN",
"NOT_ IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USERS PERMISSIONS COUNT RANGE",
"name": "Number of Users with Access",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": true,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USER GROUP PERMISSIONS",



"name": "User / Group Permissions",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE OWNER",
"name": "File Owner",
"operators": [
"EQUALS",
"CONTAINS"
1,
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT TYPE",
"name": "system-type",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT",
"name": "system",
"operators": [
"IN",
"NOT_IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL SCANNED",
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"field": "SCAN TASK",
"name": "Storage Repository",
"operators": [
"IN",
"NOT IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE PATH",
"name": "File / Directory Path",
"operators": [
"MULTI CONTAINS",
"MULTI EXCLUDE"
1,
"server data": true,
"type": "MULTI TEXT"

"active directory affected": false,

"data mode": "ALL DASHBOARD EXTRACTABLE",
"field": "CATEGORY",
"name": "Category",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVITY LEVEL",
"name": "Sensitivity Level",
"operators": [

"IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
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by

"data mode": "ALL FILESYSTEM EXTRACTABLE",

"field": "NUMBER OF IDENTIFIERS",
"name": "Number of identifiers",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN PERSONAL",
"name": "Personal Data",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVE",
"name": "Sensitive Personal Data",
"operators": [

"IN",

"NOT_IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DATA SUBJECT",
"name": "Data Subject",
"operators": [

"EQUALS",

"CONTAINS"
1,
"server data": true,

A type" . "TEXT"
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"active directory affected": false,

"data mode": "DIRECTORIES",
"field": "DIRECTORY TYPE",
"name": "Directory Type",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE TYPE",
"name": "File Type",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE SIZE RANGE",
"name": "File Size",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE CREATION RANGE RETENTION",
"name": "Created Time",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"



by

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DISCOVERED TIME RANGE",
"name": "Discovered Time",
"operators": [

nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST MODIFICATION RETENTION",
"name": "Last Modified",
"operators": [
"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST ACCESS_RANGE RETENTION",
"name": "Last Accessed",
"operators": [
"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "IS DUPLICATE",
"name": "Duplicates",
"operators": [

"EQUALS",

nIN™
I
"server data": true,
"type": "SELECT"
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"active directory affected": false,

"data mode": "FILES",
"field": "FILE HASH",
"name": "File Hash",
"operators": [
"EQUALS",
nIN"
I
"server data": true,
"type'": "TEXT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "USER DEFINED STATUS",
"name": "Tags",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ASSIGNED TO",
"name": "Assigned to",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

BT EIERS B P EREM RS BRI TEEEHIBIS .
TR Z NI E N A—MEF. FFRRMERELELE: B,
AR eIZE R En1E:

API &R
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T—"1 API 121E API, EARFEEIEZMEME,

curl -X POST "http://

{classification ip}/api//{classification version}/actions" -H "accept:
application/json" -H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR..... "
-H "x-agent-id: hOXsZNvnA5LsthwMILtjL9xZFYBQxAwMclients " -H "Content-
Type: application/json” -d "{ \"action type\": \"COPY\", \"data mode\":
\"FILES\", \"policy id\": 0, \"request params\": { destination nfs path:

"{ontap ip}:/{share name} " },
\"requested query\":{"condition":"AND","rules":[{"field":"ENVIRONMENT TYPE
", "operator":"IN","value": ["ONPREM"]}, {"field" :"CATEGORY", "operator":"IN",
"Value": ["21"] }] }}"

Ml 2

MNCRREHEEXN R, EILE R LAGEAREVAIMIER API SRIREVE XIRERVRTS, SHEUETE.

"action type": "COPY",

"creation time": "2023-08-08T12:37:21.705Z",
"data mode": "FILES",

"end time": "2023-08-08T12:37:21.705Z",
"estimated time to complete": O,

"id": O,

"policy id": O,
"policy name": "string",

"priority": O,

"request params": {},
"requested query": {},
"result": {

"error message": "string",

"failed": O,

"in progress": O,

"succeeded": O,

"total": O
b
"start time": "2023-08-08T12:37:21.705z2",
"status": "QUEUED",
"title": "string",
"user id": "string"
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