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service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number () Upload License File

authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,

A license must be installed with an active subscription, The license enables you to use the Cloud Manager
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A license must be installed with an active subscription, The license enables you to use the Cloud Manager
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service for a certaln period of time and for a maximum amount of space.

(8} Erter Serial Mumber () Upload License File
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Outsmart ransomware . =
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack . = - - s
detection, and fast recovery processes in alignment with cybersecurity best practices. @

= ° °

Get full access to ransomware resilience with a 30-day free trial. ) -

Start 30-day free trial

{2 We won't read the contents of your data or change existing protection.
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Identify and protect Detect and respond Recover
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Discover workloads

Agents (3)

aws-connector-us-east-1

gecp-connector-demo

onprem-connector

Systems with no Agent (3) A\

Discover worl

kloads

Find systems in your NetApp Console Agents. Then, select the systems in each Agent where you

want to discover workloads.

Provider: AWS ~ Region: us-east-1

Provider. GCP ~ Region: us-east1

Provider: On-premises ONTAP  Region: OnPrem

Ransomware resilience won't discover systems with no Agent.

Systems (3)
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0/2 Select systems
2 Select systems
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Alerts and workload data recover
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Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix
Register available SnapCenter Servers with NetApp Console Review and fix \/
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Workload data protection Alerts and workload data recovery
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Atrisk @ Protected @ Potential attacks @
4 inlast 7 days 1 inlast 7 days
View
View View
Recommended actions Workload data
To do (8) missed (0) New (Last 7d) 1078
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Register avalable SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix
33% ol 4se
Completed -
Register available SnapCenter Servers with NetApp Console Review and fix W Protected W Atrisk
4/12

Protect critical workload fsxn_fileshare_useast 01

Complete /total

Prepare Amazon Web Services 53 or StorageGRID or Azure blob store as a backup ... Review and fix v

Protect critical workload fileshare_uswest 01 Review and fix \/
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%9 Runreadiness drill  /\

Potential attack types
Encryption 10
Data breach 0

Data destruction 0

Workload backups User activity

0 Get started

Failed (Last 7d)

detection.
Backup data 3578 ') Activate
B New(est7d) @ Older 2. Protect workloads with the “Detect

suspicious users" policy setting.

Leam more
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Readiness drill

Run a simulated ransomware attack on a new test workload that will be saved in the selected system. Then,

investigate the simulated attack and recover the test workload. You can run a readiness drill multiple times.

() Your real workload data will not be impacted.

Select a readiness drill test environment where the new test workload will be created.

Console agent

aws-connector-us-east-1 P
System Storage VM

VsaWorkingEnvironment-1 X - svm_rps_test readiness_drill_01 X -
New test workload e

) Requires 10 GiB of storage

rps_test_ drillo1

Readiness drill type

Custom recovery 2l

Save ‘ Cancel
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Complete /total
Web ervices 53 backup.. Review and fix \/
Protect critical workload fileshare_uswest 01 Review and fix
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Alerts > alert1407 > inc1407

inc1407

Impacted workloads: rps_test_test-drill-01

Readiness drill
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Encryption
Type

(77) %

©)

October 17, 2025, 2:20 PM
Detection time

\/ Impacted files (partial), to get full list Click here

New file extensions (6)

Impacted files (96)
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/Top_Dir_1/Sub_Dir_11/test file_1112.xIsx.Ick
/Top_Dir_1/Sub_Dir_11/test_file_1112xisxomg
/Top_Dir_1/Sub_Dir_11/test file_1112.xisx.pck
/Top_Dir_1/Sub_Dir_11/test file_1112.xisxxyz
/Top_Dir_1/Sub_Dir_11/test_file_11165.pdf.micro

/Top_Dir_1/Sub_Dir_11/test_file_11475.pdf.pck

ERT LI ZAR. "

i

Suspect file extensions (6)

cryp1
ck

.micro

1 | Probable clean files

/Top_Dir_1/Sub_Dir_11/test file_1112.xisx
/Top_Dir_1/Sub_Dir_11/test_file_1112.xIsx
/Top_Dir_1/Sub_Dir_11/test_file_1112.xlsx
/Top_Dir_1/Sub_Dir_11/test file_1112.xisx
/Top_Dir_1/Sub_Dir_11/test_file_11165.pdf

/Top_Dir_1/Sub_Dir_11/test_file_11475.pdf

1-250f 96 < 1 >

EEERAR, T


rp-use-alert.html#detect-malicious-activity-and-anomalous-user-behavior
rp-use-alert.html#detect-malicious-activity-and-anomalous-user-behavior
rp-use-alert.html#detect-malicious-activity-and-anomalous-user-behavior
rp-use-alert.html#detect-malicious-activity-and-anomalous-user-behavior
rp-use-alert.html#detect-malicious-activity-and-anomalous-user-behavior
rp-use-alert.html#detect-malicious-activity-and-anomalous-user-behavior
rp-use-alert.html#detect-malicious-activity-and-anomalous-user-behavior
rp-use-alert.html#detect-malicious-activity-and-anomalous-user-behavior
rp-use-alert.html#detect-malicious-activity-and-anomalous-user-behavior
rp-use-alert.html#detect-malicious-activity-and-anomalous-user-behavior
rp-use-alert.html#detect-malicious-activity-and-anomalous-user-behavior
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html

2. MRBERE WA TIERE, FRTUTRIE:
| BRI BB
- BEWAEE, REEWNEPEEHERENRE"
- NOERAHRERES, SR
 EEBREITE R NI TR
CEEE
AEERRED, RGTRES:
 EIEIRRIREI
| EEEIE,
3. FEIREEIES, EERE

EHaEmENE L EREEEREARERREN EITH .
mEsTE, EHERITIFRHIRSESL N BRE"
4. EEMEMNITIEREH,

BEXMEIENFRER, BRI NPENGRETME (FHBOERE) "

EFEREFENERRE
FEESHRESIERAMELFER, REREERLRRS.

FERIEFoAE ARAEES. XHXIATMBEERIBRRGMEEER, "THAERSHEGE GhRHEE"

*/FB¥
REIERIFAE B NE,
BRERER.
BEEFRREAS RETIRS, FERSERAUTZ—!
© BERR IREFRZENFRIRNGLE, FRRSERNERERR.

2.
3.

@ BRI, BRTAGHEME, NREBEIERE, NWANMBESHRRERELME
EhIRENBVPR B IRIRBI ARG A MR, SIREMIFER, WAESEIBA TR,

- Bk BHEEHER
HEAFESIRS
HEEITMHE, CAEREEREHREEIRE.

FRrEMEH AT BERITHES, EEEHALETIER. XEHXFMEEER. HERGMEECERNHEN G
MEEERARE, "THNetApp ConsoleHI#EREIMERE"

43


rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
rp-use-recover.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html

p
1. NBERRHMERER, EERE

%7 Runreadinessdrill  /\ Free trial (30 days left) ~
Reports A& EOEED @ C
Review protection status, alerts, and recovery details to monitor and maintain system health.
Summary
£ 4 Download (JSON)

Summary of workload metrics

Protection
4 Download (CSV)
Tabular details for all workloads that are at risk and protected

Alerts
L Download (CSV)
Tabular details for all alerts

B B H

L Download (CSV)
Tabular details for workloads marked restore needed, in progress, restore failed, and successfully restored

Readiness drills
E] L Download (JSON)

Details for simulated ransomware attacks and recovery

2. EEOEERS M T U TR EEEIRS.

7ENetApp Ransomware Resilience i & RIF & &

eI L@ e g B Bk E & Bin. BEERZEFINEReMEAHEIE (SIEM) &
gt BTREGESRES]. EBEITFRBAIMECE R P /A,

FrENIEHIEAE BERTIILAES, EFRELALASER. XHRXFMBEBRIHREZNHMEETERAG, "7
fi#NetApp ConsoleB VIR MERE" o

HMEA TR E TUE M A? EIRE AT, ERIBRITATEE:
©EI B TESESI RN TNG RS, HWRIMSRRG SR, BXFEES, BERHTHR
MR EEERES" .
* ERET R E &M,
* ERER R AR S,
* A& By,

* EREHNREMNEMHEERRS (SIEM) LUATTRB DR, BRI B ihiFBE R ZEIER SIEM
TR Do

BZiprigEE
R I M TR SR 2 IS 6 S E S TR AT 1] 12 B T

1.
MEERRHRERE R, EFREE @ B L AENETL

2. NFHISRBHRIEEFERE"
RINS RIS
BRI eV B R G TIERHN SRR R ERETHRR P ETES, AR, AERMKEHMERFAT

Rt MInRERIFE BN @R, PN AMEIIER T HRELKE LR RNEREERS EMTE
&o EWRIUSRIBTHRMRERES.

44


https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html
rp-start-simulate.html

BXBFAGR, B HTHRNG T EEES

BoE TIERAEUAI
BRI ABEE TR SR IR B Eh R IR AR TG 3o

1. 9B TEF, R TEHELINEIR,
2. B THRABRIVERF, EFRMITIEHEY,

IEERZARERNRAFNERSHE. FaANEHaRENFTRNAS. AR TR ZaERE

IR,
3. ERERERMITEHHAITH &R,
4. BRERGYIR,
o EFRERERMITEAHNAL, JEFRBINEEULKIFAIE EATM TIEAHIFREFHNTERH,
6. IRIFFEXNH M RFHITIIRE,
7. R R UER RN IR E T RE B sh R U=l & RIRFEYH TIFf#.

A] REHI A P AT
ERPESRF, GRS SR TR P RS B P AR R,
BXESEL, BBRTRNAFED

A& BAR
BERRHMEREN A LURRN M KRB EAE RN TER B UK AR D EEAEH BRI ERH.
AT RIPXETROE, BNZANEDER. ERILERUTERNERZ—!:

* NetAppStorageGRID

* TEHWERS (AWS)
* Google Cloud Platform

* Microsoft Azure

@ Amazon FSx for NetApp ONTAPHFE T {Ef & B r FHVE D B 5. {#F FSx for ONTAP&E D AR
SHITEDIRE

R ARIB (R IR P B THR (PR RIS 8 L By g B RN & 17 B AT
MIGRARBIHEF R IEIR R &7 B RIE
ERREETFSZEW. — T ENAIREREES D Br.
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1. EHRUHMENRRTD, EEEFNREER.
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Dashboard %9 Runreadiness drill /A Free trial (31 days left) ® C
Warkload data protection Alerts and workload data recovery
9 8 10 Potential attack types
Atrisk @ Protected @ Potential attacks @ Encryption 10
4 inlast7 days 1 in last 7 days Data breach 0
Wik Data destruction 0
View View
Recommended actions Workload data Workload backups User activity
Todo (8) Dismissed (0) New (Last 7d) 10T 0 B Getstarted
e —
Feiled (Last 7d) 1. Activate suspicious user behavior
Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix /' i
33% Total 4578 -
e —— "
Completed Backup data 3576 O Activate
Register available SnapCenter Servers with NetApp Console Review and fix \/ W prowecied W Atrisk e
® New(ast7d) @ Older 2. Protect workloads with the “Detect
4/12 suspicious users" policy setting.
Protect critical workload foxn fileshare_useast 01 Review and fix
Complete / total .
Prepare Amazon or StorageGRID or asabackup... Review and fix "
Learn more (3
Protect critical workload fileshare_uswest 01 Review and fix

2. MYERIRA, &R ESE<ENREB>EAEHBINNENAEENEE
3. IRIBR MRS AVIE R SR,

7 INStorageGRIDEA & BAR

FE ¥ NetApp StorageGRIDIZENFDBEIR, BERAUTER.

pg
12488 > SR ERTEF, EERI
2. NEH BIRRIR o
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Name

Provider

Select a provider to back up to the cloud.

aws

Amazon Web Services

o

StorageGRID

3. 3%&##* StorageGRID*,

Add backup destination

1) Action required

Microsoft Azure

4. EEEMEEFUNE TEERHBNSERE:

° IRHEIRE:

* QIR METREERE B HEER R E D

* StorageGRIDMX T 52 fREH A . iwO. StorageGRIDI ) ZEHFMZERE

° WL %R IP =(El

* IP DR REBEF IV ERENSE, It IP

O. W
“
WMEED B ARINE &9 BAr5I&RF.

Backup destinations (5)

Provider 4| Name 4| Region 2| Encryption

o netapp-backup-vsavhziTdpp us-east-1 wa

s netapp-backup-vsac2gmsusu us-cast1 wa
netapp-backupvsaigd!  us-east 1 wa
netapp-backup-vsajgd2 us-east-1 wa
netapp-backup-vsajgd3 us-east 1 wa

Backup destinations

Default
Default
Default
Defauit

Default

Non
Non
Complia i
None
G nce mode

a

Google Cloud Platform

2| systems

VsaWorkingEnvironi

VsaWorkingEnvir

ment-VHZK7DPp

onment-C2Gmsusu

E,

Created by

Backup and Recovery

Backup and Recovery

uDUoOS0Z

== [B]RYEREHIE] LIF R ZEA ik B EXRI5 1A R,

|
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730 Amazon Web Services fE A& BAF
B AWS KB AEM BN, BRAUTEER.
BXEEHEHERE AWS FHREIFAEE, 152F "EIEE8 Amazon S3 7ZE1E"

p
1. 2428 > S ERTUEF, EERI
2. NEH BIRRIR M,

Add backup destination

Name (1) Action required AV

Provider A

Select a provider to back up to the cloud.

| B
WE : a
Amazon Web Services Microsoft Azure Google Cloud Platform
StorageGRID

3. E#E*Amazon Web Services*,
4. EEREEMEEZ I A T SLHBNTERE:
° IRIHEISE:

* QUE—MIBEER, NMRERSPELEEFMER, R NEEER, HEERLEECH
TR RIFMEE D

* AWS P, Xig. AWS EiERYiA )22 AR 2540
"WNREEE G HEMENR, 1B2RRI S3 7" -

° Ji%E: MREIETCIRIM S3 FER, BRANRHBRAELENNERRERS. MREEFRNEFHE

AIAMBRT, FHERPESIEER AWS EIERNEAME, @RISR AWS BIZRER, AUk
REB CNEAEEHIERNME,
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o WML R IP FEIUNERERLER SR
' IP DE)REERDIIEFIERERE, It IP =EAIEEEE LIF ¥R H Bt B BMIA IR,

I E, EREEFEREZAEEMN AWS FABKRIHET & (PrivateLink)o
WNREAEER AWS PrivateLink, 1E5&% & AT Amazon S3 B9 AWS PrivateLink”s

© &PH ERERDHFEPRNHRENRERIFEN T HISREMIER. ItikINfEANetApp Datalock
Ko BIMEMRBEREHABE, HELD 30 X, BMLERS 14 REVEHH,

() nzenaRBESHHTLE, WERESHEMEEEEEERLLE,

* RIEREL: WEHF (BH s3:BypassGovernanceRetention AfR) B LATEREHINE & S MIFRZ 1R
RIS
- EHEN: BRERBHALEESHMPRZRIFEIED X

S. RN

ME&ED BB RINEIE D BR5 IR,

Backup destinations

Backup destinations (5)

N Google Cloud Platform 1ER& 9 BR
E¥ Google Cloud Platform (GCP) & B A& M BER, BHEAUTER.

BX7EEHSPEE GCP FEIFARER, B3 "Google Cloud FREVIZHI & LIE % 510",

T
1. #1988 > &M B TIEF, EER
2. I \&1 BATHIETT,
3. 3%##*Google Cloud Platform*,
4. EEREMEEFINE TEAHEASEEE:
* RIEHIRE:
* BIE—NIEMER. WA IEIRZAER.
* ENTOERIZR Google Cloud Platform 17 B #1X 15,

10N
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Add backup destination

Name ©) gep-backup s

Provider ) Google Cloud Platform N

Provider settings

(® Create new bucket

Netapp ransomware resilience will create the bucket in your provider environment.

Google Cloud Platform credentials

Access key

Google Cloud Platform details

Project

Secret key

Region

Encryption ) Google-managed key s

Backup lock /i Not supported

° INE: MREEFLIBHNEMER, BRARHBRELENMERRERS. IREEENEFMHER,
WmEEEELA A

RINMBERT, FHERPREBUERER Google EIEMNEIAME, ERILIAE(ER Google BIZHIZ A,

°

& %k IP TERUMNESERALERR.

" IP:

BXR7EEHQHEE Azure §

TEIREBENNEFREAIER. tLIPT
FBE, IRERSEREZAEKERN GCP T Al
O. I

MBS BRREARINEIE D BARY IR,

70 Microsoft Azure {ERE D B
B Azure 1IRENEMBER, BRAMUTERS.

IB]RYEEEE(E] LIF AR Wik B BRI R R,
= (PrivateLink)o

FEMTDTHBFAER, B3R "EE Azure TIEMTIZITE
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1. 24928 > SN ERTUET, EERI
2. W& BIRRIE R,

Add backup destination

Name (1) Action required ~

Provider A

Select a provider to back up to the cloud.

=
aws : o
Amazon Web Services Microsoft Azure Google Cloud Platform
StorageGRID

3. FEIR“Azure’,
4. EFREMEEZINE Tk HEATERE:
° IRIEEIRE:

* QUE—MIBEFERE, MRERIERELEFE, WEE— T NEREFMHIKE, HEERLEECH
TFiftk A RIS 0.

= Azure EIHERY Azure T8, XISFIEIRA
"WNREEBHEEENK,, 1B21E70 Azure Blob TZf&IKF" o

° INE: MREIEFLIBHNEMEIK,, BRNEHERHLEHNERRAES. MREEFINEKR,
NnEEEELA A,

FINBRT, kP REEIRER Microsoft BEIZRVZIRNNE, &) LI4X4:{ER Microsoft EIERYZEEH, 12
ALUEREZE SN ZAEEIEENNE,

° WL ER IP FRIUNKESERLE RS,
' IP FEIREEZMMNEFRENEERE, It IP aIpVEETE] LIF % EH Hik B B MR R,
s IE, ERERFERAZEIRERN Azure TRALE S,

YR IEAB(E A Azure PrivateLink, 1&5Z(% "Azure PrivateLink",
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MBS B ARINEI&E D BARY IR,

Backup destinations

cryption 2| 1Pspace 2| Backuplock 2| systems 2| Createdby
P pact p y: Y

Default None o 050z

X
g
g
S

nnnnnnnnnnnnnnnnnnnnn

EEFReMEMHEERS (SIEM) FH1TREAD I AR

TR L B HIE R ZIENELMNEGHEIERS (SIEM) HITEM DR, S8 LLEER AWS Security
Hub. Microsoft Sentinel 5 Splunk Cloud fE{&# SIEM,

7£ Ransomware Resilience F/E /A SIEM 281, BEEEELEMN SIEM R4,

EFRIiEF SIEM BIS IR
Ransomware Resilience 7] LU LA FEHEHIELXENER SIEM R4

* 1BIR:
° os: XE—TEBONTAPENEE,
° os_version: R4 LIEITHIONTAPKRZS,
° connector_id: BIERFMITHSMREDN ID,
° cluster_id: ONTAPAZRSFIREHIEEE ID,
° svm_name: &RINERE SVM BIE R,
° volume_name: &EIMEIRHIBHIRAT,
° volume_id: ONTAPAZRFZIREHIER ID,
* E=
° incident_id: #IFRREFME T HHRRGME PRI RENEERNEH D,
° alert_id: $RUREMERNDAITIEHELEMRY ID,
o FEEM: UTEREAIZ—: TEE. ‘B AL ]
o IR AXRKNFIMNEIRMIEMEE, FIENEIENE arp_learning_mode_test 2630 1€ MEETER
MERRERE

BCE AWS Security Hub 31T

7£ Ransomware Resilience F/ZH AWS Security Hub Z &1, EFEETE AWS Security Hub FHITUU T AT B

* 1£ AWS Security Hub Fi& B4R,
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* 1£ AWS Security Hub FIEE S P IRIEFRZANZH, (A KRIBHXLESE, )

7 AWS Security Hub & B[RRI B
1. %3] AWS IAM $ZHI &,
2. EFEER
3. EALLT JSON H&XHI D AR KRS :

"Version": "2012-10-17",
"Statement": [

{

"Sid": "NetAppSecurityHubFindings",

"Effect": "Allow",

"Action": [
"securityhub:BatchImportFindings",
"securityhub:BatchUpdateFindings"

1y

"Resource": |
"arn:aws:securityhub:*:*:product/*/default",
"arn:aws:securityhub:*:*:hub/default"

B2E Microsoft Sentinel FH{T RGN

7 Ransomware Resilience F1/2 F Microsoft Sentinel Z &1, EZEETE Microsoft Sentinel FHITU T EL T F

© FOREM
° B F Microsoft Sentinelo
° £ Microsoft Sentinel FEIEZEEX A,

* Fig

° M Ransomware Resilience LUIEULR B Microsoft Sentinel BYZE 14,
° JEMeIE— N BE,
* BR: ANARER IR,
* BHWIE: WMANAERNSHRIEERE.
B F Microsoft Sentinel B4 1%
1. #3|| Microsoft Sentinelo
2. BE*Log Analytics TYEK*,
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3. |BH Microsoft Sentinel LAfEFERINIEIERI Log Analytics TEX,

1£ Microsoft Sentinel FRIZ B ENX AL E
1. %% Microsoft Sentinel,

2. SEFATIA* > FREE] (1AM),
3. MANBEXABRZIR, FARZFF Ransomware Resilience Sentinel Configurator,
4. EHILLT JSON HIEEKENMEE JSON IEBTRH,

"roleName": "Ransomware Resilience Sentinel Configurator",
"description": "",

"assignableScopes": ["/subscriptions/{subscription id}"],
"permissions": [

]

S. WBEHRFEMLE,
ARG IRE 81 LUK B Microsoft Sentinel BIE 4R 1
1. %% Microsoft Sentinels
2. i%4% Entra ID > N AR > NAEREMR.
3. WFH AR ZRER, HA\‘Ransomware Resilience’,
4. 71 ZFFRIMKF B FEER, R (VPRILALS B RPRIKF,
S. EEREHEEMR BIARSIS
6. FEIF %"
7. EF AR RRFERNILE,

FME, Microsoft Entra B2 0GR RN AREFEERAT IR,

B M ZRAN T B
1. %3 Microsoft Sentinelo
2. EFHEPFNE > BEPIHIIEZ > g P imils
3. RGN AR FEHZ AR
4. NMBTEFE— R E B ER e E B E XA M ER.
B IRZANEXMEARSIAME (24 ME) 5EE, Microsoft BiEI&E/NTF 12 N HRE!
HA{E,
S, ERR I KRR IEHITRER
6. iIEREMWITSBHRERNMNE, BALAERE, ZBEERBET.
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NN AR DN 1B
1. #3| Microsoft Sentinel,

2. EEFHTE > iR (IAM),
3. WEEAIN > R IR e,
4 WFRNEERAE TR, SRR EEEEEER"

Q@ x=ezmsmnaEXAe,

TET—5

R ECIARINRFEE R, AP ASARS &

ERERR G, ARG, ¥ *Ransomware Resilience Sentinel Configurator®s
TET—F7

T APt A FERR, SR ATRAPHERSINEERBEEE. UAA. RBAC (%) ZIMIFR
BABS

10. EFTF—H7
M. SR DB KD EANR,

© © N o o

MNN FBERF B HIIEEIRNDS B
1. %% Microsoft Sentinel,
2. NEIE:
a. MNP ID. BFIHNAER ID NEF iGN AEFEH.
b. 88 FH IO

() NERYE, 2UTBINEHES.

3. NN FETEFM Log Analytics TYEEIFARE S
a. EFITiH ID. FIRZAM Log Analytics TEX,

BCE Splunk Cloud #1TEAME I
7£ Ransomware Resilience F/ZF Splunk Cloud Z&i, EEETE Splunk Cloud FHITUTERTE:

* 7£ Splunk Cloud /E A HTTP S URESLLET HTTP I HTTPS MITH| 8IS G R,
* 1 Splunk Cloud oIS HUER SR,

7£ Splunk F/2 A8 HTTP EHINESRNTE
1. %3 Splunk Cloud,

2. FEERNRE > BRE o
3. EF HTTP SHUESS > £BFKRE,
4. EFRESREYIR E, EFBER%
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5. EjLEM4INESET HTTPS MAE HTTP #HTIAIRFIERES, %R B SSL,
6. FE“HTTP IS N HTTP SB4UREERAIIR

7f Splunk FEIESHUESRTERNITE
1. %3 Splunk Cloud,

2. EFENGE > RINEUE.

3. EFR RIS > HTTP S URESRS.

4. MANSENETHER T 5%

5. EFRHEEMHIBUARSY, AEEFHFIZ

6. MINmRMFTEIRBIER, AEEREIRRS

7. SHISHEHABEMWEEIZ — AP, ESHITEHRIEPE,

SRR BHEIRER SIEM
[EF SIEM SR ERU MM EHIELIEEERY SIEM AR 2B LUHITEM DR S

p

1. NE=HGRES , EERIPF> $RNEFME
2.
MR IMERER, EFEEE @ .. B L ARNETL,

3. PEERE
ll:l:llI)L:“ \XEHJ\EO

Settings %7 Runreadinessdrill  /\ Freetrial G1dayslefy ¥ () O

Service-level settings apply to protection, alerts, and recovery.

@ Backup Destination J\p— SIEM connection ® User activity

(©) 5 cloud destinations © Disconnected O No user activity

Manage cloud destinations to back up primary storage. Send data to a security information and event management (SIEM) for threat User activity agents in your environment host data collectors, which transmit
reporting. user activity events to NetApp to detect potential user anomalies, such as

data breaches.

B8 Clean restore  Private preview @ Readiness drill @, Workload discovery

Isolate suspicious workloads in a secure environment, remove malware, and © Not configured () 8systems

restore them safely to production. Sign up to try this new feature and

provide feedback to help s improve the functionality. Thers i liited Run a simulated ransomware attack on a test workioad to investigate the Select the systems in each Agent where you want to discover workloads.
availability. attack and recover the test workload.

4 T—“‘HE"J\EEFI’ F IEM ﬁ?ﬁi%q:'ﬂl‘]“ﬁﬁ%”o
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SIEM connection

Send data to a security information and event management [SIEM) for threal reporting

SIEM o

Select the SIEM where you want 1o send data

aws |= sphunlcs

AWS Security Hub Microsolt Sentinel Splunk

S. EEFEHAP— SIEM &S
6. 4 NIE1E AWS Security Hub 8 Splunk Cloud BB <M S M IRIFIFAE S,

(D EwANESIATEAEN SEM,
7. SRR

RENHE R BER.

7ENetApp Ransomware ResiliencefC & B] 52 F P S& Shia:

MR HRARE T SR NRBE PIN TSR P 1T, EIEEBERPRIIBERHTRR
rEMH.

BNFER SR MEEE D ATONTAPH FPolicy MBI P /A E M RAQN I SRRV P iEED. BUERRFIEEIEUE,
BREERHE RS IR EDNAE, ZAESTEERIEF EAIZER Linux RSS2 VM.

RIS UL

WAL D—PEPERRIEA BEECE Ransomware Resilience FRHIRIEE R FPSETION, H1E MBI RN
SNERWBCERISEA P EEIThEERY, EEERMCIEFHE B RBUEIZINEE

— MBI LI EZ MR ERS. SRS HRIEAIXE SaaS UBHITH. BRMERAIESS:

* $RiEUNER 28 MONTAPIEE FA R B TH AU
* AR BREESERIENERUKAR ID REEIBF .

WEREHRRHMEIRETRE,

JE FIRT & A P iR shAs il

FREMEFEAE BSERRAFEDRN, SEEALNEERAR, MFaRBFPEINEEERE, §F
Ransomware Resilience AR 1T AHEERAE, "7 #ENetApp ConsoleBVEI R HFIMERE",
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ANAFEAE

RFESRIERHBIERESRNAIRITING, RERESSHERGMEXZAFEDEN BETIEED—
R P EE IR gEB AR &R A P &Rl

2K
BREAPEDRE, ERE—NHEUTFRERAMRS SFERBENTEI L.

BIERAER

BIERS S FHIRRZS

AlmaLinux 9.4 (64 1iI) £9.5 (64 i) # 10 (64 1) , 1%
SELinux

CentOS CentOS Stream 9 (64 1i1)

Debian 11 (64 fi1) . 12 (64 i) , B#F SELinux

OpenSUSE kX 15.3 (64 i) = 15.6 (64 i)

Oracle Linux 8.10 (64 fiI) . 9.1 (64 fiI) £ 9.6 (64 1) , BIF
SELinux

AN 8.10 (64 1iI) . 9.1 (64 1) E 9.6 (64 fiI) #1 10
(64 {i1) , B33F SELinux

BE Rocky 9.4 (64 iI) £ 9.6 (64 i) , 3% SELinux

SUSE )V Linux 15 SP4 (64 i) = 15SP6 (64 {iI) , €13EF SELinux

Ubuntu 20.04 LTS (64 fiI) . 22.04 LTS (64 {i1) #0 24.04
LTS (64 1)

RSS2/ EXK

IRESBXHTHEUTRIEENK:
* CPU: 4 1%
* N7Z: 16GB N1z
* WiFE=SiE]: 35GB B AL SN E]
e
1. MRXBEERCNERFENRIE, BHRINEIR. TERPENERS, &80T,
MREERMEMBAEDRIE, BEEINEE, KEBFEDER, AREREE, TRAPEIREL,
EERPESNIRE R, ARIEFERN.
2. mBESRME, RAREEXE, EFET—%,
3. RMEAFENREBFAEE:
° APENRIEZR
c FHIGARE - THI AR BN SBFENREBATRE—MEHR, FHiBd SSH EEZ B EsIE IP i

o
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° VM DNS & #Rg{ IP itk
° EAH SSH %A

User activity agent name

Select a Console agent located near the user activity agent to minimize latency when transmitting activity to Ransomware Resilience.

Console agent i ]

Select a Console agent -

Provide the VM executable environment with “root" access for collectors in this user activity agent.

VM DNS name or IP address

VM SSH key i ]

4. JEET—P,

S. MEBEINILE, WEBIE USTRA AP AR,

6. WIARFERIEERINCNE, ERFEDERTD, MINEERRAEEET,

L5

IR ESNERE, REREXRS, ARTRAFEDNERPEREE, ERAAERIEBEETR, ARIE
ERAFPEDREULEEEXENFARGSE, SESERERNAR BREESR,

ANER R SRR

HEBARE AR AN RN RIFRESEY, SRERESRSEHEE, EXEFEAER, 7SN
AN ZR R

ERILBEMIEWRESRNFARES. NRE, EF BFEN ERPHNER, EFEBIERESETF, AR
EREERERUEFHFAEEHEHEFE,
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= I NetApp cConsole

Ransomware Resilience Settings > User activity > collector_001

Dashboard collector_svm_001
Protection et cotlct
) ata collector
o° Type
Alerts
Recovery
Workloads (1)
Reports
Workload | Type
Settings
fileshare_uswest_03_.. File share

//J\\j:”]ﬁﬁ)j E i *%%g
ERNAF IDRFFAFPR, G
B

(©) Running

Status

= 3| @ Importance

Critical

G A B RiERE RS,

1. E#RRMGMET, BERES
- ERFERERT, EEEE,

2
3. EEAF BRIEEB[MATF, RAEHEFRM.
4

- RHERINFAESR

° HF

- AFBERER

AR 28I RI 2
° BRMEBMIIEREM
° BIND 1%

° PEED

° Y (FJi)

° O

o
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1.685.0

Version

=3 | Protection status

) Protected

Organization v Project
Q search

10.001.00.001

Cluster or storage
VM IP address

= 3| Detection status

Active

svm_001 .
) 23 days ago
Storage
Last reported
™
= 3| Detection =34 | Otherpolicy sources= 3 |
23 enabled

£ e ©

@® Pause

ua_agent_001

User activity agent

Q
Backup desitnation = 3 |

netapp-backup-aws



User directory

Connect to your user directories to identify specific users performing potentially suspicious behavior. Get help [

Connection ~

Name User directory type

Active Directory v

Enter a unique name.

Server IP address/domain name Forest name or search name
BIND DN BIND password
©
Protocol Optional Port
Idap 389
Attribute mapping Not set ~
Advanced Search query: (|(objectClass=posixAccount) (&(objectCategory=person)(objectClass=user))) ~

RIEBMEMETFAER:

° BREM

° SID (WIRE(EF LDAP)

- AR

° Unix ID (S1REFERA NFS)

q%is%ﬂﬁ%@uﬁxTu@%%¥m#%m BIESE. Ae. M. BR. &), BH. £E DN
R BRI EBERNIERE,

S. AN,

6. [REIFAF BREZIEN RUNERF B REZSEBNINRT. WRCIZKT), AP EREERNREET
J-.ET 1—_|' o

PR P B REZS

1. EHRUMGRES, BIRE

2. $REIRFERER, EEEE,

3. R B REZBETFo

4. WMEZMERHAF BRERSR, ETRMNREREF, EF=1 =" ABNR.
O. TEEHBIFHENES, EEMFRUMRINERRIE,
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MRy FT &% A PSR B E R

RERBAEMONE, CTNIERAETSESEE. SXESEL, #SRLUEEEHNSEBAT
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ERSERRFRE

{£FINetApp Ransomware Resilience

f&BINetApp Ransomware Resilience, ERIUEE TEREBRWKRHRIF ZIERH,

* "RMEERRMEPNITIERE" -
* "MIRIREE RPN TEAHZERKT" o
© HEHRBHRRHRIFEN
* "RIPTEGE"
° NI ECE R RIFERER,
° IN3RA AR IRIP LARA LE R RIS R K ito
° BUE. BECAEMIERRIF RS,
* MR E BB RN RE"
*MIREFRME" (FHERR) o
* "RRERIPIRE" .

£ NetAPp #ZRIHIME SN TR iz TR H BRI

NetApp Ransomware Resiliencef¥&RiRigtE X TIEAHFRIPEBINEIEEES. &0
l«lT%EE%EL?]"IV:ZZEP_JZE%T%FE’JIT’E’ﬁi‘ﬁZ, IRAREGEmMIS T IREPRI TIERE
, FFBETEEZRRIPIATFERANEFEESRGSFRIPEE,

ERNERERRIPEN. EXRE. THREMNEEMH,

FREMEH AT BERITHES, EEEHALETIER. XEHXFMEEER. HERGMECERNHEN G
MEEERARE, "THNetApp ConsoleHI# R EIMERE"

ERNERIRNE T FREERKR

g
1. EHRIaRMENIEAHE, BRNEMENTRIRE ERTIEARBERIPERRRR.
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Data destruction
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NN A ST E M m P E IRV ERER,

MR BEHMIRSPECE T B EEERNMARIPH FPolicy R1P, NICNIREIEBERAT], #ATHR BEH=
&P, "&HME", FI"ONTAP FPolicy"s

SIEHRMFRIPREE (WMRELERBRE D HRER)

NRTIEARH ERNFRRRBAENRE, ERIUEIESRMARIPRE, HPrJUEEEESHRRGMEPLE
BYLAUT SRR

* Snapshot FH&
© BN
* BRRGHNBER

BIEB RN RIPRIBHIT R
1. NSRRI IMEREH, EEFEMRP

Protection status

9 9 in last 7 days @ 9 1in last 7 days

Atrisk € 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies
Workload 1 |  Protection status = 2| Snapshotandback..= 3 | Type= 3| Protec.¥ 3 | Encryptiondetecti.. + | Suspectedu  Actions
FSxN_fileshare_useast 01 @ At risk. None File share N/A IN/A “ (  Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block N/A @ Enabled 1/A Edit protection
MysQL_4781 @ Protected NetApp Ransomware... MysQL pg_important @ Enabled
MysQL_8009 @ At risk NetApp Backup and... MySQL N, /A d, Protect )
MySQL_9294 () Protected NetApp Backup and... MysaL /A (%) Enabled N ( Edit protection
Oracle_2115 @ At risk SnapCenter Oracle N/A \ Protect

2. ERIPIIES, EFE-NIENE, AEEERP
3. FEHFIRMBHIFREETIE S, TR0
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Add Ransomware Resilience strategy X

Add Ransomware Resilience strategy

Ransomware Resilience strategy name

Detection 1/ 3 enabled v
Snapshot policy Action required v
Backup policy None v

4. B ONFTRORER R, SWMAMBRMATER. IRERWANZINE RN, BEREETNRMHEFE
ll*o

@ MRIEEREHHESINEHERR, Ransomware Resilience £7E/RIARFREMINN“ _copy’s &
RZERB T E LD —MEBEUEEE—,

S WFE/AWMAB, EFE M TFEX"

° FMBER
RS ERTNIRIT RV INEREE 2 —o
* BN BRI, ILERRFMERINBERNS R K.

* ARARPTARN: BRABFITARN, BRFPENSHEREISRRAIMERDHRN TS
, gk R EE,

* PRI RE . BRIIIRERILE R M ETNRER L ERBI AR BR. SERAXERN
BY, BHRE(HIREREN =B EIRENIRIRR 4N,

IREEEIR BN X RE, BERSGEESRPREEEN.
° IRAGSRES !

* RERERBEEMB AR EFE— TR EER U H N IR RBEI R o

* RERBITE . BALLIHAERI BIE T8 ERVIRIRBIZA, UERMESHRUGRTHNENFMEET, E
MNE—ERBIRBTERERTMER. XBN_FEIBEFME . XESMENEER,

HIREBWHER, EHTHAR E)I%E N IRIRRI AR AR E,

Snapshot BIASBiEIER FONTAP 9.12.1 REShrZA. E7Tf#i#HXSnapLock WEZER, 155
"ONTAPHHJSnapLock”,

* REGR ERTRIET. EREVREREIALRE, AEEFEAIT.
° HINEREE:
* BIPRBERZN: WAMBRIERIE R,
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* EITR L SRR T REFER T RIET S AR,

BEMEE LERAEOIE, BEAKEETEEER Bif. BXIFAER, HEEEG
BIgE"

6. WIS

R NSRBI E) R B FSnapCentersl &A1 E EENMARBHMEH R TIERH
BEIH I E RE N LIS BEBE NTE H fttNetApp/~ mEl AR S5 F EERVIL A IRIEM S (0 RIFB TR H 2 ECHL 5RES

BIRIPERER, HMARS (FIaN&MHFIMEMSnapCenter) ERAEIRRE. EHF —RFERER M REFMHEN
SRB&,

mRA A &N IRRREEH TR BRI SRS

MREEEHERHMIRE K SnapCenter FYIRERHEZ D RS, MATLURNKEERIQNBRRERET. BFEH
Ransomware Resilience BIR{RIFFIICN, ESRFFHEZFREEHITRIP,

p
1. MR RER S, EEMRP

Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days
Atrisk @ 35 TiB data at risk Protected 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 |  Protection status = % | snapshotandback..= % | Type= % | Protec.= % Encryption detecti... % | Suspectedu:  Actions
i ; . 7 N
FSxN_fileshare _useast 01 @ At risk None File share J N/A \ Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block /£ @ Enabled 1/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
R
MySQL_8009 @) Atrisk NetApp Backup and... MysaL N A ( Pprotect )
s MBS Gd
" o Y
MySQL_9294 @ Protected NetApp Backup and... MysQL /A @ Enabled {  Edit protection
. i N
Oracle_2115 @ At risk SnapCenter Oracle Protect

TR TIES, EE—NIEAE, ARTRERP,

MR IME e TN R B F1EEEHISnapCenters &3 1 S 5K

EREBMBENEMNFME K SnapCenterSBEEHN S FA_GN_HKE&, HEUHEHEIRIE RIKIE,
BEFESnapCentertREEFNIIFMER, HEF M Fak"

EFRERERNNIGE: INEN IEEA TN PR LTSS BE

EET—%,

NRIEEF IR AP T AN RIS E, HEE AP E AR R HelE—1"

© N o o k~ w0 N
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BREDIEITE M EIEKESS, Ransomware Resilience Bl EIEKESS, BB ESISEHEmE
Ransomware Resilience LIS ERF 1T N

0. HEET—%,

10. HEMAER, EECIERBER N,

1. T_ 'f%j:)ﬁl D'jEJ: gE*-LI}”J'{kIL;\LXE%lA*JIJ\JLa:/EEjJ%IL:\O
BRI RIFRIEERINE N EH HIRB R

TR LURE R RIPRIEE MBI E D IRRRES. XM EASRIFRINPEERNRIF, HESHRUGMER
ECE A fRIP,

ps
1. MR IMEREBR, EEFEMRIP

Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days
Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies
Workload 1 | Protection status = 4% | Snapshotandback..= % | Type= 3| Protec..= % | Encryptiondetecti.. + | Suspectedu:  Actions
FSxN_fileshare_useast 01 @ At risk None File share N/A /A A IK Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block N/£ @ Enabled Edit protection
MySQL_4781 @ Protected NetApp Ransomware... MysQL pg_important @ Enabled
MysQL_8009 @ At risk NetApp Backup and... MySQL | A \, (: Protect )
MysQL 9294 @ Protected NetApp Backup and... MySQL /A @ Enabled {  Edit protection
Oracle_2115 @ At risk SnapCenter Oracle N/A N \ Protect

2. FRIPTIES, EE—NIERE, AREFERP

3. BRUMAMEI NN EFEIEHE S UE:!ZSnapCenter%W%o BERMMBENEMHNRE

BiSnapCenteriRB, HEF BRI AREE, SEEFIZAEN, PRUNHRENZBONRIBERICR
BRI,

4. EERFRIPERIR, MRAFERIPER, HERRIIROIERERE, BXCEREHNES, BSRACIERPE
B%o iﬁ%-F_ﬂio

o EREMN BN EIBR— M INEND BiR. EET P,

a. NREMRIPREEEAAITHRN, BEENFRFEE— AR ESRIERITERNEERE

2%, Ransomware Resilience BnhtIZ#IEWESS, KR EDEHERE Ransomware Resilience L
eNEERPITA.

6. BEMHRIPRES, ARERRIPRNAE,
7 ERIPTIE L, EELIRS UIMEIL F AR,
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S ECARRISRBE
TR LU E SRR E R A R,
p

1. NEBZRRAMERER, EEFERP

2. FERIPPTIEN TR HIT L, EERERP.

3. IRTEMBERERELIFNIMB M MIME K SnapCenterilg, FEUHER BHRINEREE, BEEIRI
BREE, HEPRIRIE RS,

4. EHRBETIES, EREHENRENETEXUEEFAER.
o. IR E S RIS,

6. FEFRIF* AT E o

BIZRIFA

KX HHZESAZIRIPAT A UER MR IEHIER . $RUNGMEERNAIURRFRFETHFRES, M
FRBREPEIE.

BRI EE, MABEERPRENMA EIRZHRIPPVANZHRIPHAE) . HEBFRIPEBRRNNERIPAR,
R RBRG RN A HEE, B3EHSnapCenterflNetApp Backup and Recovery &R SEER,

pA
1. NBRMMGIMEREH, FEEMRIP

Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 |  Protection status = & | snapshotandback..= 3 | Type= 3| Protec.= % Encryption detecti... * | Suspectedu  Actions
FSxN fileshare_useast 01 @ At risk. None File share \ . 2 '\\ Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block N/A @ Enabled 1/A Edit protection
MySQL_4781 @ Protected NetApp Ransomware... MysQL pg_important @ Enabled
MySQL_8009 @ At risk NetApp Backup and... MysSQL I /A (: Protect )
MySQL_9294 () Protected NetApp Backup and... MysaL A (%) Enabled " ( Edit protection
Oracle_2115 @ At risk SnapCenter Oracle N, N \ Protect

2. ERIPIUES, EERIPEEDR,
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Workloads Protection groups

Protection group (1)

Protection group 1 | Protection status

pg_important () Protected

Profection group name

NoRansomwareOnThisFileshare

Workloads (17) | Selected rows (2)

Select workloads vith no other policy source or with Backup and Recovery as a palicy source.

Workoad t1 e

Console agent

O avewisen Fieshre SR———

eshre usves 027453 e shre T —
foun fleshare_useast 01 File share aws-connector-us-east-1

] gepha.vol1_7496-ws. File share gcp-connector-demo

) onstouseon ok D—

0O msaoos wsa —

O sasose wsaL p——

O omdeans G —

™ -

4. B NRIPLARI R,
S. EERERMBAFRNTIERE,

BEERXRIFRENEZIFAE

6. R T—5",

Warning: All current policies vill be replaced with the selected policis.

Ransomware Resilience strategies (3)

Ransomware Resilience strategy 1| Detection
et plon 273 enses
S . 273 ended
O g 1 stied

@ etecion 1/3 enaied

TS —

Ransomware Resilience strategy

rps-important-plan

Workloads

Select workloads to add to the protection group.

inportms | © privacyexposure & | Protection status =2
crtal " © anisk

crtal w © proteced

it vigh @ sk

il w @ arisk

il w © proteced

il w @ sk

il w © proteced

crea i © s

[

B, mRspEIAM,

Protect

Select how to protect all the workloads in the protection group.

2| snapshot policy =

Backup policy
aritical-ss-policy aitical-bu-policy
important-ss-policy

important-bu-policy

standard-ss-policy standard-bu-policy

Setiings Snapshotlocking Disabled Locking retention days gy
. Frequency | Snapshot copies | Retention e
oudy very 1 hours » sy
daiy Every 1 day i iy
weskly Evry i of ek s
monthly Every Jan, Feb, Mar, Apr, May, Jun,.. 2

a. NRFEEESMDRE, BEFE—1, AREET—T,

b. yNRERIIE N ERER BIER P IT RN,

Detection

1/3 enabled

1/3 enabled

1/3 enabled

[ ——

IFEREREERNIIE SRS,

Q

3| Protected count

252

Snapshot and backup policies

Backup and Recovery

|

Backup destination

netapp-backup-vsajgd1

a3

Backup and Recovery

Backup and Recovery

SnapCenter

Protected workloads

Retention

REBEE T,

netapp-backup-vsajgd1

netapp-backup-vsajgd3

netapp-backup-vsajgd1

o



8. WERIPANER,
9. BIFREMMRIFANCIE, HEFE R

IRABEIRIP

&) AE IR 4B B9 SR B

g

1. MR mER B, HEEMRP*

2. FRIPTIES, EERRIPARTR, AEEEREIIHEHRRAA,
3. MIRIPERIBEE TUE S, R RERF

4. EERENARIE RIPREESOEZRMUERRIPRE, BEXMNRIFRBNESER, BSHACIER
PR, ARERRE,.

S. EEMBFHE S, EEMNENED BRSNS SR Bir.
6. EET—PREBLHNEL.

MARBIBRTIERE
TR REHE R EMILE AT MR ERE,

p

1. NBRMMGIREREH, SR

2. FEMRIPTUES, R RIPAETR,

3. EEBEMAPMER— DS TIERHRIE,

pg_important
Protection group

tttttttttt

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ @ v
View
Workloads ©) a 4 ADD
Workioa t 1 Type | consoleagent  T| importace T 3| O Pprvayeposure 3| Protectionstatus | Detecti pol = =
File © protected 2/3 [©)
i () Protected [C)
Oroeded  2/3ebed  Rensomware Resiince o)
,,,,,,,,,,,, © Protectes °
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa © protected ©)]

4. EEENRIPATES, ERENAFRERNOTEAR, AREFIRE X
o MURIFRER, R WERIIERE.
6. WIAEEMFRT (E R HHEE W

ERERIFLE
WFRRIFAZMPFRZER BRI, BRIMEREDTIERH,
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p

1. NBRMRGIMEREH, EEFEMRIP*

2. ERITIES, EERRIPAETFR,

3. EEFEMPRFF— DS TIEREAIE,

pg_important
Protection group

Workloads
E File shares B% Applications
‘Workloads (5)
‘Workload 1 Tee = 3| Consoleagent =| importance

fileshare_uswest_02.3223 File share citical
mysqL4781 MysaL Standard
oracle 8621 Oracle iitical

2| Protection status

3
2
H]

ediam © protected

) Protected
© Protected
© Protected

© Protected

4. EEEMRIPATENG LA, EEWRRPE

o WINEEMIPRIZAFHEE MR

BRI RES
1R LA PRED ZRAN 1 ER B

EERYPRNMHFRIPRERIPHTEAH

EMFREN RN RIPRIE Z A1, ERIEFEEEMETEHER

ERTLAMERBE | R PSRRI E SRS E R TR H

EERBHNTE
1. MR mER S, HEEMRP
2. FERIPTIES, R EERRIP R

ENFER ML SRR TUE B R BB Y 2o

Ransomware Resilience strategies (4) | Selected rows (1)

Ransomware Resilience strategy 1 | Detection
(J\‘ rps-critical-plan 2/ 3 enabled
Y .
() rps-important-plan 2/ 3 enabled
o rps-standard-plan ~ Recommended 1/ 3 enabled
(7_) rT-strategy-enc-user-ext 3/ 3 enabled

3. FE'PRMMARIPREE TNER R RPN TR R T, &

Snapshot policy

critical-ss-policy

important-ss-policy

standard-ss-policy

standard-ss-policy

Protection

@ Pemortntpn
Ransomware Resiience strategy

View

2/3 enabdled

2/3 enabled

2/3 enabled

2/3 enabled

2/3 enabdled

ZRBE IR,

Backup policy

critical-bu-policy

impaortant-bu-policy

standard-bu-policy

standard-bu-policy

EITRBA Tk

Ransomware Resilience.

netapp-backup-vsajgd

Ransomware Resilience

netapp-backup-vsaigd

[ORNOCREOCRNORNO)

Delete protection group

ADD
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1. MBRMHmER B, HEEMRP*

2. FERIPTIES, R EERRIP R

3. FEEIERERTUE S, EERRE - ERER PR SRS BIIED,
4. MIRPESREA, EFBIFREREE

ER#ENETE P HINetApp Data Classificationf 3 M A B DEE

7ENetApp Ransomware Resilience®?, &a]LIfEEANetApp Data Classifications3+&F01 5>
EXHHEZTEHEPRIEEE. WEIEH#H T X UEMEHEHIREERSTEETASD

B2 (Pll), XAIEERIGIMNELEXPE, #iE7DEENetApp ConsoleRViZA Y, THEIMT
ZRNalfE A,
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fi#NetApp ConsoleB VIR MERE" o
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Overview Automated responses
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Alerts Snapshots
Alerts (10) Q 4

Alert ID 3| Alerttype =3 severity =% | Workload % | console agent =3 | status =3 | Incidents % | Impacted data % | Detected +
ub_alert3223 Encryption (@ Potential attack fileshare_uswest 023223 aws-connector-us-east-1 Active 1 2GiB 15 days ago
ee_alert8727 Encryption (@ Potential attack oracle_8821 aws-connector-us-east-1 Active 2 2GiB 22 days ago
ee_alert9s23 Encryption @ Potential attack oracle_9819 aws-connector-us-east-1 Active 1 2GiB 25 days ago
db_alert3932 Encryption /\ Warning mysql_9294 aws-connector-us-east-1 Active 4 2GiB 26 days ago
dd_alert7918 Encryption @ Potential attack vm_datastore_4719 aws-connector-us-east-1 Active 1 2GiB 1 month ago
uba_other_alert5319 Encryption @ Potential attack vm_fileshare_6699 aws-connector-us-west-1...  Active 1 2GiB 1 month ago
lun_alert_6285 Encryption (@ Potential attack lun_storage_01 aws-connector-us-east-1 Active 1 2GiB 1 month ago
uba_alert_vol1 Encryption @ Potential attack uba_rps_test_vol1 aws-connector-us-east-1..  Active 3 2GiB 1 month ago
uba_alert vol2 Encryption (@ Potential attack uba_rps_test_vol2 aws-connector-us-east-1..  Active 3 2GiB 1 month ago
uba_alert vol3 Encryption @ Potential attack uba_rps_test_vol3 aws-connector-us-east-1..  Active 3 e} 2 months ago
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Alerts > ee_alert8727

ee_alert8727

Impacted workloads: oracle_8821

® 2 286 2GiB September 25, 2025, 6:51 AM
4 Potential attacks fl Impacted files = Impacted data O First detected
Incidents (2) Q 3
D ¥ Incident ID 3| Volume $ | storagevm 3| system 3| severity S| status = 3| Firstdetec..d | Mostrece.. 3 | Evidence
O inca922 oracle_useast data2  svm_VsaWorkingEnviro... ingEnvi (@ rotential attack L New 22 days ago 21 days ago 4 new exts
O inc3163 oracle_useast log2  svm.) ingEnviro...  VsaWorkingEnvi ... (D Ppotential attack L New 22 days ago 21 days ago 6 new extensions...
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Alerts %7 Runreadinessdrill /A Freetrial G1dayslefty ¥ (&) O

Overview Automated responses

o 10 RO J

Alerts Snapshots
Alerts (10) Q 4
Alert ID 3| Alerttype =3 severity =% | Workload % | console agent =3 | status =% | Incidents % | Impacted data % | Detected +
ub_alert3223 Encryption (@ Potential attack fileshare_uswest 023223 aws-connector-us-east-1 ~ Active 1 2GiB 15 days ago
ee_alerts727 Encryption (@ Potential attack oracle_8821 aws-connector-us-east-1  Active 2 2GiB 22 days ago
ee_alertos23 Encryption @ Potential attack oracle_9819 aws-connector-us-east-1 ~ Active 1 2GiB 25 days ago
db_alert3932 Encryption /\ Warning mysql_9294 aws-connector-us-east-1  Active 4 2Gi8 26 days ago
dd_alert7918 Encryption @ Potential attack vm_datastore_4719 aws-connector-us-east-1  Active 1 2Gi8 1 month ago
uba_other_alert5319 Encryption (@ Potential attack vm_fileshare_6699 aws-connector-us-west-1..  Active 1 2GiB 1 month ago
lun_alert_6285 Encryption (@ Potential attack lun_storage_01 aws-connector-us-east-1  Active 1 2GiB 1 month ago
uba_alert_vol1 Encryption @ Potential attack uba_rps_test_vol1 aws-connector-us-east-1..  Active 3 2GiB 1 month ago
uba_alert_vol2 Encryption (@ Potential attack uba_rps_test_vol2 aws-connector-us-east-1..  Active 3 2Gi8 1 month ago
uba_alert_vol3 Encryption @ Potential attack uba_rps_test_vol3 aws-connector-us-east-1..  Active 3 2Gi8 2 months ago
2. FERTIEAH, EEFEER
’ F= o
3. EREIRPNEH
=R = o
Alerts > ee_alert8727
ee_alert8727
Impacted workloads: oracle_8821
4 (OF] a 286 g 2GiB ® September 25, 2025, 6:51 AM
Potential attacks Impacted files Impacted data First detected
Incidents (2) a 1
|:\ ¥ Incident ID $|  Volume % | storagevm 3| system 3| Sseverity 3| status =% | Firstdetec.. 4 | Mostrece.. 3 | Evidence 4| Automatedres..s
d inca922 oracle_useast data2  svm_VsaWorkingEnviro... ingEnvionme... (1) Potential attack L New 22 days ago 21 days ago 4new extensions.. 1 snapshot
O inc3163 oracle_useast log2  svm.) ingEnvi (@ rotential attack L New 22 days ago 21 days ago 6 new extensions.. 1 snapshot
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Alerts Runreadiness drill  /\ Free trial (31days left)y ¥

Overview Automated responses

g 1 o 20 GiB impacted data @ 9

Alerts Snapshots

Alerts (10) Q
Alert ID 3| Alerttype 3| Severity 3|  Workload % | Console agent 3| status =% | Incidents % | Impacted data 4| Detected
ub_alert3223 Encryption @ Potential attack fileshare_uswest_02_3223 aws-connector-us-east-1 Active 1 2GiB 15 days ago
ee_alert8727 Encryption (@ Potential attack oracle_8821 aws-connector-us-east-1 Active 2 2GiB 22 days ago
ee_alertog23 Encryption (@ Potential attack oracle_9819 aws-connector-us-east-1 Active 1 2GiB 25 days ago
db_alert3932 Encryption /\ Warning mysql_9294 aws-connector-us-east-1 Active 4 2GiB 26 days ago
dd_alert7918 Encryption (@ Potential attack vm_datastore_4719 aws-connector-us-east-1 Active 1 2GiB 1 month ago
uba_other _alert5319 Encryption @ Potential attack vm_fileshare_6699 aws-connector-us-west-1... Active 1 2GiB 1 month ago
lun_alert 6285 Encryption @ Potential attack lun_storage_01 aws-connector-us-east-1 Active 1 2GiB 1 month ago
uba_alert voll Encryption (@ Potential attack uba_rps._test_vol1 aws-connector-us-east-1..  Active ] 2GiB 1 month ago
uba_alert_vol2 Encryption (@ Potential attack uba_rps_test_vol2 aws-connector-us-east-1..  Active 3 2GiB 1 month ago
uba_alert vol3 Encryption (@ Potential attack uba_rps_test_vol3 aws-connector-us-east-1..  Active 3 2GiB 2 months ago

2. FERIIEF, EEER.

Alerts > ee_alert8727

ee_alert8727

|«

Impacted workloads: oracle_8821

@ 2 286 2 GiB September 25, 2025, 6:51 AM
¢ Potential attacks m Impacted files E Impacted data ® First detected
Incidents (2) &y i dit statu
|:| ¥ Incident ID $ |  Volume % | storagevm 3| system S| severity % | status = 4| Firstdetec..d | Mostrece.. $ | Evidence %2 | Automatedres..s
d inc4922 oracle_useast data2  svm_VsaWorkingEnviro..  VsaWorkingEnvironme... (1) Potential attack 0 New 22 days ago 21 days ago 4new extensions.. 1 snapshot
O inc3163 oracle_useast log2  svm.) i i ingEnvi (@ rotential attack L New 22 days ago 21 days ago 6 new extensions.. 1 snapshot
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4 WFEZER, EEFE—IEH.

inc4922

Impacted workloads: oracle_8821

@ 1 New p (D) Potential attack a Encryption ® September 25, 2025, 6:51 AM
Status

Severity Type Detection time

TTT Incoming data ( 105
— Impacted files (partial), to get full ist Click here

Entropy of incoming data New file extensions (4) Suspect file extensions (4)
21732 Ki8 / min
Detected pek Ik
2173 K8 / min
Expected — XYZ omg
dck pck
.omg xyz
£] File activity
Q
Creation rate Impacted files (106) i
6 files / min
preced Impacted files 1 |  Probable clean files A
10 files / min

Expected L]

Top_Dir_1/Sub_Dir_11/test_file_11540.txtIck {Top_Dir_1/5ub_Dir_11/test_file_11540.tt
Renaming rate Top_Dir_1/Sub_Dir_11/test_file_11540.b¢t.omg [Top_Dir_1/5ub_Dir_11/test fila_11540.tx4
400 files / min
Detected . X X
300 files / min [Top_Dir_1/Sub_Dir_11/test_file_11540.bctpeck [Top_Dir_1/Sub_Dir_11/test_file_11540.txt
Expected
FTop_Dir_1/Sub_Dir_11/test file_11540.tetxyz [Top_Dir_1/5ub_Dir_11/test_file_11540.txt
Deletion rate JTop_Dir_1/Sub_Dir_11/test_file_11964.pdflck {Top_Dir_1/Sub_Dir_11/test_file_11964,pdf
250 files / min
Detected
200 files / min [Top_Dir_1/Sub_Dir_11/test_file_11964.pdf.omg {Top_Dir_1/Sub_Dir_11/test_file_11964 pdf
Expected
1-250f 106 1 »
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