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6. EAHFAE. #HA

security login modify -user-or-group-name <username> -application
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Ransomware Resilience

Outsmart ransomware . -
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack . = o o ®
detection, and fast recovery processes in alignment with cybersecurity best practices. : @

g o °

Get full access to ransomware resilience with a 30-day free trial. ) -

Start 30-day free trial

{3, We won't read the contents of your data or change existing protection.

@ 9
& 123 'S

Identify and protect Detect and respond Recover
Automatically identifies workloads at risk, recommends fixes, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure a safe recovery point @ workload-consistent recovery
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Dashboard ﬁ Run readiness drill @ (@2

Workload data protection Alerts and workload data recovery
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Atrisk @ Protected @) Alerts @ Restore needed @ Restore in progress
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Recommended actions 1 O TiB 1 8
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Fix critical CVE for workload fileshar...  Review and fix v
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Ransomware Resilience

e X

Outsmart ransomware . =
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack 2 = - - -
detection, and fast recovery processes in alignment with cybersecurity best practices. 5 @

g ° o

Get full access to ransomware resilience with a 30-day free trial. ) -

Start 30-day free trial

{3 We won't read the contents of your data or change existing protection.

an o
@ & i
@ o>

Identify and protect Detect and respond Recover
Automatically identifies workloads at risk. recommends fives, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure 2 safe recovery point @ workload-consistent recovery
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Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number |:} Upload License File

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,

Add Lieanass | Cancel

8. FEARIIFRIHEDIE S, EFEWAFTIS, WAREATHNEFHEREENFTS, AEEERIMFE
IE*

O. EEFWANEFAER, BMNERSENSAMPIEE EE > YFelhEMITIRE .
- BERITEER, BEFEITE
° BEE BYOL WHIE, 1HEHE SEARSS1FAIE .

Digital wallet Cloud volumes ONTAP licenses Data services licenses Subscriptions Keystone On-premises ONTAP

Licsese distribution and capacity

Cloud Backup (2) /1 170 200 +a Disaster recover= 400 400 g
A =
{ 7 Cloud Tiering (1) 100 200 v Ransomuware Protection (1) 100 200 e
Total |<:ensey
\v Gompliance (1) 185 200+ Keystone (1) 185 200 e

Service license (7) Add license

Service + Serial Number &~ License capacity = 3| License expiry B
Disaster recovery 9 400 GiB January 10, 2025
Cloud Backup 2 ) 200 TiB January 1, 2025

10. ;RE#RREMERES. MEFRISEMSAS, EFRP>SRREME
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2. EAFARTTES, #EFITiH Microsoft Azure Marketplace,

3. 7£ Azure TI7H, T BEFMWFEIEIT,

4. 5/ Azure Marketplace 1Ti5 * NetApp Intelligent Services* 1 * Ransomware Resilience*s
5. H&iR[E] Ransomware Resilience BY, SHI—&%HEXRBIESITIH,

R AEEE—IBEFHMYE, HPE2E Ransomware Resilience B35S, HXRABHE
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Azure 3% %1T% Ransomware Resilience,
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Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number |::} Upload License File

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,

Add Llcanae | Cancel

8. WARIFRHERNER, EFRAFIISY, AERMAREAEHNETFHERNETS, EFRINFRNHES
0. EEFWNEMITHRPIIFNEFAES, BTSN S AEEVRE > FaHEMITH,

- BEEFITRAGE, \ITENTIH

° BEEH BYOL IFAIE, iHEE BRI RlE .

Digital wallet Cloud volumes ONTAP licenses Data services licenses Subscriptions Keystane On-premises ONTAP

Licsese distribution and capacity

Cloud Backup (2) /1 170 200 e Disaster recover= 400 400 g

{ 7 Cloud Tiering (1) 100 200 & Ransamware Protection (1) 100 200 s
Total |<:ensey

X o cempliance (1) 185 200 we Keystone (1) 185 200 e

Service license (7) Add license

Service + Serial Number %+ | License capacity = %| License expiry 3
Disaster recovery 9 400 GiB January 10, 2025
Cloud Backup E ) 200 TiB January 1, 2025
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<_

Google Cloud

Product details

NetApp Intelligent Services

MNetipp, Inc.

Get best-in-class data protection and security for your workloads
running on NetApp® ONTAPE storage.

Overview Pricing Documentation Support Related Products
Overview
NetApp offers a comprehensive suite of intelligent services for your Additional details
OMTAP systems. They proactively protect critical workloads against Type: Saa5 & APls
evolving cyberthreats, detect and respond to ransomware attacks in real Last product update: 5/12/25

time, eliminate backup windows, and orchestrate a quick recovery in

Category: Analytics, DevOps, Storage, Security

minutes when disaster strikes. NetApp intelligent services and Cloud
Volumes ONTAP® solution are fully integrated into the MetApp BlueXP™
control plane, providing centralized management of ONTAP storage and
Services.

This listing replaces the NetApp BlueXP listing.

Click the Subscribe button to use the following NetApp intelligent data
services through your Google Cloud account.

Ransomware Protection: 2 Protect your most critical data by

orchestrating a comprehensive ransomware defense for your ONTAP
workloads. Prepare for an attack by intelligently identifying and
protecting critical workload data with a single click. Al-powered
anomaly detection uncovers and responds to potential attacks

5. Y#iR[o] Ransomware Resilience i, £HI—5E S RBEZEEITIH,

@ REMERE—HBFHMYE, EFEE Ransomware Resilience F5I5, FH&XBA

Google Cloud Platform Marketplace #1757 Ransomware Resilience.
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Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number |::} Upload License File

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,

Add Llcanae | Cancel

ERIMFEHENER, EFBARTS BARRATNETFIGRNESIS, EERINFaE
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° BEE BYOL WHIE, 1EEEFE SIRIRS FATIE .

Digital wallet Cloud volumes ONTAP licenses Data services licenses Subscriptions Keystane On-premises ONTAP

Licsese distribution and capacity

Cloud Backup (2) /1 170 200 e Disaster recover= 400 400 g

{ 7 Cloud Tiering (1) 100 200 & Ransamware Protection (1) 100 200 s
Total |<:ensey

X o cempliance (1) 185 200 we Keystone (1) 185 200 e

Service license (7) Add license

Service + Serial Number %+ | License capacity = %| License expiry 3
Disaster recovery 9 400 GiB January 10, 2025
Cloud Backup E ) 200 TiB January 1, 2025
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Add License

A license must be Installed with an active subscription. The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(8} Enter Serial Number () Upload License File

DOMotice: You can't anter a serial number bacause you haven't added the NetApp Support Site account that's
authorlzed 1o access the serial number. To add the account 1o BlueXP, click Help > Support > NSS

Management, Otherwise, use the Upload License Flle optlon,

| Cancel
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Ransomware Resilience

Outsmart ransomware

Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack

detection, and fast recovery processes

Get full access to ransomware resilience with a 30-day free trial.

Start 30-day free trial

{8, We won't read the contents of your data or change existing protection.

Identify and protect

Automatically identifies workloads at risk, recommends fixes, and

protects with one-click

®

in alignment with cybersecurity best practices.

=2

Detect and respond
Identifies potential attacks using Al/ML and automatically

responds to secure a safe recovery point

2. NISRERTIE, S MR TIEAEFIE

1 RA8

18NN

RREHEFE—EK

20
[

Recover

Restores workloads in minutes through simplified, orchestrated

workload-consistent recovery
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Dashboard

Workload data protection

9 ™ s B 6

BN Atrisk @ Protected @) Alerts @
4 (Last 7 days) 1 (Last 7 days) View all
View all View all

Recommended actions

To do (8) Dismissed (0)

Prepare Amazon Web Services S3 or... Review and fix v

33%
Completed

Protect critical workload fileshare_us... Review and fix
4/ 12

Protect standard workload vm_datas... Review and fix

Complete / total

Protect critical workload FSxN _filesh... Review and fix v

Fix critical CVE for workload fileshar...  Review and fix v

"T RN RIRAE R TRRIRE,

RIFANEEN RS ERI TERE

Alerts and workload data recovery

5

Restore needed @

View all

1OTiB

Total protected workload data @}

New (Last 7 days) 1 O TiB
1
d Protected 2 TiB) M Atrisk (8 TiB)

New (Last 7 days) 451
Protected (10 TiB) M At risk (35 TiB)

© @

£Z Run readiness drill

sy O

Restore in progress

View all

18

Workload backups

®o0

Backup data 351
e
W Before last 7 days (31 TiB)

B Newin last 7 days (4 TiB)
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Dashboard

Workload data protection

9

Atrisk @
4 (Last 7 days)

View all

Recommended actions

33%

Completed

4/12
Complete / total

8

Protected @ Alerts € Restore needed @
1 (Last 7 days) View all View all
View all
1 O TiB
Total protected workload data [i]
To do (8) Dismissed (0)

Alerts and workload data recovery

6 oY S

Prepare Amazon Web Services S3 or ...

Protect critical workload fileshare_us...

Protect standard workload vm_datas...

Protect critical workload FsxN_filesh...

Fix critical CVE for workload fileshar...

Review and fix v New (Last 7 days) 10 1ie

1
Protected (2TiB) 8 At risk (8 TiB)

Review and fix v

New (Last 7 days) A5t
O —
J Protected (10 TiB) M At risk (35 TiB)

Review and fix “v*

Review and fix v

Review and fix v
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42 Run readiness drill

0

Restore in progress

View all

18

Workload backups

® o0

Failed (Last 7
Backup data 351
e

W Before last 7 days (31 TiB)

B Newin last 7 days (4 TiB)

® C



Readiness drill

Run a simulated ransomware attack on a new test workload that will be saved in the selected system. Then,

investigate the simulated attack and recover the test workload. You can run a readiness drill multiple times.

(1) Your real workload data will not be impacted,

Select a readiness drill test environment where the new test workload will be created.

Console agent

‘ gcp-demo

System

‘ gcpovohald-ws X -

Mew test workload

rps_test_ readiness-drill-2025-10-08

3. PITLUT#1E:

a.

b.

e.

RFERBER T ESBUEANES 2 HE,
ERE—NR RS
ZERFEMIATFE SVM.

YNRIGERT CIFS (SMB) TFEEIML, NSHIMAR ZIMERFER, WANFEEDWNARZHE

{EN

Storage VM

svm_rps_test_readiness_drill_01 X -

Save

MARSRAFTNH TIFRENZM, [IFFARESWITS,
4. JEEMRTF

TR L TREER IR E TTHERE EEREAIE,

) Requires 10 GiB of storage
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Dashboard ﬁ Run readiness drill @ (.2
Workload data protection Alerts and workload data recovery
8 o) 6 5 Y 0
Atrisk @ Protected @) Alerts @ Restore needed Restore in progress
4 (Last 7 days) 1 {Last 7 days) View all View all View all
View all View all
Recommended actions 1 O TiB 1 8
Total protected workload data @ Workload backups
To do (8) Dismissed (0)
3 3 5 Prepare Amazon Web Services 3 or... Review and fix v Néw (£t Ticays) 107 ®o
a = F:
Completed 1 Protected (2TiB) B Atrisk (8 TiB)
Protect critical workload fileshare us... Review and fix “v
Backup data 3518
4/12 e (Eas 7 ) 45 S
Protect standard workload vm_datas... Review and fix ——

Complete / total W Before last 7 days (31 TiB)

Protected (10TiB) M At risk (35 Tig)
B New in last 7 days (4 TiB)

Protect critical workload FSxN_filesh...  Review and fix v

Fix critical CVE for workload fileshar...  Review and fix
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Alerts Impacted data
Snapshot copies
Alerts (6)
Alert ID + |  workload %2 | Location 2| Type =3 | Status =% | Connector =2 | Incidents % |
alertg727 Oracle_8821 100.1.193 Oracle New aws-connector-us-east-1 2
ws_alertog23 Oracle 9819 10.0.1.193 Oracle New aws-connector-us-east-1 1
alert3932 MysQL_9294 100.1.10 MysQL New aws-connector-us-east-1 b
alert7918 vm_datastore_202_735... 10.195.52.126 VM datastore New onprem-connectar 1
alert5313 'vm_datastore_uswest ... 10.0.1.215 VM file share New aws-connector-us-west-1-account-LXtftdX... 1
alert1407 | Readiness drill rps_test_gri rps_test_readiness_drill_svm  File share New aws-connectar-us-east-1 1
I @ Workload rps_test_readiness-drill-workload-test. marked restore needed. Restore workload x

Impacted data %

2GiB

2GiB

2GiB

2GiB

2Gi8

2GiB

First detected

23 days ago

23 days ago

23 days ago

23 days ago

23 days ago

1 minute ago

|«

Alerts

ol

Alerts

Alerts (7)
Alert ID | Workload
alert1407  Readiness drill rps_test_awsSystemTest
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%7 Run readiness drill

Automated responses

127

Impacted dats (153 9

Location =

svm_rps_test_readi...

Snapshot copies

| Type =4 | status T 2| Consoleagent T 2| incide..® | Impacteddata % |

File share Active aws-connector-us-east-1 1 2GiB

A\ Free trial (30 days left)

First detected 4 |

Just now

@
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Most rec

Just now
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Alerts » alerti407 » inc1407

inc1407  Readiness drill

Workload: Volume:

(i) Potential attack

Type

New
Status

1Tt

Incoming data

Entropy of incoming data
23230 KiB / min

Detected ittt

232 KiB / min
Expected [ ]
ﬂ File activity
Creation rat

450 files / min
Detected

10 files / min
Expected ®

Renaming rate
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Storage VM:

@ 1 minute ago
First detected

BEFREE

g System:

@ 1 minute ago
Most recently detected

()%

=/ Impacted files (partial), to get full ist Click here

New file extensions (6) Suspect file extensions ()
-pek ryp1

XyzZ dck

dck micro

.omg .omg

Impacted files (96) Q
Impacted files 1 | Probable clean files
{Top_Dir_1/Sub_Dir_11/test_file_1112xisxcIck {Top_Dir_1/Sub_Dir_11/test_file_1112:xisx
fTop_Dir_1/Sub_Dir_11/test_file_1112 xisx.omg {Top_Dir_1/Sub_Dir_11/test_file_1112:xisx
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Review protection status, alerts, and recovery details to monitor and maintain system health.

Summary
ﬂ L Download (JSON)
Summary of workload metrics

Protection
L Download (CSV)
Tabular details for all workloads that are at risk and protected

Tabular details for all alerts

H
EE Alerts 4 Download (CSV)
23]

Recove ry
Tabular details for workloads marked restore needed, in progress, restore failed, and successfully restored

L Download (CSV)

Readiness drills
E] 4 Download (JSON)

Details for simulated ransomware attacks and recovery
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Dashboard

Workload data protection

=9

Atrisk @
4 (Last 7 days)

View all

Recommended actions

33%

Completed

4/12
Complete / total

2. IUERIRA, R

8

Protected @)
1 (Last 7 days)

View all

To do (8)

Alerts and workload data recovery

Dismissed (0)

Prepare Amazon Web Services S3 or ...

Protect critical workload fileshare_us...

Protect standard workload vm_datas...

Protect critical workload FsxN_filesh...

Fix critical CVE for workload fileshar...

3. RIESEMIREEAIE TR IR,

7 NStorageGRIDEA & BAR

Review and fix

Review and fix

Review and fix

Review and fix

Review and fix

6 5

Alerts €

View all View all

1OTiB

Total protected workload data )

New (Last 7 days) 1 O TiB
€ EEEE———

d Protected 2 TiB) M Atrisk (8 TiB)

New (Last 7 days) 45 TiB
=

Protected (10 TiB) M At risk (35 TiB)

E<BNREB>-FAEMHER RN EENEE"

ENetApp StorageGRIDIRE A& BEIR, BRAUTER.

p

1. 7£42E > SR B TIER, EERIS

2. WNE 1 BRI,

Restore needed @

®© ©

42 Run readiness drill

g O

Restore in progress

View all

18

Workload backups

® o0
Backup data 351
e

W Before last 7 days (31 TiB)

B Newin last 7 days (4 TiB)
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Add backup destination

Name (1) Action required ~

Provider ~

Select a provider to back up to the cloud.

B
Lt : a
Amazon Web Services Microsoft Azure Google Cloud Platform

o

StorageGRID

3. 3%&##* StorageGRID*,
4. EEREMEEFZINE TEAHENSOEEE:
* REEHIRE:
* BIE— NN EAERE B R E IR R F MR E .
* StorageGRIDWX T H5E2REE % wO. StorageGRIDIFIRIZ A ZIAREIIE,
° WL EAE IP =(dl,
* IP TRIREESMNEFRTENEER, It IP =ERVEEfE LIF &R H Hih B BRI IR PR,
S. BRI
¢

MBS BARRARINEI&E D BARY IR,

Settings » Backup destinations
Backup destinations

Narne t | Provider % | Region % | Encryption 2| ipspace S| Backuplock S| Systems S| createdoy :
netapp-backup-vsaczgmsusu AWS us-east-1 na Defauit Nane ‘VsaworkingEnvironment-C2Gmsusu NetApp Backup and Recovery
netapp-backup-vsaigdi AWs us-east-1 na Default Compliance mode uo0S0z Resllience
netapp-backup-vsaigd2 ANS us-east-1 na Defautt None OnPremiWorkingEnviranment-uDuo0S0z  NetApp Ransomware Reslience
netapp-backup-vsaigd3 AWS us-east-1 n/a Default Governance mode ironment-uDuOOS0z ware Reslience
netapp-backup-vsavhzk7dpo avs  Uses st nia Default None \isaWorkingEnvironiment-VHzK7DPp NetApp Backup and Recovery
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730 Amazon Web Services fE A& BAF
B AWS KB AEM BN, BRAUTEER.
BXEEHEHERE AWS FHREIFAEE, 152F "EIEE8 Amazon S3 7ZE1E"

p
1. 2428 > S ERTUEF, EERI
2. NEH BIRRIR M,

Add backup destination

Name (1) Action required AV

Provider A

Select a provider to back up to the cloud.

| B
WE : a
Amazon Web Services Microsoft Azure Google Cloud Platform
StorageGRID

3. E#E*Amazon Web Services*,
4. EEREEMEEZ I A T SLHBNTERE:
° IRIHEISE:

* QUE—MIBEER, NMRERSPELEEFMER, R NEEER, HEERLEECH
TR RIFMEE D

* AWS P, Xig. AWS EiERYiA )22 AR 2540
"WNREEE G HEMENR, 1B2RRI S3 7" -

° Ji%E: MREIETCIRIM S3 FER, BRANRHBRAELENNERRERS. MREEFRNEFHE

AIAMBRT, FHERPESIEER AWS EIERNEAME, @RISR AWS BIZRER, AUk
REB CNEAEEHIERNME,
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o MLR: TR IP DEIUKRERERIAE RS,
* P FEIREESMMEFREMNEERE, I IP IaIAYEETE] LIF %A H Hih B B Wi R R,
 E, AREDEAREZAIEERN AWS FABLEET &= (PrivateLink)o

WNREAEER AWS PrivateLink, 1E5&% & AT Amazon S3 B9 AWS PrivateLink”s

© &PH ERERDHFEPRNHRENRERIFEN T HISREMIER. ItikINfEANetApp Datalock
Ko BIMEMRBEREHABE, HELD 30 X, BMLERS 14 REVEHH,

() nzenaRBESHHTLE, WERESHEMEEEEEERLLE,

* RIEREL: WEHF (BH s3:BypassGovernanceRetention AfR) B LATEREHINE & S MIFRZ 1R
RIS
- EHEN: BRERBHALEESHMPRZRIFEIED X

S. RN

ME&ED BB RINEIE D BR5 IR,

Seftings ? Backup destinations

Backup destinations

Backup destinations (5} Q 4 “
Name t | Provider % | Regior % | Enayption 2| IPspace 2| Backuplock $ | Systems 2| Createdby 5
netapp-backup-vsac2gmsusu AWS us-east-1 nia Default None \saWorkingErvironment-C2Gmsusu NetApp Backup and Recavery
netapp-backup-vsaigd1 AWS us-east-| nia Defaut Compliance mode uo0S0z Resfience
netapp-backup-vsgigd2 ANS us-east-1 na Defaut None OnPremiWorkingEnviranment-uDuo0S0z  NetApp Ransomware Reslience
netapp-backup-vsgjgd3 AWS us-east-1 na Default Governance mode ironment-uDuc0S0z ware Reslience
netapp-backup-vsavhzk7dpg Aws  Uus-em ist-1 nia Defauit Nane ‘VsaWorkingEnvironment-VHzK7DPp NetApp Backup and Recavery

7" Google Cloud Platform fERN& % B15
E%& Google Cloud Platform (GCP) & E A& BiR, BRAUTERS.
BXERHIEHEIE GCP EEMIFHE S, 15815 "Google Cloud FEVIEHI & IR LRI,

pg
12488 > SR ERTUEF, EERI
2. ANEH BIRRIR M,
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Mame 7 aws-backup N

Provider S

Select 3 provider to back up to the cloud.

aws B 3

Armazon Web Services Microsoft Azure Google Cloud Platform

StorageGRID

Provider settings I Adion required 7
Encryption 1 AWS managed key | Mame: AWS S5E-53 b
Metworking % IPspace: default o
Backup lock ) None Y

3. 3%#£*Google Cloud Platform*,
4. EEREMEEFZNNE TEEAHENSIEEE:
° RIS E:
" QIR IEER. MAILIREBNES.
* ENBUERIZH Google Cloud Platform i B # X 15,
° NE: MREEFCIEMNEZMER, BRARHERELTHNEZAES. IREXENEFER,
nhnEESELa A,
BUAERT, FMEEREVEIRER Google BEIEIEAME, EaIUIMEER Google BEEHVEH.

° ML R IP FEURERESFERME KR
' IP DERIREESNHNEITENSER, It IP TEIREEHE LIF A S Hih BB AR,
i E, EREEEREZHIERN GCP T AiRR (PrivateLink).
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1. 24928 > SR ERTUEF, EERI
2. INEH BIRRIR M,

Add backup destination

Name (1) Action required AV

Provider A

Select a provider to back up to the cloud.

| ]
ot . 2
Amazon Web Services Microsoft Azure Google Cloud Platform
StorageGRID

3. EHE“Azure”,
4. EFREEMEEZ NN A TELHENTERE:
° IRIHEISE:

* QIE—MIBEFMEIRE, MRIERIERELEFE, WEE— T NEREFMHIKE, EEREECH
TFiEtk A REFES D

* Azure EHEM Azure iTiE). XIgF1EELE

"NRIEE B HFMENKST , 1SRN Azure Blob FFAEIKF" o
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° IN%: MREEFCIBINEMEIKS, BRNEEHBRHLEHNERERER. MREEFNEKR,

NnEESELA A,

INBRT, kP RBEERER Microsoft BEIRZRVZRIANMNE, &I LILXLE{ER Microsoft BEIRRYEREH, 12

AR E CNZ A EESIERIINE,
° PR & IP DEIURESFERLEIRR.

* IP DR EEENIVEMENEER, It IP =(EIAVEEHE] LIF A H HILEEXMIGE R,
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S, AN
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Seftings > Backup destinations

Backup destinations

Backup destinations (5)

Name t | Provider | Regior | Encryption | Pspa 2| Backuplock
netapp-backup-vsacZgmsusU s uses st-1 e Defauit None
netapp-backup-vsggd! aws Us-east1 wa Default Compliance mode
netapp-Dackup-vsaigd2 ANS Us-east-1 nia Defaut None
netapD-Dackup-vsaigd3 ANS Us-east-1 na Defaut Gavernance mode
Netapp-Dackup-vsavhzkTdpo aNs us-east-1 nia Defaut Nane

EEH L 2NEHEERS (SIEM) HITREAM RIS

Ee] I BB A E R BN L 2 MEBEHBIERS (SIEM) EHITRM AT, Ee]LUKE AWS Security

Hub. Microsoft Sentinel 5% Splunk Cloud ¥EA &R SIEM,
7£ Ransomware Resilience FI2F SIEM 2 &1, EEERBLER SIEM R,

EF AT SIEM HIS 4R
Ransomware Resilience B] LA LA T EHHUEAXFIEA SIEM R4

° os: XE2—THABONTAPENES,

° os_version: R4 LiITHIONTAPKRZS,

° connector_id: BIERFZMNITH SRIEHN ID,

° cluster_id: ONTAPRRLIREHIEEE ID,

° svm_name: &ZIMEIRA SVM BIR T,

° volume_name: & INZRIEHZEFR,

° volume_id: ONTAPARZIREHIERN ID,
* Ef

2| Systems

VsaWorkingEntironment-C2Gmsusu

2| Crestedby

NetApp Backup and Recovery

uo0S0z

OnPremWorking Enviranment-uDuOOS0z

MetApp Ransomiare Resilience

-UDUO0S0z

\VsaworkingEnvironment-YHZK7DPR

NetApp Backup and Recavery

Resiience

ware Resiince

L .
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° incident_id: E/RIMAMESIHMHTRAME N PR BB LHIEEMBIEN 1D

° alert_id: #ZRWHFIMERETI AN TIFHLFERMAT IDo

o PEM UTEREZ—: TR B B R

o ik AXRENFNERIFARES, FINEIIERAE arp_learning_mode_test 2630 EH2MZEIBTER
LIERALSG T

BCE AWS Security Hub #{TEANMETI

7£ Ransomware Resilience H1/ZH AWS Security Hub Z &1, EEEE AWS Security Hub FHITU TSRS B

* 1£ AWS Security Hub Fi&ER,
* 7£ AWS Security Hub FRI§E S KIS RIZAMZEH, (KR EXLESE, )

7£ AWS Security Hub & ENREIE B
1. #3] AWS IAM =515,

2. FEPFBUER
3. EALLT JSON B AIEL Bl 7R RER:

"Version": "2012-10-17",
"Statement": |

{
"Sid": "NetAppSecurityHubFindings",
"Effect": "Allow",
"Action": [
"securityhub:BatchImportFindings",
"securityhub:BatchUpdateFindings"

I

"Resource": |
"arn:aws:securityhub:*:*:product/*/default",
"arn:aws:securityhub:*:*:hub/default"

BZE Microsoft Sentinel FH{TEIHEN

7 Ransomware Resilience F1/2F Microsoft Sentinel Z &, EEETE Microsoft Sentinel FHITU T B R T B

o HREA
° B H Microsoft Sentinel,
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° T£ Microsoft Sentinel FEIZEE X AT,
* Eig
° 7 Ransomware Resilience LUZEURE Microsoft Sentinel IS4
° FEMEIE— IR,
* WPR: AN AR ECIPR,
* BB WMANBREFNSHIEIEERE.
2 F8 Microsoft Sentinel F£ 18
1. %%l Microsoft Sentinels
2. gJ##*Log Analytics TEX*,
3. B Microsoft Sentinel LA ERINIEIER Log Analytics T{EX,
£ Microsoft Sentinel FRIEZEEX RGBT E
1. 3 Microsoft Sentinelo
2. AT > ihEEs (IAM),
3 MABENXABEZW, FHZF Ransomware Resilience Sentinel Configurator,
4. EHILAIT JSON FHIFHAENEEI JSON TR,

"roleName": "Ransomware Resilience Sentinel Configurator",
"description": "",

"assignableScopes": ["/subscriptions/ { subscription id}"],
"permissions": [

]

S. EBEHRFERIZE,
MR IRE BES LUIZWK B Microsoft Sentinel FIEH4HIFP R
1. 3 Microsoft Sentinelo

2. %1% Entra ID > N FAER > AR .

3. WFRARFI*EREM*, A\“Ransomware Resilience’,
4. IR REFEN R, EFEUPRLILAALS B RPHIKF
S. IEFREEMBIARSIS
6. EFEIZ*,
7. E&F M RRFERNILE,

SIS, Microsoft Entra B 0E E RN BARRFFAREE.



SIEEMEAN DB

1

2
3
4

o o

. ¥%%| Microsoft Sentinel,

CEENERNNE > BRSNS > R iRE,
- NENNBIEFVIZRINER,

- NMEREFE— R EABERSIETE B E X B M.

FEP B ANB ARG NRE (24 NA) HER. Microsoft BIEIKE/NTF 12 N AKE

HAfE.

- RN RGBSR
BRSNS BHRERNWE, BALNEE, ZMERTBEER.

FN AR D ECAPRBY D B

1.

2
3.
4

10.
1.

© © N o O

#E Microsoft Sentinelo

OEFTIR > Ih1EEE] (IAM).

R > AINAe S E.

- WFHINEERAR TR, R MRRGHEEERERR

@ sRezmENEEXAS

i Sl S 28

TP ECIA RN R FEE R, AP AsARS EE

WERIERHG. RS, ¥%EE*Ransomware Resilience Sentinel Configurator*s
il B 2N

BAaEsS
prirs =l R 248
B R e K 2 BN R,

MANRRERSHIRIEREND R

1
2

. %% 3] Microsoft Sentinels,
- BINEIE:

a. AR ID. EFIRNAER ID EF RN AEFEHR.
b. B

()  NERIHE, 2HIBINERES.

3. NN FTEFH Log Analytics TEXFMAER,
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AL E Splunk Cloud #1TERNS

7£ Ransomware Resilience F/ZF Splunk Cloud Z &1, EFEETE Splunk Cloud FHITUTERTE:

* 7£ Splunk Cloud /S8 HTTP SEffUksees LUEE HTTP 5t HTTPS MEEH SR E 4R,
* 7£ Splunk Cloud FEIEEFIER LM,

7 Splunk F/EFH HTTP HHRESHNTE
1. %% Splunk Cloud,

2. EENGE > BUBIN.

3. & HTTP S INER > £/igE.

4. FEFRESHEYIGE L, EEFERRE

5 EiEMURERE HTTPS AR HTTP #TRIAFIES, HER B SSL
6. fE“HTTP IHAS RN HTTP EHURESIME .
7E Splunk FEEBH KRR THENT R

1. %% Splunk Cloud,

2. EFNRE* > AINEIE.

3. ERealE > HTTP EFU&ERS.

4. MANSHENETHEE T

5. IREHIXEMIBIARS Y, AREF IS

6. HiAmmMFTEIREER, AEIEEIRRS

7. SHISEFARBEMMRS — X, LUESEITEMNIRIELS B,

TSR ETERE SIEM
B SIEM SR #$ZRREME HELRIXEEN SIEM BRSBLUATTREA IR S

pA
1. NE=HGRE , EERP> SRREME
2.

wemnp e, ansn (O s Lamn,
3. MEIRE'

IR E T
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Settings

Service-level settings apply to protection, alerts, and recovery.

@ Backup Destination

(2 0doud destinations

Manage cloud destinations to back up primary storage.

=

@ Readiness drill
() AlertActive @ 3 hours ago

Workload: rps_test_awsSystemTest @
Start date: September 8, 2025, 4:56 PM

An SIEM connection

(3 Disconnected

Send data to a security information and event management (SIEM) for

threat reporting

o ]

@ Workload discovery

(©) 8systems

Select the systems in each Agent where you want to discover

workloads.

Discover workloads

4. TR ETUES, % SIEM EEERPAIERE"

5.

%7 Runreadinessdrill  /\ Freetrial Q0daystef) ~ () ¥

il Workload security connection

(3 Disconnected

Connect to your Workload security instance to see suspected user

information on ransomware alerts.

=]

SIEM

SIEM connection

Select the SIEM where you want 1o send data

dws =I

AWS Security Hub Microsoft Sentinel

Send data to a security information and event management [SIEM) for threat reporting.

splunik>

Splunk

EFREAP— SIEM &4,

6. 4 NIE1E AWS Security Hub 8 Splunk Cloud BB < M S IRIFIFAE .

7.
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ERSERRFRE

EFINetAppEN RIS gE
f&BINetApp Ransomware Resilience, ERIUEE TIEREHBRWKRHRIF ZIERH,

* "RMEERRMEPNITIERE" -
* "MIRIREE RPN TEAHZERKT" o
© HEHRBHRRHRIFEN
* "RIPTEGE"
° NI ECE R RIFERER,
° M5B AR R IRIP LARA LE R RBVE R o
° BUE. BEoAEMIERRIF RS,
* MR R BB RN RE"
*MIREFRME" (FHERR) o
* "RRERIPIRE" .

£ NetAPp #ZRIHIME SN TR iz TR H BRI

NetAppNZRI A IRE NFRRIREE X TIERHFRIPERR I N ER. &R H&l.ﬁ%
EXFERzANZFRIFHTIEAE, IRANZRFHRZMHETHERNITIERE, H&
EERRIPBLTRIRFNEFEEERGERIPREE,

ERNEREERRIPEN. ERE. THREMNEEMH,

FRRRviEH A e BERTILES, SFRAREER. XHXIWMEEERR. IRNGMEEERNHRNMG
MEEERAR. "THFIERSHBlUeXPIIEAR"

ERNERIRNE T FREERKR

g
1. EHRIaRMENIEAHE, BRNEMENTRIRE ERTIEARBERIPERRRR.
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ﬁ Run readiness drill @ (@2

Dashboard
Workload data protection Alerts and workload data recovery
o} © 8 o] 6 5 ) 0
W Atrisk @ Protected @) Alerts @ Restore needed @ Restore in progress
4 (Last 7 days) 1 (Last 7 days) View all View all View all
View all View all
Recommended actions 1 O TiB 1 8
Total protected workload data ) Workload backups
To do (8) Dismissed (0)
Prepare Amazon Web Services S3 or... Review and fix v New (Last 7 days) 107 ®0
3 3 % 3 F:
Completed d Protected (2TiB) M Atrisk (8 TiB)
Protect critical workload fileshare_us... Review and fix
Backup data 351
4712 M (Eaat 7 dls) 45T S =
Protect standard workload vm_datas... Review and fix EE——
Complete / total B Before last 7 days (31 TiB)

Protected (10TiB) M At risk (35 TiB)
B Newin last 7 days (4 TiB)

Protect critical workload FSxN _filesh...  Review and fix v

Fix critical CVE for workload fileshar...  Review and fix v
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BERETEEEERIRIRNE,
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BRI MRS RE
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B SR TR HERIE.

FRIFXBEHEEEENNAREFT
ERH R RRFRIBR &,
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vSphere (SCV) FJSnapCenterffiff

R

TEAHBIARRP,

RBHERZREReNEMHEERRSR
(SIEM) F1TREU 73 AN,

XL T Ef1E R HSnapCenteriff
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vSphere B1E,
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— I EHTENT LXK,

RE TR PIRERE RBIR
iﬁ T BRI HBIR

TruHBRIREEAEHR BT,
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Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days
Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q < ‘ Manage protection strategies
Workload 1 | Protection status =% | Snapshotandback..T % | Type=T % | Protec..T % | Encryptiondetecti.. 3 | Suspectedu  Actions
< y . i wia 4 \
FSxN_fileshare_useast 01 @ At risk None File share I N/A ‘\ Protect )
= = %
LUN_storage_01 @ Protected NetApp Ransomware... Block A @ Enabled I/A Edit protection
MysSQL 4781 @ Protected NetApp Ransomware... MysSQL Pg_important @ Enabled
e =S
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Oracle_2115 @ At risk SnapCenter Oracle Protect P
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1. MN@FRREMER RS, EEFEMRIP

Protection status

9 9 in last 7 days 9 1in last 7 days
Atrisk € 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies

Workload 1 |  Protection status = & | snapshotandback..= 3 | Type= 3| Protec.= % Encryption detecti... * | Suspectedu:  Actions
FSxN fileshare _useast 01 @ At risk. None File share N/A ! N/A ( Protect )
LUN_storage_01 Efj Protected NetApp Ransomware... Block /A @ Enabled I/A Edit protection
MySQL_4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled A Edit protectic :-
MySQL_8009 @ At risk NetApp Backup and... MysQL N/A N/A
MysQL_9294 () Protected NetApp Backup and... MysaL A (%) Enabled N Edit protection
Oracle_2115 @ At risk SnapCenter Oracle N, N/A Protect

2. FRIPIES, EBFE-NITENE, AEEERP

Ransomware Resilience strategies (4) | Selected rows (1) Q

Ransomware Resilience strategy 1 | Detection 5 | Snapshot policy 3 | Backup policy $ | Protected workloads =
() rps-critical-plan 2/ 3 enabled critical-ss-policy critical-bu-policy 3 ~
C) rps-important-plan 2/ 3 enabled important-ss-policy important-bu-policy 1 ~
rps-standard-plan ~ Recommended 1/ 3 enabled standard-ss-policy standard-bu-policy 0 h
C) rT-strategy-enc-user-ext 3/ 3 enabled standard-ss-policy standard-bu-policy 0 v

3. EHHFRMATHIFRIETIE A, BRI
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Add Ransomware Resilience strategy X

Add Ransomware Resilience strategy

Ransomware Resilience strategy name

Detection 1/ 3 enabled v
Snapshot policy Action required v
Backup policy None v
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MREEEHERHMIRE K SnapCenter FYIRERHEZ D RS, MATLURNKEERIQNBRRERET. BFEH
Ransomware Resilience BIR{RIFFIICN, ESRFFHEZFREEHITRIP,

p
1. MR RER S, EEMRP

Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 |  Protection status = % | snapshotandback..= % | Type= % | Protec.= % Encryption detecti... % | Suspectedu:  Actions
< : . ( N
FSxN_fileshare _useast 01 @ At risk None File share J N/A \ Protect )
oo T
LUN_storage_01 @ Protected NetApp Ransomware... Block /£ @ Enabled 1/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
R
MySQL_8009 @) Atrisk NetApp Backup and... MysaL N A ( Pprotect )
\ /
" ey
MySQL_9294 @ Protected NetApp Backup and... MysQL /A @ Enabled {  Edit protection
. / LS
Oracle_2115 @ At risk SnapCenter Oracle Protect

TR TIES, EE—NIEAE, ARTRERP,

MR IME e TN R B F1EEEHISnapCenters &3 1 S 5K

EREBMBENEMNFME K SnapCenterSBEEHN S FA_GN_HKE&, HEUHEHEIRIE RIKIE,
BEFESnapCentertREEFNIIFMER, HEF M Fak"
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PERRANERES, ARIEERRF.
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1. MR RER S, EEMRP

Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Atrisk € 35 TiB data at risk Protected @ 10 TiB data at risk

Waorkloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 |  Protection status = & | snapshotandback..= % | Type = 2| Protec.¥ % Encryption detecti... % | Suspectedu  Actions
1 ; 1 ( )
FSxN_fileshare _useast 01 @ At risk None File share J I/A g Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block /£ @ Enabled 1/A Edit protection
MysSQL_4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
 —
MySQL_8009 @) Atrisk NetApp Backup and... MysaL N A ( Pprotect )
o ST SN
" ey
MySQL_9294 @ Protected NetApp Backup and... MysQL @ Enabled {  Edit protection
. . ( Y
Oracle_2115 @ At risk SnapCenter Oracle J, \ Protect

2. FRIPIUES, EBFE—NITEHE, AEEERP

3. YEMMHIME NN B FEIBRVENE D FIME K SnapCenterfih&, EFMIMBNEHMME
5 SnapCenteriRB, HIEH EHRIARIE, SEEFIZAEN, HRUEME NSRRI ERICTR
BRI,

4. EERRIPERR, MRAEERIPERE, HRRRINKREEREE, SXCIRKEHNER, ESRCERFSE
Bgo iiﬁ'-—lz_io

o EREM BTN EIR— M INEN Bir. EET P,
6. EEMPRIPRES, AEERRIPRNAE.
7 EMRIPTIUE L, BRGNS DAL NS F AR,

S ECARRISRBE
TR LU E SRR E R A R,
p
1. MR IMERER, EEFEMRP*

2. FRIPTIEMNIEARIT L, EERERF.

3. MBI A H AT EREBEHIFMIIA S HIIMEH SnapCenter g, FECHIET HIRIMAER, BRI
BEREE, HEPEIRIE R,
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4. R TIES, EREHENRENE TEXUEEFAER.
O. EHEERE D ECHIERES,
6. BRI LASTR K.

DEXHHE, B TR

RXHHRZDAZIRIPAT A UERMMRIPIEHRIER . SRUNGMEERNAIURRFRIFETRFRES, M

FRBREPFIE.

A g2 E, MABEEFRIPASNE BIRZERIFVAMZHRIFIVE) . HERBRIFRBERINEIRIFAR, *

HRIP SRR BRI A HER, S1EHSnapCenterfINetApp Backup and Recovery BIEHI SRR,

ps
1. MR IMEREH, EEFEMRIP*

Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk

Workloads Protection groups
Workloads (19) Q i Manage protection strategies
Workload 1 | Protection status = 4% | Snapshotandback..= % | Type= 3| Protec..= % | Encryptiondetecti.. + | Suspectedu:  Actions
FSxN_fileshare_useast 01 @ At risk None File share N/A /A A IK Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block N/£ @ Enabled I/A Edit protection )
MySQL_4781 @ Protected NetApp Ransomware... MysQL pg_important @ Enabled
MysQL_8009 @ At risk NetApp Backup and... MySQL | A \, ( Pprotect )
MysQL 9294 @ Protected NetApp Backup and... MySQL /A @ Enabled {  Edit protection
Oracle_2115 @ At risk SnapCenter Oracle N/A \ Protect
2. FERIPTIEA, EERIPAETR,
Workloads Protection groups
Protection group (1) Qa 4 ADD
Protection group 1 | Protection status =2 | Ransomware resilience strategy =42 | Protected count
pg_important () Protected rps-important-plan 2/2

3. RN
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4.
5.

Protection group name

Workloads
Select workloads to add to the protection group.

Workloads (16) Q
Salact workloads with no other policy source or with NetApp Backup and Recovery as a policy source.

D ¥ Workload t| Type =2 | Consoleagent = | Importance =% | @ Privacy exposure 5 | Protection status = % | Detection status =3

D FSxN_fileshare_useast 01 File share aws-connector-us-east-1 Critical High () At risk None

B LUN_storage_01 Block aws-connector-us-east-1 Critical n/a ) Protected Active

|:| MySQL_8009 MySQL aws-connector-us-east-1 Critical n/a () At risk None

D MySQL 9294 MySQL aws-connector-us-east-1 Critical n/a @ Protected Active

|:| Oracle_2115 Oracle aws-connector-us-east-1 Critical n/a (1) A risk None

WNRIPAR R R,
EERERNEIAPNTERE,.

(Q) ESTEEXTHHENEZE¥MEE, ERHEEN,

BT,

/% Warning: All current policies will be replaced with the selected policies.

Ransomware resilience strategies (3)

Ransomware resilience strategy 4 | Snapshot policy
() rps-aritical-plan critical-ss-policy
() rpsimportant plan fportant ss:policy
() rps-standard-plan standard-ss-policy

IR RIS SR EIRIZA I RIF,
prirt =l S 28
WERIPARER,

$rirs 27 I

z

YREELAMRIP
1T R] LAE S A RVH T R AR

p

1.

MBERRFIRERERR, FEFE R

Protect

Select how to protect all the workloads in the protection group.

Q
a : a : : a
4 |  Backup policy % |  Detection policy % |  Protected workloads
eritical-bu-policy rps-policy-all 3
important-bu-policy rps-policy-all 1
standard-bu-policy rps-policy-primary [
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2. ERIPIUES, EERIPERTR, AEEEREERERAA,
3. MERIPLARIBEE DIE AR, R RIERF.

4. EERENANIE RIFRESOERR I USIBRRIPRRE. AXRNFRIPRBHNESER, BSHACIER
PR, AEERRE.

o EERM BT, EEMENED BIRSRINFHE LR BT,
6. EET—PKREBLEHNEL,

MABHMFFT RS

TR REHR R EMILE AT MR T FH,

p

1. NBRMAMERER, EEFEMRIP*

2. ERIPTIES, EERIPAETR,

3. EEFEMPREF— IS TIEREAIE,

pg_important

Protection group

32 Workloads O rrotection Edit protection
0 2 0 rps-important-plan
File shares Applications VM datastores Ransomware resifience strategy
View
Workloads (2) Q 4 ADD

Workload +| Type = Console agent = | Import = 2| @ privacy exposure 3 | Prote ta = Detection sta == | =]
MySQL 4781 MysQL aws-connector-us-west-1-,. Standard n/a (¥ Protected Learning mode ©]
Oracle 8821 Oracle aws-connector-us-east-1 Critical nfa () Protected Active [G]

4. EEENRIPATES, ERENAFRIRNOTEAR, AREEFRE X
o NURFREd, R WERIIERE.
6. WIAEEZ MR TR HHEF MRS

MIpRERIP4E
BFRRIPESRPFRZARER, ERSMFFEDSTIERF,

p

1. MR mER S, EEMRP

2. FEMRIPTUER, EERRIPAEDR,

3. EEREMPRFF— S TIERHAIA.
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T 1
Protection > Protection group

pg_important

Protection group

2 Workloads

0O »

0 2

0

File shares Applications VM datastores
Workloads (2)
Workload 4| Type =% | Consoleagent = | Importance = 2| @ Pprivacy exposure 3 |  Protection status
MySQL_4781 Mysal aws-connector-us-west-1-. Standard n/a () Protected
Oracle 8821 Oracle aws-connector-us-east-1 Critical n/z () Protected

4. EEEMRIPATENG LA, EERRRPE"
S. WINEEMIPRIZAFHEZE MR

BRI PR
1R LA PRED ZRAN 1 ER B

EERHRUMAFRIFRBRIPNTERH
EMERH RN RIFREE 270, SRR EEEWLE TIEAHZIZRBER,
TR AMRBR Y R PSRBT E SRESI B R TR &

BEERBIIRNIE
1. MR IRERER, EEFEMRP*
2. ERITIES, EEREERRIPERRE

EHRER MBI SRR T B SRR T IR

Ransomware Resilience strategies (4) | Selected rows (1)

Ransomware Resilience strategy 1 | Detection 2 | Snapshot policy % | Backup policy
(4;‘ rps-critical-plan 2/ 3 enabled critical-ss-policy critical-bu-policy
N
) rps-important-plan 2/ 3 enabled important-ss-policy impartant-bu-policy
o rps-standard-plan ~ Recommended 1/ 3 enabled standard-ss-policy standard-bu-policy

IT-strategy-enc-user-ext 3/ 3 enabled standard-ss-policy standard-bu-policy

3. E'PRMMRIPRES TNER RRIPH TR R FIHR, EFITRNE TEk

rotection

rps-important-plan
Ransomware resilience strategy

View

T 2| Detection status

Learning mode

Delete protection group

Edit protection

Active (&)
.
$ | Protected workloads =N
3 ~
1 '
0 -4
0 A

o
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TIBRENZRAR M P R B
1&A] AR =5 80 R SRR LIRS B REXRIRIFSREK,

p

1. NEYRRAFIMESRER, EF R

2. FE R TIES, SR EERIPER

3. E BRI TIES, EF R - TR RIFRAIHRER LD,

4. MIRfESeEh, R MIPRERRE

FERSHRREMEPHINetAppHIED KRB IASHER
TENetApp R RERESIF, TR LIERANetAppiE D KRB D X XHHZ=T(F
AEPRERE, WEIEEITORITUEERESIEERS B TAZMER (PI), X
RESENRENL, BESEXZEH SHROANT, THEFIMIERENAIFER,

RS R AT E MBI BAAES M EEHIT E TXEIES AN E, AENEBIERERIRIENAE, LUA
REMMEER. BNR2RFE. MUREHINERES,

SRR AT TR BB, USSR RERISE LRI

FRENERIGAE BRITIHES, EFEHAREER. XHXIMEEERPRUNGMEEES AR, "TH#
PREBRSRVZH SIREAR"

BEEHIED RIRBIRFARE
EERPRNHREINRERIVRIED K2R, BRE"ERUUED LR EHIEHIE"

TR LIRS RN A MENRIFTIERSE SRS L. BRIZFIRAIRAME, SEEFRRIREN, MREFR
MELIED K, WSHIA—IWNEE, LEBRBED %,
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Identify privacy exposure

BlueXP classification helps you prioritize protection and
assess the privacy exposure of a ransomware attack

Deploy Classification for free

Classification is a NetApp service providing continuous insights on your data as a core component of
BlueXP at no extra charge. You can identify privacy exposure in Ransomware protection after deploying
Classification, which connects to your workload data and scans it. Only identified insights and metrics
remain in BlueXP.

Cancel
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Protection %7 Run readiness drill

35+ 9

Protected @

4 (Last 7 days) i 1 (Last 7 days)
Workloads Protection groups
Workloads (19) Q

Workload 4| Type =2 Conscle agent = | Importance = 24| @ privacyexposure = % |  Protection status =2
FSxN_fileshare_useast_01 File share aws-connector-us-east-1 Critical High (@) At risk

LUN_storage 01 Block aws-connector-us-east-1 Critical (&) protected

MySQL 4781 MysOL aws-connector-us-west-1-... Standard () Protected

MySQL 8009 MysQL aws-connector-us-east-1 Critical Identify exposure (1) Atrisk

MySQL_9294 MySOL aws-connector-us-east-1 Critical (&) Protected

Oracle 2115 Oracle aws-connector-us-east-1 Critical (1) Atrisk

Oracle_8821 Oracle aws-connector-us-east-1 Critical () Protected

Oracle 9813 Oracle aws-connector-us-east-1 Important () Protected

3. BRANIES RGBS P, BEIRMRE S RAE RIRE

®

=

BIRHKE, EEILLRERTE, AEEERIRE .

HE, HEERE, RILBRVIRBERIITEENR.. “P'HE
HERFAREBER
X Pl #1TEEED KRS, TEXE,
Pll B3ED AT =2E:
5 Bid 70% MNXEHaEs P
s /e Bid 30% BATF 70% BIXEEE PII
*&: KF 0% B/NF 30% HIXHEES PII

p
1. NEZRRAMERER, EEF R
2. FRIPTIES, T LEARYIFHRIETRARE T PRESHOXHHZTIERAR,
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A\ Free trial (30 days left) ~

10+

Data protected

(e

4 | Manage protection strategies ‘

Protectiongra  Actions

Protect

Edit Protection

J

pg_important S Pt
Protect
pg_important

I

Edit Protection
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Protection

9 351 g °

%7 Run readiness dril

/A Free trial (30 days left) ~

(e

10+

Atrisk @ Protected @
4 (Last 7 days) Detaatinek i i Data protected
Workloads Protection groups
Workloads (19) Q 4 | Manage protection strategies
Workload +| Type =2 Conscle agent = Importance = 24| @ privacyexposure = % |  Protection status =% | Protectiongre  Actions
FSxN_fileshare_useast_01 File share aws-connector-us-east-1 Critical High @) Atrisk
LUN_storage 01 Block aws-connector-us-east-1 Critical (&) protected
MySQL 4781 MysOL aws-connector-us-west-1-... Standard () Protected pg_important
MySQL 8009 MysQL aws-connector-us-east-1 Critical Identify exposure (1) Atrisk
MySQL_9294 MySOL aws-connector-us-east-1 Critical (&) Protected
Oracle 2115 Oracle aws-connector-us-east-1 Critical () Atrisk
Oracle_8821 Oracle aws-connector-us-east-1 Critical () Protected pg_important
Oracle 9819 Oracle aws-connect st-1 () Protected

3. M TR 3 TR TR BEHZRI AT EE TIER TS,

Protection > FSxN_fileshare_useast 01

FSxN_fileshare_useast_01

@ Protected

Protection health

®o

TTT Critical Aibts

I rta : 5
POl Edit protection

@ High @ Protection

Privacy exposure

Files with Pl @) 181 hits in 150 files 2/ 3 enabled

Detection

Types of PlI
rps-critical-plan
= Credit cards 20 nits in 150 files
Policy
View policy
Contacts 95 s in 150 files
L}
- Passwords 28 nits in 150 files y
n/a

Backup destination
Data subjects

38 hits in 150 files

e

View backup destination

4 EIEAHFAGE TNET, EERLEREERPIVFAES.

REARENTIERBERMERRM
FRARENTHAEIFEMIFRENERE.

Edit Protection

Not marked for recovery

Recavery

\"_'_", File share

Location

Console agent

svm-fsxEnvironment

console-agent-us-east

Amazon FSx for NetApp ONTAP

% Volume: FSxN_fileshare_useas...

Cluster id

System name

Storage VM name

aaalllala-Tall-11aa-1...
fsxEnvironment...

svm-fexEnvironment...
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Alerts ﬁ Run readiness drill /) Free trial (30 days left) ¥ @ >

Automated responses

= 6 127

Alerts Impacted data @ 9
Snapshot copies
Alerts (6) Q 4
Alert ID | Workload % | Location s Type = 3%| Status T+ | Consoleagent T % | Incide..® | Impacteddata = |
alertd727 Oracle 8821 10.0.1.193 Oracle Active aws-connector-us-east-1 2 2GiB
ws_alert9823 Oracle_9819 10.0.1.193 Oracle Active aws-connector-us-east-1 1 2 GiB
alert3932 MySQL_9294 10.0.1.10 MySQL Active aws-connector-us-east-1 2 2 GiB
alert7918 vm_datastore_4719 10.0.1.57 VM datastore Active aws-connectar-us-east-1 1 2 GiB
alert5319 vm _fileshare 6699 10.0.1.215 VM file share Active aws-connector-us-west-1-account... 1 2 GiB
lun_alert_6285 LUN_storage_01 10.0.1.10 Block Active aws-connector-us-east-1 1 2 GiB
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Alerts > alert3932

Workload: MySQL 9294

alert3932
Location: Type: MySQL Console agent: aws-con.
(OF] 19 days ago 2 GiB 286
Potential attack First detected Impacted data Impacted fil
Incidents (2) Q i
D T Incident ID % | Volume %2 | storagevm 2| System 2| Type 2| status =% | Firstdetec..d | Mostrece.. 5 | Evidenc
O inc3444 mysql_useast_21 m_VsaWorkingEnvi VsaWorkingEnvira Potential attack [ New
M inc7792 mysql_useast 22 m_VsaWorkingEnvir..  VsaWorkingEnvir
4 ‘5!51:2

19 days ag
Potential attack

3| Automatedre..
18 days ago 4 new extension
ac N New 19 days ag
PMEGREBZEHIIFAER.

2 Snapshot copi
18 days ago

4 new extensions...

1 Snapshot copy
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BEEEHRRGMERBATE.
7 Ransomware Resilience FEATIEAHEZ S, BHRITUTIRE

1. BEGE*TH,
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Alerts > alert8727

alert8727
Impacted workloads: Oracle_8821 Mark restore needed
% ® 2 m 286 @ 2 GiB ® September 2, 2025, 1:57 PM
Potential attacks Impacted files Impacted data First detected

Incidents (2) a 1
\:\ i IncidentID3 | Volume % | StorageVM 3 | System 3 | Severity 5| Status =5 | Firstdetected 4 | Mostrecentlyde...s | Evidence | A
D inc4922 oracle_usea...  svm_VsaWorki..  VsaWorking... @ Potential attack Q New 13 days ago 12 days ago 4 new extensions detected 15
‘—\ inc3163 oracle_usea.. svm_VsaWorki...  VsaWorking... @ Potential attack Q New 13 days ago 12 days ago 6 new extensions detected 18

4. EPEIEPIEEF P #—FIhaEH & IS ITIR IR, 1EIRE PR AP 5,

5. IRREIRFERFIEH:
a. E7EData Infrastructure Insights TEfA H L £ H—FTHARER, BHEFEETERHR S %
b. EE—NEHREEZEHINFAGE,

Data Infrastructure Insights T{EfA H R 2 EFIEATRHIT .

M NetApp Cloud Insights: NetApp PCS Sandbox e— T
sl Otmarvabilivg o Worklosd Sedunty |/ Pobinitial Attack Dat Ransomware Attack o] J':J 1?‘_’_’*:
0 Eubenaies

.
POTENTIAL ATTACH: & Detw i
W wurkiosd Secwity = Ransarmware Attack :I1:'I:.- e

Riarts

i s waraes: e by e T
Biock Unar Mrznne Lntitien
Forssvicy

sk e [ g
e 1, 3004 R

e Tems teagtean
Calecion
Pfurir Total Attack Results Encrypted Files
Activity per minute
2 o 1,832
B ontar tasensiah » g i -
-]
e L33 File .
L i 1 uner pipunt
Thit i pretwn sty o tgr of Bprrpreare Altacs o A
Do’y st bs reewive sharta far i e e again? ) o P PR e

Radd kn Alleweed Tie Types

4 Mnomire

M UserfiP Accens B 1,141 Detected
[rre Uitk i b agk
! Vinarge S A

BHFRGEHFITCHATME (FHFHRIERRE)
iR EE, BAEHEERMEDEENE, UEBIITUFTERE,
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PRERRSSHVIEH SRR A"

p
1. NBRMGMERER, EFEER"

Alerts

6 127

Alerts Impacted data
Alerts (6)
Alert ID | workload e Location
alertd727 Oracle 8821 10.0.1.193
ws_alert9823 Oracle 9819 10.0.1.193
alert3932 MySQL 9294 10.0.1.10
alert7918 vm_datastore_4719 10.0.1.57
alert5319 wm_fileshare_6699 10.0.1.215
lun_alert_6285 LUN_sterage_01 10.0.1.10

2. TERNEF, EFEER.
3. BREERPHEM

Alerts > alert3932

Workload: MySQL_92%4 Location:

® 2 @ 19 days ago
Potential attacks First detected
Incidents (2)
|:| ¥ Incident ID 2|  Volume 2| Storage VM ]|
O inc3444 mysql_useast 21 sum_VsaWorkingEnvir..
M inc7792 mysql_useast_22 sum_VsaWorkingEnvir..

4 NREBHESHEERTFIRE, HEFIRCE
S. NS EHIERITCEEME

$ | Type T2 Status T T

Oracle Active

Oracle Active

MySQL Active

VM datastore Active

VM file share Active

Block Active

alert3932
Type: MySQL Console agent: aws-con...
2 GiB
Impacted data
System 2] Type 2| Sstatus

VsaWorkingEnvironme...  Potential attack [ New

VsaWorkingEnvironme...  Potential attack [\ New

mE*,

Run readiness drill /) Free trial (30 days left)

Automated responses

9

® C

Snapshot copies
a 4
Console agent = 2| Incide..® | Impacteddata 2 |
aws-connector-us-east-1 2 2 GiB
aws-connector-us-east-1 1 2GiB
aws-connector-us-east-1 2 2GiB
aws-connector-us-east-1 i) 2 GiB
aws-connector-us-west-1-account... 1 2 GiB
aws-connector-us-east-1 1 2 GiB
286
Impacted files
e
=42 | Firstdetec..4 | Mostrece.. * | Evidence = Automated re...
19 days ago 18 days ago 4 new extensions.. 2 Snapshot copi
19 days ago 18 days ago 4 new extensions.. 1 Snapshot copy

6. ERmTEAHME, BEHBREEME TR SEFE M E EI -+,

=

RERIMENMER, ERFNERENFBEERE"EF,
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(D mpeaEE, WEHERREHEETIRES, EAELER,

FrENERIEAE BRITIES, EFEHAREER. XHXIMEEERHPRUNGMEEES AT, "TH#
PRERRSRVIZH QIREAR"

pA
1. NBRRMGIMEREH, EEER

Alerts Run readiness drill /N Free trial (30 days left)y ¥ @ >

Automated responses

= 6 127 -

Alerts Impacted data
Snapshot copies
Alerts (6) a 4
Alert 1D | Workload %+ | Location s | Type =3%| status T3 | Consoleagent = % | Incide..® | Impacteddata = |
alert8727 Oracle_8821 10.0.1.193 Oracle Active aws-connector-us-east-1 2 2GiB
ws_alert9823 Oracle_9819 10.0.1.193 Oracle Active aws-connector-us-east-1 1 2 GiB
alert3932 MySQL_9294 10.0.1.10 MysQL Active aws-connector-us-east-1 2 2 GiB
alert7918 vm_datastore 4719 10.0.1.57 VM datastore Active aws-connector-us-east-1 1 2GiB
alert5319 vm _fileshare 6699 10.0.1.215 VM file share Active aws-connector-us-west-1-account... 1 2GiB
lun_alert_6285 LUN_storage_01 10.0.1.10 Block Active aws-connector-us-east-1 1 2 GiB

2. FERNEF, EERER.
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Alerts > alert3932

Workload: MysQL 9294 Location:

(O] @ 19 days ago
Potential attacks First detected

Incidents (2)

D ™ Incident ID %+ | Volume % | storagevm % | System
O inc3444 mysql_useast 21 sum_VsaWorkingEnvir..  VsaWorkingEnvirenme...
M inc7792 mysql_useast 22 sum_VsaWorkingEnvir..  VsaWorkingEnvironme...

3 EE—PEHSZNEM HE, B
4. MREHEZE IR, I
° EEEM
° R LGB RIS R H

FREMAIRR:

Edit status

alert3932

Console agent: aws-con...

WEFRRE EANEN ID EFREFEFIEE .

Change the status to keep track of incidents that are not a threat.

Status

Resolved

Dismissed

3. Méﬁﬁﬂ'{kuﬂ:qﬂ ) *¢“Eﬁ@|§$”){klu\o

REREXTEAHEMENRFRERIFSHEMESR.

6. TEHEREF"S

88

2 GiB 286
Impacted data Impacted files
a 4
Type 2| status =4 | Fistdetec..d | Mostrece.. 3 | Evidence $ | Automatedre...
Potential attack [ New 19 days ago 18 days ago 4 new extensions.. 2 Snapshot copi
Potential attack  [| New 19 days ago 18 days ago 4 new extensions.. 1 Snapshot copy
Cancel
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BETSE

REMHFRITI&E

EXHRRIMENAREF TEAHZE, ERIUEERR
JR. ARERMETIE LETRAEREIMERIX .

X5y
PRI A e BRITILES, £5
FrBE RS HIZH aIhR AR .

M ERIFIR. EeILUARIEIRIIE 3
A Tm
ps

REMRY
AREER. XHXRFTMEEERHPHRRGMEEEZAR,

ER SR TUENER

AREFE THE N ERNZRMI MR CSV Fl&,
1. NBRRMGImEREH, HEEER

=8,

TR
SRIXFFHTIR,

MRENEFENER, &

7

2 FERTEL, RIFHENERSITHRF, UBTEMENNARERF TIEAHNER,
3. MIZTIEAHMNERTIRFPERE—DER,
4. WFZER, EE-IEMH

inc7792
Workload: MySQL_9294 Volume:

e: Storage VM:
New
Status

(i) Potential attack
Type

aws  System:

@ 19 days ago © 18 days ago
First detected
TTT Incoming data

Most recently detecte
Entropy of incoming data

,@, 109
N/ Impacted files {partial), to get full list Click here
New file extensions (4) Suspect file extensions (4)
25156 Kig / min
Detected — ek Ick
4 om om
Expected  GEENEED .omg .omg
xyz .pck
pck xyz
ﬂ File activity
Creation rate Impacted files (109)
5 files / mi
DEeried Impacted files
& files / min
Expected [
Renaming rate

1 | Probable clean files
/Top_Dir_1/Sub_Dir_11/test file_10386.txtIck

/Top_Dir_1/Sub_Dir_11/test file_10386.txt
) /Top_Dir_1/5Sub_Dir_11/test_file_10386.txt.omg
o WFEEM, EETHEMFFL CSV R TH

=5,

/Top_Dir_1/5ub_Dir_11/test file_10386.txt
R HRTR.

="

=

fEEINetAppZ TN RERET], EMERAFHEAERME
TR BRITIT ) B EM
(RPA) H AT AR ST R I

[&, NetApp Ransomware Resilience 22 SEPriiE =

* RN AREFEEMESnapCenter IR, MEHNZRIAR

e fERN AREF - EM—BBRER
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Restore "MySQL_9294" @ resoe (2) Review
Restore

Workload: MySQL 9294 Host: 10.0.1.10 Type: MySQL Console agent: aws-connector-us-east-1

Restore scope: ® Al volumes O By volume O syfile
Source ~
First attack reported September 9, 2025, 1:57 PM Restore points ®  safest for all volumes @

Volumes (2) Q
Volume 1 |  Restore point $ | Type $ | Date = Size =
mysql_useast_21 cbs-snapshot-adhoc-1697555391705 Backup September g, 2025, 1:27 PM 2GiB
mysql_useast_22 chs-snapshot-adhoc-1697555327497 Backup September 6, 2025, 10:57 AM 2GiB

Destination (D Action required N

O KR ERKFEFZANR FELEEFMES.
a. EEFERTEREENTRR.
BRUHMEENFRETRRINNNEHLEMNRNEDN, AETWIEERKE
BUtER. XEMREFBEEFMERRNEIRIE — N EREE —RKE ZRIBEIZS.
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b. WEHRTF BRI
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Restore

Workload; MySQL 9294 Host: 10.0.1.10 Type: MysQL Connector: aws-connector-us-eas...

Restore scope (O Allvaiumes @® Byvolume O Byfie
Select volume you want ta restore and edit its settings, mysql_useast_21 settings:
Volumes (2) | 1 selected Q
5 re: N~
Volum
° """"""" Destinat Act e ~

5. FEBFIRT, HEEBEENS.
6. SR FEEREENNA T LB RAEL.
a. YR BT AESIENEE S,

RIS RETR AR N B L LIRS, HEFHE T

7. BR9H: EEERIMSEIANR FEISLEEFARES.
a. FEERY
b. FERRIFEEIIM
C. EERG,.

d. EEHHIERT.

B LR TNRIAE B &+ &) B,



8. W MRIEF"
0. JEET—%"
10. ®EEAER,
N EFIRE*

12. NTRERR B, SR ME UEEME TTH LIRS, HEHRENRSEEZE MRS ZEHE,

EXHERIIMENRER TIERE

EXHRANRENBREF TRRHZE, ERIUEEREMXENTIR. R LIARERITE FER MY
FR. ARERMETIE LETRAEREIMERIX .

&R LU XX 4R N A2 TR BiE R BB E SRR £ 5.

REZEIMXHFIRNTE
fEREIR TTERRR MBI,

MRFEABESIER, CERETH

1. MR ImERSESD, EEER

BMERNZEIEMFE CSV Fl&.

2. FERTEL, RIFHENEREITHR, UBTEMENNARERF TIEAHNER,

3. MIZTIEAHNERTIRFPERE—NER,
4 WFRER, EFE—IEH.

inc7792
Workload: MySQL_9294 Volume: Storage VM: aws - System:
New (i) Potential attack @ 19 days ago @ 18 days ago
Status Type First detectad Most recently detactad
TTT Incoming data { ﬂ | 109
N/ Impacted files {partial), to get full lit Click here
Entropy of incoming data New file extensions (4) Suspect file extensions (4)
25156 Kig / min
Detected E— ek lck
2510 KiB / min i G
Bpected QNN g Y
xyz pck
pck xyz
ﬂ File activity
; Q L
Creation rate Impacted files (109) R
65 files / min
Detected Impacted files 4|  Probable clean files s
& files / min

Expected —

Renaming rate

/Top_Dir_1/Sub_Dir_11/test_file_10386.txt.Ick

{Top_Dir_1/Sub_Dir_11/test file_10386.txt.omg

I

°. BEERRBNXMIIR, HEER R4 ERINE BT,

6. WFZEH, EETHEMRHFLU CSVRATH
IEXE SR
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7

@ TR RERPHREY B REBRE D BRE R TR 3 A BRI S8V BB

- XfEF:

© BENERENXM: LSRRG MEINEEREME I

o BEEXHFIER: EF—1 CSV X%, HPEESEMNERTERRNEERENREMXANTIR, &—
RiEmZe]LAE 10,000 XX,

Restore scope: QO Allvolumes O Byvolume (@ Byfile

Select volume you want to restore and edit its settings. mysql_useast_22settings:

Volumes (2) | Selected rows (1) Q
o t Source Restore paint: cbs-snapshot-adho.. Type:Backup | Date: September 6, 2025, 10:57 AM ~
() mysqlusesst 21
Files ~

[
File selection: (O Automatically select files (® Upload list of files O Manually select files

Upload a list of files impacted by the ransomware attack that you want to restore from the selected restore point.
/\ Warning: Download the list of 3 impacted files that must be restored from a different restore point and then restore them later.

Upload list of impacted files (CSV) @

Uploaded impacted file list (2) (@) Download impacted file list (3)

Destination () Action required ~

° FINEEXM EERE 10,000 MDA RN XETHITIRE
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Restore "app” o Restore (2) review »
R P O Avvelimes O I ® Byiin
I 1 i Yo woll settings
Restore point Antl_ransomware Backup. 2023-08-03 1301 Type: Backup Date: August 8, 2023, 1°:00 PM
Valurn: il ~
@ =
File salaction O Automatically satect files i) Upload listof files. @ Manually select files
£ ol2
_ Files (12,129) | Selected rows (120)
{ vol3 Q
2 {b B Fe 2| path | Size |
ol
Belect up 1o 10,000 files.
— ar a single felder [ e U TIB
) .
une 12, 2023,

g b_file tolder_a.2 £, 178
{ wols 1:00 FM

g Juna 12, 2023, 2512
= ( il -
{o Teut cell 1900 FM [=0:)

lune 12, 2023, 2512

] T Il ) E

0 June 12, 2023, 2512
i Text cell — 1:00 PR GiB

— dung 12, 2023, 2512
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Restore "fileshare_uswest_02_.." @ Resiore (2 Review
Rest Q a m Q 8
Select volume you want to restore and edit its settings. fileshare_uswest_02 settings:
volume (1) | All selected Q
Source ect re: ~
Volume
° Destination i g ~
the alts will be restored. A new volume will be created in the selected working environment and S¥M.
Work SVM Aggregate
\ -]
ER
——
2. EBHIRP, BREEEFRENS,
3. SR EEREEONA T HREEEAEL.
a. EFBERTERBIENIERR.
PEURUME N RELRR AR AFEHLRERNENHEN, HEREETET.
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Restore "vm_datastore_202_7359" @ restore (2) Review
Restore
Workload: vm_datastore_202_735... Location: 10.195.52.126 vCenter; 10.195.52.128 Tvpe: VM datastore Connector: onprem-connector-account-Lxtft4x..
Restor P
Restore points (4) Q
Restore point | Provider | Dat

@] G- W November 21, 2023, 830 PM

@) R s 3, 830

O R ber 13, 2 0PN

@ G- 5 November 18, 2023, 8:30 PM
2. ERERATEREIERER .
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. \FBR, EFMEUEFEME NE EMNIERE, EPRENRSEZ MRS ZE%,.
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Dashboard

Workload data protection

g
S Atrisk @
4 (Last 7 days)

View all

Recommended actions

33%

Completed

4/12

Complete / total

Alerts and workload data recovery

8

Protected @
1 (Last 7 days)

View all

To do (8) Dismissed (0)

Prepare Amazon Web Services S3 or... Review and fix v

Protect critical workload fileshare_us... Review and fix v
Protect standard workload vm_datas... Review and fix
Review and fix v

Protect critical workload FSxN_filesh...

Fix critical CVE for workload fileshar...  Review and fix v

6 5

Alerts @ Restore needed @

View all View all

1OTEB

Total protected workload data @

New (Last 7 days) 1 O TiB
]

% Protected (2 TiB) @ At risk (8 TiB)

New (Last 7 days) 45 TiB
.

I Protected (10TiB) M Atrisk 35 TiB)

2.
MRS R TE, R C AL s ImeT R &t R R ASUE.
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° MNetApp#IZRIHRERER, % RS,
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EIRIMMETIE T & CSV 5L JSON X4, NMEHIENXBRIZTTE LR,

ﬁ Run readiness drill @

« W

Restore in progress

View all

18

Workload backups

357
e
B Before last 7 days (31 TiB)

Backup data

B New in last 7 days (4 TiB)

>
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Reports &7 Run readiness drill /) Free trial (30 days left) @ ¢

Review protection status, alerts, and recovery details to monitor and maintain system health.

Summary
ﬂ L Download (JSON)
Summary of workload metrics

Protection
L Download (CSV)

Tabular details for all workloads that are at risk and protected

Tabular details for all alerts

Recovery
4 Download (C5V)

H
E Alerts 4 Download (CSV)
23]

Tabular details for workloads marked restore needed, in progress, restore failed, and successfully restored

Readiness drills
4 Download (JSON)

Details for simulated ransomware attacks and recovery
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