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Ransomware Resilience

Outsmart ransomware . -
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack . = o o ®
detection, and fast recovery processes in alignment with cybersecurity best practices. X

g o °
Get full access to ransomware resilience with a 30-day free trial. J -

Start 30-day free trial

{3, We won't read the contents of your data or change existing protection.

@ 9
\&) ﬁ %

Identify and protect Detect and respond Recover
Automatically identifies workloads at risk, recommends fixes, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure a safe recovery point @ workload-consistent recovery
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Atrisk © Protected © Potentil attacks ©
inlast 7 days Tinlast 7 days
Recommen ded actions Workioad dat Workload backup User activity
Todo (8) Dismissed (0) New (Last 70) 1078 @0 @ cetstarted
e ——
Felled (Last 7d) 1. Activate suspicious user behavior
Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix o
33% Tl 45w detection
e ——
Completed S Backup data 3576 D A
Register available SnapCenter Servers vith NetApp Console Review and fix v B protected W Atrisk o
B New(ast7d) @ 2.Protect workloads with the “Detect
4/12 suspicious users" policy setting.
Protect critcal workload fsxn fileshare._useast 01 Review and fix
Complete /total
Prepare Amazon Web Services 3 or StorageGRID or Azure blob store as a backup ... Review and fix v
more (2

Protect critical workload fileshare_uswest 01 Review and fix \/
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AAAAA « ® Protected @ Potential attacks @
17 days inlast 7 days
Recommen ded actions Workload dat Workload backups User activity
Todo (8) Dismissed (0) New (Last 7d) 1076 @ ° Get star
e —
Failed (Last 7d) 1. Active icious user behavior
Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix \ —
33% Total 4578
e —— !
Completed ckup data 357
Register available SnapCenter Servers with NetApp Console Review and fix \/ MtpoiiEcied| [MACHEE el
B New(last7d) @ Older 2 Prote: the "Detect
4/12 = s etting
Protect critical workload foxn fileshare useast 01 eview and fix \
Complete / total

Prepare Amazon Web Services 53 or StorageGRID or Azure blob store as a backup .. Review and fix

Protect critical workload fileshare_uswest 01
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Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected () 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q RS Manage protection strategies
Workload 1 | Protection status = % | snapshotandback..= % | Type= & | Protec.= % Encryption detecti_. 3 | Suspectedu  Actions
FSxN _fileshare_useast 01 @ At risk None File share \ {/A N/A ‘\ Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block I/ @ Enabled - Edit protection )
MysSQL_4781 @ Protected NetApp Ransomware... MySQL Pg_important @ Enabled
MySQL_8009 @ At risk NetApp Backup and... MysSQL N N/A 0 ( Pprotect )
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RIE. RANEFME VM) UREXFIPRSHME, SRERPNEIREENEEHN TEAENESRRGESS
Je UTHILEBETTRENRIPESE:
RIPRE: TEAHETUETRUTRIPRESZ—, LISTREENE T R

* ZRIP: BNAER, STEMSBXNES EYBAT ARP (F ARP/AI, BURTFONTAPARZS) .

* FERR RNBEABER. IRIEAZSERRATERNRE, BARESATREMEHRE, N
RN TFRRzH,

* FHITH: BERIEENABEARTTH.
* KW SRESENAEREER.

MRS -

+ Ransomware Resilience AR\ T f#EE TR H LR ERNFZINAFLNRBIVER, ERAUTFERERZNN
SEE

* INEHMIRZS
* AJRAFP T AR
* FEIERIRRCMH R&

RER. ERMEHRES: Y EREERBITREARS. MRLKERE, ZFEBET N/A
B2t

RN MERNBRBEXNS P TIEAHBN DN, TARIBFAS T TEAHDEEEMM TR TIEREE
EMAUTRIRIAFIRTE |

X /RS NMREBEIE (FEBENRIPITR)
* BEERET REBRIANGIEMRRTESNN—R, BEETFE8X—X,
* tofE BXIBEZRIREEIA
Privacy exposure: IR NetApp Data Classification FHiE N ABREE"

EHBET. MRERERRBEN, WEFIHBERFE VM MRFET. IRSBEEH, FERER "N/A"
BEH BT MREEERENERE T HRUNMHRIPRE, AKIILERBIFRZNZT.

[E5T B
* "ERERURRIPREBRIP TIERE"
* "EIRRIPA"
*HETASMER
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7 NetApp Ransomware Resilience FRINE D B R

2 NetApp Ransomware Resilience ZM TEfEAY, WNRECE T &%, N Ransomware
Resilience RIRFNER BT, MREITRIFEHBIE "ShZ=M G ERE" B—3F5, EFE
REIEAH ERREZYMDBIR, MHKZTE NetApp Ransomware Resilience 7 INIE 7 E
R, LIRS MM,

ERILAM L T &7 BARikE—1:

* NetAppStorageGRID
* TSRS (AWS)
* Google Cloud Platform

* Microsoft Azure

@ Amazon FSx for NetApp ONTAP # Azure NetApp Files R TEAEH T A ERAE D BiF. £
EHNE PR BNITEMDIRIE: FSx for ONTAP &9 ARSSEX Azure NetApp Files #1435

FrERNIEHIEAE BERTIILAS, EFEELHLASER. XHEXFMBEBRIHRNHMEEERAE, "7
fi#NetApp ConsolefV#I RN G IMERE" o

" StorageGRIDEA & BAR

E ¥ NetApp StorageGRIDIEENHFNBER, BRAUTER.
gl

1. EMERREMENRER, EFRE,

2. TEMENMERP, EEEE,

3. FEHERM,

4. WAENBERNE,
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Add backup destination

Name (1) Action required ~

Provider ~

Select a provider to back up to the cloud.

B
Gl & a
Amazon Web Services Microsoft Azure Google Cloud Platform
StorageGRID

5. 3%&##* StorageGRID*,
6. EEREMEEFZINA TEAUTETHEFE:
* IRIMEIRE:
* SRR ENTF AR B EEER.
" RHNXT R 2REDRZ (FQDN) ik Mo
* }2fH StorageGRID £1E: Access key # Secret key,
° LK EAE IP =Qal,
* IP DRIREEEMNIEPIENEER, It IP =(EIRV&EE] LIF 2R H Hid B B i a4 FR,
° BIRBE
EEEEREREFMNIUE. ERAFNOHNE, BIXRIRFE, FBENEMEE, HEPESHTRRGR
. BEE&EMDBING, BREEHRIILE. NREFRBESZHBE, 7% None, 1% Governance

mode LA IFEBRFERRI AP EREREE SNMRRRIPEIEH M. & Compliance mode*
LAB Lk R PR E AR S S PR ARIPRIE (0 X 1Fo

MBS BARREARINEIE D BARY IR,



Settings > Backup destinations

Backup destinations

Provider t1 Name 2| Region 2| Encryption 2| Pspace 2| Bacuplock 2 Systems
VsaWorkingEnvironment-VHZKTDPp ~ Backup and Recovery.

VsaWorkingEnvironment-C2Gmsusu  Backup and Recovery

eeeeeeeeeeeee

N Amazon Web Services {EAE B+
R AWS KB NEMD B, BRAUTER.
BEXERHEPEE AWS FEIFAER, 38N "EEEH Amazon S3 7ZE1E",
WIE

1. E89ERGMEThAED, EFIRE,
2. TR BIERS, EEFEEER,
3. FEEFRA,
4. 3%3F*Amazon Web Services*,
S EEEMEEEINN M FESLHBNSIEFE:

° IREEIRE:

* QUE—MIBEFER, NREFSPFELEFEFMER, R INEEER, HEERLEECH
TR RIFMEE D,

* AWS KFP. Xig. AWS FIERVILIRIZANIZ A
"NRIEBEETEFMER, 1SRRI S3 FER" .

° INE: MREIEFCIEMH S3 FER, BRARHBRALENMERRES. WREERNEFHE
1, WmEzERELA.

AINBRT, TFhERTREY #Eﬁﬁ% AWS BIERVEAME. @R AMSER AWS EENER, BrIblfE
REE CHEREERENME

o WML TR IP FEIUNERERLER S
' |IP DR REERDIIEFIERERE, It 1P =E)AIEEEE LIF 4R H Bt BB MIA AR,
* (E, AREEEAREZAIEERN AWS FABLEET = (PrivateLink)o

WNREABER AWS PrivateLink, i§&1% "EFF Amazon S3 BY AWS PrivateLink"s

© &PH ERRDHFEYPRNHRENRERIFEN T HRIEREMIER. ItikINfEANetApp Datalock 5
Ao BMEMDRERBHABE, HED 30 X, BMNLRS 14 REVEHH.

() nenamEEHHERE, NEIARESH IS BR%LE.,

- RIEET: BEAF (BH s3:BypassGovernanceRetention R) B UERBHANE S MIFFZ R
ali BN
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* EAE BRERBHRT EBEIMFRFRIFBEND XM

6. EEFARIS
&
MEVED B ARINEIE (D BR5 IR,

Settings > Backup destinations

Backup destinations

...... 4 | m | Regior | Encrypt | 1P spac
netapp-backup-vsavhzk7dpp us-east na Defaul
netapp-backup-vsac2gmsusu na Defaul
netapp-backup-vsajgd1 na Defaul
netapp-backup-vsajgd2 na Defaul
netapp-backup-vsajgd3 na Defaul

7N Google Cloud Platform {ER& 1) BR

NNNNN

NNNNN

eeeeeeeeeeeee

E¥ Google Cloud Platform (GCP) iIRE A& ER, BHRAUTER.

B X7E Console HEIE GCP FERIFHER, 15BIH "Google Cloud HYEHI&

p
1. E#RRMHRERED, EFIRE

2. TEMENMERP, EEEE,

3. FEEEARM,

4. WAENBERNET,

3. 1#&##*Google Cloud Platform*,

6. EEEMEEZ LN M FEAHIMANTHERZRE:

° IREIRE:
 EERIEMEF AR B T ER.

* &t Google Cloud Platform £#&: Access key [ Secret key.

* EREB Project & ELFF7ERY Region,

a
ystems | creat
saWorkings VHZKTOPp Backup and Recover vy
Working! -CoGmsusu Backyy b and Recover vy
2
0z
Ttii [l o ‘9&1 n
ZFRIE,
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Add backup destination

Name ©) gep-backup s
Provider ) Google Cloud Platform N
Provider settings A~

(® Create new bucket

Netapp ransomware resilience will create the bucket in your provider environment.

Google Cloud Platform credentials

Access key Secret key

©@
Google Cloud Platform details
Project Region
Encryption ) Google-managed key s
Backup lock /i Not supported

° INE: MREEFLIBHNEMER, BRARHBRELENMERRERS. IREEENEFMHER,
NnEESELA A,

AIAMERT, FHERRBVEIERER Google BEENERHAITNE. ERILIBTER Google EIERIEA
SfERE P EENERREERRINRE.,

7. R

2R
MEE D B RINEI&E G BARy IR,

70 Microsoft Azure {ERZ D BFR
B Azure IREANEMBER, BRAUTER.
BREFHEPER Azure EIREMTIFHITRNIEAEE, B2H "S12 Azure FIEMNHIHITIA

R
1. EHRUMIMEIRESR, EFIRE,
2. TEHBRERD, EREE,
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3. FEEFA
4. %FE“Azure’,
S EEEMEEEINNM FESLHBNIIERE:

° IRHEIRE:

* QIE—MIBEFMEIRE, MRIERIERELEFE, WEE— T NENEFMHIKSE, HEEREECH
TFiftk A REFES 0.

ERMHNARER (BPR) ID. ERIHEBMESR (FBF) 1D, EF M.
* NIEEY Azure ITIR)IESE Azure 3TIH. XN ZIRLE,
"NREBBHEEMEIKF , 155700 Azure Blob 72 KF" -
° 1% BUMBERT, HUEEER Microsoft HEERZIANE, E#F Microsoft-managed key LR35 IR
; 3l&, %R Customer managed key LUEREE SHZHAHITMNER,
o L& %R IP FEUNRETERILE RS,
" P FEIREERMDIERENSES Itb IP TEIREEEE LIF A H Kk B EMIA R,
RE, EEEREERAZAIEN Azure THAE R,

MR EAB{ER Azure PrivateLink, i5£% "Azure PrivateLink"s
o BInBIE

ERERERESNMNE. EASME, BIFRERP, ToWEREMER, HRWHRNTR
fr. BRERM BTG, BXEEAIRE, MREFBVEEMIE, 151%EEF None, ¥ Governance
mode LA IFABIFENRI AP ERBHEE SMRRRIPEIEH M. & Compliance mode**
LARS LE A P 12 (R B HAIE) B S S PRS2 RIP B & 10 XX 1o

aaaaaaaaaaaaaaaaaaaaaaaaa

Backup destinations

netapp-backup-vsavhk7dpp  useasti  na  Defatt  Nee  VsaWorkingEnvironment-VHK7DPp Backup and Recovery

netapp-backup-vsac2gmsusu us-east-1 wa Default None VsaWorkingEnvironment-C2Gmsusu Backup and Recovery

uuuuuuuu

netapp-backup-vsajgd2 usesti @  Dpefat  Nee  OnPremWorkingEnvironment-uDuoOS0z

{EANetApp Ransomware ResiliencefRIPHEIRIFIF TEMAE

EZNE P SRR 2 NetApp Ransomware Resilience BI— PN XEBAHIE: ©ATSIFMI.
FRIPFEF], FRIPREEMNEZLZESENEEAHMID,

FRERITH 8 A6 BERTIILES, EFEELALETER. XEXFMEEERHHRNEGMEEERAR, "T
fi#NetApp Console VIR HMERE" o
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User activity agent name

Select a Console agent located near the user activity agent to minimize latency when transmitting activity to Ransomware Resilience.

Console agent i)

hd

Select a Console agent

Provide the VM executable environment with “root" access for collectors in this user activity agent.

VM DNS name or IP address

VM SSH key i ]

4. R T—b,
5. I EEMISE, HEERE USSR A SR R,

6. BIAE RIS AFER I, ERFEMHERS, RMBEERA Running.
2

FINEIE R P ESIIES, R[E] Settings 3, SAJSTE User activity E3RAPI%EIFE Manage, i%&#FE User activity
agents &I &, AEEZFAFENREUEEHFAGEE, SEHUIBRESRAF BREES.

AINER R SRR

HEBERAAAFHAF AR RIFREEE, SEMEIBISIEWRSER. BXIFMESR, 52N 7RIl
HMERBR"

ERILEEHIEWRERFAEE. NIgE'R, EF BAAEN ERPHEERE, ERBENRESRET+, A5
ERSIERESRUEEHEFAEEHNEFE.
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= I NetApp cConsole

Ransomware Resilience

Dashboard collector_svm_001
Protecti
oG
o° Type
Alert
Recover y
Workloads (1)
Report:
Workload 2
Setting
fileshare_uswest_03_..

SUBAF B RiEkkSE
EXHAF ID MEEIARZ,
p

Data collector

&

Organization Project 10
Search
Q Account name Project name L 0 e

Settings > User activity > collector_001

@ Pause
B 10.001.00.001 svm_001 .
) Runnin g9 1.685.0 ) 23 days ago ua_agent_001
. Cluster or storage Storage .
Status Version Last reported User activity agent
VM IP address ™

=3 Importance =3| Protectionstatus T 3| Detectionstatus = 3| Detection = 3| Otherpolicy sourcess 5 |  Backup desitnation = 3 |

Critical ) Protected Active 23 enabled netapp-backup-aws

BEIZR P B RiERES.

1. EBRRGMEF, BERE
2. TRAPEDERS, EEE
3. WA B RIERSRETR, ARERERM,
4. EEEER. FESITFRPESHRERER.

FE.

e

RARER%HE

ARSS 2RIPHINE I &
BMBATREIEERZ IR

4fEDN

SR EZRT
Y
#O
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EFEpY

BHAFBREZSRBA—TNHE—HNZ

BREE

EIEFTTERRSS 2800 |P it T2 IREHEZ (FQDN)

R LU B REWHIMESIEENEZERZ (B%0) o unit.company.com)
o —HBXNEERFR (HlE: DC=unit, DC=company, DC=com) o fRHIATLL
BA— ou AR BT N NRISERF (fl4n:

CN=user,OU=engineering, DC=unit, DC=company, DC=com) o

BIND DN B AVFHERERAAKS, FI9 user@domain.com. AFAFE
IR R,

BIND DN HiR a9 A~ &85
N FEE R EFES, EALUER LDAP. LDAPS S & T StartTLS BY LDAP,
ERANEIEFRNIROS


mailto:user@domain.com

User directory

Connect to your user directories to identify specific users performing potentially suspicious behavior. Get help [

Connection ~
Name User directory type
Active Directory -
User activity agent Server IP or DNS name
Sel -
Forest name or search name i) Bind DN
Bind passwaort d Protocol Optional
© LDAP -
Port
389
Attribute mapping Not set v

REEMERIVFAES

° SID (WIREEF LDAP)
° AF&
° Unix ID (4N1REfERA NFS)

c MREEFRQSEERE, EEAILUNNEFEpfFbit, BIESHE. AR, MNE. BRMX. 8.
BRF. 232 DN 5, R SR NN ERNERER.

S. AN,
6. RO BREEFAT R AT AR B REERORTS. NREERTY, AP BEREERIRESET R
EEEBIT

BibR AR B R

I

1. ERRBAES, BEHEE

2. HERASESER, HIEEE,

3. PR B RIEERET £,

4 HEBHIRGOPS BREES, ETRIBEZAETR, BESAS . AEHR.
5. FEBHINHEIET, WEIF Mk HITHIA

MERPHRAF
MRFEREREENAR, ETARRIMEBRITAZR, NALUSEMERTHRR.
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1. FEgh R ImEThRES, EFIgE.
EIGENERIRSP, KBAFEDR, AEEE B,
W HIBRA R R,
BT U HEFRENARP, BEEFEE. ELERRAPNYIR, ExE %,

a. WNREFE T FohiddE, BRPEHRIE AR 82 ENEEE,

b. 1R EIEF Upload, MAMAS THESIERAF IR CSV X, % Download LLiFiRIFIER,

> w0 D

EBE CSV Xff. MBRENELEFIONPFIERANRT. SFIRRXEEEMNRHEREY AP & MRES
, EBERE, E4F Upload UEHX M, RAEEEE.

o. #EFE Add LUSEROR B P AN EIHEERT IR,
6. FEHIRRI AP ETRH, MAPTHNERFRERR AP 2RI R R EERR .

EEAAEEMSRPHRAR . BXHEES, BN MTHRREEE

MAREIA P 7R FHIERA P
TR LA Z 5% A P AN EI e,

g

1. FEIRENRIRT, HIBPEDFR, REEE B,

2. %4 HBRA P IR,

3. MR A P IEERIFIERBRN AP BT, EEABRAF BT LARERER () , AEIEE Bikk
4. 7EXHEED, %R Remove LUIFIABHIBRETE B,
MR P& FE S B R
?E%ﬂ?ﬁﬁﬁ)ﬂiﬁﬁb@iﬂﬂ)ﬁ, AIMEEIRIEREIESES. BXFEAER, BESN "B S AT SAF1TA

)

7Z NetApp Ransomware Resilience F1'EI2{RIFLH

NetApp Ransomware Resilience 12t {RiFH, UEERMMEREHEHIER™, ®RiPA
BT EREHMZESH, Ransomware Resilience B] LU B — R PRI E R IP1RIPA
FRFTEE, EEEEXNETIERN N HERE,

FrENEHERate ERTILES, BFEHAETER. XHXFMBEERTHRNGEMEEERAE, "T
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Alerts > ee_alert8727

ee_alert8727
Impacted workloads: oracle_8821 Mok re=tore necded
4 ® 2 @ 286 g 2GiB ® September 25, 2025, 6:51 AM
Potential attacks Impacted files Impacted data First detected
Incidents (2) a ¢
D ¥ Incident ID 3| Volume $ | storagevm 3| system 3| severity S| status = 3| Firstdetec..d | Mostrece.. 3 | Evidence % | Automatedres..s
O inc4922 oracle_useast data2  svm_VsaWorkingEnviro... ingEnvi (@ rotential attack 0 New 22 days ago 21 days ago 4newextensions.. 1 snapshot
O inc3163 oracle_useast log2  svm._ ingEnviro...  VsaWorkingEnvironme... (1) Potential attack L New 22 days ago 21 days ago 6 new extensions... 1 snapshot
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Alerts 47 Run readiness dril Freetrial (0daysiefy =~ (5 O

Overview Automated responses
2 10 20618 impacted cata ) 9
Aerts snapshots
Alerts (10) Sl
Alert ID 3| Aerttype FTI|  Severity F 2| Suspicioususer T2 | Workioad 2| Console agent T3] Status TI| Incdents 2| Impacted data | Detected 4
ub_alert3223 Suspicious user behavior (D) Potential attack Alden Smith fileshare_uswest_02_3223, +3 aws-connector-us-east-1 Active 1 268 8daysago
ee_alertB727 Enayption @ Potential attack Unable to detect oracle_8821 Active 2 2GiB 14 days ago
ee_alertoB23 Enayption (D) potentia attack Unable to detect oracle 3819 Active 1 268 17 days ago
db.alert3932 Suspicious ser behavior /I, Waming Liam ORelly mysql 9294, +3 Active 4 268 26 days ago
dd_aleri7918 Data destruction @ Potential attack Amina Khan vm_datastore 4719, +3 Active 1 2GiB 1 month ago.
uba_other_alert5319 Encryption O Potential attack Raj Pate! vm_fileshare 6699 Active 1 2GiB 1 manth ago.
lun_alert 6285 Encryption @ Potential attack Unable to detect lun_storage 01 aws-connector-us-east-1 Active 1 2GiB 1 manth ago.
uba alert voll Data breach ® Potential attack Raj Patel uba_rps test vol, +2 BWS-CONNECtor-us-east-1-.. Active 3 2GiB 1 month ago:
uba_alert vol2 Data breach @ Potential attack Raj Pate! uba_rps test vol2, +2 aws-connector-us-east-1-.. Active: 3 2GiB 1 manth ago.
uba _alert vol3 Data breach @ Potential attack Raj Pate! uba_rps test voi3, +2 aws-connector-us-east-1-.. Active 3 2GiB 1 manth ago
S
2. FERTIEAH, EERER
= UAS y WLIF = o
3. BFE S
= E = ?E I:FI EIJ $1q:o
Alerts > ee_alert8727
ee_alert8727
Impacted workloads: oracle_8821 Mk restore nesded
4 ® 2 al 286 g 2GiB ® September 25, 2025, 6:51 AM
Potential attacks Impacted files Impacted data First detected
Incidents (2) a 1
|:\ ¥ Incident ID % | Volume 4| storagevm 3| system S| severity 3| status =3 | Firstdetec.. | Mostrece.. 3 | Evidence 3| Automatedres..s
d inc4922 oracle_useast data2  svm_VsaWorkingEnviro..  VsaWorkingEnvironme... (1) Potential attack 0 New 22 days ago 21 days ago 4new extensions.. 1 snapshot
O inc3163 oracle_useast log2  svm.) i ingEnvi (@ rotential attack L New 22 days ago 21 days ago 6 new extensions.. 1 snapshot

4 MREH/ESHDEEFINE, BEFRTCEFERE
O WIARIEHEFTRCEEME
6. ZERMITEAHME, BFEHSFEEFMETIEHH " FRFINE " ET R,

#R
RERIMENMERR, ERFMNERIENFEERE"ETF,

BERRARE T BEREHNES
HEEMNR, EREMEZFHESRBENK G, WRENFBSERERD, FAI L2,

TR LB BIRIRBCRE LM E 2R, WREBRRER, HRUNGMENERFIMITAHFES EFIRIEXE
X, FEFIBFRHMUILEITARZEER.

SNRIERRPF TR S, MR BEESHZTRIRA B S B shIREFT A IRIR R4 ERE K AR FRo
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NRERAER, WIEEBRERESHHUE LB,

FrEMITH AT BERITHHES, BEBALEER. XHXFNMBEEREHENRGEMEEERAE, "7
fi#NetApp ConsoleFIFIRIEMERE" o
HIE

1. MBIERGMERER, EFEIR

Alerts 45 Run readiness dril Freetrial 0dayster) ~ () O

Overview Automated responses

2 10 20618 Impacted cata & 9
Alerts Snapshots
Alerts (10) a +

Nert D 4| merttype =2 severy =2 | suspicious user 2| consoleagent Status =% | incdents 2| impacted data 4| Detectea +
ub serts23 RN R B (D) potental atack fr— eshire Jswest 023203, 43 aws-connector-ys-esset active . 268 8 days ago

ee atertazzr o (D) potertial atack Uiabe to detect orace 8621 AR adtve 2 268 ia days ago

ce_slertog23 Enayption (D) Fotental attack Unabie to detect crace_sa19 aws-conmecior-us-east.1 adive ' 268 17 days ago

db_alert3932 Suspicious user behauior A\, Waming 1 ORelly mysql9284, +3 Active 4 268 26 days ago

dd_alert7918 Data destruction (D) Potential attack Amina Khan Vn_datastore 4718, +3 aws-connector-us-east- | Active 1 268 1 manth ago
uba_other_alert5313 Enayption (D) Potential attack Ra] Pate! vin_fileshare_6699 aws-connector-us-west-1-... Active 1 268 1 month ago

lun alert 6285 Enayption (1) Potential attack Unable to detect lun_storage 01 aws-connector-us-cast- | Acive 1 268 1 manth ago

Uba alert volt Data breach (1) Potentialattack Raf Pate uba 1ps fest volt, +2 aws-connecior-us-east-1-. Active 3 268 1 month ago

Uba alert vol2 Data breach (D) Potenial attack fal Patel ba rps fest vol2, +2 aws-connector-us-east-1-.. Active 3 268 1 manth ago

Uba alert voi3 Data breach (1) Potential attack Raj Pate uba s fest vol3, +2 aws-connector-us-east- Active 3 268 1 manth ago

2. FERNEF, EEREER.

Alerts > ee_alert8727

ee_alert8727

Impacted workloads: oracle 8821

® 2 286 2GiB September 25, 2025, 6:51 AM
# f = ©)

Potential attacks Impacted files Impacted data First detected
Incidents (2) a 1
|:| ¥ Incident ID 4|  Volume 4| storagevm 3| System Severity 3| status =% | Firstdetec..d | Mostrece. | Evidence 3| Automatedres..s
O inca922 oracle_useast data2  svm._ i ingEnvi (@ Potential attack 0 New 22 days ago 21 days ago 4new extensions.. 1 snapshot
O inc3163 oracle_useast log2  svm_VsaWorki o.. WorkingEnvi (@ rotential attack L New 22 days ago 21 days ago 6 new extensions.. 1 snapshot

3 ER—IHZNEMH. HE, ERERRELANEMH IDHE, BIRNERMESEMN
4. MNRIEHWEZFHTAIRERD, BEREAIRR:

g iic =

° EERMN LA RIERES R,
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Edit status

Change the status to keep track of incidents that are not a threat.

Status

Resolved

Dismissed

Cancel

5. {ERIERAIED, R DRERS.
ERTEX TEARMRBERNSRNES S,
6. EHEMRTE

EHRTSER N BRE

EEREMXHFRTIR

EXHRANRENBREF TRRHZE, ErIUEEREMXENTIR. ERLIARERITE FER M Y
FR. ARERMEIE LETRAEREIMERIX o

FRrEMEHIEAE BERITIHHES, EEBHALBTER, XHXFNEEEAIHERGMEEERAG, "7
fi#NetApp ConsoleFIEIRIEMERE" o

p
ER IR TTERRR MM,

Q@ mER BESIER, CTREETHS MEROSYIIHL CSV FIE.

1. MR mERSESD, EEER
2. ' ERTIE L, RIEARNERETHF, UBETEMENNARERF TIERHNER,
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3. MIZTEABMNERIIRFER—ER,
4. WFIZER, EFE—EMH

inc4922

Impacted workloads: oracle 8821

@ 1 New _¢ (i) Potential attack @ Encryption ® September 25, 2025, 6:51 AM
Status

Severity Type Detaction time

N 106

-~/ impacted fles (partial), to get fulllst Click here

TTT Incoming data

Entropy of incoming data New file extensions (4) Suspect file extensions (4)
21732 Ki8 / min
Detected pck ek
2173 Ki / min
Bxpected QS e oma
Ick pck
.omg xyz
] File activity
Q
Creation rate Impacted files (106)
66 files / min
Detected Impacted files 4 | Probable clean files
10 files / min
Expected L]
Top_Dir_1/Sub_Dir_11/test_file_11540.txtIck {Top_Dir_1/5ub_Dir_11/test_file_11540.txt
Renaming rate /Top_Dir_1/Sub_Dir_11/test file_11540.bct.omg {Top_Dir_1/Sub_Dir_11/test file_11540.64
400 files / min
Detected . ) ’
300 files / min [Top_Dir_1/Sub_Dir_11/test_file_11540.0tpck [Top_Dir_1/Sub_Dir_11/test_file_11540.txt
Expected
/Top_Dir_1/Sub_Dir_11/test_file_11540.tetayz fTop_Dir_1/5ub_Dir_11/test_file_11540.xt
Deletion rate JTop_Dir_1/Sub_Dir_11/test_file_11964.pdflck {Top_Dir_1/Sub_Dir_11/test_file_11964,pdf
250 files / min
Detected
200 files / min fTop_Dir_1/Sub_Dir_11/test_file_11964.pdfomg [Top_Dir_1/5ub_Dir_11/test _file_11964.,pdf
Expected
1-250f 106 1

S WFEREMH, EETHERU CSV BA THZ R HFHITIR,

f&BINetApp Ransomware Resilience, T#ENHERTERERE

EIERMEBAITE N EEME G, NetApp Ransomware Resilience RN SRS =

(RPA) FH A TERIZUSLIM AR E,

* MNRNBRRFEIAIE NetApp Backup and Recovery 5% Ransomware Resilience &2, NI
Ransomware Resilience H1TRRGR—HIMEME, 90, WMNRASEE R, NWER—EREREERHIELH

1o
BRILLBSEFEFIEE. RESTREXHRINE TR H,

TEAHMERESEMEESTHNIERH. ENZS5ESMFmAXEMERESD

* REME: FEMEIIFNE,

* HITH MEREEFIEEHITH.
* BirE: IEEEmE,

* KW TEAEMEIET AT,

.

pUE -

»
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EECERFMENTRAH

BEELT FEME MERSH LIERH.

p
1 BT EZ—:

© EIEHERT, EERE'ERPIMEMRT ST, ARERE EF2E.

° MEEHREEIRE"
2. EFMETTHFHNITEAHER,

aaaaaaaaaaaaaaaa

VM datastore

wwwwwww

ERT RS

nnnnnnn

\\\\\\\\

(((((((

\\\\\\\\

cccccccc
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cccccccc

=2 | Progress 2| importance =3 | Tota

ERBRUHMERS, FREERFIUAENMMEFNTERREEENER RxERE TERE.

FREiTH 8 At BERTIIHES, BEEAHR
fi#NetApp ConsolefV#I RN HMERE" .

ReFHEERAIURERRELBEIE:
* MEREE

* EERANH AR ERMENBIZF,

* TERF). BRI/ XMHRRFIRE X4

* MEEBAMER A BV IE R E RS
B RRRIE T ERHREMBEFIAE.
p

1. MNBFRRMHImERSES, HEETE".

2. EFME TTHEPHNIEARER.

3. AT FEME RSN ITIERH,

4. BiE, BEERE"

S MESEE: ERERETMAIIME LR
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° FRE%E
° BAFRR
© X ERILIEE BRI AR R N Mo

(D) 5T SAN Tfefi#l, EREEE TR SIS,

ERSFLUAIE 100 PRAH— DMK,
6. INBEABNRNARER. BERXME, SEMTUTIEZ—

MEFEE

1. MR ImER S, HEEIE".

2. EERR T REME RSN IIERH,

3. BINE, HEFIME

4. EERTTEANEEEEF, EFFREE,

Restore

Workload: mysql 9294 Host: 100.1.10  Type:MySQL  Console agent: aws-connector-us-east-1

O KR EERKREUHNE TEFLERFAES.

a. ERERTERBIENTERER.
iﬂ]?i}\#V"E‘ﬁ“éﬁﬁ%{iﬁ:ﬁﬁﬁ\7:'J73$1¢7§$HuE’Jw?ﬁ%ﬁ}, HERMNAIEEREE
BER. XREREREEHFMEIINEIRE

-

6. Bavtth: EEFEMEONE TEAEEFRES.
a. FEERY
b. SRR IFEEIM
C. EERS,.
d. EARARINEIFIEHENERE.

—RBEZ FIREIZS,

AR TR RS B B HB IS B,



- EEIEE,
10. SEZERE*
M. MTRERR R, EFME" UEFME TTH LN IR E, HRRFINRESEZS IREZEER,

EERHIMEN AR TIERE

1. MR mER B, HEFEME*.

2. EEATFEMERSHNARR TEHH.
3. BINE, HEFME

4. ERRTIENEEEEF, EERE

Restore

Workload: MySQL_9294 Host: 10.0.1.10 Type: MysaQL Connector. aws-connector-us-eas...

Restore scope C  Allvolumes ® B8yvolume O syfie
Select volume you want to restore and edit its settings, mysgl_useast 21 settings:
Volumes (2) | 1 selected Q
S re: ~
Volume B
] m =2 Destinat Act red ~

o EEFIRS, ERBERNE,
6. FR: EEKFEZUHE THELEEFAER.
a. EERERTERKENTRR.

}ERHMEENBRETRRIRINAFHLENMNRNHED, FETHEEET.

7. B EEFEERMEZIANE TEREEFAER.
a. EERG
b. WEiFTF BRI

C. l_:fxglzlo
d. EEHMNEET.

B EHERAREE B &R BT+ B B,

10. EEAIER,
N EFEME*.
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12. NTERSR, HEEFEME UEE ME TTHE LN TN, EPRENRSSER MRS ZEZE.

EXHRAIME N B2 TIERE

AEXHRANRENBREF TRRHZA, ERIUEEREMXENTIR. ERLUARERITE FHER MY
FIR. ARERMENE LEVIRAEEFEMENX .

ERILUE R A2 TR HE R BB R AR R S

RENZ R HIRNT R
ERER TTERRZ MR,

@ mERIBESIER, CHEETASIEROSEIIEN CSV 5IE,

1. NBRMMERER, EFER"

2. EERTIE L, RIEAHNERETHF, UBTEMENNARERF TIERHNER,
3. MZT R HNERTIRPERE—INER,

4 WFEZER, EEFE—NEH.

inc4922

Impacted workloads: oracle_8821

@ 1 New p (D) Potential attack a Encryption ® September 25, 2025, 6:51 AM
Status Severity Type Detaction time

‘él 106

TTT Incoming data )
~—~ Impacted files (partial), to get full list Click here

Entropy of incoming data New file extensions (4) Suspect file extensions (4)
21732 Ki8 / min
Detected -pck ek
2173 Ki / min
EBrpected G e oma
Jek pck
.omg xyz
] File activity
Q
Cresbion mote Impacted files (106) 4
66 files / min
Detected Impacted files 4 | Probable clean files =
10 files / min
Expected L]
Top_Dir_1/Sub_Dir_11/test_file_11540.txtIck {Top_Dir_1/5ub_Dir_11/test_file_11540.txt
Renaming rate /Top_Dir_1/Sub_Dir_11/test_file_11540.txt omg {Top_Dir_1/Sub_Dir_11/test file_11540.64
400 files / min.
Detected . § :
300 files / min op_Dir_1/Sub_Dir_11/test_file_11540.tt.pck [Top_Dir_1/Sub_Dir_11/test_file_11540.txt
Expected
/Top_Dir_1/Sub_Dir_11/test_file_11540.tctayz fTop_Dir_1/5ub_Dir_11/test_file_11540.xt
Deletion rate fTop_Dir_1/5ub_Dir_11/test_file_11964.pdflck {Top_Dir_1/Sub_Dir_11/test_file_11964.pdt
250 files / min
Detected
200 files / min fTop_Dir_1/Sub_Dir_11/test_file_11964.pdfomg [Top_Dir_1/5ub_Dir_11/test _file_11964.,pdf
Expected
1-250f 106 1 »

o BEERRBNXMIIR, HEFRZRMIINA SR B EH IR,
6. WFZEH, EETHEFHL CSV RN THREZMIXANTIR,

P LT R
1. MBIZER IR SR, SRR
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.O’.U":PPJ!\)

R T FEMERSHINARZRF TIERE,

BINE, HEFEIME"S

TR TEN EFEEE R, SRR,

FEEVIRTP, EFESBERRNXGHE,

ERR: EFTERRFANE TFAEFREES. ERERTERBIENTERR.

()  FEsEke RE IR SRS B HREN R S SR F R B EIA,

- X

° BENEENM ILHRRHREIREEREME RIS,

o BEXfHYIER: Ef—1 CSV X, EFEEEMNERIERRNIEHENZEMX TR, E—
REZE]LARE 10,000 XX,

Restore scope: QO Alvolumes (O Byvolume (@ Byfile
Select volume you want to restere and edit its settings. mysql_useast_22settings:
rst attack reported September 9, 2025, 1:57 PM
Volumes (2) | Selected rows (1) Q
Noliime t Source Restore point: cbs-snapshot-adho.. Type:Backup | Date: September 6, 2025, 10:57 AM ~
() mysqLusesst 21
Files S

Q mysql_useast 22
File selection: () Automatically select files ® Upload list of files O Manually select files

Upload a list of files impacted by the ransomware attack that you want to restore from the selected restore paint.
/I Warning: Download the list of 3 impacted files that must be restored from a differant restore point and then restore them later.

Upload list of impacted files (CSV) @

Uploaded impacted file list (2) © Download impacted file list (3)

Destination @ Action required ~

° FENAEX MG EEFERZ 10,000 PXEHBENXERHITRE



Restore "mysql 9294" @ resoe () review

Select volume you want to restore and edit s settings. mysql_useast 21settings

Volumes (2) | Selected rows (1) Q

I

fle_to_verify_second_snapshotixt
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Restore

Workload: uba_rps_test vol3  Host: svm_cvoawswest1rpsdemosandbox-14092025  Type: File share  Console agent: aws-connector-us-east-1-account-14092025
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1. MNetApp Ransomware ResilienceXz B/, EFEH AW BT ESES 1B,

Dashboard

Workload data protection Alerts and workload data recovery

9 8 o 10

Atrisk @ Protected @ Potential attacks @
4 inlast 7 days 1 inlast 7 days
View
View View
Recommended actions Workload data
To do (8) missed (0) New (Last 7d) 1078
e —
Register avalable SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix
33% ol 4se
Completed -
Register available SnapCenter Servers with NetApp Console Review and fix W Protected W Atrisk
4/12

Protect critical workload fsxn_fileshare_useast 01

Complete /total

Prepare Amazon Web Services 53 or StorageGRID or Azure blob store as a backup ... Review and fix v

Protect critical workload fileshare_uswest 01 Review and fix \/

2. MRENENESERES R, &EFERES
izl e BB EE B UERDIH,
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%9 Runreadiness drill  /\

Potential attack types
Encryption 10
Data breach 0

Data destruction 0

Workload backups User activity

0 Get started

Failed (Last 7d)

detection.
Backup data 3578 ') Activate
B New(est7d) @ Older 2. Protect workloads with the “Detect

suspicious users" policy setting.

Leam more

Free trial (31 days left)

1. Activate suspicious user behavior

(&) (e



Readiness drill

Run a simulated ransomware attack on a new test workload that will be saved in the selected system. Then,

investigate the simulated attack and recover the test workload. You can run a readiness drill multiple times.

() Your real workload data will not be impacted.

Select a readiness drill test environment where the new test workload will be created.

Console agent

aws-connector-us-east-1 P
System Storage VM

VsaWorkingEnvironment-1 X - svm_rps_test readiness_drill_01 X -
New test workload e

) Requires 10 GiB of storage

rps_test_ drillo1

Readiness drill type

Custom recovery 2l

Save ‘ Cancel

3. HUITLUT81E:
RIS ER T EEERGNES &R,
EE—NX RS

a.

b.

.

PERFNIRTFE SVM.
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Dashboard %9 Runreadinessdrill  /\ Freetrial G1dayslefy ~ (D) C
Workload data protection Alerts and workload data recovery
Atrisk @ Protected @ Potential attacks L]
4 inlast 7 days 1 inlast 7 days
Recommended actions Workioad data Workload backups User activity
To do (8) Dismissed (0) New (Last 7d) 107 @ °
_| ——
S Failed (Last 7d)
g pCenter plugin p V) with NetApp Con...  Review and fix \
33% Total 4578
o ——
Completed Backup data 3578
Register available SnapCenter Servers with NetApp Console Review and fix " Wi prosscai | WCATIEE e
® New(last7d) @ Older
4/12 5
Protect citical workload foxn_fileshare_useast 01 Review and fix \
Complete /total
Web ervices 53 backup.. Review and fix \/
Protect critical workload fileshare_uswest 01 Review and fix
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Snapshot copies

Incidents % |

TH G ERERNE. EEHR ID FIF, B ID SURREEBURE
zN 7N 1| ~
T & EREIRNE. TER ID FIH, BX7E ID ZHEFY BITERE .
Automated responses
6 12cis 9
Alerts Impacted data
Alerts ()
Alert ID % | workload % | Location 2| Type T3 | Status T Connector =% |
alert8727 Oracle_8821 10.0.1.193 Oracle New aws-connector-us-east-1 2
ws_alertos23 Oracle_9819 10.0.1.183 Oracle New aws-connector-us-east-1 1
alert3932 MySQlL_9294 10.0.1.10 MysQL New aws-connector-us-east-1 2
alert7og vm_datastore 202_735... 10.195.52.126 VM datastore New onprem-connector 1
alerts319 ‘vm_datastore_uswest ... 10.0.1.215 VM file share New aws-connector-us-west-1-account-LXtft4x... 1
alert1407 . Readiness drill ps_test_gri rps_test_readiness_drill_svm  File share New aws-connector-us-east-1 1
@ Workload rps_test readiness-drill-workioad-test, marked restore needed. Restore workload X

impacted data 3

2GiB

2GiB

2GiB

2GiB

2Gie

2Gi8

First detected

23 days ago

23 days ago

23 days ago

23 days ago

23 days age

1 minute ago

|«

2. JEHEEEESETHER. FSHERVRENEERFAEENEL,

Alerts

ol

Alerts

Alerts (7)

Alert ID | Workload =

alert1407  Readiness drill rps_test_awsSystemTest

BEEEREMN
ERE—MEREM

Location |

svm_rps_test_readi...

127

Impacted data

Type

File share

Active

s

%9 Run readiness drill

Automated responses

o E

Snapshot copies

]
L

Console agent Incide... 3 |

aws-connector-us-east-1 1

Impacted data % |

2 GiB

A\ Free trial (30 days left)

First detected ¢ |

Just now

- @

Q

L

Most rec

Just now
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Alerts > alert1407 > inc1407

inc1407

Impacted workloads: rps_test_test-drill-01

Readiness drill

® L1 New

4 (@ Potential attack
Status

Severity

e

1T1- Incoming data

Entropy of incoming data
23230 KiB / min

Detected
232 KiB / min
Expected []
] File activity
Creation rate
450 files / min
Detected
10 files / min
Expected e
Renaming rate
220 fles / min
Detected
20 files / min
Expected  GEEEED
Deletion rate
20 files / min
Detected
20 files / min
Expected
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Encryption
Type

(77) %

©)

October 17, 2025, 2:20 PM
Detection time

\/ Impacted files (partial), to get full list Click here

New file extensions (6)

Impacted files (96)
Impacted files
/Top_Dir_1/Sub_Dir_11/test file_1112.xIsx.Ick
/Top_Dir_1/Sub_Dir_11/test_file_1112xisxomg
/Top_Dir_1/Sub_Dir_11/test file_1112.xisx.pck
/Top_Dir_1/Sub_Dir_11/test file_1112.xisxxyz
/Top_Dir_1/Sub_Dir_11/test_file_11165.pdf.micro

/Top_Dir_1/Sub_Dir_11/test_file_11475.pdf.pck

ERT LI ZAR. "

i

Suspect file extensions (6)

cryp1
ck

.micro

1 | Probable clean files

/Top_Dir_1/Sub_Dir_11/test file_1112.xisx
/Top_Dir_1/Sub_Dir_11/test_file_1112.xIsx
/Top_Dir_1/Sub_Dir_11/test_file_1112.xlsx
/Top_Dir_1/Sub_Dir_11/test file_1112.xisx
/Top_Dir_1/Sub_Dir_11/test_file_11165.pdf

/Top_Dir_1/Sub_Dir_11/test_file_11475.pdf
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1. NBERRHMERER, EERE

Reports

Review protection status, alerts, and recovery details to monitor and maintain system health.

ﬂ Summary

Summary of workload metrics
Protection

Tabular details for all workloads that are at risk and protected

Tabular details for all alerts

23]
EE] Alerts
H

Recovery

Tabular details for workloads marked restore needed, in progress, restore failed, and successfully restored

E] Readiness drills

Details for simulated ransomware attacks and recovery

2. EEOEERS M T U TR EEEIRS.

cetial B0daystery ¥ (=) O

nload (JSON)
nload (CSV)
nioad (CSV)
nload (CSV)

nload (JSON)

% NetApp Ransomware Resilience EZILZ2MEHEER

2t (SIEM), LUHITERN 9 frA08a:

REMEMHEERY (SIEM) EFASHEMEE, MIREEXZE2FHNEGAMENR

fi#, NetApp Ransomware Resilience 15 BohiE B & 1ZE&
Fnrml,

Ransomware Resilience Z3FLLTF SIEM:

* AWS Security Hub
* Microsoft Sentinel
* Splunk Cloud

7£ Ransomware Resilience F/E /A SIEM 28, BEEEEB LM SIEM R4,

ZI1XF| SIEM BB H#iE
Ransomware Resilience F] LUK LA FEHEHIEAIXEIER SIEM R4
* EiR:
° os: XE—THEBONTAPENEE.
° os_version: R4 LIEITAYONTAPKRZS,
° connector_id: BIERFMITHIAMRIEDN ID,
° cluster_id: ONTAPAZRFIREHIEEE ID,
° svm_name: &RINERE SVM BIEFR,
° volume_name: ZIMEIRMEN R,
° volume_id: ONTAPAZRZFIREMER ID,
* Ef
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° incident_id: E/RIMAMESIHMHTRAME N PR BB LHIEEMBIEN 1D
° alert_id: #ZRWHFIMERETI AN TIFHLFERMAT IDo
o PEM: UTFEREINZ—: TEE. B AL ES

o ik AXRENFNERIFARES, FINEIIERAE arp_learning_mode_test 2630 EH2MZEIBTER
SRR E”

BCE AWS Security Hub 31T RS
7£ Ransomware Resilience /2 AWS Security Hub Z &, FEE7E AWS Security Hub FHITIL TERT E:

* 1£ AWS Security Hub FIi&ER,
* 7£ AWS Security Hub FRI§ESHIIEIARIZAMZER. (HLAKEEXLESE, )

7£ AWS Security Hub Fig B RAYS IR
1. B E| AWS IAM $ZHI &,

2. R
3. fERT JSON H&ILAYLIE B 2 3ERE .

"Version": "2012-10-17",
"Statement": |

{
"Sid": "NetAppSecurityHubFindings",
"Effect": "Allow",
"Action": [
"securityhub:BatchImportFindings",
"securityhub:BatchUpdateFindings"

1,

"Resource": |
"arn:aws:securityhub:*:*:product/*/default",
"arn:aws:securityhub:*:*:hub/default"

B E Microsoft Sentinel 31T =S
7 Ransomware Resilience H/2 8 Microsoft Sentinel Z &, FEZE7E Microsoft Sentinel FHITIU TR E:

© HOREM
° B H Microsoft Sentinel,
° 7F Microsoft Sentinel FRIEBEX A,
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* BFid
° 7 Ransomware Resilience LUEUISR B Microsoft Sentinel FIZE -
° FEMeIE— I BE,
* WPR: ANAERFSDECNR.
* BMWIE: WMANAERNSHRIEERE.
[EF Microsoft Sentinel FJ2 18
1. 3 Microsoft Sentinelo
2. Bll#*Log Analytics TEX*,
3. |BH Microsoft Sentinel LA ERNINIEIERI Log Analytics TEX,
£ Microsoft Sentinel FEIE B E X AENPE
1. %% Microsoft Sentinel,
2. T > TS (IAM).
3. WANBEXAER., FHAT Ransomware Resilience Sentinel Configurator,
4. EHILLT JSON HREKNEE JSON EI-+H,

"roleName": "Ransomware Resilience Sentinel Configurator",
"description": "",

"assignableScopes": ["/subscriptions/{subscription id}"],
"permissions": [

]

5. WEHREFEMIZE,

A EN R IR E BESI LAE WK B Microsoft Sentinel IS 4RIF R
1. #:%| Microsoft Sentinel,
2. 1%&4% Entra ID > [ A2fF > NARER M,
3. WMFR AR ZRETR, A ‘Ransomware Resilience’,
4. 71 ZFAIMKF B FER, R (VRLELALR B RPBIKS.
S. EFREEMBIARSIS
6. EF LY
7. &R AR RRFENILE,

S, Microsoft Entra B0 R RN AIEF LR T,

SIEEMERNT B
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> w D

5.
6.

. #2Zl| Microsoft Sentinel,

EEHEBNE > FTRIHRIE > HE P RIE.
NGB AR FHERNEIR,
AREEFE— T EIRI B S E B E X B M.

P HZRANBE ARG ARE (24 M) HEF. Microsoft i

HAE.

R AN R B R SRR
EREMNWIESBHRERNWE, BALNEE, ZMERTEET.

FN AR D ECARBY S B

1.

10.
1.

© © N o O

33 Microsoft Sentinel,

2. FEERTIF* > ihaiEEl (IAM),
3.
4

PRI > AINA e,

- WFSNEERERAR TR, SR HRNFEEEEEES

KR BRI EE X A,

TET—57

D EIBRAER TS, EFAP. ARS EE

TR R, ARG, 1% *Ransomware Resilience Sentinel Configurator*s
TET—5

T APt A FERR, EFEATRAPSERENEERABIEE. UAA
BAES

BT,
VI B R AR,

MANRRER S HIIEREND R

1.
2.

%% Microsoft Sentinelo
HMINFIE:

a. AR ID. BEFiIRNARER ID M FiRNAEFZHA.
b. 3%$% Authenticate.

() WERHE, 2HIBINPHES.

3. NN TR Log Analytics TEXFMAER,

a. EFITIH ID. FIFZAF Log Analytics TEX,

NG ENF 12 N ARYE

RBAC (#7F) ZIMYFR
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BCE Splunk Cloud #1TEpMEN
£ Ransomware Resilience F/ZF Splunk Cloud Z&f, EFEEE Splunk Cloud FHITILTERT E:

* 7£ Splunk Cloud /S A HTTP EfFUkEeR LUEE HTTP 5% HTTPS MEEHI & E kiR,
* 7£ Splunk Cloud FEIEEFUER M,

7E Splunk /B HTTP S IRERNL B
1. %3 Splunk Clouds

2. FEFENGE* > FIRRIN.

3. & HTTP S INESR > £/RigE.

4. FEFRESHEYIG L, EEFERRA

5. B EMUREESRIEE HTTPS AR HTTP #TIIRFEE, HER B SSL.
6. FE“HTTP Ix OS5 RN HTTP EHURESIMNEH .
1£ Splunk FRIEEHUER SN B

1. %% Splunk Cloud,

2. EFENGE* > IR,

3. EF IR > HTTP B URESS.

4. MANTHENEMHRE T

S IEFREEMBIARSY, AFREFEFIZ

6. HiAmRMFTEIRELER, ARIEEIRRS

7. SHICHEHRBEMIEEI S — P, DUESHITEHRIEFE,

EMFRMFBATEIRER SIEM
AR SIEM SRS MHIRE SR RIXEIEH SIEM BRESSINHITRIM DT AR,

ps
1. =R G RE , EERP> SRREME
2

MEERRFRERRER, EFREE @ .. B L AENETL

3. MERRE

IR E T,
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4. ERETIEY, HEEFES

Settings

Service-level settings apply to protection, alerts, and recovery.

@ Backup Destination

(©) 5 cloud destinations

Manage cloud destinations to back up primary storage.

=)

B8 Clean restore  Private preview

Isolate suspicious workloads in a secure environment, remove malware, and
restore them safely to production. Sign up to try this new feature and
provide feedback to help us improve the functionality. There is limited
availability.

o e

J\p— SIEM connection

© Disconnected

Send data to a security information and event management (SIEM) for threat
reporting.

Connect

@ Readiness drill

(© Not configured

Run a simulated ransomware attack on a test workload to investigate the
attack and recover the test workload.

‘ Configure

EREEIR AR ER

%7 Runreadinessdrill  /\ Freetrial G1dayslefy ¥ () O

® User activity

(© No user activity

User activity agents in your environment host data collectors, which transmit
user activity events to NetApp to detect potential user anomalies, such as
data breaches.

Manage

@, Workload discovery

©) 8systems

Select the systems in each Agent where you want to discover workloads.

‘ Discover workloads

SIEM connection

Send data to a security information and event management [SIEM) for threat reporting.

SIEM

Select the SIEM where you want 1o send data

aws

AWS Security Hub

Microsoft Sentinel

sphurik>

Splunk

EREP—1 SIEM &%,
- BINIETE AWS Security Hub 2 Splunk Cloud FEZE < M S5 10 AE R,

() swAnEEmATE

iy =S =) S

E EHJLT“E E?ﬁ”o

PR SIEM,

7ENetApp Ransomware Resilience P F &Ik &

NetApp Ransomware Resilience LA CSV #1 JSON #&{1eliks, ERRZIFMARZF
SHFAER. WHEFESL. FIP. ERNME., ERIREG, BAIURGENEEEXE
Z. RIPKS. ERMNMESHIBESIRS

67



(@  TEsE, ERIENREMRIUE S RHRITIE.

FRENIEHIEAE BERTIILAES, BFEELALSTER. XHRXFMEEER. $IXZNHMESERNERNHEF
mEEFIEHE, "7 ENetApp ConsoleE’JEﬂ%“ﬁA#‘l‘@E%@" o

MERT LA R LE SR ? AT UM AR AT 3R BRI R &I {4

* HBE. AERSFNARIFNIERETIR. AENEEESERENER, URBRRAERENRRT
HRIER.

* R BEAMAEILEMHPIRSTIFAGEE, SERAIPHIEAHSHNEIRXCH TERESH.
* B BEMAERORSFAGE, SEEREBFBERE.

* mE: BEFMAEFEMRENTELFEINRKSINFEESE, SFEMCHFEME". HTPR. RERBHM K
ST TERE S

C R EALEARESERIEN TR
() cRENRSTETREEEREIRS

NRIEMIRIP. BIRREDIE T & CSV ¢ JSON X4, MEHEX B RZIE ERIEIE.
CSV =i JSON X+ B &FrAEH & &4t LFrE TIEhA #BvEE.

ps
1. NERBENSHF, SR> SHRREIME"

Dashboard %9 Runreadinessdrill A\ Freetrial G1daystefy ~ () O

Workload data protection Alerts and workload data recovery

@ 9 @ 8 < 10 Potential attack types
Potential attacks @ Encryption 10

mnisk® " Protected (]

44444

sssss

2.
FEEIERR R TES, Ea LA R C mmRIE RS b2 RsIE.
3. ITUUT#RMEZ—!

WETE i TR L A,
> MNetApp Ransomware Resilience328H1, % RE
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4. MNREEFTREED, FERE— N RERERXGRHEER T,

Reports

Review protection status, alerts, and recovery details to monitor and maintain system health.

ﬂ Summary

Summary of workload metrics

Protection

Tabular details for all workloads that are at risk and protected
Tabular details for all alerts

Recavery

H
EE] Alerts
H

Tabular details for workloads marked restore needed,

progress, restore failed, and successfully restored

Readiness drills

Details for simulated ransomware attacks and recovery

47 Run readiness drill

P

>

Free trial (30 days left)

Download (JSON)

Download (CSV)

Download (C5V)

Download (CSV)

Download (JSON)

@ C
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