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"Version": "2012-10-17",
"Statement": [
{
"Sid": "CENStack",
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents"

Iy

"Resource": "arn:aws:cloudformation:*:*:stack/netapp-

metadata-*/*"
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"Sid": "StarResources",
"Effect": "Allow",
"Action": [

"cloudformation:GetTemplateSummary",

"cloudtrail:DescribeTrails",

"logs:DescribeLogGroups",

"logs:ListSourcesForS3TableIntegration",

"observabilityadmin
"observabilityadmin
"observabilityadmin
"observabilityadmin

I

"Resource": "*x"
"Sid": "S3Bucket",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",

:CreateS3TableIntegration”,
:GetS3TableIntegration",
:TagResource",
:ListTagsForResource"

"s3:PutBucketPolicy",
"s3:PutBucketTagging"

I

"Resource": "arn:aws:s3
"Sid": "IAMRoles",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:PutRolePolicy"
"iam:TagRole",
"iam:GetRole"

I

:::netapp-metadata—-*"

14

"arn:aws:iam::*:role/netapp-metadata-*"

"arn:aws:iam::*:role/netapp-metadata-*",

"Resource":

"Sid": "PassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource":

"Condition": {

"StringEquals": {

"iam:PassedToService": [

"cloudtrail

.amazonaws.com",

"logs.amazonaws.com"



"Sid": "CloudTrail",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateTrail",
"cloudtrail:StartLogging",
"cloudtrail:AddTags",
"cloudtrail:PutEventSelectors"

I

"Resource": "arn:aws:cloudtrail:*:*:trail/netapp-metadata-
xn
b
{
"Sid": "CWLogGroup",
"Effect": "Allow",
"Action": [

"logs:CreateLogGroup",
"logs:DeleteLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",
"logs:AssociateSourceToS3TableIntegration"

I

"Resource": "arn:aws:logs:*:*:log-group:netapp-metadata-*"
bo
{

"Sid": "S3Table",

"Effect": "Allow",

"Action": [

"s3tables:CreateTableBucket",
"s3tables:PutTableBucketEncryption",
"s3tables:PutTableBucketPolicy"

1,

"Resource": "arn:aws:s3tables:*:*:bucket/aws-cloudwatch"
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cloudformation: CreateStack arn:aws:cloudformation:*:*:stack/ne QI3 %

tapp-metadata-/

cloudformation: DescribeStacks  arn:aws:cloudformation:*:*:stack/ne USIEHEIRIRS
tapp-metadata-/

cloudformation arn:aws:cloudformation:*:*:stack/ne ZU& R E
. DescribeStackEvents tapp-metadata-/ cloudformation:GetTemplateSumm
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HiE: DeleteLogGroup arn:aws:logs:*:*:log-group:netapp- Bl KETEIE HEH
metadata-*

H&: PutRetentionPolicy arn:aws:logs:*:*:log-group:netapp-  i&E& 30 K{REHA
metadata-*

Hi&: TagResource arn:aws:logs:*:*:log-group:netapp- i iR FIARE
metadata-*

logs RRKEXE] S3 RERK arn:aws:logs:*:*:log-group:netapp-  ¥§ CloudTrail jR$£#%£2| S3 Tables
metadata-*

Hi&: DescribeLogGroups * CBEHEHERTEFE

logs: 5t S3 REMBIFKIR * MINEE AR R BE

ObservabilityAdmin

A
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R

observabilityadmin:CreateS3Tablel
ntegration

* /\]}é
B



R

observabilityadmin:GetS3Tablelnte

gration

observabilityadmin: TagResource

observabilityadmin
. ListTagsForResource

S3 &

PR
s3tables: CreateTableBucket

s3tables
. PutTableBucketEncryption

s3tables: PutTableBucketPolicy

12

5
Sm

*

AP L
arn:aws:s3tables:*:*:bucket/aws-
cloudwatch

arn:aws:s3tables:*:*:bucket/aws-
cloudwatch

arn:aws:s3tables:*:*:bucket/aws-
cloudwatch

Afta
HIAERA FEEIRTS

Rz IR AR EE

pE e 2 ol

Aft4

B2 S3 Tables Ffifitd (BT &AM
Ae)

& & AES256 NIZ

4F CloudWatch Logs i8]
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