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. SageMaker. Athena. AWS Glue & AWS RS5. ERILUE AWS BRSIEZEIFIE MR EFMEEIE.

8 S3 EANSIEIER| FSx for ONTAP X RS NFS #1 SMB %, LUE AWS BRSZETE S3 EE P —1E 1510
S'éTfFo EFENRE, BEXM— D, EFEXXHIFEZER (UNIX X Windows) , FHARINAEFiHEEREIAF
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YUES FERSRRNN, BoUBEEEEIENIE S3 iAnSmifna. SRRNREERIAEE. ZAT
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BRBAERRE, Workload Factory E¥EXRTHIAR A EERAEHRESE, ZFKEIE CloudTrail . RER
(AWS 5EENRYIER) « CloudTrail i3858, CloudWatch HEAZ,
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f£F AWS CLI 5§ AWS BIBIHI A EFE CloudFormation ##%, FA/S3R[E] Workload Factory & &%
CloudTrail ARN,
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M NetApp Workload Factory I ERIRINE S3 4IRS,
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MM SIRENEITEE. FERIT/L NP BRI AWS IRSB1EEMEEY, 10 AWS
CloudTrail. AWS CloudWatch. AWS S3 7Zfi#i@. AWS CloudWatch HE4H. AWS
Identity and Access Management (IAM) 1 AWS S3 Tables, LU{BEREEHEHEIEE
£33 Workload Factory 328X,

XFILES

HERINEEHIRZ UEIT FSx for ONTAP S3 51a) =AY S3 #IEFmEEMH (PutObject. GetObject. DeleteObject
%) . C©EABEIEH AWS WA HEI AWS RS, IERIRERMZNGE, ©i5EEE FSx for ONTAP &if
MR, HEILEHSERPERBA RN RIGEEZSGHNEE,

TRINE T ERERZE—EBOE AWS AR5, ENSBRHRBRRVMENURRSEEEFRIAR.

AWS RS FRBRT B8

AWS CloudFormation netapp-metadata-* SRR E EMZEMERE i

AWS S3 77fii@ netapp-metadata-cloudtrail-events- 7Zf#E 4 CloudTrail HES 4
logs-{uuid}

AWS CloudTrail netapp-metadata-journal-data- IR ETEENSD S3 #UESEH
events-trail-{uuid}

AWS CloudWatch B4R netapp-metadata-journal-data- Mt BESR B iz
events-{uuid} CloudTrail &4

IAM &6 * netapp-metadata-cloudtrail-cw- FEHEERL

role-{uuid}

* netapp-metadata-s3table-
integration-role-{uuid}

ObservabilityAdmin S3Tablelntegration ¥ CloudWatch HEHHES S3
Tables R
S3 % aws-cloudwatch bucket — LA lceberg IV FiELEMK. AIEA
logs.aws_cloudtrail__data B CloudTrail 14

{uuid} EEIEIRIRES £ R BIFEN] 8 D FFBITRIR .
ez Al
ERAESRYE, BRITUTEE:

* BB S3ipn=mMIlES, "FH S3 ihlamtlESE"
* 3% S3 iR R MIMEECEIRE N Internet, "4RIE S3 AN SHMEEE"S
* "1 operations and remediation X [R" EIf&HY Workload Factory &#E,

* BLLT IAM SFERARZARINEI B FI51T CloudFormation ZBERY AWS I/, LUGE Journal XK.

v BERIZER IAM RERXR

{
"Version": "2012-10-17",
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"Statement": |

{

"Sid": "CFNStack",
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents"

I

"Resource": "arn:aws:cloudformation:*:*:stack/netapp-
metadata—-*/*"
b
{
"Sid": "StarResources",
"Effect": "Allow",
"Action": [

"cloudformation:GetTemplateSummary",
"cloudtrail:DescribeTrails",
"logs:DescribeLogGroups",
"logs:ListSourcesForS3TableIntegration™,
"observabilityadmin:CreateS3TableIntegration",
"observabilityadmin:GetS3TableIntegration",
"observabilityadmin:TagResource",
"observabilityadmin:ListTagsForResource"

I

"Resource": "*"

bo

{
"Sid": "S3Bucket",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",

"s3:PutBucketPolicy",

"s3:PutBucketTagging"
I

"Resource": "arn:aws:s3:::netapp-metadata-*"
b
{

"Sid": "IAMRoles",

"Effect": "Allow",

"Action": [

"iam:CreateRole",
"iam:PutRolePolicy",
"iam:TagRole",
"iam:GetRole"

I



"Resource": "arn:aws:iam::*:role/netapp-metadata—-*"

"Sid": "PassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/netapp-metadata-*",
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"cloudtrail.amazonaws.com",

"logs.amazonaws.com"

"Sid": "CloudTrail",
"Effect": "Allow",
"Action": [

"cloudtrail:CreateTrail",
"cloudtrail:StartLogging",
"cloudtrail:AddTags",
"cloudtrail:PutEventSelectors"

I

"Resource": "arn:aws:cloudtrail:*:*:trail/netapp-metadata-
"Sid": "CWLogGroup",

"Effect": "Allow",

"Action": [

"logs:CreateLogGroup",
"logs:DeleteLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",
"logs:AssociateSourceToS3TableIntegration"”

I

"Resource": "arn:aws:logs:*:*:log-group:netapp-metadata-*"

"Sid": "S3Table",

"Effect": "Allow",

"Action": [
"s3tables:CreateTableBucket",
"s3tables:PutTableBucketEncryption",
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"s3tables:PutTableBucketPolicy"
1y

"Resource": "arn:aws:s3tables:*:*:bucket/aws-cloudwatch"
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