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S. *E[E: *iEEE * A LDAPS WY * .
6. 7T * EHILE * PHRNFIEEE,
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LDAP Servers

Host Name/IP Address

General Settings

Auth Type

Search Bind DN
Search Bind Password
User Search Base DN
User Search Filter
Group Search Type

Group Search Base DN

Save Changes

7. 8 * BF LDAP*

Remove
Use LDAPS Protocol

Search and Bind x

msmyth@thesmyths.ca

OU=Home users,DC=thesmyths, DC=ca

(&(objectClass=person)(|(sAMAccountName=%USER

Active Directory il

OU=Home users,DC=thesmyths,DC=ca

8. WNRENIXAFBIRSSBRAENR, FRE * WLAASHRIE .

0. EHETNENMWEMMABFARES, UMBEEIREHEERNER,
10. B F * RFEN * UREETRE.

. REMAFZAF UEEAABATUER, BTHMUTERE:

a BHEAR*>*EE "

Show password
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Create a New Cluster Admin

Select User Type

O Cluster @ LDAP

Enter User Details

Distinguished Name

CN=StorageAdmins,OU=Home
users,DC=thesmyths,DC=ca

Select User Permissions

) Reporting U volumes
) Nodes L Accounts
LJ Drives Ul Cluster Admin

Accept the Following End User License
Agreement

b. 3 FHFAF, B "User Type" (FFZER) &l ™ Idap* ", REBEEFRIAIAFNLE] "Distinguished
Name" (RI9#RR) FEH,

C. EFENR, BEENFABENIR,
d EMTRBIRLAPTFAIMN, RESRE * RIEZ
e Bl gIBEEEES ",

M7z, EHEFEE Active Directory 2B,
ExFbF T, EM Element Ul S, ARLUZAFRRABARSMEMER.

{8 Element API 3 LDAP &{/I%3iE

%ﬂl«)@ﬂ%@ﬁ%%éﬁ’——jﬂﬁ LDAP ARS328HISEM. X1¥, LDAP BEERFLAIUUEFEERFNEFMEARLIHEN

1EB] LAEF Element B R &S, Element API ECE LDAP » IS {ELBENB T tN{A{ER Element API EZE
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LDAP .

B £ SolidFire 285 FFF LDAP B9181E, BB fER EnableLdapAuthentication APl FiATEEE B

FA LDAP B {7351l

TR

1. B4cfER EnableLdapAuthentication APl FiATESEEE EE A LDAP S{25E1E,

-

2. WAFRERESE

[SEYe)

"method" :"EnablelLdapAuthentication",
"params" : {

"authType": "SearchAndBind",

"groupSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"groupSearchType": "ActiveDirectory",

"searchBindDN": "SFReadOnly@prodtest.solidfire.net",
"searchBindPassword": "ReadOnlyPW",

"userSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net ",
"userSearchFilter":

" (& (objectClass=person) (sAMAccountName=%USERNAMES%) )"

by
"id" . "1"

"serverURIs": [
"ldap://172.27.1.189",

3. ERUUATSHMIE:

{FRAEEL Description

AuthType : SearchAndBind EBREHRERARERSKFEEEREHITE MR
}LEE’\J)EHF', ABRELANMHZI B HRIEESEZA

groupSearchBaseDN : DC=prodtest , 15E LDAP W IRIE RAMMUE, EAREIH,

dc=solidfire , dc=net FAVER TR, IR LDAP WIEFE K, ErJaE

HERHIRE NEREANFRLUR D RETE,

userSearchBaseDN : DC=prodtest , dc=solidfire 5% LDAP WHHISIERAFPIUE. FEAREIH

b

groupSearchType : ActiveDirectory

dc=net

, Bl MER T AR, W3R LDAP HIFE X, &R
RERERHIRENERAN T LU ME R EL

&M Windows Active Directory fR55281E LDAP AR
2%
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ERANESEH Description

' ( sAMAccountName=%USERNAME% ) (
userSearchFilter: userPrincipalName=%USERNAME% ) ) "——
“ (& (objectClass=person) (sAMAccoun

tName=%USERNAMES) ) ”

E(FH userPrincipalName (BT & FAVE FHR4
ht) , EEILUR userSearchFilter R4 :

“ (& (objectClass=person) (userPrinc
ipalName=%USERNAMES) ) ”

&, EREE userPrincipalName
sAMAccountName , fERJLAERLLT
userSearchFilter .

“ (& (objectClass=person) (

#)A sAMAccountName 1ER (15 RE] SolidFire  searchBindDN
SRR, XEIRERIET LDAP 7

sAMAccountName BMHIEREREAEIEENAF

2, HIBIEEPRHISTE objectClass BIEFEER

"person’ " fEANEMNEE.

XERATFIEE LDAP BRMAFEAFIAI92¥#%  searchBindPassword
#Ro XF Active Directory , BERAHZ NAFPER
userPrincipalName (BB FHB4HIIEAET)

EX U T, EM Element Ul 3EsH, ARLUZAFRIAR SNERER.

&E LDAP #E R

£ "Cluster” JI-E L8 "LDAP" T L 257 LDAP {58,
() =aExE DAPEERE, KARAM LDAP,

1. 25/ Element Ul &F& LDAP F4(E R, 158 E * &8 * > *LDAP *,
o * EHH /IP Hidk * : LDAP = LDAPS B RIRS25AAL,
o * BRIIERE < : AR BMRIESE. TTEEE:
- HiEYE
* EERHYE
° *{EZUE DN* ¢ ATFERUNAFHIT LDAP #ERTLMRE DN (FEX LDAP BEREEHER?|
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HIRAPR) o
o * JUZMTERD * . BT X LDAP IR E81A 1R 1T B IIFRI AL,
o * AFIEREN DN* : BT FRAFIERMMIEL DN . RABMNIEEMLEIERTH,
° * AP RS ¢ . EFRENEBRAUTRSE:
* (& (objectClass=person) (= (sAMAccountName=%USERNAME% ) (
userPrincipalName=%USERNAME% ) ) ) °
o *AERAE ¢ . BTFIEHIERNIIARIERITILISMVIEREE, AIREE:
* Active Directory : FAFHIFTE LDAP ARVERERL B A&
* A AT
* Member DN : f5: DN #=Xp9E (BF) o
o * (RIS RER DN* © BT FRAIERMINAIERL DN . AFEEMIEEMELE TN,

° * MWXAF BMIIE * : BCE LDAP f5, fERLLEBUN LDAP ARS520IA A RMEB S HI0IE. A
EEERIKF LU LR, AR ERA oM MAARARES, ErUERXEEREUEEEEIE
SREERIER,

izt LDAP B2E&
BCE LDAP &, &M {EFA Element Ul 5 Element APl TestLdapAuthentication AN EHFITINK,

g
1. Z2{FEA Element Ul i LDAP FEE, IFHITLLTIRIE:
a. B * &8 "> LDAP*,
b. B * ik LDAP BHIEIIE * .
C. fEATRPIE AR R

HIRHEE Description
* HEBCEM userSearchBaseDN FiHAZREK
xLDAPUserNotFound BB E A,

* userSearchFilter BCEAIEH,

* BARAR 2B LDAP AR, BR{H

xLDAPBindFailed (Error: Invalid Y22 ED AR 1EHR,
dential
credentiate) © EMANASE2EH LDAP B, Bk
FEREERA.

LDAP ARs528 URI R 1EH,
xLDAPSearchBindFailed (Error:

Can't contact LDAP server)
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BIREHE Description
QAR R ZEEE R ER.
xLDAPSearchBindFailed (Error:
Invalid credentials)

userSearchBaseDN & LDAP WHBIE L
xLDAPSearchFailed (Error: No Bo

such object)

* userSearchBaseDN & LDAP HHEYERL
xLDAPSearchFailed (Error: &,

Referral) .

userSearchBaseDN #
groupSearchBaseDN i FH#EMN OU 1, X
AIRER 5| AR ERENRIE, IRERRARRE
FERFPMAEA DN ZBEHFEE OU (fa0:

ou=storage , cn=company , Cn=com

)

2. ZEF Element API Ui LDAP B2, 1EHRITLUTIRIE:
a. A TestLdapAuthentication 757%.

"method" :"TestLdapAuthentication",
"params" : {
"username":"adminl",
"password":"adminlPASS

b
Ty

b. EFLR. IR API EHARY), SERFEEIEEERFNAIDPRMUNAFFERAT IR,
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{
"id": 1
"result": {
"groups": [

"CN=StorageMgmt, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
1,
"userDN": "CN=Adminl
Jones, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
}
}

/A LDAP
@] LU{ER Element Ul 253 LDAP £/,
ez e, BNICTAAEEREIRE, RANZA LDAP SEBMFIEIRE,

p

1. g5~ &85 * > " LDAP ",
2. 8EH 8B,

3. B * 22 LDAP*,

THREZER

* "SolidFire ] Element ZR {43 #4"
* “EFTF vCenter Server #J NetApp Element 355"

BEEN RS

&EILATE Element Ul REE RS, HRGREERAZEES MWL, BEEHILE, XFK
HIERIEINE (FIPS) UNERIMNIZAEE,

* "ERZERSHIIE

* "RREERIRE"

* "BIEEZHF FIPS IRThagAVEREE"
* "FHafERIMNIE IR EE"

BXIFAER ...

* "SolidFire A Element {43 #4"
* "\ AT vCenter Server B NetApp Element $H 4"
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ERZARS NI

ZRRFMEIE (MFA) BEZ2MEMR2iES ( Security Assertion Markup Language
, SAML) EAZE=AHEMRMHER (1dP) KEEAFRIE, B MFA, BRI
RIEFEREREMBHIRIERER, FIMNZEHXAEEUREBNEFHEHES.

WEZREZS DRI
B LUEE Element APl ERXLERE AT BRIGEER UFERAZRESHIIL,
BEXENAPI FERNFAE R, 1550 "Element APl &,

1. @I AT APl 57EH L JSON H8TUEE 1dP JTiiE, NEHCIEFNE=S S RMHIEF (I1dP) &
B CreateIdpConfiguration

ME=7 IdP HFRAXAEREY |dP TR FTEIIFLL TR, MHARETE JSON FI8iER. ErILifE
%% JSON &2 ABTER, fI90: https://freeformatter.com/json-escape.html o

2. J@id spMetadataUrl #0ZREEBETTEUE, BITABLUT APl FEEHIFIE =7 1dP :
ListIdpConfigurations

spMetadataUrl @— URL , AT MEEHH IdP RIRSIRMETHIE, UWERIEEXR.

3. E%EE IdP EEZE SAML #rS, FHES "NamelD "B, UWEANSFEZAEICFMNE S EHERIRHIB

4. @BIIEALLT APl FFERIE— MRS NMEIE =T |dP SHIIEREREIER K LUEI TR
. AddIdpClusterAdmin

@ IdP EEBEERNAFR NS5 SAML BHERR / EMURILEELERGPIRMER, U TRFEIFR

° email=bob@company.com —E |dP EEEAFE SAML BB F i,

° group=cluster-administrator —E/ |dP EcE AEMPIE AR BN EGIHRNRNARM. EI8, HF
Z2E[E, SAMLBUE/ BEMEAKRNE,

S. W IAALLT APl 57 N5%E BB A MFA . EnableIdpAuthentication
THREZER

* "SolidFire #1 Element 3 {4 32t4"

* &M TF vCenter Server #J NetApp Element $&{4E"
BTFZRZSHRIENEMNER
BN THRUTSZRESHIRIEEXENERE T,

ERIFHABEENE P IEFH, BEREEHRIE IdP BEEGAFERBUT APl 5iE:
UpdateIdpConfiguration

* MFA 5KE/NF 2048 (INERARRD. RRINBERT, RASESEE L6IJE 2048 (i SSLiEPH. ERE API
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FER, MOBRISERV/NIIER: setSSLCertificate

@ NREBHERBNEBEALRBINNT 2048 iI, MTEFALKE Element 12.0 SNEShAE, B0
£F 2048 (IS EShRARIEREHEEHED,

* IdP EERAFP AR TEEAR APl (fI30i&@id SDK 3% Postman ) st FEMERR (5130 OpenStack
Cinder 3¢ vCenter #iff) . MIRFECIEZEBXLETIRENAF, 1571 LDAP &5 5 P el Asith & 8%
BIERAF,

THREZA

ong

5\

* “{$F Element AP| BIE7Z{E"
* "SolidFire A1 Element 2R {4 CA4"
* "I&FF vCenter Server Y NetApp Element 4"

FESISE

& UM Element Ul B9 Cluster iEI R EEMERER CENREHAITEERTHES,

eI LIECESFHARERE, <FiAR, TWME, E#E, SnapMirror, I NTP I HEZEF ik,
I

* FERARENE

* £ Element #1 ONTAP £8# 2 (81 f SnapMirror £

REEHSRNE

* BRMZRAZEAR

* "§fAIHE Element BYIRZS 8] E{E"

* NEEEANERNE

© BIRERAKFIEE

* IEBEEE AR BT N ARSS 25

* B SNMP

© BIEIRENER

. BB S

© BIEEIMMLE

* EENRMEEROFAES

THREZER

* "SolidFire #1 Element R {4 314"
* “EHTF vCenter Server #J NetApp Element $H{5"
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NEEERANERTNME

A SolidFire &8, &R UM FEEEEF IR ERFIE = REUREHITINE, ErILUER
E—AFEEECENX BMZRN2: (SED) BRRIP "EF B =RINZE",

EB] UM Element Ul 5% APl BES Iﬂﬁ@#ﬂﬂ o BRTHBEHNENREARASTMERIMRETNER, EREE
{8 Element APl B AT NIHEINER
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IENNER
A FIPS 140-2 1R, TERERA. BA FIPS 140-2 EfG, £BEFNE ML RESIERN
@ BihHiziTEK, UHIR NCSM EIEEMEBRHE FIPS 140-2 AR FialT. XaSHEEH L

HEERMEFAEER DR, ENFANY, HERBELIIMERZIMENRERNMENFINA B
FAIEAR T

ﬁ?&ﬁﬁ”ﬁ:@: iEﬁE%JI_ILa Element API 1%-:%\0

LT =AFREA FIPS BY APl 15K fI:

"method": "EnableFeature",
"params": {
"feature" : "fips"
by
"id": 1

BRLLRFERNE, FiE HTTPS BEERRER FIPS 140-2 #tERED.

/%\

oif

THREZA
* SSL Zg
* "{EF Element AP| EI21E(E"
* "SolidFire 1 Element #X{4 344"
* “EFTF vCenter Server #J NetApp Element 355"

SSL 55

SSL ZIREENBRENLZSBENMEE L, Element IEZIFIRERRS, MEA FIPS
140-2 BTN ST HFIEPRAERR RS

IUATFFIRRMHT Element REXIFHINEREERTFRE (SSL) EBLIKRER FIPS 140-2 1R BT #5#7 SSL

g
* B2 *FIPS 140-2 *
tis_DHE_RSA WIT_AES_128_CBC_SHA256 (DH 2048) -A
tis DHE_RSA_WIT_AES 128 GCM_SHA256 (DH2048) -A
tis_DHE_RSA WIT_AES_256_CBC_SHA256 (DH 2048) -A
tls. DHE_RSA WIT_AES 256 _GCM_SHA384 (DH2048) —A

tis ECDHE_RSA_WIT_AES_128_CBC_SHA256 ( secp256r1) — A
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tls ECDHE_RSA_WIT_AES_128_GCM_SHA256 ( secp256r1) —A
tls. ECDHE_RSA WITE_AES 256_CBC_SHA384 (secp256r1) —A
tls. ECDHE_RSA WIT_AES_256_GCM_SHA384 (secp256r1) —A
tls_rsa_and_3DES_EDE_CBC_SHA (RSA2048) -C
tls_rsa_and_aes 128 cbc_sha (RSA2048) —A
tls_rsa_and aes 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes_128 gcm_SHA256 (RSA2048) —A

tls rsa_and_aes_256 cbc_sha (RSA2048) —A
tls_rsa_and_aes 256 _cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes 256 _gcm_ SHA384 (RSA2048) —A
tls_rsa_and_Camellia_128 CBC_SHA (RSA2048) —A
tls_rsa_and_Camellia_256 CBC_SHA (RSA2048) —A
tls_rsa_and_ide_cbc_sha (RSA2048) —A
tls_rsa_and rc4 128 md5 (RSA2048) -C

tls_rsa_and rc4 128 sha (RSA2048) -C

tls_rsa_and_seed cbc_sha (RSA2048) —A

B2 * FIPS 140-2

tls. DHE_RSA WIT_AES_128 CBC_SHA256 (DH2048) -A

tls DHE_RSA_WIT_AES_128_GCM_SHA256 (DH2048) -A

tls. DHE_RSA WIT_AES_256_CBC_SHA256 (DH2048) -A

tls DHE_RSA_WIT_AES_256_GCM_SHA384 (DH2048) —A

tls. ECDHE_RSA WITE_AES 128 CBC_SHA256 (sect571r1) —A
tls ECDHE_RSA_WIT_AES_128_CBC_SHA256 (secp256r1) —A
tls. ECDHE_RSA WIT_AES_128_GCM_SHA256 (secp256r1) —A
tls ECDHE_RSA_WIT_AES_128_GCM_SHA256 ( sect571r1) —A
tls ECDHE_RSA WITE_AES 256 CBC_SHA384 (sect571r1) —A

tis ECDHE_RSA_WITE_AES_256_CBC_SHA384 (secp256r1) —A



tis. ECDHE_RSA_ WIT_AES_256_GCM_SHA384 (secp256r1) —A
tis. ECDHE_RSA_WIT_AES_256_GCM_SHA384 (sect571r1) —A
tls_rsa_and_3DES_EDE_CBC SHA (RSA2048) -C
tls_rsa_and_aes_128 cbc_sha (RSA2048) —A
tls_rsa_and_aes 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes_128 gcm SHA256 (RSA2048) —A
tls_rsa_and aes 256 _cbc_sha (RSA2048) —A
tls_rsa_and_aes 256 _cbc_SHA256 (RSA2048) -A

tls_rsa_and aes_256_gcm_SHA384 (RSA2048) —A

THREZER

EEE A HTTPS A FIPS 140-2

FiafE AN R HEE

ShERREAEIE ( External Key Management , EKM ) BRI SEEEFIMNMEZARSEE (
External Key Server , EKS) #&{ER, BEZESMEIEERSE (Authentication Key
AK) BIE, EXMERT, BILUERXLE AK SIEMES B MNZRE2E (SED) "=R
" BESEE LB, EKS AR eMAEMAEE AK . SEEFIREAEIELIRESED
I ( Key Management Interoperability Protocol , KMIP )  ( OASIS & XRItRAETNN)
5 EKS #1T#@f=.

R ESNEE

* "EINLE REST FE ARG MNEZER"

* "REREIFRI I B S IIEE A"

* "SMERERSAEIE AP S

THREZER
* "CreateCluster APl , RIBBFEBRATHNIREINZE"

* "SolidFire #1 Element X {4 314"
* "EHARRZSH NetApp SolidFire 1 Element F= GAISCRS"

RESMBEREE
TR LUZIRUU T S BI&(E, HERTIHAY Element APl 75751 BN Z SAEIETHRE,
EREHAE

i

)
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* MREBFINFZREESTHRAMBLESER, WEERBRZWEMHME "CreateCluster” 57%o
p
1. 59MpZEARRSS 88 (EKS) BIEEXRR.

a. @IIFALT API 733%, 9 Element S2858IE2— 12 tt / THERN, ATSERARSHBILEEXR
"CreatePublicPrivateKeyPair"

b. SREERBMANMEEEBINERERZIERK (CSR) ., &iE CSR, HHARSEIAIUNIEEHNZ AR
Element S8R B E1EN Element S£EHITHH I, BT API FE:
"GetClientCertificateSignRequest"

C. f£F EKS/ IEBMANMMLREIN CSR #ITE R, BXFARER, BSRNE=A X1,

2. 7E5eEF FOURARSSEBRFNIRMAZF LIS EKS #H1T@EE. HIRRMERFBFTEXIMALIRINESR, RS2EA
FEXESZBER EKS R ERE M.

a. BI A LT API 757582 R ARRSS ¥ S BFRTERVRIRRMIZRF . "CreateKeyProviderKmip"

b. EFEMALT API 753%, IR —MRHHEBMANAMNEZIEBNAB BRI BNEIRRSE:
"CreateKeyServerKmip" "TestKeyServerKmip"

NRMIARK, BRIEEAIARSS SEEMNELE, AREEMH.

c. BIIAA LT APl H A ZAIRS 2RI ZERIREIZF DL "AddKeyServerToProviderKmip"
"TestKeyProviderKmip"

NRMIAR, BRIEERIARSS SR EENEE, AREEME.

3 HITUTREZ —1EATRMEN T

a. (BTF=WHEGNE) BR "=REGINE" @ ERRRHA T EERANZRIRS SSMENZRIHRMH
2 ID "EnableEncryptionAtRest" APl %o

@ BB ERATHINE "API", ERIA Element Ul 325 B AT NINZEERANIBAER
HE A IhEEH TR E R AL,

b. (AFZ=RRHMNE) "=RRENE" BEAMEIENTHRRHER, BREBHIRMERER D £33
"RekeySoftwareEncryptionAtRestMasterKey" APl 753%,

THREZER

* "RNEHBRAMZERmE
* "SolidFire #1 Element R4 3C#S"
* "SEHARRZSH NetApp SolidFire 1 Element F= GBI SCRS"

EHgE REST TE ARV INEER

A LAGER Element AP EMKEM AR ANE R, IR NIINIEIREERRSSE[CIE
— PHHBIRE R, TERARZIBERNFNEER, AEFTZEHFNES

ERIREFEEUTIRZ —PEMKERA:
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* BIBR—MHESR, (FANREEXEHHIIEE SR,

@ I RRFIH, EEMKERHRETAZANREIMN, ErRILIGEA "GetAsyncResult” I R4
BT UBE R H R AT TS %

BEENRA
c KB FERABATHNIMIE "CreateCluster" /574, FTHER, ZEHIFEESE, UAEE IOFEH ...
"9510c8e68784d05achae2e947dde3cd8" TEMLEIR{EZ BT, HIMAESA enabled o

* MBEIHE "EI(EEXA" 7E SolidFire B MIMNEEFAARSSE; (EKS ) ZiEl, 1B1T "TestKeyProviderKmip"
RATFRIEEE BRI SZRRMEFIIEZN A .
g
1. i&17 "ListKeyProviderskmip" S8 S H EHIZHIRHTERF ID (keyProviderID) o

2. j&17 "RekeySoftwareEncryptionAtRestMasterKey" 3 keyManagementType BEIEE N external , 3
¥ keyProviderID fEAN E—FHEIHIREIZFD ID HS:

{

"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

3. M RekeySoftwareEncryptionAtRestMasterKey SaS AN E S asyncHandle {Eo

4. 517 "GetAsyncResult" & E—%HH asyncHandle EMN&SS, BTFHINEEER, ETHadmNT, &
NERIHEZAEECFERMEHRERHITEN. EFIMEARMER ID, UEHEEFER.
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. IB1T GetSoftwareEncryptionatRestInfo 3L UAMIAFIZHIEMESE (B keyProviderIiD) B
E#fo

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated value>",
"keyManagementType": "external",

"keyProviderID": <value>

b

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

by

THREZER
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* "EH Element APl BIE1E(E"
* "SolidFire #1 Element FR{E>74"
* "SEHARRZSH NetApp SolidFire 1 Element = GBI SCRS"

R E AR IRI B TR HY & I IEEE 1A

B, Tﬁu%kiéﬁgﬁﬁ)ﬂ:ﬁﬁﬁ’]%mo MREERIR, FEMEENE FRASREEHE
AE3) - TR T MR PTBERYIB o

BT KmipServerFault S£85#0%, SR AMBIIRTNES.
HEHBRBE, BIRRSV[BAMERIFAZEZHANT BN, AL EXMER.

1 IZRERMIENNE (MRE) FHMESBHITERE.
AJBERIRE sliceServiceUnhealthy #(&, EANTHiERENZZEIRICA Failed HET "available” K7,
AR
1. EHARMIEENER.
2. 3% 4 DG, HKE sliceServiceUnhealthy HIEREE B,
BB REHEARE BXFAER ..
SMEREREAETE APl SR
S AT AT EEMECE EKM BIFRE API .
BT AESHSERRERNINIRSSHEZERILEEXR:

* CreatePublicPrivateKeyPair

» GetClientCertificateSignRequest
BFEXZEFHENIMNIRS SFFEIFAER

* CreateKeyServerKmip
* ModifyKeyServerKmip
» DeleteKeyServerKmip
» GetKeyServerKmip

* ListKeyServersKmip

» TestKeyServerKmip

AT eI 4:r B T SRR AR S SRR AR MIZF |

» CreateKeyProviderKmip
* DeleteKeyProviderKmip
* AddKeyServerToProviderKmip

49


https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html

* RemoveKeyServerFromProviderKmip

» GetKeyProviderKmip

* ListKeyProvidersKmip

» RekeySoftwareEncryptionAtRestMasterKey
» TestKeyProviderKmip
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AN T NIRRT BURSE,

FEMCAMOROI, R RFEUAXR, HOPIEST NetApp Element RAFBYEBRBIETSE (
(i)  Element) , 7 ONTAP 2RIAET% (ONTAP) . R2 il R3 Rl R MEHFS RIE0IE
SACES S

TEERTRENEFENNRERETR:
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Procedure
Step
R1
(1)
The source volume is offline
(2 Reverse Resync R1
~ R2
(3 T
(4 Update R2
I:::I Break R2
(® Resync R1
@ Delete R2

TEERT FEFBEENIEERED SR

Element ONTAP

Procedure
Step
R1
@
The source volume no longer exists
2 Reverse Resync R1 (5) Delete R1
B A
@ R2 :
]
—= I
(ﬂ:l Ereak RE = = = = = = = = == o= o=
(&) Reverse Resync R2 (3) Delete R1
e
(ﬁ R3 i
=i 1
]
. I
|:§:] Ereak RE = = = = = = e === o= o=
THRESZER

* IRBRENEE, FRITHRERE
* REABEERPITHRIE

e
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MRFENEE, FHRITHERE

& eI LU {EANetApp Element UIEFIRIFZ RIGREHRITHRIEME, HRETEESHITI=RE
T, RigEENEFEE.
1. £ Element Ul 1, B RHITHIEEISTRBIAIX R
2. B "Actions” BltR, REET * REEHREY *,
3. WaiARE,
RAZEFFELTRESCE—NHXR, TIXED, HRRENBIFENABRERERSE (
@ XESBHmINXEER, ARNVBXANAELE) . ERAEHESREST, RIGBFETRNE

SR ST R RIRRE. &R LS Bifnm EREEIEHRAES NBUE, BEE
EEEEEEZR], ERBEHASREEZIFIEENHNIT SnapMirror Eife

4. BEHENINGIENRAEX R "Actions” EltR, AGRE * EFHf *.

o, BExmkmERRY, HHRBIRR LNERERTMAEDNRIE, FEASKMBELTREESEL,
ERILPIT A T I B STREE M E H EMAUERIE S

5 BFERMAXERM "Actions" BItE, SAFEE * Al *,
6. BEFRBFEAM "Actions" BlfR, AFESG * EHESL *.

@ Wiz, ATLEHRGES, UEERIBES EMEE~ TR, R SnapMirror EF TR
ERIEXRECER RIS,

7. WINRIEKBEIRENA snapmirrored 7, BEHERMXZRD "Actions” BEIFR, AFRE * BFF *.

THREZER

SnapMirror #fERE 75

REANBEERRNITHERE

&R LUEANetApp Element UIEFED RIGFEEHHITHRIEMRE . ATNETHBRESE
ERBUBERENTHNERTIRE . BXRNFARRIIFHEEFIHEA, 55N NetApp
F AR EBSXAE,
TBRENRE

* Element &1 ONTAP &£ 2 BN EHIX R E M.

* Element 5B XK, TiEME.

* RIGEE B RAKRKE
g

1. 7£ Element Ul F1, REAMITHIEEBMHBIX R,

° REXE: B THRIBEMF X R SnapMirror SRESHIITXIFAEE. EMCIELLXRER, BELE

ICNO
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2. % BME BT, ARRE RAEHES .
3. WIAELE
REAEFESREFUR—NAR, FUERD, PERENRITENAGREEERTE (
XESHRNLR, ENIBXRANAGE) . ATRABABER, RABIR— 58
()  teFEAGERESHHER NG Element &, FHBHE—15 A sm-recovery BIELIA

QoS Hk&, H58 7 sm-recovery BIENIAMF XKEBL, EFEEFnhimiE SnapMirror SIERIFRE
HHIMK T QoS FEhE, BB HERNIRBRS,

ERAEMRETIEER, SMREBHVEEREREE, E0 B850 Birik ERSESEHEES N
1B, BEHREMEVBEXRZE, BREBASEMNEIEENEAE ENFHNIT SnapMirror B, STRRKR
EEMRSHBERE TR LNERERTMEREEEMBELUTREEE LG, BRERITUTIEIU
TR EMEHERMAERIEEE:

- BERAEHRETZREHECIRIREAXRD © ##1F * BiR, ARSE * i,

- BEREAFENRIGXRRR * 121F * B, ARSE MR

- BEDR 4 RRTRIREXRB * 1 * Bif, ARRE* REEHEAD *o

- XFRREFNMBET, ASRSREXAEGHENEFRNEETXR.

- B 420F ¢ EIARAD * 4miE ¢ LUERZIE TRIRIE QoS REEMITHNIREEMIEX Ao

- IE, AURetESE 6 FRAERRIHNREXR.

© 00 N O o N

THREZER

SnapMirror ERE 1A=
7T M ONTAP %l Element B9{E G — x4 1E %

BE, 7EfER SnapMirror MIiE1T NetApp Element {489 SolidFire 1Z&5E2%I ONTAP
R HITRAEMER, Element 2J8, M ONTAP @Bir. EE, ERLEBERT,
ONTAP ZE RS R] LIAEIR, M Element BJLUBIEB T,
* FERMER:
o RIREERMEMEXR, KRRIIRELEPNFIE L BHITIRE
° %EET?EWX’EWE%%, ERTFIEBRNEZ BARFELXR, EXMERT, BNRITTENSE 3

BEENAR
* Element BT =41 AI ONTAP 3f(a),
* WIME A Element &2 H SnapMirror i,

&AL hostip : /lun/<id_number> BIZI5TE Element BARrE&1E, HH lun EFFRE “lun ",
id_number 2 Element &/ ID o

HIB
1. {#F ONTAP 85 Element &YX A
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snapmirror create -source-path SVM:volume|cluster://SVM/volume
-destination-path hostip:/lun/name -type XDP -schedule schedule -policy
policy

cluster dst::> snapmirror create -source-path svm 1:volA dst
-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy MirrorLatest
2. {EF3 snapmirror show F<IIER T E I ONTAP X%,
EZ 0 ONTAP X EXBIEEFIXANER, BXTENGLIEE, 155 M ONTAP FH DL,
3. £ ElementCreatevolume API 832 BirEH 1§ BinE A nENIZRE ) SnapMirror :

{# A Element API 813 Element &

"method": "CreateVolume",

"params": {
"name": "SMTargetVolumeTest2",
"accountID": 1,
"totalSize": 100000000000,
"enablebl2e": true,

"attributes": {1},

"gosPolicyID": 1,

"enableSnapMirrorReplication": true,
"access": "snapMirrorTarget"

b

"id": 1

4. {5 ONTAP snapmirror initialize BRI ERIZKER:

snapmirror initialize -source-path hostip:/lun/name
-destination-path SVM:volume|cluster://SVM/volume

FHIPMIERE

BRI LB EE D FIEREIELMh SolidFire 7&K S Amazon S3 8§ OpenStack Swift A
I =R 3T RTESE,

M OpenStack Swift 5f Amazon S3 ER&ERN, ERBEREENIEFTHERER. IRBELRERNERTE

1M



SolidFire fFiE R4 L&MNEY, WAFEFRFES.

THEZER
* BERKDE Amazon S3 JRESE
* ¥ &EEDE) OpenStack Swift IR 1FE
* B5&MDE SolidFire FFiE5EEE
* M Amazon S3 MR FE _LHNENERE
* M OpenStack Swift X R 1Ffi& LNENERS
* M SolidFire &8 LBNEHIERE

BEE%E Amazon S3 WRTZE

1] \
1 L:\

1.

TE LU EE D RS Amazon S3 FARRIIMNEITR1F(E.
BH BB >,

2. BREBHMEXLA "Actions” EltT.
3. ZETHNEH, BEEHE"

4.
5

£ EMED * NEER F FE T, ®EEF S8,

- TE BRI TR ED

* R4 * . RE SolidFire IFE RS AT LUEEXBIEZERE .
o * RKESE * . SHMASKRANRE S

6. 7 * TR * FRPBAATHRNREFENEN B
7.
8
9

£ * hiR)E3A ID* FERPRNIKFBIIARZER ID o

- 12 MEIGRER * FEPEAK S B ZI R E R,

- ¥£ * 83 Bucket” FEXPIMARTEFEE IR S3 Fi#5 o
10.
1.

£ * BIITRIE * FERPAMANENINERIZAIR MRS
B FHIRIREY * o

5£%19 % OpenStack Swift 3R 17 &

1] \
7 L:\

TE LI EZ DS OpenStack Swift FEBEHIIMNEEITRIZHE,

- BEHECEE B

BHEFMPHEIRE "Actions" ElHR.
EETRHRESR, BE - EHE
£ * ERE D * FHEEN * FHE* T, %EEFE * Swift*,
£ * BUBAET * TEE—MEEg =
*JR&E * 1 RE SolidFire FFE RS AT LUREXRIEZaME o
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° * RES * . SHMARFRBHIREEER.
£ * URL * FERFHANR TR RFER URL o
£ APR  FRPYPRWAKFARNAF R,
£ * SHWIEERR * FERPBAKFP BB HIIER R,
£ * A& FRPBABTEEEHIES.
10. * \IE * 1 1F * BIFRIE * FRAPWAZMINBIFIZHRFRRIE.
M. BE * FRIRE * o

© © N ©

¥EE11 5 SolidFire 1ZfiEEEEY

X FIB1T Element MEFHFMESERF, ErILIREE LNES&EDEITIZERT.
MBRREEA BIRERH B R,

BB WEEHITRM UHITES",

ER—NEHENHERI S —IEHN, RASER—1EH, ATEEHZE#ITEMNEIE, LHHtEEEAN
B FRERR BRI TRMNIIE, MTESABRENER—ENZ2YE, ERHIERIRED, &F
BEMEMEERMEEENTH, RAEBFRLRE,

1. EEMEEL, R -BE > 5",

2. BH PRGN "Actions” ElfT.

3. EETRHIRER, B2E M ER.

4. 7% * EROEIR * FHEER * M ER T, 1% * SolidFire * o

5. 1F * HUBRER * TkEFE— A

° * [R4& * : R SolidFire T7i& R4 A LURBRBIEZEE o

° * RER* . SEHMAARBHERESEN.

B ERER

RZSAM * HHELETS NE * EESHIFI SR,
TERERHLE, BRI BE >*5,

B EBEHIEIRA "Actions” ElfT.

10. ERRIVREA, BE - &HE,

. £ * |p&ED * FHEEN * FHE T, &8 * SolidFire *

12. 75 * BUBR I * FERPIEFRESANEZFEINAERNETL,

13. 1F * iImi2 &8 MVIP* FEFMABITSEHNEEEN 1P #illk,
14. 71 * mEEE AP & * FRPRANZREEHAF 2.

15. 7£ * IRAZEEEF RS * FERHPIANIZTZEEBF 20T,

16. 7 * HEBBEBENEHH * FEA, MUEES a1 BRER LERNER,
17. B2 * FFIRIEE *

© © N ©
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M Amazon S3 X REE LHEDERE
&R LAM Amazon S3 WRFE LB DERS,

B IRE > EHEE S
HEIERERRENEHNENEMN
TEEHH  FAERE *FIh, 25 EREAER
RE R EEEH B NGIR,
BECBEE > H*,
BEERRENEITRE "Actions" ElfT.
EERHRER, BEHE M ER,
£ * ERER * IHEER * M * ERT, EEF * S3*,
£ R - TSRS &M ITEREI:
*JR&E * 1 RE SolidFire FFE RS A] LUREXRIEZaME o
o * RKESR T . SHMARARANEREEER.
10. 7£ * ENE * FEAPBMNATHENREFENENZ,
. £ * iFIZ5A ID* FEEAEMAKFEYIAERIZEEA ID o
12. 75 * NBIRIRIZER * FEPRANKS BN 252 ER,
13. £ * S3 Bucket* FERHPRINAFEEEHH S3 FiEH K.
14. B¥EREEMME * Fe * FEF,
15 BF * FBREN*,

—_

© ® N oo g k~ W DN

M OpenStack Swift 3 RFE_LNEDERES
&R LAM OpenStack Swift IR 1FE_ EEFDIERE,

- BE RS > EHEE
KEIRERERRENEHNENENS
FEEH FAEE HIP, B ERFEAGEE *,
REREEEH B IR,
BECBE>*E*,
BHEERRENEITRE "Actions" ElfT.
EETHRER, BEH M ER,
£ * ERER * FHEER * FRE * T, %EEF * Swift* .
£ * R * TSRS &M LERYIEI:
o *R&E * 1 RE SolidFire RS AT LUREXRIEZAME o
o * KES T . SHMRARBHNEREEER.

—_

© ® N o g k~ w D
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10
11
12
13
14
15

M

. 7 * URL * FERNR T IR RFER URL .
T ARE T FERPRAKFAFZ.

-T2 BHRIEREA * FERPRAKF NS HIIEE .
T B8 FERPRANATEESHNE RN,
- REREEMEE * JFE - FEA,

- BECFBREN Y,

SolidFire &8 LN&ENTERE

EEILAM SolidFire f7iE5&EF EHEINIERS,

£

BIARFRER R BIREEHITRMINIE, MMMESABRESHER—ENZEM, AEHIERIREF,

23

1.
2
3
4.
5
6
7.
8
9

10.
1.
12.
13.
14.
15.
16.
17.

B EESNREREZ—IEEN, RAZER—ER, BTESEZEHTENIIE. EH#HEEEAN

TEMBEGEERMEEENER, ARBFIAIERE

EEMEREL, BE BB > 5",

- BEERFRENB XA "Actions” El#T.

- ERERMESES, BE M ER,

£ * ERER * FHEER * M * B, %3 * SolidFire * .

T IR - TERS &M ITEREI:
o *JRE * . RH SolidFire fFE RG] LUREXRIEZEE o
o * RKES * . SHMARARBNEREEER.

B ERER

% - #EEENEHR * EEEHIRIBIER,

CTEREEEEL, REHCBE > 5,

- BHREATEREMNEX "Actions" El4T.

EETHRER, PEH*EHE

£~ ERE D * FHEESR, 1%F * &HE * TH * SolidFire * .

£ * BUBER * TR S &M TERE,

£ * ImAREREE MVIP* FEPRN\BMSEENEIEREI 1P #ilk,

£ nREEEAP S TERPRNCZEHAF 2.

£ * IMAREREED * FRAPMNTEEEED,

B Z A MBI MR FEIEE] * #t2ETNER * FEF,

B * FIRIEE *

X RGHITEEHER

BRI IE RS LUHITIZN, HIRENE XBMASRENERBENRSHER. hT4
PR, ERIREFEEMTIRE SSD,
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' BEEEXRAEHNER"

* "BEEEETHESHRE"
BERARLER"

BT EREETh”

HERE"

& iSCSI &=i&"

" EENFEERIE

* XA IRENERIH TP HER"

© "X R THPEHERR"

C EREETANEST SLAER"
cEREETR"

© T RREEEHETTERA"

Iy

o 0 o o
i

BXRIEFAER ...

* "SolidFire #1 Element 34 3214"
* "iIEATF vCenter Server A NetApp Element 4"

BEEEXRAEHNER

BRI LUEEREXERETRNEINSMEFIES. RYE 30 BRIF—XEMHHER. F
FEEETREENXESN.

1. £ Element Ul F7, &8 * IR * >~ BHHEHE .

NFEINES, BHIBIUTER:

g Description

ID 581 EM4XREME— D,

EHRR PRIZRIVEME, FI90 APl EHFEEH,
message S5EHXIKVER.

HAER B TFHRESHRERRNES.

AR5 ID REEHHIRS WREA) -

Node REZHNTR WIRER) o
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Xz ID REFHRERNE (NMREA) -

EFEta] FHRERIBSEL

AAMEZMEENEHN, BIEHHRRAAETRI—TUEE. SHTLUEFIITSEMN
, FEEHHEEEERTIEMEHS,. "Event Log" TiIE LA "Event Types" FIfg R &4

RESHBERD
(D) AHT2ESHAZHERILAPI H2,
UTIRNABT EHATHETRHNSHRE:
* apiEvent*

FAFi@iZ API 5§ Web Ul BEIlIEH, ATFEIIEE,
* G ESEMS

SHIERDEEXNES. BAL LRFREFMIENSSE, AEENSEEPHITIR,

- binSyncEvent
S5ERIRS Z B EFH D ECESIERXI RS E M.
- * bsCheckEvent*
5RRSEEERNRTEH.
- * bsKillEvent*
S5RIRSAEERNRGE G
- * bulkOpEvent*
SXENESHITRHRFEXNSEHS, GINEH, TR, RESRE,
« * cloneEvent*
55 ERXNEY,

» * clusterMasterEvent*

SRR E EN B REM, FINAMSMIERT <o
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* csumEvent*

St E TR MAEREIE .

RS

S5iRERAE NSUEEXBIE .

e * dbEvent*

SEBEPNEST REIFN 2R EIEFEEXBNES.

* *IREpEREMF

S5IXhas R FAEXIIE .

* * N%% AtRestEvent*

SR FRIMEIEERIEM

© (ESBEE

SEMsRDESFRT REEXBES

* * fibreChannelEvent*

5T REEMEREXNEHS.

* *gcEvent*

S5#EEXNEHNE 60 2HE1T R, BTRWCRIKRNZE LRITF(E,

* *jeEvent*

RERRSTIEIR.

L REE

BEMHRESMH. EEFET R EBHRERT.

» *i{SCSIEvent *

5Z&4tHRY iSCSI n@EXEH,

* * PREISEM

5K REEFREAITFRRABEN SR EMNEIERIIE .

PRIV

5T R4EPIRIVBXRBES, fINRATR.

T E I
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SEIANSIRSBRNER.

« * platformHardwareEvent*

57w HigsE LalRsin@E XS4,
© CInREREE SN

ISP 3P IEE S DE AL

* I RIERSHE

S5itRIREBEXES,

* RS EMG

S5R5RSRSHEXRNES

* * sliceEvent*

57 XARSB[EXNES, FIENRERTHRIERESRRE.

BE=MEUENDXEMDEEN, HPEEEXIEENRSNER:
° BIE% . BERSEOMBERS

sliceID oldPrimaryServicelID->newPrimaryServicelID

° BE). BRIRS BN —RARSS

sliceID {oldSecondaryServiceID(s) }->{newSecondaryServicelID(s) }

° 880 M—HRSHHERE

sliceID {oldSecondaryServiceID(s) }

* *snmpTrapEvent*

5 SNMP [EFAHEXEIE o

» * statEvent*

S5&g5HEBRXNES

* *tsEvent*

5 &2 4:& RS EXBEM
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* RFUARE ¢

SRIRERERXIIFES.
» ureEvent

5 M EIRE RN & ER R E REGEIRBXHIE .
* * vasaProviderEvent*

5 VASA (vSphere 7Z&RAN AP ) 1RIHIZEFAAXIEH,

EEEAETHESHRE

f&AT LATE Web Ul EFH ListSyncJobs # ListBulkVolumeJobs API 5 7EIRSHIIETEIE
TRESHHENTEIRS. ERILIM Element Ul B Reporting 3%EIR-£3418] Running
Tasks D1MH.

MRESHERS, RAAERIFEAFNNTIHIHIEZIT. "Running Tasks" TNER R HAIEERDP BIARS .

ES7ME, ERRERNT—TEHANETES. BFESAESALER "Running Tasks" TTE L, H
B EMES TR,

()  EuEasRIREMERN Runing Tasks' T L& E EE#HTEHNSHEHIRS %R,

BEERRER

ARG X RATERNENMINEENER, TRTULEE, BEAWE, 7
RIS TR IR TR, ASMERBREDETRA,

ERILAER ListClusterFaults APl 7572 B ohisiz Eifko X4, ERLA]LUREIR X R ERFE EHRAVER],
1. 7£ Element Ul A1, #&$E * G * > EiR *,
R4S 30 MORIFH—XUE LAEIR,
HFENEH, THBIUTER:

=] Description
ID SEBREIRREMNME— D,
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severity LIRMEEM, AIRE(E:

* EE AR RRFBEXENREREER, 15
WRGFA R,

* IR AURSBREAERAMERERS AN
(HA) BYSFR, sHiRBEARZRMARS.

* PE RIARSHTERE, RETIERME AP
HEFIRE 110 1BK, FIRESTIEITRIRERSE
HEER.

* RERE: KMEARNNRSREERERE.

Type BEER VAN, AURT R, Kehasd, &8, RS
B

Node LSS I AT R R ID o T RAIREN2E K
&, SRMEILSH, SNZIREN - (BRI -

Xz ID LRSI FABYIXTh R RYSEENER ID o X FIRENEREN
[, SEMISH, SVWRIREN - (EHL) .

iR —MERERES, BT ENRRE.

HAER PR B AR AR EthiF 4RE R

Date B REFERY B EAFNAS E],

2. BEENERN * ETRFAER F IEEAXRERNER.
3. EEERTIH LFAERFAEES, BREHTFREST.

RYRRERE, BXRERVFMEEERE (BEZEREBAREH) KEE "Resolved” (BFER) Xilo

THREZER

* SRS

* "{§ M Element AP| EIE7Z(E"
SEEHPE(CED

EozEd EREEAERES I REZEXIRHERICRT, HHEAEZYIE "Alerts”
H L, XEABRFEBERERFRM A M ERURERERIIRE,

TR T AREERAE:
* * BIRIEARSS TR ¢
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https://docs.netapp.com/zh-cn/element-software-123/api/index.html
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https://docs.netapp.com/zh-cn/element-software-123/api/index.html
https://docs.netapp.com/zh-cn/element-software-123/api/index.html

— P RENERT R LR B P IIEARS RIZFHAETT.
BB NetApp 58I 1 ARISHE BN,

* * B VirtualNetworkIPAddressLow*

IP iSRRI EEIARIZE b R B 4R D
BRURICKEE, BEEMNESHARRINES P #thit,

© T IREBFTE

HE BB ARFETERZRETRER. BXEHERELFNFAEE, EEL
GetClusterFullThreshold APl 757%, MERESIEIERUATERZ—:
° stage3Low (Warning) : BEBEHAFPEXMNEE. 1A% "Cluster Full" B FHRMEZ T =
° stage4Critical (Error) : ZBEBNTEMBET RHRERME, FRIFEIES, REBMRE,

° stage5CompletelyConsumed (&) 1 ; RAFE N iISCSI &E#Z. RRFFHFIRY iISCSI &%,
BEANRERY, BEREHERIEZEE N, BRRILKEE, EERIRRE, HERAFEHEERERNIS
— M EET o

* B

BT AEHRE, REEFFTE2EH,

severity Description

=a QBT IRIREIERI R D T RIS,
error QB RIREUER — P T BRI,
=& TR IR REAERY TR A,

coE CEERTREREE=E Helix RF Lo

BRRICKEE, BEREMBRNT REGRERSS, BWEBKR NetApp 58RI LURIF B,

* * BRARSS TooFull*

RARSS IEEfERE Z =8,

BRRILKE, BANEZERESE.

* RERSIBITIVRAES *

122

RNEPIRIRS BITIRVARIER:

o REM = BE . RRITEMIEE, HESERIETE cTimeUntiBSisKiledMSec=330000 Z# /53 HA,
o EEY = iR RALETEENERHEHBEIEEREHZEEI TN RIFAVIRENES.



c FEN =TE STTRENBERRSATRHETERITE (W Helix B 2) o BIEFRAIA, TiET
RAEREY . HEMEEZPIEMBHEIR. WRSERFAGHISE, WHREMSKE. ZrhR
RARSHE LIRS Y, RIS LUERR.

- * BY%h SkewExceedsFaultThreshold *

i?ITﬂ“ﬁ’—ﬁ?&ﬁ%HﬂE’ﬂ%ﬁZl‘EﬂE@EifﬁlTﬁ%EﬁEiﬁ‘{E’\Jl‘iﬁEo EFHESEEET/ABohE IE T S Z BBV EY El{R
ERRIIE, IBFERANKZAIH NTP fRS2E, MARERARERINME. WREFERANIAE NTP RS2
» TREXH NetApp ZHFERITLATRISEEBA.

+ * clusterCannotSync*

HIM=EARENER, BVIREFMEIRENZE SR ER DS BN TR SRR EN2S.

ERRRILHIE, BRME ZTFE,

e * clusterFull *

FREHPIEELS T AEFEMFETIEL
ERRILEE, ERINE ZEZE,
» * E£8% |OPSAreOverProvisioned *

8% IOPS ECETE, FrE& /) QoS IOPS HEMATEERITUN IOPS . AR NI &RIFRIR QoS

ERRRICREIER, ERRESHR) QoS IOPS & &,
* * 2 DriveSecurityFailed

ERAREENBRENRZ 2N (TRNE) , EELE-INEREATERDREe, XEREEXE
zheg EERREIBRE 2R K. WHMIERIERA "Warning' " &%,

BRRRILKIE, BEEREFAEEBUT BT EZREMSRT2FRIFNRE. FJRENRERE:

° TEREINEER, BREIE AN E AR 2RRYHR) A&,

° MIKENBAITREBRIERY, BHERS IR T HRNEHR, NRXMMWEREBAIZFEHREZNR
&, Nr]aEHEEHRIKEhER,

TR UZIRAME RN RAR RG2S, EMERUNSMHIIERAERBIM, ERITIRE, BIFEK
EhEsTEE "Available” (AJF) LIMARGFMER, WENBHRITREEFHEEBZE "Active” (&) o

* * B#FF ClusterPair*

SHM BT EREREEERER, TR ZENMEIEE,

* * #7FF RemoteNode*

TR AEBMFEE R E T ER. BT R ZEINMESIERE.

* * fiFF SnapMirrorEndpoint*
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A2 SnapMirror i m EMTFFEZ R ECE R IER, 1OEEEFSITIE SnapMirrorEndpoint Z BRI MI48 %

* * AT AUKEpEE

SERPFE— NSRBI H. B, FIESREENANFIAREEE, MANEERESEATIRAR
o NIRFIMNLILULEFE, 1BEXHR NetApp 586 1o

ERERILEHE, BREFEERANINER R BRI,

* IRnpRERA

YIRS NREhERAERIRR, EERROLSE, RRUTRRZ—:

° IRXEhER EIRER T AN IRl LR BN 2R,

° PEERIRSKMREE %, FJRERHTREIZRIRIMHENKRWY, TEEFBE.
° IXEPERERK,

° TEARTHRIERS (T RPBFTEREIZIFMNERE / KFE) o

° IXEheRBME, TIRRENIREDERHI B D IIEE R,

° IREHEBREBIE, MEIURIERK. EFRILETHR, HHRITUTRIE:

° BT RIIWEERE,

° EHIREHER.

° BIRB IR AR Ao

* * IREPERIEITIR S *

Erpge @S B TIVRNE, RILIREZRMTIEESER. WERERFTETEERF:

* {HEIERFTIS A < F5S > BIRENEE: < TIRIEE >< IEXEpREE > K@D SMART BT
&, BRRILKEE, BERIKRNEE,

* * IXEH28 WearFault *

RehERRIARFREREREMLT, BENEET. LHERREETRINTERRS: FENES:

° FHISH < FIS > WIKEhaEEE: < TTRiEiE >< IREhERHEE > AATERBEERS.

° IXEh23HYHENE . <node slot><drive slot> FEIESIS 7 <serial number> , ELFNEFRIIRFER K. E/E
RIEERE, BRIRERIKEES,

* * YT ClusterMasterCandidate*

WNE SN EEERHERETFME. BEKR NetApp XHFER LIRS HE B,

* * 3 F DriveSecurityFailed
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EECRENTERDRZENE (BRME) , BED— PRz T/ EBARDEEE M. HBESIERERAN
"“Warning " &%,

BRERILEIE, BEESEFAGEUTREEIERENRREFRIFNRE,. FIENRERE:



° TEREINEER, BREIE AN E AR 2R 8]

° IXmhEE ERVE FIRIERNY, IFHRER S HJAERE T HIRNER, IRXRMEREFESEHENRE
, M RERE EMIKTHAR,

ERAIUZEAMERNINE AR ERIPHIREDEE, BMERMUISHINERAERB NI, BHITIIRE, 18
KIRzhERIEE "Available” (FTAE) LIMARZHMIFR, WIKchERTL 2R RBEBMO "Active” GEZN) -

CESEHERA

— P ESNEET R EMAMEEZRRER,

ERRRIHEE, 1EIERMEERSER,

.
IRENBFEREHITHIE, XLWIET R BRIMEPERATIRERR. BEXR NetApp SZHFERITLIIRISEEEN.
* * BE=S[8] TooFull*

RARS HRINEIBRE N BER. XRSHH KRS AREERKE NNZE,

B RIS, BRFRARSINEE, UAFSEEEE AHMND XRSRIFHESE,
KB RkEs

RS E R Es H MM E R RS

ERRRILEE, EERE A SRR

© * RBEIRIR B ¢

JEHBIET RE— RN ERARESHEME P WEEEETNEMT REEmN, FERET, TR
NTNANFHERERR, 1ERLLIEE,

* rtmEEiRn AR A

FRBHABET mIITME, HEEETRT A ID . MEMEEE,

+ * fibreChannelActivelxL*

IXL Nexus THEREIEEEISFFRIRE], B Eh@ET AR 8000 MMEHZRIE.

° ERIESKERHIN 5500 o
° BERRHI 7500 o

© ARG (RIEHISEHE) 798192 . BERILELE, 15K IXL Nexus iHEfE EmAESLERE] 5500 LU
o

« * fibreChannelConfig*
e BRI R A TR Z—:

° PCl &1 L FERIMNYCAT@IER D,
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° FERIMIELIEE HBA BLS,

° JL4Fi@iE HBA MEIHETEIRI,

° FeermiE s O R

o B—PNKAMNFHREERE N EERE. HER NetApp SZIFI0I1IRSEEEN,

* * JteiEE I0PS*

SERPICTBETI /RS I0PS THIBENRIXE! I0PS R, REIEFE:

° FC0025 : 8Mth@ET = 4 k HRA/NETEY IOPS [R&IA 450 k o

° FCNOO1 : B MABET R 4 K RA/NTH 625K 1RIFEIRT, ERRILHIE, BEFME AR
BHRZIETFE R E.

* * fibreChannelStaticlxL*

IXL Nexus i+#RBEIRHA RIS HFRIMRE, BNE A @ET <A 16000 MEHESRE.

° EfESRELPRHIN 11000 o
° BEERSZ9 15000 o

° ARSI GREISSHE) 916384 . ERRRILIE, 51 IXL Nexus IHEFEERELELRS 11000 X
To

*XHRAEBTER

Hp—M XA RGE=EFE,
BRRILKIE, BAXHERARNNESZEE,

* * fipsDrivesMismatch*

Bi%3E FIPS IXshas¥I2 R NSZHF FIPS BVFETI =, AT FIPS a2z ¥)IBEAIE FIPS FiETIR. &
MRIER—NEE, HILAERF MRS,

BRI, BEHTHE RN LEEXIERIESR,

* * fipsDrivesOutOfCompliance"

T2 FIPS REpRIneela, RANNEIERRATHINE. MREAT FIPS RrhEINE B FEERTETE
3F FIPS IXmp e i, MIBSERIHEE,

BRURILKEE, BERATRMEBHMEMEESPMERIE FIPS 884

 * fipsSelfTestFailure*

FIPS F&4: 7T B HRIa R EI#PE,
JHEXZ NetApp 5B LIRS EE BN

* * B ECE R ILES
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° WEREST REXFLE.
° LT SHIIREHER A/ NARIEH.

o MBI RS ZIFMIREES, AIREMNRER, TEM Element AT ARG IREN2E, BINEFHT S E
B9 Element {4,

° IXEhEREH A LA,
° KepRMBNEERSE TR LE, BEXR NetApp THEBI 1AIRIGES B
» * idPCertificateExpiration*®

BTFE=1B0REREF (IdP) HSEERSEMHE SSLIERERKEIMNEIH, KKESREESEE
ERLUT™EE:

severity Description

4= JEHIETE 30 KRNI ER,

error WEPRE 7 KRITHR,

=) IEPREE 3 KT ERE B HA,

ERRILEE, 157E SSLIE B S HAZ A H#{TEH. I§ UpdateldpConfiguration APl 57£5
refreshCertificatelf HBE =true E&FEMH, LURHEEFGRI SSLIEH,

©C A—HHEES ¢

VLAN ig# EiR/DHEERT. IEER B4 E i TUA R0 IETE (E ARV ER .
* A —EHREOERE

EORER—H

BRERILHE, FRREFEESFPHNTREORE
* * A—EHY Mtus®

LB HIEIE RUA T ERZ—:

° Bond1G mismatch : fE45E 1G O LN MTU A—3,

° Bond10G mismatch : 7E48E 10G #EO L&ME MTU F—3, LHIERE EBREXRT S UK XN MTU
B,

* A —EBVERER AN ¢
JHb32 O BYER B AL AR —E
A —EEYF IR

VLAN ig & ERIMZEHIE 5 RERSRAY VLAN REEHIDRILES, IR B RTEAny ML DM a0 ETEfE
FARIM 418,
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* * GRRE I R IERS ¢
BB i 1 EL A LE o
¢ * invuidConfiguredFibreChannelNodeCount*
MNP EE T REERN— 1 ERR. MRERT M RET R, WSHIILEE,

BRGNS, BREERNEEENNERL, HOERSETHIEE, R EENEZHRSEDA, B
BXR NetApp ZHFE0 JEE T EET =,

* *irgBalanceFailed
S TR HIRE.
TBEX % NetApp ZHFERIILAIRIGHE B,

° * kmipCertificateFault :
o RIEPMAENME (CA) IEPBRIREEIA,

ERRRILPE, IEMIR CARREX—MIES, WIERMEEABEEAZE DR 30 XfG, HER
ModifyKeyServerKmip IRt E#H/EHIIE CA IEH,

° P IRIEBEIRRIEA,
ERRRILEE, i5EA GetClientCertificateSigningRequest BlIZE—N#Y CSR , FAMEBITEZ LI
RETEIHARERAZ/V7E 30 Xf&, FAE1ER ModifyKeyServerKmip JEEMEEIHARY KMIP B IRIEPE R
HFIEH

° IRIEBIMANME (CA) IEBEIH.

EfRRIIE, IFMIE CAREN—MMIES, LEPNFIEAHEAE A 30 Xfg, HER
ModifyKeyServerKmip #2{HEHGFHIIR CA IEH.

° BFIRIEBEIHA,
B RIS, 15ER GetClientCertificateSigningRequest 81— M) CSR , FHXMEHMITER LU
REMBIEARERZE /D1 30 Xfa, ARTER ModifyKeyServerKmip B AR KMIP B P ImIEBE A
ko

° IRIEBMAENAE (CA) IEPHIR.

ERRRILHIE, BOERENIEPEEER, MREE, BEMIR CA ZFIREULIER. FH
ModifyKeyServerKmip L IEHERY KMIP & FIHIE+.

° BERIRIEREIR.

ERRIIEHEE, BRERTTE T ERL KMIP BEFRIHER. FFIHIEBHIRE CA NEEAE EKS £, fF
F8 ModifyKeyServerKmip ZZE IEffRY KMIP & F sk,

* * kmipServerFault * :

° BRI
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BRURILKE, BOEIMNIERRSBES

S FIETHIRSH @I WA Rl FH TestKeyServerKimp

#0 TestKeyProviderKmip TR EE

° BRIRIERIK

B RILEEE, BREFERNIR CAF KMIP R ik

ULEC,
° IRS3ERHIR

ERRILKEE, BFERBRERNFAGER. RIEREINHEIR, °

BRo

* * [N7F EccThreshold *

HWNEIARE R EIESARIEIER ECC

E

— DIMM cErrorCount 15 %
cDImmCorrectableErrWarnThresh
old o

1£ DIMM By cErrorFaultiTBs 282
Bz ®i, —1 DIMM cErrorCount
BARFFE
cDIMMCorrectableErrWarnThresh
old U L,

R1FIEHI28IRE cErrorCount &F
cMemCitrl+Alt+CorrectErrWarnThr
eshold , Fi8%E
cMemcerrCorrectableErrWarnDur
ation o

ERTFITHIZZAY cErrorFaultithy
FIHAZ FI, AEEHISRIRE
cErrorCount &F
cMemCitrl+Alt+CorrectErrWarnThr
eshold o

B DIMM #REHY uErrorCount &
oE, B/)hF
cdimmUncorrecteErrFaultThresho
Id o

B DIMM #REHY uErrorCount
DA
cDIMMUncorrectErrFaultThreshol
do

ML PR ER, UKRIARAN KMIP ERIRIERES

A REF B INB R ARRSS 28 L 1T

i

iR, WHMERREESEEERAUTTEL:
severity Description
Z5 DIMM ERJRIEEIE ECC NTF$EIR

B EE:
Slot>

<Processor> <DIMM

error DIMM <Processor> <DIMM> B

B 1E ECC RFHEIREEEE

I
oF

NTFIEHI2s <Processor>
<Memory Controller> EFYR]EIE
ECC RFEIREBEISE

error DIMM <Processor> <DIMM> _E£HJ

BJEIE ECC A IREBIHE

I
oF

£ DIMM : <Processor> <DIMM
Slot> F#2MEIRR]EIER ECC
RFHEIR

error £ DIMM : <Processor> <DIMM

Slot> E#2E|ARRIEIER ECC
NTFHEIR
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R7Z354283RE uErrorCount #8313 Z4&
g, B/)hF
cMemcerrUncorrectErrFaultThres

hold o

RTEE 28R SR uErrorCount &  error
‘A cMemcerrcerr5iE B 1E
ErrFaultThreshold o

ERRRICEPE, JEEXR NetApp ZHFERITILUR1SEBA.

* PRI ¢

NEERAEBETERE, EEEIRIEESEEERMUTEN:

EREFEHEE < R > < AEE
hile% > ERNEIARRTEIER ECC
RTFIHRIR

FERFIERIZE < 122 > < RFE
28 > EHMEARBIEIER ECC
RTFIRIR

()  BrumrmnEsymEs, B2 NEREERN  FAEE * 1T,

severity

o=t
El=]
error

=<1

ERRRILEE, IEEXR NetApp ZHFERITILUR1SEBA.

* STHUEE ClusterFull*

Description

RGAEARE,

ASNTFIERR.

RAERFETEFER,

A RBHAIATHIEFES ARIFRETRER. AXREFERELNFAES, FEL

GetClusterFullThreshold API /5%, IEEBIEIERUTERZ—:

° stage3Low (Warning) : BEBERARENXHEE, 1A% "Cluster Full" IREFAMEZ T =,
° stage4Critical (Error) : ZEBEBHNTEIMNETRBEFRE. FAFCIES, REMTE,

° stage5CompletelyConsumed (&) 1 ; AAFENHHY ISCSI EiZ, FRIFHAIM iSCS| &,
BNEERY, BEREER HDE%?&E?JJJ:O /ﬁﬁ$_5?,ﬂﬂﬂf5$ BIERANEZ T R. ERRILKEE, EER

kRS, HERFEREMIZ—NMEETR

* mtuCheckFailure *

RAMEILFECEEFREY MTU K/

BRURICKEE, BHRERNFIARNSZOMIIGEOREERN (MTU X/VEiX 9000 FT) -

*  MBEE
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° TR O A F1E.

C FHEEEREO.

° BEEEMEOBEXA,

© REEMBRNE. FEKFR NetApp ZHFERITLRGE B,
* * TR RIS IP &4 *

IP kRS A AR RE AR 4 it it

° virtualNetworkID # 72 ( # ) RBEEIARITERE IP ik, FTERERBFANEMT R, BRERILKIE, 5
EREPAR IR RINE S P ik,

* *nodeHardwareFault (W4Z#E <name> BEXFRALERE) *
MO B XA EIR 4Lk,
BRERIIETE, BRE—IPMRZNT R INEERE,

* *nodeHardwareFault (3Rh2RMNZBINEEIRS SEE <node slot><drive slot> FIRGHZRAY T = INZBIHEEIRTS
AITEE) *

Xzh2RRINNEINAE S R E LK RN 2RAITFAE T R A LA,

* * = HardwareFault (T3 38 BURVHEAE < IXThasthig >< IXEhaERHEME > RIKRNRRRYIKENRS < IXnhRs KR
> IXEhEE A/ < SEFRA/N > RIEHE - 24 < FafAAR/N>) *

FET R ARBYIREhER A/ N IER.

*C TNREBEHEE (EEE < TRIEE >< IREh2EEE > PR HFRIIEEESE; EapssgeitE SMIETTR
RIEERATR) *

T R B S EASHFIK R,

* WREHHE (1 < TRIEE >< IR iEiE > PRVIRRISE N ERE A < TfAhRZs > , BERRIAR
7 < SERFhRA > ARX%H)

FET RESBITARFNE IR A BIIKEN 2R,
* T REPRT
TREETHIFRI. KEESREEIEEERBUTTENL:

severity Description
&5 R T RN TP ET
error RIPERTIERA, RURNREZSEHARETN

MRS FEEIRTS.

BRERILKEE, BEHAIPTRERREPR. WREIRRANKETIAFE, BEKFR NetApp SHFERITLIR
JHEB.
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* TR

Element MF T ESIEE T =TI

I
i
oF
%
Iy

<
Ny
0
i

* * N LACPBondMode*

KECE LACP 4PERE,
BRRIGIE, BEMEFETREER LACP 40E; SIRKRBAHEREE LACP , EF mAIsERBEIM

aps1g
ﬁblE_lEJﬁ_\o

* * FT&ihiA] ntpServer*

FESERTESEEN— TS NTP iRSSFBHITES.

BRURILKEE, B0E NTP fRS588, WEMPHAENEE.

* * ntpTimeNotInSync*

TFESERERTEI S5 NTP BRSS BTl ZBINERT K, FHREHTEZBMEELRES,

BRURICIRIE, BEAMSAEE NTP iRS588, MABEAREIRINME. MREERANZAEE NTP ARS8
, FHEREHERIZAFE, 1BEXFR NetApp SZHFE0I I LERIGE B,

* * nvramDeviceStatus*
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NVRAM ig&HIMEIR, EERERENERERE. WREABUTTEL:

severity Description

) EHRNEIES, XMERAIER TR, FIILEE
A
= Ho

* nvmLifetimeError

* nvmLifetimeStatus

* R LifetimeStatus

* energySourceTemperatureStatus

» warningThresholdExceeded

error BEHRNEIEIRETERS, EEFTREIMIRE
FiFR D XIREHEE (iR ES SR IREIESMIBRE 4
) o MNMBZHPXIRESAAA, WASMERIXEIZS.
T ZBERHEIRZIN, TIREIFEIR:
* NVRAM & BHEH AR FTE
* NVRAM & & DX AR1EE.

* NVRAM REBDXBEEE, BXREH,



& B NZ RS ERS. ERET RS MIEE
hfipRD XIREHEE (HIRIERERIKRIEMIPRE 4
) o MRZRDKIRSAAA, WASBFRIREDES.

* FHAM Lost
e armStatusSaveNarm

» csaveStatusError

EHT R PRFTE SRR, RTERRDTHIREE, BEXR NetApp TR LUIRGEE R,

* * RN IR ¢
e R A TR Z—:

° RN FE,
° HIRHILEE,

° BIRMNRASELEE, ZFRILHRE, BRIEREEAMET RRETREIR, 15EXHR NetApp 32

FFERIT 1 LAGR1S B B
* * EEE = 8] TooFull*

EHNEABERESETR.

BRERIHE, EANEZERETE, HEWFHERS.
* * remoteRePAsyncDelayExceedd*

BB AERKENFIIER, MBS ZEINMAEEE,
* * i#2 remoteClusterFull*

SEHFREER, ENBIRFEERH,

BRRILKEE, BERMEREEER LR — L=,

» * remoteSnapshotClusterFull*

RTFBERFREERLH, SEHFRBTZEEH.
BRURILKEE, BERMEREFERS LR —E=E,

* * remoteSnapshotsExceededLimit*

T EMEFEEHESEBIHRERG, SEAFRBTEZER,
ERERILHEE, BB BAnFIEE R ERVIRIRPRE,
TR IEREIR ¢

BT — 1SNt ER, BRK.
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NRHRENBRSITHAL, HESERMRSIENEEEHE, WILHER SR,
L RRERIRENE RN *
EHiREIRITHI28 ( Baseboard Management Controller , BMC ) BEMEERRE T %S5 BMC &=,
TBEX & NetApp ZHFERI ARG B,
* * RS KRBT
FRrERRRSSRIETTo
TBEX % NetApp ZHFERIILARIGHE B,
* * sliceServiceTooFull*
NPXRSDENBEEFTEXR D,
BREAILLHE, BRANEZELRERE.
* * sliceServiceUnhealth*
AR ERNE D XRSBITIVAAESR, FREEEMNERIZKRS,

° FPEM = BE FRITEMERF. WESHRIETE 6 oEd .

° PEM = iR RAEEEDFERAHEFRAETEERERZEtETINL RIFRIIREIEE, 1EMLE
ZIEME IR, MRFEEFAFLISE, NWSHIEMEE, SOXRSANRNRSEFA
BY, IEERBEIGSLUBER.

* * 2BM ssh*

BAEFEEEPHN—IHZ IR LBA SSH kS,

SRS, BEHENT = 2 SSH ARSS, SEBXFR NetApp 2530 JLARIGESBY.
» * ss|CertificateExpiration*

ST RREXR SSLIEREMREIHASET#. HWHESRIEEREEEAUTTENR:

severity Description

g IEPBIETE 30 RN HA.

error BT 7 KNI HR,

e EBRE 3 R B,

BRERILEPE, B80T SSLIEH. MRFE, BELHR NetApp FFEBI LIRS Y.

» * strandedCapacity"
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BT ROANEEEEFEBI—F
ATRFEIERR, RASHLVEATRNEE, UEEHMRIRSEBLTFMIIRE RER) -
ERERILEE, BRIAEFMET RAINE SRR RS NNFET <o
* * TempSensor *
mEFRSEHREIREESTIERRE. HEREERS powerSupplyError B FanSensor BIfE—iCh %o
BRERIHE, BREFREHMMIRSFESRER. NRFE, BER NetApp HERILIRGHE B,
*CFER
FHRE#HT 24 ML L,
ERERILIE, BMEFRIELR NetApp STHFER ILUR1SHE B,
* * TMaRzBRSS *
ARss EZ1E LML,
TBEX % NetApp ZHFERITILAIRIGEE B,
* IR ECE ¢
IR BRI E R T B R Z—:

° AR T,

° O Epya R = EIARIER,

° LR HERD A ER.

° IP HIUEAR IR,

° EMEORBEIBERIETT

° TREFESRIEO. 1BEXR NetApp SFErERIT I LUERIFEEE.
*BERE

“REHRTHEFNRL . RPTmE, HEBFHRER.
<

FREEETHN—THSIEER . Ittih, EFHI - SEMRE * K,

TBEXR NetApp XHFERITILURISHE B

BEET R IMEREEDD

EEIUL BN EES T REIEEEERN. IERRET RS IKan2saISERY CPU
ME%/ 5 1/0 ##1FEk (10PS) FitER. MAXRELEREWEN—R, KRt
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EREREETHEHR—X.

T BE &R > TR
2. BEEEENTRN B,
S BEEBEEIFMAER .

()  EUERTETRERATLS, AR SEMNSTE LEBSERES,

BRI EEERTFIESNIFAERERERS. EALUES ID st IXNERHEITHIR.
&0 AT LUSE RIS TE S Tt 5 S

A LUEE B * RIFRIERE * PIRFAEREMERERRSGRIFHTIE LIt E SRR, MREHPNEDT
1000 4>, MBRAIARUFEIRRYD 10 #0; S0, FINRIFREFREA 60 #b WMMREEMLR, NWZFERBEITTERIF,

ERILUEd B+ T BEhRIET * KREHE A BRI

1. 7£ Element Ul F1, %% * RS * > * HMEE * o
2. EEYIRP, BHEENEXHA "Actions" BEl#F.
3. PR BEEFMEE .

Bjﬁrf&.—gwl%fua___ j:%m:u /\EP@EE*%E’JI%;JAD sho
4. EEEREXENELFAGEE, FRE * TEELFMEE .
RO ETERIFAE R UREEER.

THREZER
SIEREFAER
HEEFAER

&AM Element Ul By Reporting 1EII£BY Volume Performance TUEIEEEHIMERES
1-|_1I:III_1\O

U FFIRNE T AR A S
‘b
ROCHBERH D .
.
SR BE DB TN BT,
R
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SELABHIK BB,
1A

BFFRH— RSB,

+ * BRI -

— M EHLE, AFRERSRERENEE,
ke

° 0= BFIHAEALS

° 100 = EFIREEERRAE
° >100 = BPIHIEEFERARE
* * 2 IOPS*

LEEHRITH IOPS  GREFIBN) 2%
* %EY IOPS*

LIS HITHIREY IOPS B3,

* * S\ IOPS*

AN ERITRISE A IOPS 2%,

LUHHERITHEELR GFEABN)
AL
YR BRATHIRIE B

HHIHI

**ENEHE”
HANERITHEANELE S &,

‘u

* SEER *
TSR G IRIERTI9TIE (IR R .
* RENZEIR *
i3 500 ZEFATTREREURIERTIIRE (I ARM) o
* *BNER *
Eid 2 500 ZEFATHRES NRIERTIIRIE (U ARMA) o
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* ATIREE *
MERITHIRTTRIRENF S NR R E,
* F 0 K
@ 500 EMRENRIE /0 TR (UAFTHARAD) -

EE ISCSI =iF
ol BB ERDIEEH iSCSI =i, EBAIUMERE#HTImE, FENEEMENSIE,
1. 7£ Element Ul /R, %&$F * 3Re& * > * iSCSI &i&F *
2. BEEFMAFRMFE, BRE * ks .
THREZER
iISCSI KIEFAER
iISCSI RFFMER
ERIUEEFE XEIZETEER iISCSI RIEMER.
UTHIRNABTHXISCSI KIEHNER:
NEET
RESNERHIEIXHNT R
M Vi
HESHNIKFNEMR, NREANT, WSEBR—MaME (-)
TR EFRRNEZ o
* * % ID*¥
5B4% IQN XEBER ID o
* * Bz ID*
RSt NBMIEFERMR ID o
* * BEhiEFAR
BohiZFHN— P ENERR, ERKIIKRPESZITIBHERF,
* * BaiER IP*
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BHISIEM R RRY 1P Hitlk,
* * BEER IQN*
BEI=IERR S IQN o
* * BfF IP*
HESNT R/ IP il
* * BfR IQN*
HHYIQN o
*RIETF
B SIERNBEA.

SEHDBERIE

BRI UEEERIEENICTEE (FC) =iE, BRILMER#ITME, UWEREEE
EEOPERAERE,

1. £ Element Ul 1, EF *IRE *>*FC RiE*o

2. BEERIEEZHFER, BET * Mkss *,
THRE S
A BESIFFAEE

B

onf

FABERIFEMER
RIS R B R IEZFIEBET A EE (FC) SIEMER.
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