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BRI LUIERZRESHIIE ( Multi-Factor Authentication , MFA) @Ei¥ L 2B =1RiCiE
= (Security Assertion Markup Language , SAML ) ERE=A5HRHEER (I1dP)
BEAPRIE,

» AddldpClusterAdmin

+ CreateldpConfiguration

* DeleteAuthSession

* DeleteAuthSessionsByClusterAdmin
* DeleteAuthSessionsByUsername
* DeleteldpConfiguration

* DisableldpAuthentication

* EnableldpAuthentication

» GetldpAuthenticationState

* ListActiveAuthSessions

+ ListldpConfigurations

+ UpdateldpConfiguration

THREZER
* "SolidFire #1 Element FR{F>C#y"
* "EHARRZASHY NetApp SolidFire #1 Element = GBI SCRY"

AddldpClusterAdmin

EFILUER AddTpdClusteradnin RTINS E=HSMREER (1dP) SHRIE
MEHEBRAF, 0P EREERIKS RIRE 0P 5P XHEY SAML Ui = iR
SAML BIHE(E SM{TRERN. MRAFAMINET P SHKIE, 58 SAML B A
SAML EIEEGS5 2 0P SR ERRAKAIE, WESBREXETEE 0P $2EE
RIKF 9L A HE1R B

Parameters

A EZREBUTRASE:

Name Description Type 2INE Required
1iA) I 1dP S£E¥EBIE  string array T =1,

SRAILUMERRTS %o
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75 EREBUTREE:

Name

clusterAdminID

BRI

Type AIAE

boolean I

JSON &R x

string I

Description

MR EE R —1RIR

Fo

M7 RBGIE R T AT R A

"method":

"params":

"access":

"acceptEula": true,

"AddIdpClusterAdmin",
{

"username": "email=test@example.com",

["administrator"]

iy

=i

Type
)


mailto:test@example.com
mailto:test@example.com

e Rz 7= 51
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"result": {
"clusterAdminID": 13

}

B RS LSRRV IS Th e
12.0
CreateldpConfiguration

A LA createlIpdConfiguration FENEESIBERE= S MiRHER (I1dP
) HITEMRIERBEEERR. |dP BEFE SAML IRSBIEHEBIER, BB IRRES
F4RL, FAL APIEARE],

Parameters

G EREBUTRASHR:

Name Description Type BAE Required

idpMetadata EEGERY IdP JT¥R string 7 =/
o

idpName FAF#7IR SAML 2.0  string x =0,
BRERM 1dP EH
2RI R R,

& [E]{E

A ZERBUTRENE:

Name Description Type

idpConfiginfo BRE=HEHRWRE (1dP)  'idpConfiginfo”

FEENER.
=R &N

75 ERNIEREMATF LA TR A
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"method": "CreateldpConfiguration",

"params": {
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>
<EntityDescriptor

xmlns=\"urn:oasis:names:tc:SAML:2.0:metadata\"
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"
...</Organization>
</EntityDescriptor>",
"idpName": "https://provider.name.url.com"

by

MRz
T SRR R T LU TR GIBINARL :

"result": {
"idpConfigInfo": {
"enabled": false,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----—- BEGIN CERTIFICATE----- \n
MIID...S1BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}
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DeleteAuthSession

& O] LA{EFH DDeleteAuthSession E;ﬁﬂi]UB%%/l\ﬁﬁ}j%{ﬁgﬁiE%iﬁo tD%iHH%H%F‘ZVE
ClusterAdmins/Administrator AccessGroup #, MR eEMIfRE T RRBFRHNEHRIES
1o

Parameters

A EREBUTRASE:

Name Description Type 2INE Required

=1& ID EMFRRI S5 UUID x =i
IEHME—ATIRTT,

R [ElE
75 % B M TREE:

Name Description Type

=& ips BB IIERIEFNSIEE S, "authSessionInfo"

AR
T BB REMTF AT RA:

"method": "DeleteAuthSession",
"params": {
"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713"

by
"id": 1

MRz T
75 R BT A TR GIBIIARL
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"id": 1,
"result": {
"session": {
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-04-09T17:51:302z2",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-04-06T18:21:332",
"sessionCreationTime": "2020-04-06T17:51:30z2",
"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713",

"username": "admin"

B hie s LR AT B ThEE

12.0

DeleteAuthSessionsByClusterAdmin

&BILU{FFH DDeleteAuthSessionsByClusterAdmin AEMIBRSIEER
ClusterAdminID XEEHFIE BHRIERIE, NRISEH ClusterAdminID BRETEI—H
P, MzABFRE kRS SR IIESIEE G HRIER. EEE0EMPRNIETIR, 15
fEA® A ClusterAdminID B4RV ListAuthSessionsByClusterAdmin 757%o.

Parameters

7S ZREBUTRASH:

Name Description Type BRNE Required

clusterAdminID SHEERNM T EE 7 =0,
R

R [E{E

A EEEUTRENE:



Name Description

2% ERRSHIERENRIEER,
RGNl

M7 RBGE R T AT R A

"method": "DeleteAuthSessionsByClusterAdmin",
"params": {
"clusterAdminID": 1

o]l
T RREZTF L TR GIBImARL :

{
"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1y
"finalTimeout": "2020-03-14T19:21:24272",

"idpConfigVersion": O,

Type

"authSessionlInfo

"lastAccessTimeout": "2020-03-11T19:51:242z2",
"sessionCreationTime": "2020-03-11T19:21:24z72",
"sessionID": "bl2bfc64-£f233-44df-8b9f-6fb6c0llabf7",

"username": "admin"
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DeleteAuthSessionsByUsername

& A LAfEFH DDeleteAuthSessionsByUsername F AMERAER P FIE B KIS
iE. AEHRASKHEER / BERPNERARERMRFRECHRIE. BF
ClusterAdmins/Administrator A REVIEAAER o] LUIIRE FERIBAFNSE. EEEOH
BR=IESIZR, BEREBHEESHN ListAuthSessionsByUsername o EEEHOEE
PR =iESIZR, BERAEBHEESHN ListAuthSessionsByUsername Fito

Parameters

S EREBUTRASR:

Name Description Type BRNE Required
authMethod BRI EFPSIER  authMethod I &=
BRWIERE. RE
ClusterAdmins/Admi
nistrator

AccessGroup FAY
ERREREA seiefitit
B8, AJREEE:

° *

authMethod=Clu
ster* §7€
ClusterAdmin B
P&

° *

authMethod=Ilda
p* BFiEERF
A9 LDAP DN,

° *

authMethod=Idp
*1EERF IdP
UUID B
NamelD ., %R
IdP RECE J9IR
BlfE—xm, N
LIRS E B
BEAIER A
B4 UUID ,

iy

username FPHE—ATRG,  string o+

R[E{E
75 RE I TREE:

Name Description Type



2IE ERRSHIIERENRIEER,
ARRBG

75 ERNEREMTF LA RA:

"method": "DeleteAuthSessionsByUsername",
"params": {
"authMethod": "Cluster",
"username": "admin"
}
}
M Nz 7~ 5

675 7R BIZAA T LA 7~ BRI A -

{
"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1y
"finalTimeout": "2020-03-14T19:21:24z",

"idpConfigVersion": O,

"authSessionInfo"

"lastAccessTimeout": "2020-03-11T19:51:242z2",
"sessionCreationTime": "2020-03-11T19:21:24z72",
"sessionID": "bl2bfc64-£f233-44df-8b9f-6fb6c0llabf7",

"username": "admin"
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DeleteldpConfiguration

e U{F A DheleteIdpConfiguration HiAaMIBRERNE=7 IdP MIIEECE. Mk

f&a—1 IdP ERE = MERFF MR SAML BRSSHRIEIZFIES,

Parameters

A EEBGUTRMASE:

Name Description Type

idpConfigurationID E=7 |dP BB/ uuID
UUID »

idoName AFIRRMRE string
SAML 2.0 BB H
89 1dP R FZFRY S
it

R [El{E

b7 7%&BREE,

ARG

D73 :SIE R EN P Y SR

AINME

Required

=S
[==)

iy

"method": "DeletelIdpConfiguration",
"params": {
"idpConfigurationID": "£983c602-12£f9-4c67-b214-b£f505185cfed",
"idpName": "https://provider.name.url.com"
}
}
Lo vianet]l

75 7R EFA T LA R BIRIME A :

"result":{}

10
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DisableldpAuthentication

el UMER DlsableIdpAuthentlcatlon FERZERAMNERGRE=F IdP #1781
IEE'JS'Z?%O ZHE, f3F =5 IdP SR WIIENBR S EHILN&ES, HEEAEIS
g;@_leEEl’J/EEjJ SIEECE R | Wi FFEiR. LDAP M EIE R AT LUEII 25789 Ul IainlEE

Parameters

I HEZBERNASE.
R[EE

5 7E&EIREE,

ARG
T AEBIEREMTF LU TRA:

"method": "DisablelIdpAuthentication",
"params": {}
}
U)Wt

675 55 R BT LA R BIBIMmI N |

{
"result": {}

)
B hie s LR AYHTIE ThEE
12.0

EnableldpAuthentication

& LA EnableIdpAuthentication FANEERRAERE =5 IdP #1TEHIRIE
HN%#F. B IdP B5%iEfE, LDAP MEREERRKIL/AFE BRI Ul ihRE&EE,

11



HEEAERI B HIIERENRIEERIT R / B iEE, RBEZEIE=7 IdP BHINIE
HARF 7 eEEd R H51HY Ul i5ia)5&E,

Parameters

7S ZREBUTRASR:

Name Description Type 2INE Required
idpConfigurationlD E=7 |dP fig&ry UUID I &

UUID » INR{NFE
— 1 IdP ECE, NER
INANBRLERE. W0
RIE—
IdpConfiguration ,

N TF =M
idpConfigurationlD
%%&O

R [ElE

75 SRR B
AR

A BE R TF AT RA:

"method": "EnableIdpAuthentication",
"params": {

"idpConfigurationID": "f983c602-12f9-4c67-b214-bf505185cfed",
}

plva ]l
75 R BT I TR GIBIIARL:

{

"result": {}

}

B hie s LR AT B ThEE

12.0
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GetldpAuthenticationState

AT LA GetIdpAuthenticationState FAAREIBEXEHRE=F IdP B HIRUEIR
SHEE.

Parameters
LA EEBRMASE,
R [El{E
A EZREBLUTRENE:
Name Description Type
enabled IBETRREERBEAE=R IdP 543  boolean
Eo
ARG
L7 ERNIEREMUF AT
{
"method": "GetIdpAuthenticationState"
}
0 Bz 7~ f51
Lt 75 750R B2 F LA T R I B9 Me A2 :
{
"result": {"enabled": true}

B hie s LR AYHTIE ThEE

12.0

ListActiveAuthSessions

EEILAER ListActiveAuthSessions FAFIHMMBERI B M TNIERENRIE. RE
BEEENINRAR A eEA LTS %

13



Parameters

T ELBRASH.

R [al{E
7sERE U T REE:

Name Description Type

=& SHIIERIENRIEERo "authSessionInfo"

ARG
T SRR REMTF A TRG:

"method": "ListActiveAuthSessions"

MRz
75 R BT U TR FIBOIRRL:

{
"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1y
"finalTimeout": "2020-03-14T19:21:24z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z2",
"sessionCreationTime": "2020-03-11T19:21:24z72",
"sessionID": "bl2bfc64-£f233-44df-8b9f-6fbocO0llabf7",

"username": "admin"

14


https://docs.netapp.com/zh-cn/element-software-123/api/reference_element_api_authsessioninfo.html

B hir s LR AYFTIE ThEE

12.0

ListidpConfigurations

AT LAEA ListIdpConfigurations FEFIHE=7 IdP NEEE, TE, EWATLUE
it enabledonly IMEFRNELEIBHAN IdP BAE, SiE1RM IdP TdE UUID 3 IdP &

MEEHIEE IdP ELBREE.

Parameters

I EEBUTRASE:

Name Description Type

enabledOnly kLR DLR[E YaT  boolean I
2R IdP BLE.

idpConfigurationID E=7 I|dP ig&py  UUID I
UuiD ,

idpName QEIFE IdP ZFFAY  string .
IdP ELEfE Ro

R [E{E

A EZREB U TRENE:

Name Description

idpConfiglnfo BEXE=H IdP EEMER.

RN
W ABE R TF AT RA:

"method": "ListIdpConfigurations",
"params": {}
1
O 0z 7= 451

75 7R E AT LA R BIRIME A :

AINME

Required

=S
(==}

7]

iy

Type
"idpConfigInfo" $t4H
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"result": {
"idpConfigInfo": {
"enabled": true,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
...</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----- BEGIN CERTIFICATE-—---- \n
MI...BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}

B hRZs AR BYFTIE ThEE

12.0

UpdateldpConfiguration
&R LUfEA UpdateIdpConfiguration FiABRAERNE=7 IdP EMINEERE,

Parameters

75 ZEB U TRASR:

16



Name

4 B¢ NewCertificate

idpConfigurationlD

idpMetadata

idpName

newldpName

R [El(E

Description

WMRIEEN true ,
N4 R SAML
FERAMIEPHE RN
it AE: B
BILBREhERS
IdP Z B3I HIE1E
, BII7E IdP Qb EH
INEEEEE AR S TR 1
AR, IR
KRR SAML iEP
MEZEPAHIBHIGE R
false , M SAML i
PHZHFRFALAT,

$£=7 |dP BCERY
uuID .

FF3FREX SAML 2.0
BOERICEMNER
ﬁéﬂﬁ%@ﬁ’g IdP TTER
Eo

BFimRfeE
SAML 2.0 85 & F
g}’; IdP 1R HEERFRIR

WRIETEURFR, M
LB ARG E R IHAY
IdP & #Fo

A ERER U REE:

Name

idpConfigInfo

BRI

Type

boolean

UuID

string

string

string

Description

BXE=F IdP EEERER.

HE 77 RBDE R T AT R A

AIAE

Required

a~
=

iy

iy

iy

iy

Type
"idpConfigInfo"
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{
"method": "UpdateIdpConfiguration",

"params": {
"idpConfigurationID": "£983c602-12£9-4c67-b214-bf505185cfed",
"generateNewCertificate": true
}
}
e Nz 7~ 5

675 7R BIZAA T LA - BRI A -

"result": {
"idpConfigInfo": {
"enabled": true,

"idpConfigurationID": "£983c602-12£f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
...</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "--———- BEGIN CERTIFICATE----- \n
MI...BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}

B hik s LR AT IE ThEE

12.0
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