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AT LUORE Element 2 55MBR £MAXRARS SR, FIMINEREIAEERS R, B
ZeEXNGE, EAUAERNZEEIINEREESERLT 26,

+ AddKeyServerToProviderKmip

IIcv
dr

* CreateKeyProviderKmip

* CreateKeyServerKmip

* CreatePublicPrivateKeyPair

* DeleteKeyProviderKmip

* DeleteKeyServerKmip

+ DisableEncryptionAtRest

* EnableEncryptionAtRest

+ GetClientCertificateSignRequest
+ GetKeyProviderKmip

* GetKeyServerKmip

* ListKeyProvidersKmip

* ListKeyServerskKmip

* ModifyKeyServerKmip

+ RemoveKeyServerFromProviderKmip
+ TestKeyProviderKmip

+ TestKeyServerKmip

TﬁtFEyLZ I

* "SolidFire A Element #R{4 314"
* "B HARRZSHY NetApp SolidFire #1 Element = GBI SCRY"

AddKeyServerToProviderKmip

&BILUFER aAddKeyServerToProviderKmip AERFEIAEIEE 21EME MY (Key
Management Interoperability Protocol , KMIP ) AR 280 Ecsh s E B SRR (1R
F. S ECHAIE], %éﬁ’%ﬁ%‘?‘ﬂﬁ&%l«ig_ﬂﬁlﬂﬁbo NRIEENZAIRS B ENELIEENE
ARMERER, WARSHITERNRE, EASREMEAIEIR, ERILEA
RemoveKeyServerFromProviderKmip F77AMIBRIEESECo
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Name Description Type BRNE Required

TERRMEIEFE ID EREARSESR BR % 26,
AR RN
ID o

HEAERSS 2 ID BOMMTARSE BE % =i
BID .

R[ElE

7 FE2AREE REFREHER, OEMSAAMI.

AR
T BB REMTF AT RA:

"method": "AddKeyServerToProviderKmip",
"params": {
"keyProviderID": 1,
"keyServerID": 15
by
"id": 1
}

e Rz 7 51
T SRR IS T T HIRInaR

"id": 1,
"result":
{}

}

B hRZs LR BYFTIE ThEE

11.7

CreateKeyProviderKmip
el UMEF CreateKeyProviderKmip HiECIEERIEER WE"J”E%H%EEEE%T’E'ﬁW‘ly



( Key Management Interoperability Protocol , KMIP ) &

HRMER. BRRHEER

EXTHREMIEZANNFIRMUE, G2 KMIP ZRRERERFN, FaNEDE
el KMIP Z5ABRS 28, ELIIE KMIP Z$ABR%E28, 1A1EM CreateKeyServerKmip /A
H. BERHEHDILIRMEIER, 158 AddKeyServerToProviderKmip o

Parameters

S EREBUTRASR:

Name Description Type RINME
KeyProviderName B5AIZR KMIP 2 string I
TR HIER B
Mo WWRIMNEATE
~EN, TREMW
R [E{E
A ERBLUTRENE:
Name Description
kmipKeyProvider — MR, HPGSFXNEIERN
ZIRRMEREFIIFAE R
=R &N

75 7ERNEREMTF LA T RA

"method": "CreateKeyProviderKmip",
"params": {
"keyProviderName": "ProviderName",
by
"id": 1
}
o) Nz 7~ 15

75 75R BT LA T R GIRIm A :

Required

=i

Type
"KeyProviderKmip"
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"id": 1,
"result":

{

"kmipKeyProvider": {

"keyProviderName": "ProviderName",
"keyProviderIsActive": true,
"kmipCapabilities": "SSL",
"keyServerIDs": [

15

1,
"keyProviderID": 1

B hik s LR RYFTIE ThEE

11.7

CreateKeyServerKmip

SR LAER CreateKeyServerkmip HACIEABRRERENZIAEIETIREENN (
Key Management Interoperability Protocol , KMIP ) Z$HiRSS88. GIEEEAE], AR
ARSS28; FEALLAEEZA, FTREFTIRS2R. FTFEHEXNERRSREE, VAT
kmipKeyServerHostnames SR BARS 2B T S EN BB 1P ik, eI LUER
TestKeyServerKmip FEMIAZAIRS 280

Parameters
HZEEEUTHMASE:

Name Description Type 2INE Required

kmipCaCertificate SMNERRERRRSEZ 28R string I 28,
CA B ABEAIL
o IRERATR
IE TLS @{5HhIMaR
HARRSS AR R (HAVIE
Fo WTFEMARSEE
fEARE CA ER
Arssesteds, ARt
— PN EREKFRH, H
FEEMAE CARR
IEHo



Name Description

kmipClientCertificate SolidFire KMIP &
IR PEM R0
Base64 Zwhg
:PBKCS#10 X.509 JE

kmipKeyServerHost  5tt KMIP 28RS

Name SRRV ENZE IP
i, REHEE
$ARRSS 28 R A S B¥ D
BE, AR HS
ﬁi*ﬂ%ﬁi IP ith

kmipKeyServerNam KMIP ZX$BR%Z 2819
e B, LBNAT
EREN, FFEEH

o

kmipKeyServerPort 5t KMIP Z$BRSS
BXEMIEOS (B
B 5696 ) o

R [ElE
75 % AR U TREE:

Type INE
string Y/

string array 7

string 7

250 %

Name Description

kmipKeyServer — R, HRESEXMEIEN
ZARRS F|AVFAIE R0

ARG
T ABEREMTF AT RA:

Required
=0,

iy

Type
"KeyServerKmip"
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"method":

"params":

"CreateKeyServerKmip",

{

"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate™: "dKkkirWmnWXbj9T/UWZYB20oK0z5...",

"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
by
"id": 1
}
L)ALl

b7 5= EIES Ve b W N | SE v

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E..."

"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
1,
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,

"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",

"kmipAssignedProviderIsActive":true

B hRZs AR BYFTIE ThEE

11.7

CreatePublicPrivateKeyPair

&BILU{FEF createPublicPrivateKeyPair AERIEBABEE A SSL Z5A,

14

IJ\
IL:\

Za] LAfE

AXLEZREMERERBER. SNMEEERREER— BN, EERLLS EZERI



BEAZE, BRARXEERATBHEREREFER.

Parameters

A EEBGUTRMASE:

Name Description

commonName X.509 AT HEZFR *
)’AFH% *FE (CN

EZ / X X.509 Al EAT
ExR / #IX * FE& (
C)o

B B4tk X.509 BI 3 HHEFR *
S F R * FE

(HBf)

il g X.509 Al BT
;ﬁ%%ﬂ? *FE (L

R0 X.509 Al LT

HARMFE (O
) o

organizationalUnit X 509 AJ493#§Z #F *
HARAIR* FR
(0oU) »

state X.509 A HEEZFE *
& BAX /  BEh
B E HiEhE
FR* FE& (ST,
SPES) o

R[ElE

WA ESEREE, NRLEEIR, WIANLIREARI.

BRI
A BE R TF AT RA:

Type

string

string

string

string

string

string

string

AINME

Required

=S
[==)

iy

o

iy

iy

iy

iy



"method": "CreatePublicPrivateKeyPair",

"params": {

"commonName": "Name",
"country": "US",
"emailAddress" : "email@domain.com"
bo

"id": 1

}

U)Wl

75 7FR BT LA R I RIMBAY -

"id": 1,
"result":

{}

B hRZs AR BYFTIE ThEE
11.7

DeleteKeyProviderKmip
A I{FE A DheleteKeyProviderkmip F AMIBRIEEMNIEE IR AEIE B IR IEMEMY

A%

( Key Management Interoperability Protocol , KMIP ) ZiRig{HiE~,

Parameters

WA ERB U TRASE:

Name Description Type 2INE Required

ZEARIIER ID EMFFNZRRMIE BR p =L
FHID o

R[EE

75 EEEREE, RELEHER, MEFEERIAAMI.



RGNl
5 SRR T U TRA:

"method": "DeleteKeyProviderKmip",
"params": {
"keyProviderID": "1"
by
"id": 1
}
L)ALl

b7 S EIES VS Y N UG VR

"id": 1,
"result":

{}

B hRZs AR BYFTIE ThEE

11.7

DeleteKeyServerKmip

BT LUFE A DheleteKeyServerkmip AAMBRIMEZIAEE L REMEMN (Key

Management Interoperability Protocol , KMIP ) Z$HiRSS28. &n] LAMIBRZE EAARSS 28,
PRIEZE AR 2R D BoLa Hig %thﬂﬁﬁff:-/\ AR RS, FHEZIREERIETRME
SR ETEEARZ A,

Parameters

WA ERB U TRASE:

Name Description Type 2NE Required
ZARRSSER ID ZMIFRE KMIP 557 BEY T =1

ARZ52889 ID o



R[ElE
W HREREE. MRREHER, MWHRREEAR,

ERRBGI
H T ABIEREMTF U TRA1:

"method": "DeleteKeyServerKmip",
"params": {
"keyServerID": 15

b
Ty
}

MR
T SRR BRI T LT HIRInaR

"id": l,
"result":

{}

B h s LR BYHTIE ThEE

11.7

DisableEncryptionAtRest

&AILUFEF DisableEncryptionAtRest A EMIBRICHIER

180

EnableEncryptionAtRest F/ANEAFERBNME, WEZEBAERETM,

STEERAM

RzanREMmN, EeILER cetClusterInfo FERIARGUEE LI TZ RIS,

BEEESH ENTHMEN / A=W REMBOHRPRE, BER "REEEEETE

fEH GetSoftwareEncryptionAtRestInfo "JREVEELFH T X = WNEIEFHITINENE % E’Jjj_

="

@ PN T@%Jﬂ:fj‘ ERRATRRMNE. BERERATRRGME, BFE CEmME:
N
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FEZERNASE
1R [B]{E
75588 [01E,

BRI
T ABE R TF AT RA:

"method": "DisableEncryptionAtRest",
"params": {},
"id": 1
}
U)Wt

75 7FR BT LA T R BRI :

"id" : 1,
"result" : {}

B RS LR AYHTIE ThEE
9.6
THREZER

* "GetClusterinfo"

* "SolidFire A Element ZR{4 314"
* "B HARRZSHY NetApp SolidFire #1 Element = GBI SCRY"

EnableEncryptionAtRest

e U{# A EnableEncryptionAtRest FAEEE FERASRMEZSNE ( Advanced
Encryption Standard , AES) 256 ii=HIIZE, UEEHTUEERTFSI TR LK
stV INEE R, BINBRT, A=BALLIhEE
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BEEEH LOSRNEA ) ASRRENEOLRIRES, BER FIEEHER S, Ea
8/ GetSoftwareEncrypt ionAtRest Info ‘AN R AT X SN AUIBH TR0 BE 5

"

@ I EARZBRTENRENE, REEERTTRILRIE 2SR5 E" R

enableSoftwareEncryptionAtRest BN trueo

BRZRAMZRE, SHSBHTERRERERPES TR LNIEKRNSEAINE R,

WMRIEE T keyProviderlD , MEIRIEZRIREIZFNEBERMOERE, T KMIP BipRERER, BEE
RZAEEFIREMENN ( Key Management Interoperability Protocol , KMIP ) Z$ARRSS 28R SE A tHIR 1R,
HATIRERE, IEEMIREREFRWMNAERMERER, HET ARG, BEIER

DisableEncryptionAtRest F2Z2HETNIME AL,

@ MEEAT REERBISLL"-NE" £E, Nl EnableEncryptionAtRest FAEREEM, F
BRI " RAFMNER "« EEONBRATMEBENTR"

@ [EYUEHETBRTEBTRAREN, ANERARERANE, G LREFEEREREAN

BRmNE,

@ SRR TH, EERAMEZANREIMN, ERUGEA GetClusterIinfo FARARAUE

B AR T,

Parameters
A ZEEEUTHRMASE:

Name Description Type

AR MIZR ID EFEAN KMIP 757 R
RHEFH D

R[ElfE
7 ESAREE,

ARG
A A BE R T A TR A:

"method": "EnableEncryptionAtRest",
"params": {1},
"id": 1

12
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P =
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e 7 7T 451

It 757%IR[B]5 EnableEncryptionAtRest 7575 RY LA T R EIZEMBIME, &BJIREMNER.

"id": 1,
"result":

{}

EEFE FERTHNMZER, GetClusterinfo 5iREI—NMER, HEAETRMBRE
) #ARA "enableing" . STEBETHNER, REIRIRESRKEEA "enabled”

"id": 1,
"result": {
"clusterInfo": {

"attributes": { },

"encryptionAtRestState": "enabling",
"ensemble": |

"10.10.5.94",

"10.10.5.107",

"10.10.5.108"
I
"mvip": "192.168.138.209",
"mvipNodeID": 1,
"Marshall",
"repCount": 2,
"10.10.7.209",
"svipNodeID": 1,

"91dt"

"name" :
"svip":

"uniqueID":

B hRZs LR BYFTIE ThEE

9.6

THREZER
+ "SecureEraseDrives"
+ "GetClusterinfo"
* "SolidFire 1 Element {4 344"
* "B HARRZSHY NetApp SolidFire #1 Element = GBI SCRY"

( "encryptionAtRestState"
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GetClientCertificateSignRequest

BRI LAf# A GetClientCertificateSignRequest H/EEMIEPERIENK, WEPMA
AR I ZIERF#ITER, UWEAEBRERETFIHIER. ERISIMIRSZENEE
X&R, FEEFEHRATRIER,

Parameters

75 ELBRNSH,

R[ElE
75 % B TR EE:

Name Description Type

E P imIE$ SignRequest PEM #& 1\ Base64 #mh3 PKCS#10  string
X.509 BEFIFIEPERIEK,

AR
75 SRR T U T RA:

"method": "GetClientCertificateSignRequest",
"params": {
by

"id": 1

}

e Rz 7 51
75 SRR BT LA TR 0BT :

"id": 1,
"result":
{
"clientCertificateSignRequest":
"MITIByjCCATMCAQAWGgYkxCzAJBgNVBAYTAIVTMRMwWEQYDVQQOIEWpDYWxpZm9ybm. . . "
}
}

14



B hir s LR AYFTIE ThEE

11.7

GetKeyProviderKmip
el UMER GetKeyProviderKmip 7‘5ﬂﬁ?ﬁ?&?‘é‘i%ﬁ%ﬁﬁ%ﬁ’ﬁ'&w\u‘( ( Key

JA%N

Management Interoperability Protocol , KMIP ) ZiRiRIHIZEFMIE B

Parameters
A EEGUTRMASE:
Name Description Type BRAE Required
REARMERF ID ER[EM KMIP 3358 58 x =1,
RIMEFEIIREY ID

R [El{E

A EEE U TRENE:

Name Description Type

kmipKeyProvider AEEFIERNZHIBHEEFRNFE  "KeyProviderKmip"

I ERSPOE
=R
b EBNEREBATF AT 2B
{
"method": "GetKeyProviderKmip",

"params": {
"keyProviderID": 15

b
gy Tl
}

e Rz 7= 51
T SRR EIZAAT L TR HIRanaR

15
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"id": 1,
"result":

{

"kmipKeyProvider": {

"keyProviderID": 15,
"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [

1
I
"keyProviderName": "ProviderName"

B hik s LR RYFTIE ThEE

11.7

GetKeyServerKmip

EE] LA GetKeyServerKmip F/AIREIEXIEEZREEEIRFIEMNIL (Key

Management Interoperability Protocol ,

Parameters
A EEBGUTRMASE:
Name Description Type ZINE
=3RS 28 ID ZREAXESN  BR I
KMIP Z3AARS5 2809
ID o
R [El(E
A EEE U TRENE:
Name Description
kmipKeyServer BEAXERNEARS 2BZHIFHA
EEHNR,

16

KMIP ) ZiRBRSZ28HVE R,

Required
=L

Type
"KeyServerKmip"


https://docs.netapp.com/zh-cn/element-software-123/api/reference_element_api_keyserverkmip.html

RGNl
5 SRR T U TRA:

"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15

b
gy
}

MRz
T SRR R T LU TR FIBNARL -

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":15
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",

"kmipAssignedProviderIsActive":true

B hRZs LASRBYFTIE ThEE

11.7

GetSoftwareEncryptionAtRestInfo

EGIIYRED::] GetSoftwareEncryptionAtRestInfo AR EEATINES NEGER

BME=RINEER.

17



Parameters

G EEBRAS .

U]

A EREUTRENE:

= Description Type

MasterKeylInfo HXYaItES=NINZE  EncryptionKeylnfo
ZHNER.

rekeyMasterKeyAsyncRes YFisimiIfEHISERFH A

ultelD 121 (WRAB) NRDE
R ID (GNRERMIPF
) o GetAsyncResult o)
HEEE— newkey F
B, HPGaEXhEE
PNERE, 53—
keyToDecommission
BNa &8 XIBEANE

state HAIRETAMEBERS,  string
BIEE(EY dBAFIE 3k BB
o

version BRERATRAREMZN R
BIEARRAS

=R &GN

L ERNIEREMUF AT R

{
"method": "getsoftwareencryptionatrestinfo"

}

MRz 7 51
T SRR BRI T L TR HIRanaR

18
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true

true

false

false



"id": 1,

"result": {

"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647c£d",
"keyManagementType": "internal"

by

"state": "enabled",

"version": 1

B hrZs ASREVFTIS IhEE
12.3
THEZER
* "SolidFire #] Element ZR{43#4"
* "B HARRZSHY NetApp SolidFire #1 Element = GBI SCRY"
ListKeyProvidersKmip

SR LAER ListKeyProvidersKmip F/ANRFIBMEZHAEETIREMENN (Key
Management Interoperability Protocol , KMIP ) ZiRIRIHIZERITIR, ErILLUBTIEE
HMWSERImEL YR,

Parameters

G EREBUTRASR:

19
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Name

IR IHIER
IsActive

kmipKeyProviderHa
sServerAssigned

R[EE

Description

RIBR[EIAY KMIP 2
AR SZ I RET
FIEPIRES T E#HTT
i, TIRE(E:

* true : {SOR[EI4L
FIEEPRER
KMIP Z et
2r (RftHa]
)IETET%%E’\JEE‘%H

* false : {UR[E]4b
FIEETIRESH
KMIP Z R4t
R CRIZME
EEREIEEIRES

[e}

MR LIS, N
AEIBREIR[EIAY
KMIP ZRiR 12
BEATEIREXS
H#H1T0m5%E,

RIBERE D
KMIP Z$ABR %S 2877
PR EIRY KMIP 2348
IRHIEF. AIREE:

* true : SOR[EIE
i KMIP %A
AR55 2889 KMIP
BRRMHRER.

* false : {UR[EIR
4 EE KMIP 258
AR5 2869 KMIP
FRREER.

INREERIEESER, N
AERIEESTESA
KMIP Z AR 283
IR[EBY KMIP 2512
HIZRE#HIT IR,

A ERBUTRENE:

Name

20

Type AIAE

boolean I

boolean I

Description

Type

Required

a~
=

iyl



kmipKeyProviders BEEIEH KMIP ZEFiRHIZFM%]  "KeyProviderKmip" #4148

e]

ARG
H T ABIEREMTF U TRA1:

"method": "ListKeyProvidersKmip",
"params": {},
"id": 1
}
Ui vaanet]l

75 7R E AT LA TR BRI :

Dig®s 4,
"result":
{
"kmipKeyProviders": [

{
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [

1
1y
"keyProviderName": "KeyProviderl"

B hik s LR RYFTIE ThEE

11.7

ListKeyServersKmip

SR LAER ListKeyServersKmip F/AVIHEBSIZNFIERIAEIELIREENIN (Key
Management Interoperability Protocol , KMIP ) ZiHiRSE 28, ErILUBZIEE S
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FhmIELE R

Parameters
A EZEEUTRASE:
Name Description

IR ERERF ID

kmipAssignedProvid
erlsActive

22

R, HEGRIE
PDECLRIETE KMIP 2
IR HIEREY KMIP
ZiAIRS 8. WIRE
BRI S, MWARZIR
EELTERREN
KMIP Z$AIRSE 2890
AR4AIEER KMIP 25
PRiRHIEF I H#HT
Uhipr

RIEIR[EIAY KMIP 25
RSB REE L
FIETHIRS I E 1T
%, AIRE(E:

* true : {SOR[EI4L
FIEEPRER
KMIP Z5AARSS
25 (RRMEHmIE
;’j‘:@ﬁﬁﬂ’ﬂﬂfﬁ%ﬁ

* false : {OR[EI
FIEETIRESH
KMIP Z$RBRSS
a5 CRIZfEf
=50 B o] fflpR

o

NREBBRILSEL, T

AEIBRIEIR[EIAY
KMIP ZAlRE 282
BT EIRESE
TR,

Type
i3]

boolean

AINME

Required

=S
[==)

iyl



Name Description Type BRINE

kmipHasProviderAs iRIEEHZE R boolean "
signed KMIP Z iR M2

FHR[EIA KMIP Z2$A
RS 21T, A]
AefE:

* true . {UREIR
SEE KMIP 2358
IRHERS
KMIP Z$ABRSS
#5o

* false : {UR[EIZFR
B2 KMIP 24
IRHERS
KMIP Z$ABRSS
250

INREERIESE, N
AERIEESTE DA
KMIP ZRiR 2R
FHR[EIAY KMIP 228

AR S3 BR AT I,
R [EE
A EZREBUTRENE:
Name Description
kmipKeyServer E8IEH KMIP 23RS 2BHITTE
FIR,
BXRA

M7 RBGE R T AT R A

"method": "ListKeyServersKmip",
"params": {1},
"id": 1
}
0 Rz 7 )

b7 S EIES VS D N iU VR

Required

a~
=

Type
"KeyServerKmip" 48
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"kmipKeyServers": [

{
"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbjoT/UWZYB20oK0z5...",
"keyServerID": 15,
"kmipAssignedProviderIsActive": true,
"kmipKeyServerPort": 5696,
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"

1,
"keyProviderID": 1

B hie s LR AYFTIE T RE

11.7

ModifyKeyServerKmip

BRI LUEA MmodifyKeyServerkmip FERBIMEZIAEELREMENN (Key
Management Interoperability Protocol , KMIP ) ZiAIRSZsHENNISER . REM—
NENBEZ keyServerlD , 1BIXEE keyServerlD BIIERASHITEMMRE, BERASIR
E{EMAIEEIR, EiEENERIEMSHIEERIEER keyServerlD B ZHRS 2RI E
B, TELtIR(ERAE], RASKAREARSBUBREIERETT. ErILUER
kmipKeyServerHostnames S#IRE SN EN RS IP ik, ErIRE R ARSI XAEE
iR =

Parameters

7S EREBUTRASR:

Name Description Type ZINE Required
AR EE ID SERHY KMIP 50 BBA y =1

ARZ52889 ID o

24



kmipCaCertificate

kmipClientCertificate

kmipKeyServerHost
Name

kmipKeyServerNam
e

kmipKeyServerPort

R [El{E

SpERZERARSS 28R string
CA I ABEZIRIUE
B, HREERTR
IE TLS @ISR
FEARSS 2R IR AL
Po WFENIRS 2
EARE CA KA
RS e8EEEE, 1ATRM
— N EBEFRFA, H
FREEFRE CAMIE
iIE:BO

SolidFire KMIP &/ string
IH{EAR PEM 383
Base64 4ghg

:PHKCS#1 0 X.509 i

51t KMIP 2585 string array
SR ENRZE IP

HintEE, REYE
$ARRSS 28 R SR BE

BiY, ANRMES

EIM%EJZ IP ih

KMIP Z$ABRs3 2809  string
2R, MBI ETF
ErEN, FEEH

o

51t KMIP Z58ARSS EEAY
BRENHKOS (@
w5696 ) o

75 EREE U TRENE:

Name

kmipKeyServer

BRI

Description

BEH XHMERRERRS BEHIF

AEEBIN R

HE 77 R BDE R T AT R A

iy

iy

iy

iy

iy

Type
"KeyServerKmip"
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"method": "ModifyKeyServerKmip",

"params": {
"keyServerID": 15
"kmipCaCertificate": "CPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate": "kirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
by
"id": 1

}

e Rz 7~ 51
b e SR SR sl v

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate" :"CPDCCAaUCEDyRMcsfOtAbDpg40ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server?2.hostname.com"
1y
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"kirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true

B hir s LR RYFTIE ThEE

11.7
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RekeySoftwareEncryptionAtRestMasterKey

BB LUI{ER RekeySoftwareEncryptionAtRestMasterKey F A2 EFNEE AT INZEH;
2 (ENEZEE) R RHINEEZHNEH, TeIEEE R, RAITRIRG
NEBERENFERRNIBZEIREIE (Ininternal Key Management , KKM ) . BIE&EEEE, |
Llfﬁﬁ?ﬁté%ﬁiﬁﬁ’ﬁﬁﬁﬁiiﬁﬁﬁﬁ IKM 72 ZEEAETE ( External Key Management ,
EKM) o

Parameters

ﬁtﬁfﬁﬁﬁu-ﬂﬁ)\%ﬁo ﬁﬂ%ﬂi?ﬁ/’i keyManagementType %%ﬂl, ')'JU@%Iﬂﬁﬂﬁ%ﬁ%iﬂﬂ%ﬂﬁi%ﬁiﬁ%&ﬂ
FRIRIE, WIRIETE T keyManagementType , FEZRIBIRHEIZEFEINBR, NIENTER keyProviderID
28,

2 Description Type aJ %k

KeyManagementType AFEIEFZIANEAE string true

IEARA, nREEEIE:

Internal : FRARNEE

PAEEEMEERH. b

o8 . FRINTRIAEESE

MEETH,. MRFKIEE

5%, NERIEZA

EERERNITEMER

£AIR1E,

ZEARIEIER ID EEANTRRMUERFN  BE true
ID. XZEEN
CreateKeyProvider bl
EZ—IRERE—E, R
CE
keyManagementType y5|
External BEEMIBER
TEXMES, AFREL D,

R[E{E

A EREEUTREE:

2 Description Type Ak
FHAIE f#£H asyncHandle 1B it false

with GetAsyncResult
EEMEEZARIENK
o GetAsyncResult o)
HEEE— newkey F
B, HPEA2BEXHEE
PNER, 53—
keyToDecommission F
BNa &8 XIBEHANE

IENO

27



=R &GN

75 S ERITER M F LA TR
{
"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",
"keyProviderID": "<ID number>"

}
}

e Rz 7 51
T SRR EIZAAT U T RanaR

"asyncHandle": 1

B hRZs LASRBYFTIE ThEE

12.3
THREZER

* "SolidFire #1 Element R4 30"
* "SEHARRZASH NetApp SolidFire 1 Element F= GBI SCRS"

RemoveKeyServerFromProviderKmip

&BI LU{FEF RemoveKeyServerFromProviderKmip A M ECLE ERIREIZER FECHE
HEHEEMZATIER I2EM X ( Key Management Interoperability Protocol , KMIP
) BiIARS 2R RIFEARSSRERE— N EIARSHEBHREERFL T ERE (BH
HRIEEFERNER) , SWETUMEREERPEUEDERZEIARS 28, IRIEENE
IARSGZ B AR D ELIRERER, WASITEMERE, EAREEAEIR.

Parameters

WA ERB U TRASE:
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Name Description Type BRINE

EARSS S ID BEUHS N KMIP - BB 7z
ZARRSS2ERY ID o

R[El{E
WA EEAREE REFEREEREIR, BRI,

AR
T ABEREMTF AT RA:

"method": "RemoveKeyServerFromProviderKmip",
"params": {
"keyServerID": 1

s
"id": 1
}

ME Rz
75 R BT A TR IR :

"id": 1,
"result":

{}

B hRZs AR BYFTIE ThEE

1.7

TestKeyProviderKmip

NN

Management Interoperability Protocol , KMIP ) ZRiRIEtIEF R AiAR RIBITIERE,

Parameters

7S ZREBUTRASR:

Required

=
=

89

AT LAfE TestKeyProviderKmip A7EMIXIEENZIRERETIREMEMN ( Key

29



Name Description Type BRNE Required

TERMEIEFE D EURWERRGE R % 26,
FHID.
R[ElE

7 FE2EREE REREREHER, AR EAMI.

AR
T ABEREMTF AT RA:

"method": "TestKeyProviderKmip",
"params": {
"keyProviderID": 15

by
"id": 1
}

ME Rz
75 R BT A TR IR :

"id": 1,
"result":
{}

}

B hRZs LR BYFTE ThEE
11.7

TestKeyServerKmip
AT LUE A TestKeyServerkKmip A/ENMIAIEENZIAEE L IREHENN (Key

NN

Management Interoperability Protocol , KMIP ) ZiAIRSZ 2B AR EIBITIER,

Parameters

7S ZREBUTRASR:

30



Name Description Type BRINE

EARSS S ID ZENRH KMIP 557 B8 7
ARZ52889 ID o

R[El{E
75 ELEREE, NRKEREEMEIR, NIRRT A,

AR
T ABEREMTF AT RA:

"method": "TestKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}

ME Rz
75 R BT A TR IR :

"id": 1,
"result":

{}

B hRZs LR BYFTIE ThEE

11.7
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