BRI

Element Software

NetApp
January 15, 2024

This PDF was generated from https://docs.netapp.com/zh-cn/element-software-
123/storage/task_data_manage_accounts_work_with_accounts_task.html on January 15, 2024. Always

check docs.netapp.com for the latest.



H=x

BRI
BXBFEAER ...
fEFACHAPLL IR
BIEEHEERAPK,

W = —a



BEKF

£ SolidFire fFER SR, AP LUERKP & A iRseBiEREIRE LS. SIEEH.

HNMAREKRF . EERLIER SolidFire FERSGREEFEIERIK .

* “{EACHAPRMEK A"
 "EIREREIEREFKA"

BXRIFAER ...

* "SolidFire 1 Element ZR{430#4"
* “EFTF vCenter Server #J NetApp Element 355"

{EECHAPZIEMK

£ SolidFire fZER L. AP LUIERIKF EZ iR BERIIEE LNE, KPEE

18] 73 Bicss ENEMM S RIFEF & 4 1Y (Challenge-Handshake Authentication
Protocol. CHAP)B3IRIE, BIEER. E2niaiFEK .

—MKPRETTUSE 2, 000 M5, B—BRERT— MK,
elf=2ua

ERT LRI IK P ARV IR
RYGREIE DK B IS R E—

—_

W BE > KE

B SIRIKF * o

BMANCBRR

£ * CHAP Settings* #5%, WAUTER:

> w0 DN

() #EEFRIETEHERT—EE,

° BT CHAP T siESHAIIEN * BEhi2FHE .
° F3F CHAP T miESHAIIER * BT * o

5. Bl * QUERMKF

BEAKPIFARES

TR B BN E RS P BIMEREETD

i

EIRAS SR RY /0 MELERES. FHMIEEEDERRIA 10 iREFAANEEHITER. XEHIHER

BEDECLAIK P BIFME ERER.


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

T3 &> KPP~
2. BEHIKFFITRIAY "Actions” ElfT.
3. BECEREWRMER

THERE-EHFAESR:

CCRE L KPR, TIREE:
° Active : & FIEIRSHIIKS
° locked : BEBIERIMKF .
° removed : EMIFRHEREVIKS,
« *JEDHE L DA BERIE R
* R4 PEAKPNSNERENESD.
< ESHUERIRR * ¢ HECLIKF SN ESEIERRNERF .
* Y FEEECE ¢ ¢ DECAIKF NEREEEENER 7.
© BENE Y DERAIKFNENBENRESED.

IRAEIR P
ERTLAZREBIK P AE DR, o CHAP ZRBSE LK & o
fECK P BT CHAP KBS MIBRILAT IR B siiZF NE A RER A £ RE BT BINER W BRI

R. ERWIEFSHEASRINERK, IBHRLTHRBZIKASILEEELRMAY iISCSI 21E, HIWIEBHIEFES
AILET AR IR EM SRR BN ENEEMEZEE.

@ ’—5Efiﬂﬁ%é&ﬁ%ﬂ’ﬂiﬂ'ﬁﬁﬁﬁ@ﬂéﬁEﬁ%éﬁﬂ-é&ﬁﬂI‘Eﬂﬁ'JEE’\J%ﬁfIJKF'o NREERANZXAMNS
» IBIDE TS MIFREL R EXIK o

1 BE > kP *,

BEHIKFA X RZRY "Actions” ElfTo

ERRRRER, HEE - EE

*EED CREECRPR Y.

*ENE: B R  THAIFRAEREMRTS.

a > W Db

@ RRSEN * BE8E * BA L SIKFRIPRE iISCSI &%, HETEEFREILKS, S5kF
KENERE TR, EXEEFEEET iSCSI KMo

6. * \%k: * 7f * CHAP Settings* T, REAT T aSIESHIWIEN * BhIEFENE * M * BRI * &,

@ YNIRAERL * CHAP Settings* FtE, ENRFRIFFAE. MRBREFRET, RARBERHN

AN

7 BEREEN



llER
BRI R E R .
MR 2 B, SERIRF BN S 0K KPR &,

@ S5EERSKENKAEER D ECATERENARPECIBIVTKS . WREFEANZXKALE
, TBDIECRE IR E R EXIK o

1 EZFBE > kP *,
2. BHEMIFRAIHF IRZEY "Actions” ElfT.
3. LB RAVEER, i - MR -
4. HINRIE,
THREZER
* "SolidFire 1 Element FR{4 344"
* "iI&EATF vCenter Server #J NetApp Element $&{4"

BIRERHEIER A KA

EAILLET IR, MRTAEEHERRKS, BRENEERTBLULERE LDAP 88
SREIEFP MR SAIBEREI SolidFire 7 RANER B RIKS,
TR IR R I X

Eﬁ NetApp Element X+ EUTFAESEBF R LIFE MM RN EE R, | TEHEERKPMEEFEERK

* C EEBEIERKS ¢

ILEIERKF RECIBERNCIEN, kP ENEFAERSIHNAINNEEEK,, tkKPEMUTF
Linux 2R root B, &R U ERUILEIRE SRk BZE,

©  EREEIESIKS

TR NEBEERKA R TARNERFRNR, UETEHPRITREES. DA IMEHEERK
FREEBTFHEERZTRI API F Element Ul IEXKEITH DI,

() EEISTSUARERNENES, REEEAN GFLOAP) REERAKS. AR
RIMNERH T R A BB EIR
EESHEERFMAER

1. EeIREREE (JF LDAP) RISEFEIERMKF, FHMITUTRIE:
a. BE AR > EREER


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

2. ZRFEI-RHEHEERTE L, BIUEEUTER.

°*ID*: DEAEHEEAKFANFTIS,
c*HPE . CIREHEERIKF R NEREEN R,
° *ipial 1 DECLERPIIKFNAFIR, AIREE:

" IEX

*IRE

= nodes

* IXEhas

= volumes

* —hKA

= clusterAdmins

- BER

() FaRyTRTERRBERL,

o KB v SREEAMRE, AIEEE:

- KB
= |[dap
B MREHEERMW, EER Element API IR, NIFREERERIZAERENETARN -
B,

E20 " ( NetApp Element 2§ APl &&) ",

IR EIERIK

TSR AR AT RGN FHE RS E XS RBFER EERIKP, IRBESHEERKF IR,
RRNIER D LB EIE R ANIRIEF REA R,

WMRECE LDAP £ EIEAIKF, BMARTEFBZ I EESEE LEE LDAP,
" F3 Element FHF R EE A LDAP B{338IE"

BRILERESRE, TR, BEphds, &, KANEREERIKFNR. MERHERHR. BRAXMIIRE,
AR AMEFNDEE NARNIR, RASHEERGE AP RFIEREFHRGIHNRIZHER,

TR UHERFRAEERIZNTAEHEERAPIK, . ERERFRTOEEEN RN RHEIESK

o

1. EQREEEE (3F LDAP) MEBEERKF, BHRITUTRME:
a. B AR > KEEER
b. BF * IREREIER *,
C. MESE * BB AP REL


https://docs.netapp.com/zh-cn/element-software-123/api/index.html
https://docs.netapp.com/zh-cn/element-software-123/api/index.html
https://docs.netapp.com/zh-cn/element-software-123/api/index.html
https://docs.netapp.com/zh-cn/element-software-123/api/index.html
https://docs.netapp.com/zh-cn/element-software-123/api/index.html
https://docs.netapp.com/zh-cn/element-software-123/api/index.html
https://docs.netapp.com/zh-cn/element-software-123/api/index.html
https://docs.netapp.com/zh-cn/element-software-123/api/index.html
https://docs.netapp.com/zh-cn/element-software-123/api/index.html
https://docs.netapp.com/zh-cn/element-software-123/api/index.html
https://docs.netapp.com/zh-cn/element-software-123/api/index.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html

d.
e.

f.
g.

HIADK A B9 P 2 MBS H N,
BN AT AP R,

PPt 2 EAE LIRS &L A P R 111
B IREEEER

2. E21f LDAP BERPEIZEHEERIKF, FHITIUATRE:

a.
b.

C.

BE & >*LDAP*,
HRE R B LDAP B{918iF,

ifﬁ CWRARSMEIE*, AREFRNBRIBFRBRAZ — SRR DPRM, LUEER LIHEEH
Ido

BEAR > EBEER,

B IBREREER

%1% LDAP AP A,

7£ Distinguished Name FE&H, IZIRNAERIIRAIMANR A HANTERIDPURM. E, BTN
Fe R 2 5B AT IR IR RS % 2 AR

NRAIDHBIMETE AN, N LDAP fRS32: LB TIZARNE AR EFAE L EERIKF BIIR,

270 LDAP SR EER AP A, BRRNEMBINN “Idap : < TEAIDPHRN >

a.
b.

C.

EEEN AT BB PR,
PPt EEAE LIRS &L A P R 111
B QIEEHEER

IRIESR R E IR RANR

TR AERE, TR, WapdE, &, KPNEBREERKPNIR, MEEHRINR. BAEMURE, &4
SRR DEETNARNR. RASNEESAFRTNERERNEBRIFHRIR.

1. 8 AP > EHEER

2. BHEBYRENEREERNNAY "Actions" ElfT.
3. BE T RE

4. EEENATIKF AP IR,

o BEREEN .

FRERBEIREAK P
&R LAEF Element Ul BRXEREIE R,

1. BEBAF > SBEER ",
2. PHRERENEEIESXMMA "Actions" ElfT.
3. B "I "



4. EERZWEFERP, BNEEFHHTHIA
o BE*REEN .

THREZER
* "{&F3 Element BF R EEA LDAP S35
* "2F LDAP"
* "SolidFire 1 Element 3R{4344"
* &M TF vCenter Server Y NetApp Element fHf4"

E1E LDAP

BRI LU BER B B FiHE MY ( Lightweight Directory Access Protocol , LDAP) , LU&E
73 SolidFire iR HETERNELE2ERIEE. &fﬂl?‘%ﬁé&n']ﬁﬂﬁ LDAP FH121X
LDAP AP #I4H,

‘E1E LDAP ;#H RMFERIIA Microsoft Active Directory If1E 9 SolidFire 52818 & LDAP BAIRIEHMIXALE.
(D =TURNER Pva A 1PV6 it

[EF LDAP SR UUTERTE, 1M T:

1. * 5Ep{ LDAP XIEFMFECEL B * . WITEETAEBEE LDAP B WIEFrEMFIEIE4ME S,
2. * S LDAP S19538iE * , A Element Ul 5 Element API ,

3. * I8IF LDAP B2E *, 2#&, trlLUEdia1T GetLdapConfiguration API 757%8¢ i Element Ul 1€Z LCAP
FEERNEEHES EE%TIEE%E’JTEO

4. * ik LDAP BAIIIE * (i readonly AF) o @idiE{T TestLdapAuthentication API 75355%{E
Element Ul Ui LDAP B & & M. ELAEMAAR, EEEA readonly AFHAFRE
sAMAccountName . XRFRIFENEFHELTEERACE LDAP BA0IE, HIIE readonly EEMIFIRIE
BiEH. NRLETERK, EEESTE 123,

5. * Jix LDAP BAI8IE * (FRERNNEFIKF) . FEAERNA Element EREERNAFKFRES
setp4 ., EF aBF¥ (DN) AR () . Itk DN BELE 6 RER.

6. * 5NN LDAP B IR *  (E4IHAENENE LDAP SIS EFAI DN ) o 1EH Element Ul 5
AddLdapClusterAdmin API /57%, SIE2EEEHIBRARNMEREEREAR. YTHEFRRA, B EES
B 5 hEHIAYTEE DN . XEFATLUFAfR DN & IEf.

7. MR SR E IR SRR IRIANIR * o EFHEIZEN LDAP R EIER AR BEREIER. MRARMT LDAP A, N
AILALLZAARERBR S HER.

SERY LDAP ZHiFAACE 4 3%
7 Element /S LDAP Z#F2Hi, B AIZE Windows Active Directory fRSZ 288 H M ITEHMTECEES

T
1. &8 Windows Active Directory fR55 2%,


https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/zh-cn/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

2. *oN%&: * BF LDAPS ¥,
3. SRR LA,
4. BIE—1RIEARSEK, (Bl30 sfreadonly ) , ATFIEZ LDAP BR,

£/ Element A R E/E A LDAP 53181

BRI UEREFERSSIA LDAP IRSSERIEM. XF, LDAP EERMAIUEFEERFNEERSIHIRIN
PRo

AT LAEFS Element A SR ESX Element API BR& LDAP , HIR{ESBENE T W{AIER Element Ul BEZE LDAP

[e}

R B RT W0fEITE SolidFire LECE LDAP B{43I0IE, HEMA SearchAndBind fEABDIRIESRE, IR HGIfE
FA— Windows Server 2012 R2 Active Directory iR5385,

3

1. 8B * &8 *>*LDAP*,

2. B~ E * LUSH LDAP S35,
3. g * FINARSES o

4. BN * ENE /1P #odk *

()  taumATEMEEXEOS.

fFen, EAMBEXIKAS, BN < EHE P> <mOs >

o AL * S * £ LDAPS Y * o
6. £ * BMIRE * PRINFIRER.



LDAP Servers

Host Name/IP Address

General Settings

Auth Type

Search Bind DN
Search Bind Password
User Search Base DN
User Search Filter
Group Search Type

Group Search Base DN

Save Changes

7. 8 * BF LDAP*

Remove
Use LDAPS Protocol

Search and Bind x

msmyth@thesmyths.ca

OU=Home users,DC=thesmyths, DC=ca

(&(objectClass=person)(|(sAMAccountName=%USER

Active Directory il

OU=Home users,DC=thesmyths,DC=ca

8. WNRENIXAFBIRSSBRAENR, FRE * WLAASHRIE .

0. EHETNENMWEMMABFARES, UMBEEIREHEERNER,
10. BF * RFEN * UREETRE.

. REMAFZAF UEEAABATUER, BTHMUTERE:

a BHEAR*>*EE "

Show password



Create a New Cluster Admin

Select User Type

O Cluster @ LDAP

Enter User Details

Distinguished Name

CN=StorageAdmins,OU=Home
users,DC=thesmyths,DC=ca

Select User Permissions

) Reporting U volumes
) Nodes L Accounts
LJ Drives Ul Cluster Admin

Accept the Following End User License
Agreement

b. 3 FHFAF, B "User Type" (FFZER) &l ™ Idap* ", REBEEFRIAIAFNLE] "Distinguished
Name" (RI9#RR) FEH,

C. EFENR, BEENFABENIR,
d EMTRDERLAPTFAIMN, RESRE * RIEZ
e Bl gIBREEEES ",

M7z, EHIEF AE Active Directory 2B,
ExF b T, JEM Element Ul S, ARLIZAFRHBFRSHEMER.

£ Element APl 5 LDAP S1{4303iE

é’gﬁluﬁﬂﬁﬁfiﬁ%éﬁ’—%iﬂﬁ LDAP ARS328HISEM. X1¥, LDAP EERFAIUEFEERRAFBEFMEARLIHIEN

1B LIRS Element FAF SR EY Element API B2& LDAP . HISIES BB T W0l Element API ECE



LDAP .

B £ SolidFire 285 FFF LDAP B9181E, BB fER EnableLdapAuthentication APl FiATEEE B

FA LDAP B {7351l
TR

1. B4cfER EnableLdapAuthentication APl FiATESEEE EE A LDAP S{25E1E,

-

2. WAFRERESE

[SEYe)

"method" :"EnablelLdapAuthentication",
"params" : {

"authType": "SearchAndBind",

"groupSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"groupSearchType": "ActiveDirectory",

"searchBindDN": "SFReadOnly@prodtest.solidfire.net",
"searchBindPassword": "ReadOnlyPW",

"userSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net ",
"userSearchFilter":

" (& (objectClass=person) (sAMAccountName=%USERNAMES%) )"

by

"serverURIs": [
"ldap://172.27.1.189",

"id" . "1"

3. ERUUATSHMIE:

10

ERANSH
AuthType :

groupSearchBaseDN : DC=prodtest ,
dc=solidfire ,

Description

SearchAndBind ETRERBERRIRRSIKF B REH TR NI

EEE’\J)%F', AREEAUHAZI S HIIERHEZR

157 LDAP MiFR RIS RAMMNE, EATAEIH,
dc=net BAMERTWHR, R LDAP WMIEB K, ErIEE
HERHIRE NEREANFRLUR D RETE,

userSearchBaseDN : DC=prodtest , dc=solidfire 5% LDAP WHHISIERAFPIUE. FEAREIH

b

groupSearchType : ActiveDirectory

dc=net

, Bl MER T AR, W3R LDAP HIFE X, &R
RERERHIRENERAN T LU ME R EL

&M Windows Active Directory fR55281E LDAP AR
2%



ERANESEH Description

' ( sAMAccountName=%USERNAME% )
userSearchFilter: userPrincipalName=%USERNAME% ) ) "——

“ (& (objectClass=person) (sAMAccoun
tName=%USERNAMES%) ) ”

E(FH userPrincipalName (BT & FAVE FHR4
ht) , EEILUR userSearchFilter R4 :

“ (& (objectClass=person) (userPrinc
ipalName=%USERNAMES) ) ”

&, EREE userPrincipalName
sAMAccountName , fERJLAERLLT
userSearchFilter .

“ (& (objectClass=person) (

#)A sAMAccountName 1ER (15 RE] SolidFire  searchBindDN
SRR, XEIRERIET LDAP 7

sAMAccountName BMHIEREREAEIEENAF

2, HIBIEEPRHISTE objectClass BIEFEER

"person’ " fEANEMNEE.

XERATHZE LDAP BERMNRRAFMA S searchBindPassword
#Ro XF Active Directory , BERAHZ NAFPER
userPrincipalName (BB FHB4HIIEAET)

EX U T, EM Element Ul 3EsH, ARLUZAFRIAR SNERER.

+E LDAP FAE L

£ "Cluster" &R LAY "LDAP" 1A LZE%E LDAP 58,

() =ExE 0AP BRERE, KHSM LDAP,

1. E{FH Element Ul &% LDAP i¥4I(E 8., 158& * &8 * > *LDAP *,

o * FHH /IP ok * : LDAP I LDAPS B RARSZ23AVhE,
o * BRIIERE * » AR SMRIESE. TIEEE:

- BIE4IE

" EERHYE

o * JHRUITE DN* : ATFERLUMNABFHIT LDAP #EZREMNTLRE DN (FEEX LDAP B BB 4 ELRT!

11



IHRERR) o

o *IERMERD * ¢ BTX LDAP ARSS2315RLEHTT S A IIERI D,
° * AF{EREL DN | BT HRAFERIMNIVELL DN o RENIEEMLUERR T,
° * BRERmEDS * . EREIEZRAULTAS!

* (& (objectClass=person) (= (sAMAccountName=%USERNAME% ) (
userPrincipalName=%USERNAME% ) ) ) °

o *AZRER ¢ | ATFITRIEARNEAARRIIASEAIERER, FIREE:

* Active Directory : FAFHIFTE LDAP ARVERERL R A&
* Tl BHEERE
* Member DN : {5 DN #RH4E (BE) .

o * AHIGTENL DN* ¢ BT FIRAIERAIMAIENLL DN o REKMIEEMNEREFIH,
° * MWXAP BIIE * : BCE LDAP f5, fERLLEBUNIL LDAP ARS52HIA A RMEB S HIIE. A

BRI LU bR, AR ERASMMAMARARES, ErUERXEEEUHEEE
SREERIERA,

M3z LDAP BC&

BoE LDAP 5, f&R{ER Element Ul 3f Element AP| TestLdapAuthentication FAE#HITMHR,

ps

1. Z{EFA Element Ul Ui LDAP BR&, EHITIATHRME:

12

a. B &R *>*LDAP*,
b. g * ik LDAP B4IIE * .
C. A TRPEEBREMRM:

SEIEHE Description
* HEECEM userSearchBaseDN FIHAZRE
xLDAPUserNotFound AENXBIE .

* userSearchFilter BCERIFH,

* BNXMARREEMH LDAP AR, Bl

xLDAPBindFailed (Error: Invalid BYZRRD A IEH.
dential . N
credentials) © TRHFER BB LDAP R, (Bl
RETTEESH

LDAP AR$328 URI A 1EM,
xLDAPSearchBindFailed (Error:

Can't contact LDAP server)



HIRHE

xLDAPSearchBindFailed (Error:
Invalid credentials)

xLDAPSearchFailed (Error: No
such object)

xLDAPSearchFailed (Error:
Referral)

2. ZEF Element API Ui LDAP B2, 1EHRITLUTIRIE:
a. A TestLdapAuthentication 757%.

Description

QiEAP R EEERERER.

userSearchBaseDN f & LDAP W BRI
Bo

* userSearchBaseDN A& LDAP B RL
&,

userSearchBaseDN #
groupSearchBaseDN i FH#EMN OU 1, X
AIRER 5| AR ERENRIE, IRERRARRE
FERFPMAEA DN ZBEHFEE OU (fa0:

ou=storage , cn=company , Cn=com

)

"method" :"TestLdapAuthentication",

"params" : {
"username":"adminl",
"password":"adminlPASS

b
Ty

b. EFLR. IR API EHARY), SERFEEIEEERFNAIDPRMUNAFFERAT IR,

13



{
"id": 1
"result": {
"groups": [

"CN=StorageMgmt, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"

1,
"userDN": "CN=Adminl
Jones, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"

}

M LDAP
1@ E] LUER Element Ul 283 LDAP £/,
ez e, BN TAAEREIRE, RANZ2A LDAP SEBMAEIRE,

B

1. g2 * &8 * > * LDAP*,
2. BEHE

3. g * ZH LDAP*,

THREZER

* "SolidFire A1 Element R4 44"
* "I&FF vCenter Server #J NetApp Element 4"
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