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&N {EFE NetApp Element 204 GetFipsReport APl A& EFEEEHTNFRET
BB AESIF X FIPS X528,

* None ;| TTRARZHF FIPS IXnh28IhaE.
* Partial : T RX%#F FIPS , BHIEFAEREHZRERE FIPS IXEhEs.
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GetFipsReport
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3. WFXRER Ready WEHNEAIT R, BEREILIREIIEZEE Z1F FIPS IRTHESTHEE
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Ready RSB
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* "{$M Element AP| EIETEE"
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O FIPS IXEHER RS

f&aT LAfEEF NetApp Element 30 GetFeatureStatus APl HEKNEEH FTERTERT
FIPS IREh28ThEE, Z/57E8/R T FIPS IKnhzs BB ARESE true iX 2 false -

1. f£F Element APl , BIALL T SHOEERE LAY FIPS IXEh2EIHEE:

GetFeatureStatus

2. BE GetFeatureStatus API AR, 1R FIPS IXch2REAEN True , MIEEH FIPS IXEHE8IS
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BEo

{"enabled": true,
"feature": "FipsDrives"

}
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£ 9 HTTPS = FIPS 140-2
& BT LU{E A EnableFeature APl /358 HTTPS @S2 FIPS 140-2 12{F1& R,

f&Bh NetApp Element 23X, o] LURIREERF LB ABKESAIERE ( Federal Information Processing
Standards , FIPS) 140-2 #2{FEI{. BRIEIVGEENetAppIlZE LR £1= R (NetApp Cryptographic
Security Module. NCSM). HXH@dHTTPS5NetApp Element UIFIAPIL#{THIFRE @S ERAFIPS 140-2 14%1A
IEANZR
BA FIPS 140-2 i85, TABERZA. BA FIPS 1402 R[5, £EHTNEIN T AHSEH
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WEEMEFMEERDE. ERFANY, FERBEENIFEFEEIMEIRHMENSEIZ S
FAIAR T
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LT =BFREA FIPS BY APl 15K fI:

"method": "EnableFeature",
"params": {
"feature" : "fips"
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SSL 5

SSL ZE N AREILZDEENMEEE, Element NEZIFIRERY, MEA FIPS
140-2 R LBT N 2 HFIFPR AR RS,

URHIRIEMT Element MATHHITERSERZFRE (SSL) EBLUNMEA FIPS 140-2 #EIUAY37H5H) SSL

AT
* B2 *FIPS 140-2*

tis. DHE_RSA WIT _AES 128 CBC_SHA256 (DH2048) -A
tis DHE_RSA_WIT_AES 128 GCM_SHA256 (DH2048) -A
tis. DHE_RSA_WIT_AES 256 _CBC_SHA256 (DH2048) -A
tis DHE_RSA_WIT AES 256 GCM_SHA384 (DH2048) —A
tis. ECDHE_RSA_WIT_AES_128 CBC_SHA256 (secp256r1) —A
tis ECDHE_RSA_WIT AES_128 GCM_SHA256 (secp256r1) — A
tis. ECDHE_RSA_WITE_AES_256_CBC_SHA384 (secp256r1) —A
tis ECDHE_RSA_WIT_AES 256_GCM_SHA384 (secp256r1) —A
tis_rsa_and_3DES_EDE_CBC_SHA (RSA2048) -C
tls_rsa_and aes_ 128 cbc_sha (RSA2048) —A
tls_rsa_and_aes_ 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and aes_128 gcm_SHA256 (RSA2048) —A
tls_rsa_and_aes 256 cbc_sha (RSA2048) —A
tis_rsa_and_aes 256 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes_256_gcm_SHA384 (RSA2048) —A
tls_rsa_and Camellia_128 CBC SHA (RSA2048) —A
tls_rsa_and_Camellia_256_CBC_SHA (RSA2048) —A
tls_rsa_and_ide cbc sha (RSA2048) —A

tls_rsa_and rc4 128 md5 (RSA2048) -C
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tls_rsa_and_rc4 128 sha (RSA2048) -C
tls_rsa_and_seed cbc_sha (RSA2048) —A

* 2B * FIPS 140-2
tis. DHE_RSA_WIT_AES_128 CBC_SHA256 (DH2048) -A
tis DHE_RSA_WIT_AES 128 GCM_SHA256 (DH 2048) -A
tis. DHE_RSA_WIT_AES_256_CBC_SHA256 (DH2048) -A
tls DHE_RSA WIT_AES 256 _GCM_SHA384 (DH2048) —A
tis ECDHE_RSA_WITE_AES 128 CBC_SHA256 (sect571r1) —A
tis. ECDHE_RSA WIT _AES_128 CBC SHA256 (secp256r1) — A
tis ECDHE_RSA_WIT_AES_128_GCM_SHA256 ( secp256r1) — A
tis. ECDHE_RSA_WIT_AES_128 GCM_SHA256 (sect571r1) —A
tis ECDHE_RSA_WITE_AES_256_CBC_SHA384 (sect571r1) —A
tis. ECDHE_RSA_WITE_AES_256_CBC_SHA384 (secp256r1) —A
tis ECDHE_RSA WIT AES_256_GCM_SHA384 (secp256r1) — A
tis. ECDHE_RSA_WIT_AES 256 _GCM_SHA384 (sect571r1) —A
tls_rsa_and 3DES _EDE_CBC SHA (RSA2048) -C
tls_rsa_and_aes_128 cbc_sha (RSA2048) —A
tls_rsa_and aes 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes 128 gcm_ SHA256 (RSA2048) —A
tls_rsa_and aes 256 _cbc_sha (RSA2048) —A
tls_rsa_and_aes 256 _cbc_SHA256 (RSA2048) -A

tls_rsa_and_aes 256 _gcm SHA384 (RSA2048) —A

THREZER

&R F 9 HTTPS B FIPS 140-2

FHaERIM R E IR EIE

ShEREEEAEIE ( External Key Management , EKM ) Bl S&ER#IMMBZRIARSES (
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External Key Server , EKS) #&ER, RHZESMHIRIEERTA (Authentication Key
AK) BIR, EXMERT, oJUERXE AK SIEMESBNZRE2E (SED) "W
nE" B1E&E LB, EKS AIL L&A MF E AK . SR FIREAEIELIRESED
I ( Key Management Interoperability Protocol , KMIP )  ( OASIS & X HItRAENY)
5 EKS #17815.

- EI

* "EINLE REST FEANMIIZZRER"

* MR A BRI S "

* ONEPEHIEIE API 2"

THREZER
* "CreateCluster APl , Al FREBATNIRHEINZE"

* "SolidFire #1 Element X {4 314"
* "B HARRZSHY NetApp SolidFire #1 Element = GBI SCRY"

REIMNIEIRERE
TR LURRR LU T P BIR(E, FHEATIWAY Element AP A1 BINBZAEIETNER,

ERBHNE
© MRERIDEPERS SRRAENBLSER, NEERRAZRRAIE CreateCluster’ 7k,

p
1. 55MaR 22 5RRRSS 28 (EKS ) EIEEXFR.
a. @IIFAT APl 7337%, 7 Element S£3 82—t/ THRERN, BTSRARSSEILEEXRR

. "CreatePublicPrivateKeyPair"

b. SREUEPMANMEESZHEPERIER (CSR) ., @it CSR, ARSI UKIEE A RZEHRY
Element S28¥ 2B E1F/ Element S£EH#H1THHIIE. BALUT API 574!
"GetClientCertificateSignRequest"

C. f£/ EKS/ IEBMANMIITILZREIR CSR #ITE R, BXRXIFMER, BFENE=F1,

2. TEEEE FOIRARSS BRMRIEIZF LAS EKS #1TEBE. BIFIRMIZEFATE XN MAAIRENETR, RS2EA
FEXESZBER EKS RS E B,

a. @TIARLT APl AR ZRIRS 21FA(E BFFENZEHIREIZRF: "CreateKeyProviderKmip"

b. BIEAUT API 3%, BIR—MREHERMANMENEZIE BN AE RN BNEARSE:
"CreateKeyServerKmip" "TestKeyServerKmip"

NRMIAR, BRIEERIARSS SREENEE, AREEM.

c. B IABLLT APl A E RS [/ ARIMNEI IR BIEF A28 "AddKeyServerToProviderKmip"
"TestKeyProviderKmip"

INRMIRAKY, BEIEERIRS S[EZNEE. AREEN,
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https://docs.netapp.com/zh-cn/element-software-123/api/reference_element_api_getclientcertificatesignrequest.html
https://docs.netapp.com/zh-cn/element-software-123/api/reference_element_api_createkeyproviderkmip.html
https://docs.netapp.com/zh-cn/element-software-123/api/reference_element_api_createkeyserverkmip.html
https://docs.netapp.com/zh-cn/element-software-123/api/reference_element_api_testkeyserverkmip.html
../api/reference_element_api_addkeyservertoproviderkmip.html
https://docs.netapp.com/zh-cn/element-software-123/api/reference_element_api_testkeyproviderkmip.html

3 ITUTREZ —1EATRMEN T
(BF=RESINE) BA "=HREFNE" B AR A T AR AR R AR S ST R R AR it

a.
27/ ID "EnableEncryptionAtRest" APl 753%,
EwiiEd BATWMNE "API"s EHRMAE Element Ul #£HB AT NN ERNZERK

@ HYRSAMNIIREH T R ERRAIE R,
TR T BERMOIZNERRMHIER, FREAIRMHER ID £27

b. (AFZ=RRHINE)
"RekeySoftwareEncryptionAtRestMasterKey" APl 753%,

THREZER

s "REEEBNZEmE"
* "SolidFire #1 Element ZR{4 321"
* "EHARRZSHY NetApp SolidFire #1 Element = GBI SCRY"

EHLKE REST TE AN INEE A
ERILAEA Element APl EFNg EMBZANE R, /R AIMNIZHEERRSHEIE
—MVERERH. TERRZXIBRANNERN, FEFIEFNES.
ERIEREAU TSR —REMRERH:
* ENAHEAEE RN IR A SN T B2 R A R
* BUER—MER, (EANMRSHEXENIARERY
SRR RSN, FEMLERHRIFRMZAERME, ERTLUER "GetAsyncResult” RS

@ BT U BB H R AR TR TS %

BEENRA
"9510c8e68784d05achae2e947dde3cd8" 1ELAEEIREZ R, HAIMASH enabledo

* BEFRABBATHNRHENE "CreateCluster” 7534, FTHER, ZEHIAEESE, UAAEE /OFER ...
* BB "EILEEXA" 7 SolidFire EEMIMBZARSS2S (EKS ) Zi8l, IB1T "TestKeyProviderKmip

BTRIIRE BRI SERRHIEFIIERNTT .

B
1. 3BT "ListKeyProvidersKmip" sp S H EHIZRIRMHEIERF ID (keyProviderID) o
2. =17 "RekeySoftwareEncryptionAtRestMasterKey" 3§ keyManagementType BEIZE N external , F
¥ kxeyProviderID fEN E—FHEIHIREIEFD ID HS:
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{

"method": "rekeysoftwareencryptionatrestmasterkey",

"params": {
"keyManagementType": "external",
"keyProviderID": "<ID number>"

3 M RekeySoftwareEncryptionAtRestMasterKey ap MRz P EH asyncHandle B

4. 1517 "GetAsyncResult" & E—¥ M asyncHandle ENHS, BTFHIAREER, EHSMNF, &
WEDBEZPRECERHZIHEEHITEN. EFFERIRMEIER ID, UHEEHER,

"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
br
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
by
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. IB1T GetSoftwareEncryptionatRestInfo L UMIAFIZIHIEMEE (B keyProvideriD) B
B
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"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated wvalue>",
"keyManagementType": "external",
"keyProviderID": <value>

by
"rekeyMasterKeyAsyncResultID": <value>

"status": "enabled",
"version": 1

by

THREZER

* "{§ /A Element AP| EIE1EE"

* "SolidFire #1 Element FR{E374L"

* "EHARRZSH NetApp SolidFire 1 Element = GBI SCRS"
RE A AIA R S oMY B 13 10 IE % 1

B, ARRSAEFEZALTHNGEIR. NRREHIR, FEMERHNE FRANKEHKE
H83) o TENET RMRAENET.

HF KmipServerFault £85H(&, BT AMEBIIRTIES.

SEHBRER, BIARSBAIFRHPARZARTRN, fJaeaREXME R

1 RBEEHEANE (MRE) FHRESEHITERME.

AIEERIZE sliceServiceUnhealthy &, EATHIERENZZEARICH Failed FET "available" K7
=

1. BEFARNINIEENES.

2. 33 4 DG, KE sliceServiceUnhealthy HMIEREE&ERKR.

BB ERHIE R XM ..
SNERZREAEIE AP 77
FIH R AFEIRMEE EKM BIFRE AP,

26


https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/zh-cn/element-software-123/api/concept_element_api_about_the_api.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/zh-cn/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-cn/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-cn/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-cn/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-cn/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-cn/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-cn/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-cn/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-cn/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-cn/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-cn/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-cn/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-cn/element-software-123/storage/reference_monitor_cluster_fault_codes.html

BT EEESEFAENIMNIRS S ZERILEEXRR!

 CreatePublicPrivateKeyPair

» GetClientCertificateSignRequest
RATFEXZEFBENINIRSSBHFEIFHAES:

* CreateKeyServerKmip

ModifyKeyServerKmip

DeleteKeyServerKmip
* GetKeyServerKmip
* ListKeyServersKmip
» TestKeyServerKmip

AT eIZM4ir AT BB R ARS BN ERRMIERF

* CreateKeyProviderKmip

* DeleteKeyProviderKmip

» AddKeyServerToProviderKmip

* RemoveKeyServerFromProviderKmip

» GetKeyProviderKmip

* ListKeyProvidersKmip

* RekeySoftwareEncryptionAtRestMasterKey
* TestKeyProviderKmip

BXAPI FEHER, BB "API ZE(EE"
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