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"method": "AddLdapClusterAdmin",
"params": {"username":"cn=mike
jones, ou=ptusers, dc=prodtest,dc=solidfire,dc=net",
"access": ["administrator", "read"
]
b
"id": 1
}
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"result": {}

}

B hie s LR AYHTIE ThEE

9.6
THREZER
IR

EnableLdapAuthentication

&A] LA "EnableLdapAuthentication' F/AECELDAPE Ri&Eik. LUEI EB#H#TTLDAP
BB, A5, LDAP BRMMEAFRALUGEHEE LDAP EIRERIIFHERS,


https://docs.netapp.com/zh-cn/element-software-125/api/reference_element_api_app_b_access_control.html
https://docs.netapp.com/zh-cn/element-software-125/api/reference_element_api_app_b_access_control.html
https://docs.netapp.com/zh-cn/element-software-125/api/reference_element_api_app_b_access_control.html
https://docs.netapp.com/zh-cn/element-software-125/api/reference_element_api_app_b_access_control.html
https://docs.netapp.com/zh-cn/element-software-125/api/reference_element_api_app_b_access_control.html
https://docs.netapp.com/zh-cn/element-software-125/api/reference_element_api_app_b_access_control.html
https://docs.netapp.com/zh-cn/element-software-125/api/reference_element_api_app_b_access_control.html
https://docs.netapp.com/zh-cn/element-software-125/api/reference_element_api_app_b_access_control.html

2

=

WA ERB U TRASE:
BT B
AuthType TMREERNAR S

groupSearchBaseD
N

groupSearchType

AR3528 URI

userSearchBaseDN

PIRIETS A, FIRE(E

®* DirectBind

* SearchAndBin
d

FAFFHIaEFIEER
IR EYE AL DN o

EHIERRIRIALR
Rimitds. FIRE(E:

* NoGroups : &
A1,

* ActiveDirectory
. BR®FRE
Active Directory
HERER R A
o

* MemberDN :
MemberDN I,
HA (BF)

LDAP 2§ LDAPS AR
228 URI HIEE S
FRyIR, &elLUEH
ESERROSEB
E X im A ARINE
LDAP g LDAPS
URI B9KE. I

0. URI "ldap
11.2.3. 4" ERERIA
i%H. MURI
"Idapes: //1.2.3.4

: 123"fEABE XA
1123,

BT B FREERN
WRYEAL DN o fEF
AuthType
SearchAndBind A&
BItE#,

N

string

string

string

string array

string

HRINE
SearchAndBind

x

ActiveDirectory

\
/
i

o

iy

iy

iy



AR
searchBindDN

searchBindPasswor
d

userSearchFilter

userDNTemplate

iR

BTFERUNEFR
17 LDAP #ZEHN==
FfRE DN, Itk DN 5%
Z3 LDAP BREHE
EEUARAPR, 1EF
AuthType

SearchAndBind BJEE
EBs.

BFHERN
searchBindDN K~
=L, FH
AuthType
SearchAndBind A&
B s,

& LDAP ARs32shY
EfFAMY LDAP 183
THiEes. tEFRIBMN
BESMURFXE
"%username%" , F
BHEBEN B M
BFBBF&A. fla
, (& (
objectClass=person
) (
sAMAccountName=
%username% ) )

18 {ER Active
Directory
sAMAccountName
FERILREEERER
NMANBFR&. &
F8 AuthType
SearchAndBind A&
E S5,

—MFFERIRR, B
FEXIDETEAR
B3 ¥F2F (DN )
IR, LFRIEBRN
IZEY=TIES S E:N
"%username%" ,
REBRN S HIRIE
BRBBAFRE. f£A
AuthType DirectBind
REELSH.

A

string

string

string

string

AIAE

i

i



E2L i iR N AIAE

groupSearchCustom F§F CustomFilter ¥ string i
Filter ZEAIRY LDAP ik

7%, BTFREREF4A
B DNS , ZFrTe
A LURIESE B &1L
fF> A
%USERNAME% #1
%USERDN% it
HNERARZMZER
F DN,

R [al{E
7 %% AR Bl A

ARG
W7 ABE RN TF AT RA:

"method": "EnablelLdapAuthentication",

"params": {
"authType": "SearchAndBind",
"groupSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"groupSearchType": "ActiveDirectory",
"searchBindDN": "SFReadOnly@prodtest.solidfire.net",
"searchBindPassword": "zsw@#edcASD12",
"sslCert": "",
"userSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"userSearchFilter":

" (& (objectClass=person) (sAMAccountName=%USERNAMES%) )",

"serverURIs": [

"ldaps://111.22.333.444",
"ldap://555.66.777.888"
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{

"id": 1,

"result": {
}

}
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{

"method": "DisableLdapAuthentication",
"params": {1},
"id": 1
}
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{
"id": 1,
"result": {}
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"method": "GetLdapConfiguration",
"params": {1},
"id": 1
}
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"id": 1,
"result": {

"ldapConfiguration": {

"authType": "SearchAndBind",

"enabled": true,

"groupSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"groupSearchCustomFilter": "",

"groupSearchType": "ActiveDirectory",

"searchBindDN": "SFReadOnly@prodtest.solidfire.net",
"serverURIs": [

"ldaps://111.22.333.444",
"ldap://555.66.777.888"
1,
"userDNTemplate": "",
"userSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"userSearchFilter":
" (& (objectClass=person) (sAMAccountName=%USERNAMES) ) "
}
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{

"method": "TestLdapAuthentication",

"params": {"username":"adminl",

"password":"adminlPASS"
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{
TigWg 1,
"result": {
"groups": [
"CN=StorageMgmt, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
1y
"userDN": "CN=Adminl
Jones, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
}
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