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3. BIZAFFA,

4. BIE—PRIERSK, (B30 sfreadonly ) , FATFIEE LDAP BR.

f£F Element FIF 53 E /S LDAP S14581E

é’éﬂ&@ﬂ%ﬁﬁ%%éﬁ’—ﬂmﬁ LDAP ARS328HIEEM. XH#F, LDAP BEIERFAILEFERRFNFMEASIHIEN

] LU{EF Element FIF RS Element API B2E LDAP . IHIEIELS BN T 0l Element Ul Bt E LDAP

o

R 2R T W0R7ESolidFire LEEELDAPEAI0IE. FHEFH "SearchAndBind {EA SR IRIERE, ItLRHBIER
— Windows Server 2012 R2 Active Directory fR53 28,

B
1. B ~ &8 * > * LDAP*,
2. B5F * 2 * LUSH LDAP S35,
3. g * FINARSES o
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4. BN * N P st o

()  tTumATEMEEXEOS.

B0, BAMBEX KOS, BN < EVEE P> <mOS >

S. *m[E: *iEEE * A LDAPS thi¥ * o
6. £ * BMIRE * PRINFIRIER.

LDAF Servers

Host Name/IP Address

Add a Server

General Settings

Auth Type

Search Bind DN
Search Bind Password
User Search Base DN
User Search Filter
Group Search Type

Group Search Base DN

Save Changes

7. BE*BFLDAP*,

192.168.9.99

Remove
Use LDAFS Protocol

Search and Bind ¥

msmyth@thesmyths.ca

OU=Home users,DC=thesmyths,DC=ca
(&(objectClass=person){|(sAMAccountName=%USER

Active Directory Y

OU=Home users,DC=thesmyths DC=ca

8. MREBNHAAFBIARS2RILIEMNR, BRE * MLAR BHEIE * .

0. ERIETNAINWBMAMAFAREE, UWEAGEEIEEHERERMER,
10. B * RIFER * UMRFERINZE,

. REMAFIZAF UEEAABAIUER, BT TIRE:

a BRH*AR*>*EF,

Show password
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Create a New Cluster Admin

Select User Type

O Cluster @ LDAP

Enter User Details

Distinguished Name

CN=StorageAdmins,OU=Home
users,DC=thesmyths,DC=ca

Select User Permissions

) Reporting U volumes
) Nodes L Accounts
LJ Drives Ul Cluster Admin

Accept the Following End User License
Agreement

b. 3 FHFAF, B "User Type" (FFZER) &l ™ Idap* ", REBEEFRIAIAFNLE] "Distinguished
Name" (RI9#RR) FEH,

C. EFENR, BEENFABENIR,
d EMTRBIRLAPTFAIMN, RESRE * RIEZ
e Bl gIBEEEES ",

M7z, EHEFEE Active Directory 2B,
ExFbF T, EM Element Ul S, ARLUZAFRRABARSMEMER.

{8 Element API 3 LDAP &{/I%3iE

%ﬂl«)@ﬂ%@ﬁ%%éﬁ’——jﬂﬁ LDAP ARS328HISEM. X1¥, LDAP BEERFLAIUUEFEERFNEFMEARLIHEN

1EB] LAEF Element B R &S, Element API ECE LDAP » IS {ELBENB T tN{A{ER Element API EZE

18



LDAP .

E7ESolidFire5£ 8% - FIFILDAPE A I0IE. 1B FAAPIS ATESEE LB ELDAPSHIIE

EnablelLdapAuthenticationo.

p

1. B ERAPIGATEEEE EBEALDAPEHIGIE EnableLdapAuthentications

-

2. WAFRESR

=/5ho

"method" :"EnablelLdapAuthentication",
"params" : {

"authType": "SearchAndBind",

"groupSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"groupSearchType": "ActiveDirectory",

"searchBindDN": "SFReadOnly@prodtest.solidfire.net",
"searchBindPassword": "ReadOnlyPwW",

"userSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net ",
"userSearchFilter":

" (& (objectClass=person) (sAMAccountName=%USERNAMES%) )"

by
"id" . "1"

"serverURIs": |
"ldap://172.27.1.189",

3. ERUATEHMIE:

ERANESH WiAe

AuthType : SearchAndBind ETREHEERARERSKFERIEREHITEHR
EMAR, RARERIHEI S MG EZR

groupSearchBaseDN : DC=prodtest , $EE LDAP WA IBE RAMME, TEARGIH,

dc=solidfire , dc=net FAVER TR, 9NR LDAP fWIEE X, EaJ8E

HERHIRENBREANFRLUR D RETE,

userSearchBaseDN : DC=prodtest , dc=solidfire 57 LDAP WHHISIERAFPIUE. FEARGIH

b

groupSearchType : ActiveDirectory

dc=net

, BAMER T AR, W3R LDAP HIEE X, &R
RERERHIRENERAN T LU ME R B

M Windows Active Directory AR55281E/ LDAP AR
T
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ERNSEK A

. ( sAMAccountName=%USERNAME% ) (
userSearchFilter: userPrincipalName=%USERNAME% ) ) "—
“ (& (objectClass=person) (sAMAccoun

tName=%USERNAMES) ) ”

E{FF userPrincipalName (BT & RAYEBEFHRih
ht) , &R LU userSearchFilter BE28 9 :

“ (& (objectClass=person) (userPrinc
ipalName=%USERNAMES) ) ”

&, EREZE userPrincipalName
sAMAccountName , ERJLUAERILT
userSearchFilter .

“ (& (objectClass=person) (

F A sAMAccountName 1ERF( 15 RE] SolidFire  searchBindDN
EBENEARR, XEIRERIET LDAP 7

sAMAccountName EBMHIEREREREIEENRAF

2, FIBEZEEFINTE objectClass B FER

"person’ " {EAERN%E,

XEEHATEER LDAP BERMRIRAFAH##%  searchBindPassword
#Ro XITF Active Directory , BRE&EAZ AR EH
userPrincipalName (B FHBHFt3EAET) o

EFUEFHITNI, 7BM Element Ul 5E5H, ARUNZETNAREHERER

&E LDAP iFE R

1£ "Cluster" 3&IN£_EAY "LDAP" TiE _E&F LDAP 58,
() =B 0AP RERE, %HSM LDAP,

1. 25/ Element Ul & LDAP I#4(E R, 158 E * &8 * > *LDAP *,
o * EH% /IP Hudlk * : LDAP = LDAPS B RIRS25biL,
o * BRIRIERE * 1 AR SMRIESE. FIREE:
=t 5
" ERHYIE
° * HRYPE DN* : FBTFERUNAFHIT LDAP ERH5ELIRE DN (FEX LDAP BRABHELT
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IHRERR) o

o *IERMERD * ¢ BT LDAP ARSS 2315 RLEHTT S A IIERI D,

° * AFEREN DN | BT HRAFERINIVELL DN o REENIEEMLERR T,
° * BRERmES * . EREIEZRAULTAS!

(& (objectClass=person) (| (sAMAccountName=%USERNAMES%) (userPrincipalName=%USERN
AMES%) ) )

o *AEREE * . BTFIRHIERNIIARERITILIVIEREE, AIREE:

* Active Directory : FAFPBIFRE LDAP ARERER R B

* T TR

* Member DN : {5 DN #XBAH (2B) -

o * (RIS RER DN* © AT FRAIERMIMAIENL DN . AFMIEEMELE TN,

° * WP BMIIE * : BCE LDAP [, fERLLETUN LDAP AR50 A RMEB S HI0IE. A
EFERKF LUK R, A EREOMRMAMARARER, ErUERXEERUMBEEIR
SR EEARER.

it LDAP ECE

BeELDAPfS. &R/ fERElement UIgZElement APIFS A E#{TMIX TestLdapAuthenticatione

1. EFEA Element Ul JIid LDAP ECE, BHITLUTIRME:
a. BE & *>*LDAP*,
b. g * ik LDAP BHIGIIE * .
C. fEATRAIESEREME:

HEIRHS WiER
* ERENFHPHRAIENRAR

userSearchBaseDNo

* ‘userSearchFilter Bt & F1E .

xLDAPUserNotFound

* ENAREF B EEME LDAP A, Bt
xLDAPBindFailed (Error: Invalid oY Nt

* BENABARRZEEMH LDAP B, {BittikK
FEEEEA.

credentials)

LDAP ARs528 URI R 1EH,
xLDAPSearchBindFailed (Error:

Can't contact LDAP server)
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BIZHEHR 15 BH
RIFAFBHZBEERER.
xLDAPSearchBindFailed (Error:
Invalid credentials)

xLDAPSearchFailed (Error: No ‘userSearchBaseDN AELDAPKHNE
such object) MOE,

* ‘userSearchBaseDN R 2ZLDAPH A RL11L
xLDAPSearchFailed (Error: =

Referral) .

userSearchBaseDN
‘groupSearchBaseDN {UFEREOUR, X
AIRER 5| R R ERENIRR, #BRFAGERTE
RPMAEADNF EREEou (Han:

‘ou=storage, cn=company, cn=com)

2. B Element API UK LDAP BRE, BHRITIUTIRIE:
a. JAA TestLdapAuthentication /%o

"method":"TestLdapAuthentication",
"params" : {
"username" :"adminl",
"password":"adminlPASS

b
gy

b. EFLR. MR API HARY, EREEIFEERF WA D PRI AR FRERASIR,
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{
"id": 1
"result": {
"groups": [

"CN=StorageMgmt, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
1,
"userDN": "CN=Adminl
Jones, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
}
}

ZHALDAP
@] LU{ER Element Ul 253 LDAP £/,
ez e, BNICTAAEEREIRE, RANZA LDAP SEBMFIEIRE,

p

1. g5~ &85 * > " LDAP ",
2. 8EH 8B,

3. B * 22 LDAP*,

THREZER

* "SolidFire ] Element ZR {43 #4"
* “EFTF vCenter Server #J NetApp Element 355"

BEEN RS

&EILATE Element Ul REE RS, HRGREERAZEES MWL, BEEHILE, XFK
HIERIEINE (FIPS) UNERIMNIZAEE,

* "ERZERSHIIE

* "RREERIRE"

* "BIEEZHF FIPS IRThagAVEREE"
* "FHafERIMNIE IR EE"

THREZER
* "SolidFire A Element {43 #4"
* "\ AT vCenter Server B NetApp Element $H 4"
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ERZARS NI

ZRRFMEIE (MFA) BEZ2MEMR2iES ( Security Assertion Markup Language
, SAML) EAZE=AHEMRMHER (1dP) KEEAFRIE, B MFA, BRI
RIEFEREREMBHIRIERER, FIMNZEHXAEEUREBNEFHEHES.

WEZREZS DRI
B LUEE Element APl ERXLERE AT BRIGEER UFERAZRESHIIL,
BXBNAPIFENIFEMESR, BB Element APl &£,

1. B IERA LU TAPIA EFH LAISONIE L EIdp o8B, NEBFRIZIMINE =5 FPIREIZRF (Identity
Provider. Idp)fidE: CreateldpConfiguration

ME=7 IdP HFRAXAEREY |dP TR FTEIIFLL TR, MHARETE JSON FI8iER. ErILifE
FBiFZJSONEILIZEF N ATER, ffli0: https:/freeformatter.com/json-escape.html.

2. j@idspMetadataUrli REE TR, UEESIAA L TAPIGEESIZIZE=7Idp:

ListIdpConfigurations
spMetadataUrl 28— URL , BBTFMEEFH IdP ERIRSIREE TR, UERILEEXR.

3. E%EE IdP EEZE SAML #rS, FHES "NamelD "B, UWEANSFEZAEICFMNE S EHERIRHIB

4. BEERBUTAPIGE. SIE— IS MHE =T Idp#H TS IRIERISEEEIR R AP IKF LOH# 1T
. AddIdpClusterAdmin

@ IdP EEBEERNAFR NS5 SAML BHERR / EMURILEELERGPIRMER, U TRFEIFR

° email=bob@company.com —E |dP EEEAFE SAML BB F i,

° group=cluster-administrator —E/ |dP EcE AEMPIE AR BN EGIHRNRNARM. EI8, HF
Z2E[E, SAMLBUE/ BEMEAKRNE,

S. BT IAA L TAPIFENERBRAMFA: EnableIdpAuthentication
THREZER

* "SolidFire #1 Element 3 {4 32t4"

* &M TF vCenter Server #J NetApp Element $&{4E"
BTFZRZSHRIENEMNER
BN THRUTSZRESHIRIEEXENERE T,

ERIFHABERNdpIER. EEEFERIEdpEERAF AR TAPISA: UpdateIdpConfiguration

* MFA 5KE/VF 2048 (UBNIERA RS, BINBERT, RASTEERF LR 2048 i SSLIEFH. ERAPIA
ERY. NOBRISER/MIIER. SetSSLCertificate
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CD NREBHERBNEBEALRFNT 2048 fiI, MTEALRE] Element 12.0 SNEShANG, H0
A3 2048 (I ESRABNEREFRERIES,

* |dP BIEGARTEEATEEAR APl (fI30i@53 SDK 8¢ Postman ) SXAFHEMER (5140 OpenStack
Cinder 8¢ vCenter &) o IRFECIZEEXLEINEENAR, 1HRI0 LDAP SR EIZ5I A AR
BEGEAF.

THREZES
* (& Element AP| EIETE(E"

* "SolidFire #1 Element 34 3214"
* "iIEFATF vCenter Server f NetApp Element 4"

PREREIRE

EBILAM Element Ul BY Cluster IR EF M ENEES RS EHRITERTRES
R B EEEHERERE, XiFhHR, THRMNE, EIE, SnapMirror , F NTP [ #EEF %

il
* FRENS
* 1£ Element A1 ONTAP &&f 2z [8lf£A SnapMirror £l
C IRBEHSHEE
* BRAMBAZEIR
* "Y0{ait & Element BYIRZS ] H{E"
* hWEEEANERNE
© BIEGERAZNIERE
* EEET NSRRI ITEININARSS 28
* BESNMP
© BIEIREHER
c EETSA
© BIEEIAMLE
* BEEATBEEROFAGEE

* "SolidFire A1 Element FR{4 304"
&R F vCenter Server B9 NetApp Element 14"

NEEBRANERTNME
M SolidFire &8, ERILNEMETEREF TS LRVFIE = NEIREHI TR, &R LAGER
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EEE 7 HTTPS EH FIPS 140-2
& BT LISEFE EnableFeature APl /5554 HTTPS @S2 FIPS 140-2 12 {F&E=

f&BN NetApp Element 3R, & LUERESEE EEBEAEEIENRE ( Federal Information Processing
Standards , FIPS) 140-2 ##{EE=. BALRIUREECENetAppINE L £1E1R(NetApp Cryptographic
Security Module. NCSM). HXHi@IZHTTPS5SNetApp Element UIFIAPI#{THIFRE @S EHAFIPS 140-2 14&3A
IEANZR,

[EF FIPS 140-2 1835, TERERRA. BA FIPS 140-2 EfG, £BEFNES I N RESIERN
@ BihHiziTEK, UHIR NCSM EIEEMEBRHE FIPS 140-2 IAIERIN FialT. XaSHER L

HEEMEFMEER DR, ENFANY, HERBELIIMEREIMENRERNMENFIN A S
FRIEAR T

ﬁ?&ﬁéﬂif—%%\: iEﬁE%JrIL: Element API 1%:%\0

LT =AFREA FIPS Y APl 15K fAI:

"method": "EnableFeature",
"params": {
"feature" : "fips"
by
"id": 1

BRLLRERE, FiE HTTPS @SR ER FIPS 140-2 #tERED.

THREZERE
* SSL ZH5
* “f§F Element APl EIE7FAE"
* "SolidFire #1 Element 3 {4 214"
* EFTF vCenter Server #J NetApp Element $H{4"

SSL 55

SSL ZiREENBRENLZSBENMEE L, Element R EIFIRERRS, MEA FIPS
140-2 BTN S HFIEPRAEER RS

IATFFIRRMET Element REXIFHINEREERFE (SSL) EBLINER FIPS 140-2 1R BT #5#7 SSL

TN
* BZH * FIPS 140-2 *

tis DHE_RSA_WIT_AES_128 CBC_SHA256 (DH2048) -A
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tis. DHE_RSA_WIT_AES 128 GCM_SHA256 (DH 2048) -A

tis DHE_RSA_WIT_AES 256_CBC_SHA256 (DH2048) -A

tis DHE_RSA_WIT_AES_256_GCM_SHA384 (DH 2048) —A

tis. ECDHE_RSA WITE_AES 128 CBC_SHA256 (secp256r1) — A
tis ECDHE_RSA_WIT_AES_128_GCM_SHA256 (secp256r1) — A
tis. ECDHE_RSA WITE_AES 256 _CBC_SHA384 (secp256r1) — A
tis. ECDHE_RSA_ WIT_AES_256_GCM_SHA384 (secp256r1) — A
tis_rsa_and_3DES_EDE_CBC_SHA (RSA2048) -C
tls_rsa_and_aes 128 cbc_sha (RSA2048) —A
tls_rsa_and aes 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and aes_128 gcm_SHA256 (RSA2048) —A
tls_rsa_and_aes_256 _cbc_sha (RSA2048) —A
tls_rsa_and_aes 256 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes_256_gcm SHA384 (RSA2048) —A
tls_rsa_and_Camellia_128 CBC_SHA (RSA2048) —A
tls_rsa_and_Camellia_256 _CBC_SHA (RSA2048) —A
tls_rsa_and_ide_cbc_sha (RSA2048) —A
tls_rsa_and rc4 128 md5 (RSA2048) -C

tls rsa_and rc4 128 sha (RSA2048) -C
tls_rsa_and seed cbc_sha (RSA2048) —A

B2 * FIPS 140-2

tis DHE_RSA_WIT_AES_128 CBC_SHA256 (DH2048) -A

tis. DHE_RSA_WIT_AES 128 GCM_SHA256 (DH 2048) -A

tis DHE_RSA_WIT _AES_256_CBC_SHA256 (DH2048) -A

tis. DHE_RSA_WIT_AES 256 _GCM_SHA384 (DH 2048) —A

tls ECDHE_RSA WITE_AES 128 CBC_SHA256 (sect571r1) —A

tis ECDHE_RSA_WITE_AES_128 CBC_SHA256 (secp256r1) —A



tls. ECDHE_RSA WIT_AES_128_GCM_SHA256 ( secp256r1) —A
tls ECDHE_RSA_WIT_AES_128_GCM_SHA256 ( sect571r1) —A
tls. ECDHE_RSA WITE_AES 256_CBC_SHA384 (sect571r1) —A
tls ECDHE_RSA_WITE_AES_256_CBC_SHA384 (secp256r1) —A
tls. ECDHE_RSA WIT_AES 256_GCM_SHA384 (secp256r1) —A
tls. ECDHE_RSA WIT_AES 256 _GCM_SHA384 (sect571r1) —A
tls_rsa_and_3DES _EDE_CBC_SHA (RSA2048) -C
tls_rsa_and_aes 128 cbc_sha (RSA2048) —A
tls_rsa_and aes 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes 128 gcm_SHA256 (RSA2048) —A

tls rsa_and_aes_256 cbc_sha (RSA2048) —A
tls_rsa_and_aes 256 _cbc_SHA256 (RSA2048) -A

tls_rsa_and_aes 256 _gcm_ SHA384 (RSA2048) —A

THREZER

&R RN HTTPS BA FIPS 140-2

FiafE AN R HEE

HMERZEAEIE ( External Key Management , EKM ) RIS &EEEIMMEZRIAIRSS2E (
External Key Server , EKS) #&1ER, BEZESMIIEESE (Authentication Key
AK) EIE, MNREEE LBEA7T BMEIRENEE(Self-I1% IRah2S. SE). Me] LERX
e AK BIE AR P L IR ThER "= W INZE " EKS A AR £MEMATEE AK o B R %A
BIEHREMENIN ( Key Management Interoperability Protocol , KMIP)  ( OASIS &
XBRENY) 5 EKS #T@(E.

* RBEIMNPEIR"

- "EFRE REST EEARIEMEEA

* "REARAIFRIE I B 5 I0IE A"

* "INEREREHEIE APl 85"

THREZER

* "CreateCluster APl , AT BB T RNIEINER"
* "SolidFire #1 Element ER{4 374"
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* "EHARRZASH NetApp SolidFire 1 Element F= GAISCRS"
BN EAEE
SR LU T B2(E, FHERYIHB Element APl 5518 B MNP IHEIRINAE,

7R
A5

EENRNE
c MNREBIIHZIREESTNRGFINZRESHER. WEEAESENHER LERAZRBT NI
='C

reateCluster”,

g
1. 59MBpEEARRSS 88 (EKS) EIEHEXRR.

a. BT AR TAPIFGE. NEement&EB IE—MH/ZREAN. BTF5ERARSVBRILEEXR
"CreatePublicPrivateKeyPair"

b. SKEVERMANMEEERIIEPRERZIEKR (CSR) ., BT CSR, HAMRS 2RI UKIEE ISR Z A
EIement SRR E/EN Element EELATTEHIIE. EAUTAPIEE
"GetClientCertificateSignRequest"

C. f£M EKS/ IEBIMANMITILEREIR CSR #ITE R, AXIFMAER, BENE=FiH,

2. 1E5eEF FOUEARSS SRTNIRMAZF LS EKS #HITEE. HIRRMEFATEXEMALIRINER, RSEMA
TFEXEBSZBEN EKS B ER L,

a. @S IEA U TAPIFG ECIEZARS 281 4115 STV SRIRIHAER . "CreateKeyProviderKmip"

b. rﬁf_f.lﬂ%L,(‘FAPIE/MIJL—AT%HHE‘Z%% BFREEBMANENE ZIEBARAELEZAIES
"CreateKeyServerKmip" "TestKeyServerKmip"

INRMIARY, BEIEERRS S[EZNEE. AREEN,

. BB L TAPIF AR ZIARS 2SR ZIARMIZEFEESP: "AddKeyServerToProviderKmip"
"TestKeyProviderKmip"

INRMIARY, BIIEERIRS SFERNECE. AREEN,

3 ITUTRIEZ — AT RMENT—%

a. (W F=NEGME )LﬂﬂﬁﬁAPlH/HﬂﬁFH?T?ﬁ%T ARV TARRSS SRR B SRR HAZ=HIID
3k"EnableEncryptionAtRest" /3 " &= REEH 112

@ BEE B BT WNME AP, FERAMA Element Ul 1255 A X NIMNZIEE B RERERRK
M AR THEEH 1T R EREIE R,

b. (W FZ=RIRHEME) AT "= RAR G INE ERHEENEZRIRMUER. BRBHRHRERIDEE
F|"RekeySoftwareEncryptionAtRestMasterKey"APIJ5 7%,

THREZER

s "NEREBAMNZAMmE"
* "SolidFire 1 Element FR{ES74L"
* "B HARRZSHY NetApp SolidFire #1 Element = GBI SCRY"
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E#TgE REST TEANURAIIEEA

ERILAfEA Element API EXTISEM AR ANEH, LWERRAINIEREERIRSFCE
— PN EREER. TERRAITRVFNEES, AEFSEFSES,

TR R BEEU TIREZ —PEMMKERA:

* EMRERERAEEEIMNIEAEENE BIREF IR ER.
* QUE—NIESH, (FANK2BEXEMIENIIR,

@ I RRFIH, EEMKERIRETRZANREIMN, ] UEEA"GetAsyncResult" 73755
WRGUEEHIZ R TR,

BERENHNE
 BEEAEEEREEI0ONMERE LERAEZBBETNIRMINZ"CreateCluster"{#
HGetSoftwareEncryptionatRestInfolfIINAESER N, “enabled FAIGH4EE,

* SolidFirefE 8% 59N 22 $AARSS 28 (External Key Server. EKS)ZBITEE"EILEEFXAR", 1T
17" TestKeyProviderKmip" /2 AIRIE R B B 5 B RIRHIZEF B ILEE,

il
1. iB17"ListKeyProvidersKmip"&n 2 H & HI 2 H1R (A2 FID(keyProviderID)o

2. 17, #H¥ keyManagementType BEIZE N "external #1 "keyProviderlD {EA L —F h R RIRIHIERF
#"RekeySoftwareEncryptionAtRestMasterKey"IDS :

{

"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

3. Efl asyncHandle LM HHIE "RekeySoftwareEncryptionAtRestMasterKeyo

4. FH E—FHMEIBIT GetAsyncResult"®3< “asyncHandle’ LUFIABRBE F N, Em<SmyT, ENEEIH
FEIPFREECERAMBRESHITEN. EFMEPIRMERER D, UWHHEEER,
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. i&1T "GetSoftwareEncryptionatRestInfo 85 < LAFIAFTZE $AIF 4S5 2 (823E) “keyProviderID' B & o

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated wvalue>",
"keyManagementType": "external",

"keyProviderID": <value>

bo

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

s

THREZER

* (A Element AP| EIETEE"
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* "SolidFire A1 Element ¥R{43744"
* "B HARRZASHY NetApp SolidFire #1 Element = GBI SCRY"

RE AR IRI B TR HY S (0 IEE 1A

B, FARRSALEFEZAFTHMREIR, MRLKERER, FEMERSE MAKEKE

R83) o TENAT A& EERIIE .
HF KmipServerFault 8558, ERTEBEHIRENE.
HEHBARH, BARSEATNNIFAEZRATATRN, T EXMER.
1. IRRERMIEN (MRE) FHIMESTBHITRE.
AJRER IR E sliceServiceUnhealthy 5%, EATHIEWEHZZEITICA Failed HE T "available” K7,
BRI
1. EFRAMNIERNER,
2. 3R, KWEBIERT sliceServiceUnhealthy Bi&bR.
BXBFEAER. BN "SEREAE"
SNEREREAEIE API B
FIHPI AT EEMECE EKM BIFRE API
BFEEESEFREIINIRS SR ZERIEEXRR:

» CreatePublicPrivateKeyPair

» GetClientCertificateSignRequest
RAFEXZEFHENIIMNIRS SFFEIFAER

» CreateKeyServerKmip
* ModifyKeyServerKmip
* DeleteKeyServerKmip
* GetKeyServerKmip

* ListKeyServerskKmip

» TestKeyServerKmip

AT eIZM4ir AT BB R ARS BN ERRMHIER .

* CreateKeyProviderKmip
* DeleteKeyProviderKmip
+ AddKeyServerToProviderKmip

* RemoveKeyServerFromProviderKmip
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* GetKeyProviderKmip

* ListKeyProvidersKmip

» RekeySoftwareEncryptionAtRestMasterKey
» TestKeyProviderKmip

BXAPIGERIER, BERAPI ZE(EE"

BEENENE

EA LAM Element Ul 189 Management 3£ & IEIE1T Element 4RI B AVEUER,
gﬁﬁ NEHEERESECEMERINES, Bhnd, BohiERMAREZRE (QoS) &
R
* “FHREINE"
s “EREIHIRAMBIER"

THREZER
* "SolidFire #1 Element 34 32t4"
* "iIEFATF vCenter Server f NetApp Element 4"

ERE

SolidFire A FEREEEF#E. E 2 iSCSI HIFBER P imEid AR ARIZE. M
"Management" &I+ _ERY "Volumes" TNEIH, ErIUET = ECIE, &e&, =EMNMFR
o BERIUBEFBEXEHHRM /0 ERBERNAITHER.

THREZER

* "EIEIRS RERK"

* "RIES

' BEEENEHNMREFAEE"
* RIEETE"

* "HRpRE"

* "EERERBRRE"

* "EbRE"

* RES"

* "f& LUN S e icermiEs"
* "} QoS RN AT E"

* "HIpREBH QoS FKEZREX"
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EIERRS B R

BIRSFRE (QoS) &, ERILISIBMEREFAINATZMENINENRSRERE,

&AM "Management" 3%&I £ _EAY "QoS Policies" TRESIE, ZRiEFMIFR QoS HA&,

@ INREEARIZE QoS REE, BN EFEABENX QoS . HEX QoS KEXMIFESE QoS REH
QoS H{H,

"NetApp #8%i: SolidFire IRSS FiE FAK"
BB, "HREMRSHRE"

* B3 QoS K&
* 448 QoS FR
* MiIB& QoS HRB&
BlZE QoS &
EAT LLBIEE QoS REEHERIEERNAT .

—_

L ERE BHE > * QoS HEE ¢,

2. B~ B QoS K& *

3. N * REEEIR * o

4. WINE/N IOPS* , &K IOPS* fl1R% IOPS* {&,
5. B * Bl QoS %R *

YR%E QoS HREE
ERILAERRIAE QoS IR INHRIES ZRIEKEKAIE. EX QoS REEZF M S LRI XIKHIFIE S

1. 3%4% ~ B2 * > * QoS K& *
2. BHREEREN QoS HKIEITRAY "Actions" B4,
3. TERAEER, EE " FE",
4. 7% * 448 QoS g * INEER, RIBFEEMUATEME:
° EREERZFR
° £%/]N IOPS
° &K IOPS
° XK IOPS
S. Bl RIFEE Yo

fhiP% QoS Rk

TR LAMER R B R ER QoS 8. MIFR QoS HRE&HY, SiZREBEKEKNFIEEHMARE QoS KE, EFRAE5XE

PERBEKEXo
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(D mREsHIEsSs Qos HENXE, NALUGESM QoS BEERXNEEN.

1. %8 * B * > * QoS K& *

2. BHEBMPRAI QoS HAEITRIAY "Actions” BT,
3. EETRHIRER, W%EFE - MkR -

4. HINERIE,

THREZER

* "HIBER QoS KEEXEX"
* "SolidFire A1 Element 2R {4 44"
* "I&FF vCenter Server #J NetApp Element 4"

EBE
SolidFire RAFER G EF B, &2 ISCSI WL BER F imEid ML iH R RIE &
M "Management" &I _EBY "Volumes" TTEF, ERIUET R EEIE, B2, Z=EMMBIRS.
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a. £ * &SRB * T, EEILUEEIA QoS HEE (WIRATA) -
b. 7 * BEMIRE * T, N IOPS REBHEXWER/ME, RAENRAE, HEEMBRIA QoS E

ERRAZRK IOPS {EXTF 20, 000 IOPS HEFRIREFEERSHINIIREHZMRIE, TEERENELE
IR AIRT IOPS 6

8. BE*gIEE

EELHAER
1R BB >*&*,
2. ERFMER.

**ID* I RENBEMB D

o * ZFR . BB ABIEENET.

o YK * . DECLABERIKF BYE .

° *IpiEdE * . BB — 1 EE N EIRIRIENE T,

o *ifia) ¢ RIS D ECLAERILIRIRE, TIEEE:
* Read / Write : #ZXFrEIREFIE No
* Read Only : AFFAIBIEEBUESD, FRAFE No
* Locked : {XAFEER LI,
* ReplicationTarget : I8EANEHIETHHBEIRE
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snapmirror create -source-path SVM:volume|cluster://SVM/volume
-destination-path hostip:/lun/name -type XDP -schedule schedule -policy
policy

cluster dst::> snapmirror create -source-path svm 1:volA dst
-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy MirrorLatest
2. {f$F3 snapmirror show < IIERE EEIE ONTAP X%,
EZI ONTAP XHEPBEXBIBEFIXANER, AXTENGIIEE, FESM ONTAP FH 0,
3. f£/ "ElementCreateVolume' API8IE B 154% 71§ B inE1h01E (1% & 79 SnapMirror :

f£F3 Element API 8lJ# Element &

"method": "CreateVolume",

"params": {
"name": "SMTargetVolumeTest2",
"accountID": 1,
"totalSize": 100000000000,
"enable512e": true,

"attributes": {},

"gosPolicyID": 1,

"enableSnapMirrorReplication”: true,
"access": "snapMirrorTarget"

by

"id": 1

4. EFHONTAPES IR EFIX AR snapmirror initialize:

snapmirror initialize -source-path hostip:/lun/name
-destination-path SVM:volume|cluster://SVM/volume
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* -preserve AXIFM “-quick-resync ¥%&Wl, “snapmirror resync
- RARETEHIE,
* RZFRR MR EIRIRIFEE

ONTAP * M ONTAP 9.4 1 Element 10.3 FF#4, %1% ONTAP Select »
* M ONTAP 9.5 #1 Element 11.0 F%4, 3% Cloud Volumes ONTAP ,
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Element * BR/NREIF 8 TiB o
* BRANGIN 512 FTo FZHF 4 k FRIRK.
* BER/NBIZ 1 MiB BIEEK,
* FERBEREML
* EEHIMER ASnapshot&lZds32/930,

4 * BREEMERIFER— TCP Eik,
* AU Element TIRIEE A IP #ilit, 25 DNS EHEZEK.
* RZFF IP =8,

SnapLock A 32#F SnaplLock &

FlexGroup A% FlexGroup %o

SVM RIEIRE A 35 SVM DR ECEFH ONTAP &,
MetroCluster L #F MetroCluster FEEEHHY ONTAP %,

Element #1 ONTAP Z Bl E$ITER

TILEFEIEM Element EFZ] ONTAP XM ONTAP £lZ] Element , #EERCEE
WitRl, ISEREUNSIZEMIBNRR, B UERIARIRE B E X KK,

T ERREEETRFIIENBEES FIEFT". BXSnapMiroriREEHITEERES, BIEEEAIRE
B91ES, IBE N SUERPELR"
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Enable SnapMirror on the Element cluster.

v

Enable SnapMirror on the Element source volume.

v

Configure the destination as a SnapMirror endpoint.

v —

Create a job schedule,

Perform these steps
in Element software,

Create a custom

Fes policy? No l
| Choose the policy type of Choose a default
the custom policy, policy.

SnapMirror DR

Unified replication SnapMlirror DR Unified replication

h 4 A 4 A4

@im mirror-vault LW’HLWL/ateLtJ Mrﬂ\!a_ult\l

Define rules for the
custom policy.

v

P Create a replication relationship.

v

Initialize the replication relationship.

£ Element 2X{+# /= F SnapMirror

121



7 Element £&f F /5 F SnapMirror

S NSTTE Element 528% LB SnapMirror , SAIEARECIRERIX R, EHEERE
Element 2R Web Ul FHITILES
FHIAZ Hi

* Element &84 9551T NetApp Element 204 10.1 S{E S kR,

* HEE5S NetApp ONTAP B—itefEFH Element ££8$/E A SnapMirror o

KXFIAES
BINBRT, Element ZIHIHRY SnapMirror 8 FRART. EMREHARIIER, F=BHEH

SnapMirror o

@ Eﬁﬁ)ﬁ, Toi A2 A SnapMirror » REEIBTREEHRE A MEGREEF SnapMirror ThEEFHIER
ERINGE,
S
1. pH &8> 188
2. ¥ SnapMirror NEBEZRISE.
3. B * B A SnapMirror*

£ Element J7% L/ SnapMirror

RIS TE Element J8E& BB Snalerror , AEAEERIEEFIXAR, BREETE
Element 2R Web Ul HHITILES
FHAZ Hi
s BB TE Element 8% E /2 SnapMirror o
* ERK/NATA 512 F 15,
* HEXREER S Element iZi2EH,
* BiFEEREEN " Replication Target "
ETFIAES
UTREL BRBRESEEEFT. EBalELEgREERZA SnapMirror o

g
1 EEBE > 5",
2. ERERENTH £ 1ZH.
3. ETHIN S, %EF FE
4. 1F * YRiEE * INEMER, EF * BA SnapMirror* ,
5. EE  RIFER o
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Bl# SnapMirror 5

STl SnapMirror i, JARABERIEEFIXR, EREETE Element 34 Web
FRIITILESS .

Faazai

S METE Element ££8% E/Z A SnapMirror o

g

. BB BUEMRIP * > * SnapMirror IR * o

2. B BIRIA o

3. 1F * QUGS ¥ IEES, N\ ONTAP SLE¥EIE (P thdik,

4. %\ ONTAP S EIERAMAF ID &,

5. s~ AR * o

—_

EEEERIXAR

BIZEHIEl it

Ul

TILEREIEM Element EFIZ] ONTAP IEZM ONTAP E%IZE| Element , ZREEACE(E

Aritkl, fEERESIUANEIZMAIBHRR. LRI LUERRIAREEE B E X R,

A LUEFRONTAPEE TR ENG S REEFIEWITY] job schedule cron createo EMITXIATFH
TE SnapMirrorfal Bt Bsh EH 2EE 7 1% T RV IR RIP X Ro

KFUIES
TR UTE eI B EURRIP R RIS D ECIRAL R, NRAD BRI Y], MBAFEHERUIEK R

p
1. gUE Rl IR

job schedule cron create -name job name -month month -dayofweek day of week
—-day day of month -hour hour -minute minute

3FF -month. -dayofweek M ‘-hour, EAILUERE ‘al B3lEEA. SANE—XN&/IIEITE
1728

M ONTAP 9.10.1 FFt4, EalLifzfElitXIFEE Vserver :

job schedule cron create -name job name -vserver Vserver name -month month
-dayofweek day of week -day day of month -hour hour -minute minute

IR RGN — 2 AR TR ZiTR "my_weekly EEEH/NZRESI: 001517:

cluster dst::> job schedule cron create -name my weekly -dayofweek
"Saturday" -hour 3 -minute O
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BE X EHI5REE
B2 B E X EHIREE

EFONTAPES TR ECIEEFIX AR, EAILMFERIIARIEENX R, MFEENX
FZ—EHIHRK. BUAENX—PEHZN RERUSE . LUMEB I EFHER LS
BISnapshot&llZs,

MRXAZNEARIETER, EAIUSIEBEX SRR, flil. ErfedBEMNEFRTESELIE. HEE
2ZSnapMirror=if £ faiSnapshot& 2 A9 R E1,

EFIES
SHITEBRHY policy type RE T EXZIFHNXARLE, TRERT IHIEKRKRAEE,

Policy type KHREH

FLHEK SnapMirror’ 382
RIRTFNE S—EH

T

1. B EE X EHHRE:
snapmirror policy create -vserver SVM -policy policy -type async-

mirror|mirror-vault -comment comment -tries transfer tries -transfer-priority
low|normal -is-network-compression-enabled true|false

BEXTEENGIEEL, BERFMI.
MONTAP 9, 5FFA. &R LUERSEIEE AISnapMirror[El4 % £ £1)3#3& F Snapshot & A< i+ X A9+ &
-common-snapshot-schedule, BRIAIER . SnapMirrorfE#% & % V3@ Snapshot&l4sitX9—/) B,
&8I LA SnapMirror[E 25 k ZB9SnapshotBIA T RIIEE— 1T F 307 FhEIfR/ BT Z [BIRY{ES
BUT B9 SnapMirror KR¥ERE SIZ— N BENX EFIHKEE, LUEANSIEGRBBENEESE:

cluster dst::> snapmirror policy create -vserver svml -policy

DR compressed -type async-mirror -comment “DR with network compression
enabled” -is-network-compression-enabled true

T RAE RS —EHICIE B E X EHIRK:

cluster dst::> snapmirror policy create -vserver svml -policy my unified

-type mirror-vault

FERIE
XF" mirrirr-vor "SREESEEL, IR AN SR E #4611 E A B {Z 4aRISnapshot&l s,
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£/ “snapmirror policy show s5 $IIFE S 2 eI SnapMirroriEbg, BXZEBMGSIEE, HENFMTL
FERBETE XFHM

X T SRBESE AL A" mirrirr-vault"#Y B E X RE&. N E D E X — M FEN K E 98 LA E
%)j,HHI‘EﬂTﬁﬁE’\JSnapshotEUZKo EIERI AN mirror-vault SREQREBIFIERIARESE XA
e

KTFUAES

RBEZEE S mirrirr-vor BN RBEEXTNEE—FZMN. BTFiEEEEHI8Snapshot@lzds, FIg0. FLN" bi-
monthlyn "}& = R W & §l53B2 7 SnapMirroriR & " bi-monthlyn "89Snapshot&lzs, &I A7EECEElement
Snapshot&| 2Bt 3 EESnapMirrortn®s,

FIRERBELE PRSP RREXBIRMAEXREL, IEEREREN, RAZEHNRBEOEXENN, T&
BRT RGEXHIFM,
ZYeE X IR AT ERBREE “

sm_created EP5E, BEEME SnapMirrorgl#Z#ISnapshotglds =
EVIRCFI B F BT & 4,

FX HGFE s E B2 E5R
_ESnapMirrorti# 79" daily" 89
¥rSnapshot&7<,

5/ RGREME E M ERR = RIR
L SnapMirror¥r2z /9" Weekly "#Y
#rSnapshot& 7%,

=92 HGEE B ERNERIR
LESnapMirrorfFZ73°'m" onh B9
#rSnapshot& 4%,

ERILRIBEFE ENEOARBS 20 B E X ERBSIEEE AN, fi4n:

* JWFEIA MirrorAndvault K&, EETUEIE— RN bi-monthly" BRI, MLEELR
£" bi-monthly" SnapMirrortrZHISnapshotElZs,

* M FHRERIER ST mirrirr-vor BV E TE X ERE&. BRI LABIE—18 A" bi-Weekly "8I, LAILESRE BB " bi-
Weekly™" SnapMirrortx&: By Snapshot&l 4.

p
1. U ERBETE AN :

snapmirror policy add-rule -vserver SVM -policy policy for rule -snapmirror
-label snapmirror-label -keep retention count

BXTENGLIEL, BENFMIL

T RAEE— N FH SnapMirrorti 2 BRI bi-monthly  BJZRIASKEEH "MirrorAndvault:
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cluster dst::> snapmirror policy add-rule -vserver svml -policy
MirrorAndVault -snapmirror-label bi-monthly -keep 6

LU R BIE—1 8 SnapMirrorfR ZHIFR RN bi-weekly EIBEX R "my snapvault:

cluster dst::> snapmirror policy add-rule -vserver svml -policy
my snapvault -snapmirror-label bi-weekly -keep 26

TR — 8 SnapMirrorfF ZRIFR AN app consistent " EIBEMEKEEH “sync:

cluster dst::> snapmirror policy add-rule -vserver svml -policy Sync
-snapmirror-label app consistent -keep 1

Ria. TR UMBERE 5 tkSnapMirrortr 2 ILAZHISnapshot&lZs :

cluster src::> snapshot create -vserver vsl -volume voll -snapshot
snapshotl -snapmirror-label app consistent

SIREEHIXR
BlIZEM Element JRZ] ONTAP BirHIXEH

FEEPNIRESS ZRFEFNE NG ZBIRIX R data protection relationship . 8]
LAEA “snapmirror create 5% 82 MElementiEZIONTAP B 458 MONTAPEZ|Element
BirRVEIERIP X Ro

&R LAfE A SnapMirrori§ElementERYSnapshotBIAEHIZIONTAPB IR & St. S1R Element iR & E R, &
BILAM ONTAP R4iM%E Finte e, ARERSEREENHE Element 75,

FrIaZ Al
* BREEHHER Element TTRA4TAT# ONTAP i8],
* WIE A Element &2 B SnapMirror El,
y E%@ﬁﬁﬁE’\]%"‘mirrirr-vault"‘%ﬁg?ﬁg\ NARE AN EE HIKIElement SnapshotE|Z<EZ & SnapMirrortx

N o

(D) &3R8t Element B Web Ul SRHFTILES,

KTFUAES

BT R IEEElementE&R R <hostip:>/lun/<name>, ER‘LUN'ZEFRFEMFELUN’, EElement&
BEZFFo name
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Element AT ONTAP LUN , #1341 Element R3] ONTAP ZBIf9EIERIFX ARG, SnapMirror
$5{EF Element HERIRZFRBIE— LUN o N8R LUN %EM Element {42 HIE] ONTAP BYESK, SnapMirror
SEEIEEHEIIAE LUN
SHIFNET:

* ONTAP £ REEEE—1 Element HHAVEIE,

s IMRBEBEIEM— ONTAP HE &2 Element %,

FEONTAP 93 R BRHRAT, BHF5R S EA251  SnapshotBls. EONTAP 9 4R ERIRAT, HIFER
%A 821019 Snapshot&l 4.

]
1. MBEIR&EEE D, BIEM Element J8ZI ONTAP BifIE4IX % :

snapmirror create -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume> -type XDP -schedule schedule -policy
<policy>
BXTBNGLIEL, BFELFMI
TR ERRRIAREERIESnapMirror KM E X &R MirrorLatest:

cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005

—-destination-path svm backup:volA dst -type XDP -schedule my daily
-policy MirrorLatest

UGB EREIAEREIESL —EFIXAR MirrorAndvault:

cluster dst:> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy MirrorAndVault

ARG EARBEIEA—ERIXAR UnifiedTyear:

cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy Unified7year

T RS R BESCRBERIZS—EHIXR ny_unified:

cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy my unified
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SRE
£ “snapmirror show IR B ELIESnapMirrork . BXTEMNHIEE, BERFMI

RlIZEM ONTAP J5ZE| Element BiFHIX R

MONTAP 9, 4F4. ERJLUMERAONTAPESSITRECIEXRA. X FRERSnapMirrorid
EONTAPR L 8IZRILUNEYSnapshotglzsE fl[EElement B tr. & RI8EIETEER LUN 3
#UEM ONTAP iT#% %] Element ER{5,

FaZ i
* Element BA7 T R4 BRI ONTAP 7ial,
* WIE A Element 2B SnapMirror £l

KXTFULES

BRI, IS EElement B ARER 1R <hostip:>/lun/<name>, HP‘LUN'E@LFFFRIELUN", ZElement
EWEM. name

SHFMT:
* EFXRIERERIMIA "async-mirror’ " o
SR AR RRIA SRS 2 B & M SR,

* {XZ#FiSCSILUN,
* FEEEZ LUN M ONTAP B E4IZ Element &,
* ERBEE LUN M ONTAP BEHIZIZ 1 Element .

P$IE
1. BIEEM ONTAP JEZl Element BFiFHE&IXZ

snapmirror create -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -type XDP -schedule schedule -policy
<policy>
BXTENGLIEE, HERFMI
TR ERRRIAREERIFESnapMirror KM E X &R MirrorLatest:

cluster dst::> snapmirror create -source-path svm 1:volA dst

-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy MirrorLatest

U R BIEE B E X RIS S SnapMirror R E X H my mirror:
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cluster dst::> snapmirror create -source-path svm 1:volA dst
-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy my mirror

SERE
R “snapmirror show S IIF 2 B E I SnapMirrorx %, BXZEMHSIEE, BE2RNFMTL

NI EHIXHR

MFFREXRLE, VRKESMIT baselinefRiti_: ©2REELIE—1Snapshotg!
A, AERZEIRRES| ARG #ERER T BinE.
FeaZ Al

* BEESHINER Element T A4EI 4 ONTAP ifial,

* WIE A Element &E A SnapMirror £,

: ﬁxﬂi,@ﬁﬁﬁE’\JIE'E"‘mirrirr-vault"‘%ﬁﬁi’éﬁ!\ AR S EE FIHIElement Snapshot&|Z<Eg & SnapMirrorx

KAYaAe]

XFIAES

AT IR IS EElementRE 1R <hostip:>/lun/<name>, HAA“LUN'ZXEFRFERELUN", EElement&

E"J% wo name
VIR EIREARE#ERY, AR BRI FS BN EIEITE L F .

NRBTFERIREM ONTAP J5Z| Element BARBIX RANIGHKRIK, MEMEEEEELRZE ()
90, FTRMEY LUN 27K) , AR RBEiRi. IRIRRERUITFAR:

1. MIBRIEEX R
@ 2. k% Element Bi5,
3. BUEEHAY Element B15E.
4. BIEFHIEM ONTAP JRZI Element BATERIIX Ro

p
1. B ERIX R

snapmirror initialize -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume|cluster://SVM/volume>

BXTBNGLEE, BELFMIT

LU R #I8a 1 IPHENE10.0.0. 1MARIRES ERBRE vola dst ZIBIB “svm_backup X% 0005



cluster dst::> snapmirror initialize -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

M SnapMirror K3 E BinEIRIEEE
EBTEAS

MNRAKREREMERT SnapMirror RIEMEXRAZAFNELLS, ME]LUMBIinEiRELEE
, MARERERPR, EXTERRERSE, BRIUERBEES,

BEENEBNSEGAE, AETEEHIBMNZEGIRELAR PN, Eo]UFERAGSELERBIRHTIITRIER. &
R ${ELIEIEE#ITHIE.  snapmirror abort' 3 “snapmirror break {8 “snapmirror quiesce 8545 BATi&
A5,

KXFULES

BRI, IS EElement/RER 1R <hostip:>/lun/<name>, HA“LUN"BEPFRFFIELUN", EElementE
&, name

p
1. {=1Em BAR# TR E 5

snapmirror quiesce -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

BXTENSLESL, BEAFMIT
LUF R (ZLLEIP#NE10.0.0.11080RES ERNBRE vola dst  ZEIH “svm_backup it i{&H

*0005:

cluster dst::> snapmirror quiesce -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

2. (ZIEIETE R B ARG R IR

snapmirror abort -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

BXTENGLIEL, BENFMIL

LU RGN E1EIPHE3E10.0.0. 1120 8EE S EB svm backup  BAR “vola dst & ZEIETEHITHIER
"0005:
cluster dst::> snapmirror abort -source-path 10.0.0.11:/1un/0005

—destination-path svm backup:volA dst
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3. dhlif SnapMirror RMEME X :

snapmirror break -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

BXTENGLIEL, BERFMIL

LA R0 it IPith1ib10.0.0. 11080 RES ENBAREHM vola dst” EB svm backup' BinE
‘volA dst Z[EIN “svm backup X% “0005:

cluster dst::> snapmirror break -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

CERTEHIEN RN ETE

EEEREASE, EURAZERENIELA. EEMICERSE A, SAN EHALUM
Bin&Eih R EE,

1. ¥ Element LUN B3 ZA BN BB EHFEF4H.

2. BFEM SAN EHB5HTEFZI SAN LIF B iSCSI &iF,

3. 7£ SAN B i £, ITEEEHRAELMNEEZL LUN,

BITAUERIRIRE
SEREFENBIRMEHEIEN, ATLUEREMBINE ZBEMEILBIEIERIPFXR.
XFIAES

UTRESBREBRERIGFRESHFHELTE T, NRELAFTE, NWSHAEHRITRIESBZaigIBH G HRH
HENESRIBREZERXR.

BRI IS EElementf & 1R <hostip:>/lun/<name>, HA‘LUN'EBEFRFEFELUN’, ZEElement&
BB #s name

MONTAP 9, 4FF18. EFEUEElementRG. RS BEIEHITE MONTAP BARIZ SRR 8)ZAILUN
AYSnapshot&ll7s,

EFFMI0T:

* {X%3#FiSCSILUN,
* FEEBEZ 1 LUN M ONTAP &E 4% Element %o
* ERBEIE LUN M ONTAP BE4IZIZ 1 Element .

p
1. BIBRERIGEIRRIP KR

snapmirror delete -source-path <SVM:volume>|<cluster://SVM/volume>
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-destination-path <hostip:>/lun/<name> -policy <policy>
BXTENGLIEL, BERFMIL

LUR R BREIFRIP34E10.0.0. 1120 B9HI8TRE S LIRMBIERIE vola dst > ZIEE svm backup' X&
*0005:

cluster dst::> snapmirror delete -source-path 10.0.0.11:/1un/0005
-policy MirrorLatest -destination-path svm backup:volA dst

2. RERIHBIRRIPRR !

snapmirror resync -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>

BXTBNGLEE, BELFMIT
SAEMATATBRELLR, BEdaIFE N, EARFETIFESENEETERRD.

ARG R 4% IPHENE10.0.0. 110 BYRNITRE S LIRMEIENE vola_dst > Z[EIH *svm_backup' X%
"0005:

cluster dst::> snapmirror resync -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005 -policy MirrorLatest

3. EEREXA!

snapmirror update -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name>

BXTBNGLEE, BELFMIT

@ NREM BAr EARTZ1E @B Snapshotglas. Mas<SEEM, R snapmirror
initialize EFVIIBMKILLRR,

AT B E#T LR RN E S IP#AE10.0.0. 1MAE) svm_backup #I3EIRE 0005 ZEIFIXRHK
"volA dst:

cluster dst::> snapmirror update -source-path svm backup:volA dst
—-destination-path 10.0.0.11:/1un/0005

4. FIEEREXRZITRIEH:

snapmirror quiesce -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name>
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BXTEWGLEL, BENFMITL
T RGN = R SRS SIPHINE10.0.0. 11208 svm backup #I8IRE 0005 ZEIRYITXIEH

"volA dst:

cluster dst::> snapmirror quiesce -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005
AL EREX AN IEEHITHER:

snapmirror abort -source-path <SVM:volume>|<cluster://SVM/volume> -destination
-path <hostip:>/lun/<name>

BXTBNGLEE, FELFMIL

LUFREIRHE L R HEEERES S IP#11E10.0.0. 1108 svm_backup #I88IRE 0005 ZEIEEHITHE
W "vola dst:

cluster dst::> snapmirror abort -source-path svm backup:volA dst
—destination-path 10.0.0.11:/1un/0005

- PEFEREBIXRAR:

snapmirror break -source-path <SVM:volume>|<cluster://SVM/volume> -destination
-path <hostip:>/lun/<name>

BXTEGLIEL, BERFMITL

BUFRGIEFET E svm backup  IREEIENE S TPHE10. 0. 0. 11MIFIRTES 0005 Z[EIMXHR
"volA dst:

cluster dst::> snapmirror break -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005

- MFRE RERBHRRIPR R

snapmirror delete -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>

BXTENGLEL, BENFMIL

U R MIBRIP#I1E10.0.0. 1M1 BIHIIGTES S _EIRMHEIERNSE vola dst  ZIEH “svm backup BR
HXEHE “0005:
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cluster src::> snapmirror delete -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005 -policy MirrorLatest
8. EMEVUIRBHIERIPRA!

snapmirror resync -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

BXTENGLEL, BENFMIL

PURREIRETEIPHINE10.0.0. 11 ABYHIETREEM LAY svm_backup #98BIRE “vola dst  Z[EIEFEIL
X% °0005:

cluster dst::> snapmirror resync -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

SRS
£ “snapmirror show S S WIF 2B E I SnapMirrork R, BXRBMHBSIEE, BERNEMRTL

FoIEHEHIXR
NREFHANZHIZRMKRY, EeIEFEFNEREFIK R,

XFIAES

AT IR IS EElementRE 1R <hostip:>/lun/<name>, HAA“LUN'ZXEFRFERELUN", EElement&
9% #Ro name

p
1. FHEREFIXAR:

snapmirror update -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

BXTBNGLEE, BELFMI

@ YRR BAR E R 1Z1E @A Snapshot@lzds. Ma$SERM, A snapmirror
initialize EFYIBHKILILXR,

LU RGINGEHIPHIE10.0.0. 1108 EE S LR BIR volA dst B ZIEH " svm backup XH "0005:

cluster src::> snapmirror update -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst
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snapmirror update -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>
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initialize BEFWBHLIEXR,

PUR RIS EIPHINE10.0.0. M ABRESS LB vola dst BZEM “svm backup XHR “0005:

cluster src::> snapmirror update -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst
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* * tsEvent”
5 R4 HARSAXEIE .
* RFHEARE ¢
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* * 3RARSS TooFull*

RARSS IETE R % =S8,

BRI, BRNESERERE.
¢ FRERSBIETTIRRARER *

KNERARS BT A ES

o EEM = BE . RRPITEMIEE, HWEEERIETE cTimeUntiBSisKiledMSec=330000 Z# /53 A,
o TEM = /iR RALETBMNERAKIEHBEESIEERE I EMEITIRR RIFAIREIZE.

° FEE =TE STTRLNBERRSATRETER TR (W Helix 8 2) o BIBEFRAIA, LTiET
RXFERID o

EMEERTMEFEIR, MRFEEGAGFLIKRE, WSHIEMSE, SrHhRRRSHEFER
HEARSSEY, L FER1G LUERR.

* * BmcSelfTestFailed

[

HiRE1EIEH 23(BMC)Fid@d B,

THEE R NetAppZ#FEBI I LIRS EE B,
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SR REES R AEFETIE,
BRERILHE, BERNEZEZME,
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BRI FRR, BERERNR) QoS I0PS i8E,
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— N EZ P CPULMCPURASE BT EC BRI {E,
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° IXEh2ZHYIEIE: <node slot><drive slot> FBYESIS /9 <serial number> , F TR AYIRFELRKo
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