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GetFipsReport

2. EELER, B FARER Ready IREHNEAT =,
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° fFFHElement API5i\. GetHardwareList

© EAE C KB IMERERE * E. INRN FIPS , MEEHF] LS FIPS IXEhEETHAEE,

BXHH ListDriveHardware " FESR, BBM "GetFipsReport "Element APl &%,

18


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/zh-cn/element-software-125/api/index.html
https://docs.netapp.com/zh-cn/element-software-125/api/index.html
https://docs.netapp.com/zh-cn/element-software-125/api/index.html
https://docs.netapp.com/zh-cn/element-software-125/api/index.html
https://docs.netapp.com/zh-cn/element-software-125/api/index.html

4. INRIXCHIBI AL HF FIPS IRphesThee, 1SR EFERA FIPS Y (T aoIREhEs) o

THREZER

* "SolidFire #1 Element 3 {4 214"
* "iI&EATF vCenter Server fJ NetApp Element 4"

[BFE FIPS IXch23ThEE
& o] LAfSEFINetApp Element AP/ A2 BFIPSIREH28INEE EnableFeatures

WITESREE FBRATNME, HEMET SMIRa2sEuTZHiF FIPS , 41 GetFipsReport AFAE TR ER
Ready KPR

S
1. {8 Element API S NLA R &<, 7EFREREN2E LB FIPS .

EnableFeature params: FipsDrives

THREZER

* “{EF Element AP| BIB7EAE"
* "SolidFire #1 Element FR{43214"
* {'&FATF vCenter Server B NetApp Element 4"

VT FIPS IXGhas k&

f&a] LUE B NetApp ElementfRFAPIG ZCE RS TSR LB T FIPSIRGhZ3TNEE
GetFeatureStatus. LtAERERFIPSIRGIZEZIE B HAIRESEtrueir Efalse,

1. f£F Element APl , BIALL T SOEEEE LAY FIPS IXEH2EIHEE:

GetFeatureStatus

2. BEAPIARMLER GetFeatureStatus. YR FIPS IXGHEREAEN True , MIEEH FIPS IXGH28IH

ak
BEo

{"enabled": true,
"feature": "FipsDrives"

}
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* "{§ Element AP| EIETEE"
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"method": "EnableFeature",

"params": {

"feature" : "fips"
}I
"id": 1

BRLLRFERNE, FiE HTTPS @SR ER FIPS 140-2 #tERED.

THREZER
* SSL &5
* “f§F Element APl EIE7F{E"
* "SolidFire #1 Element 3 {432t4"
* & TF vCenter Server #J NetApp Element $H{4E"

SSL Zhg

SSL ZH R ENAREULLEBENMER K. Element RIEZIFINVER, M/EMA FIPS
140-2 1R IUBI N2 RIS

LATFIREEMT Element REZFRMITER2ERFRE (SSL) EBLURER FIPS 140-2 #RBY 24589 SSL
AR

* BEZA * FIPS 140-2 *

tls_ DHE_RSA WIT_AES 128 CBC_SHA256 (DH2048) -A
tls_DHE_RSA WIT_AES_128 GCM_SHA256 (DH2048) -A

tls_ DHE_RSA WIT_AES 256_CBC_SHA256 (DH2048) -A

tls_ DHE_RSA WIT_AES_256_GCM_SHA384 (DH?2048) —A

tls_ ECDHE_RSA WITE_AES_128_CBC_SHA256 (secp256r1) —A
tls_ECDHE_RSA_WIT_AES_128_GCM_SHA256 ( secp256r1) —A
tls ECDHE_RSA WITE_AES 256 CBC_SHA384 (secp256r1) —A
tls_ECDHE_RSA_WIT_AES_256_GCM_SHA384 (secp256r1) —A
tls_rsa_and_3DES_EDE_CBC_SHA (RSA2048) -C

tls_rsa_and_aes 128 cbc_sha (RSA2048) —A
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tls_rsa_and_aes_ 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes 128 gcm SHA256 (RSA2048) —A
tls_rsa_and_aes 256 cbc_sha (RSA2048) —A
tls_rsa_and_aes 256 _cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes 256 _gcm_SHA384 (RSA2048) —A

tls_rsa_and Camellia_128 CBC_SHA (RSA2048) —A
tls_rsa_and_Camellia_256 CBC_SHA (RSA2048) —A
tls_rsa_and ide cbc sha (RSA2048) —A
tls_rsa_and rc4 128 md5 (RSA2048) -C
tls_rsa_and rc4 128 sha (RSA2048) -C
tls_rsa_and seed cbc_sha (RSA2048) —A

B2 * FIPS 140-2

tis DHE_RSA_WIT_AES 128 CBC_SHA256 (DH2048) -A

tis DHE_RSA_WIT_AES_128 GCM_SHA256 (DH2048) -A

tls DHE_RSA WIT_AES 256 CBC _SHA256 (DH2048) -A

tis DHE_RSA_WIT_AES_256_GCM_SHA384 (DH 2048) —A

tis. ECDHE_RSA WITE_AES 128 CBC_SHA256 (sect571r1) —A
tis ECDHE_RSA_WITE_AES 128 CBC_SHA256 (secp256r1) —A
tis. ECDHE_RSA_WIT_AES 128 GCM_SHA256 (secp256r1) —A
tis ECDHE_RSA WIT AES_128 GCM_SHA256 (sect571r1) —A
tis. ECDHE_RSA_WITE_AES_256_CBC_SHA384 (sect571r1) —A
tis ECDHE_RSA WITE_AES 256 CBC_SHA384 (secp256r1) —A
tis. ECDHE_RSA_WIT_AES 256 _GCM_SHA384 (secp256r1) —A
tis ECDHE_RSA WIT AES_256_GCM_SHA384 (sect571r1) —A
tis_rsa_and_3DES_EDE_CBC_SHA (RSA2048) -C
tls_rsa_and aes_ 128 cbc_sha (RSA2048) —A

tls_rsa_and_aes_ 128 cbc_SHA256 (RSA2048) -A



tls_rsa_and_aes_128 gcm_SHA256 (RSA2048) —A
tls_rsa_and aes 256 _cbc_sha (RSA2048) —A
tls_rsa_and aes 256 _cbc_SHA256 (RSA2048) -A

tls_rsa_and_aes 256 _gcm_ SHA384 (RSA2048) —A

THREZER

EEE L HTTPS EA FIPS 140-2

FHaERIMEREIREIE

SMERZFAEIE ( External Key Management , EKM ) RIS&EHIMIMIZIAARS2S (
External Key Server , EKS) #&ER, REHZESMIRIEERTA (Authentication Key
AK) B2, MNREEE FEAT BINZIKEIES(Self-MN% JKEhes. SE). WA LUERX
L AK S E AR P LEIRTHER == W N ZS" s EKS ] IAR A RMTEE AK o & T AZEA
EEERIEMMIX ( Key Management Interoperability Protocol , KMIP)  ( OASIS &
XHtRENIN) 5 EKS #{T@(E.

R ESN

* "EN&E REST EZR ARG NEZR"

* "IERAIEIRI S B I ER"

* "GNERREAEIE API S
THEZER

* "CreateCluster APl , Al FREBATHNIRHEINZE"
* "SolidFire #1 Element FR{>kY"
* "B HARRZSHY NetApp SolidFire #1 Element = GBI SCRY"

REIMNIEIRERE
TR LURBR AT P BIR(E, FHEATIMAY Element AP 77518 BINBZAEIETNER,

ERBHONE
© MBERHPEPERETRRANELESER. NEATEESNFER LERSERAETRRADN

i
ZR"CreateCluster"s

P$IE

1. 542 5ARRSE 2 (EKS) BiufEsEX%R.

a. BIEALTAPIZGZ A, NEementEB SIBE— M AH/TAEAXN. BTS5EARSVBREILEEXR

. "CreatePublicPrivateKeyPair"
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b. SREUEPMANMEESZHEPERIER (CSR) ., Eid CSR, ARSI UKIEE A RZEHRY
Element &£2¥ 2B EF/ Element SEEHHITH AN IIE, AL TAPIGE
. "GetClientCertificateSignRequest"

C. £ EKS/ IEBMAHMIILREIN CSR #ITE R, BXRIFMER, BENE=XH,

2. TEEEE FOIRARSS BRMRIEIZF LAS EKS #1TEBE. BIFIRMIZEFATEX MM ALIRENETR, RS2
TFEXESZBEN EKS BRIE R4,

a. BT U TAPIG A B E ARS8+ AE S FIERI R AR IEIERF . "CreateKeyProviderKmip"

b. lél_ﬂﬁ%L,{‘FAPlﬁ,iﬁlJL— ZiAMRSS 2. ATFIRAHERBMANMNE R IR ALZRIES
"CreateKeyServerKmip" "TestKeyServerKmip"

NRMIAR, BRIEERIARSS SR EENEE, AREEM.

c. BB TAPIF AR IAIRS 2R MNE ZIAREIZEF AL "AddKeyServerToProviderKmip"
"TestKeyProviderKmip"

INRMIARY, BEIEERIRS S[ERNEE. AREEN,

3 MITUTREZ—FAZRMENT—F:

a (WF= Iﬂﬁﬁﬁ:ﬂﬂz)LﬂﬂﬁHAPIH/EZETﬁFH:_FT?ﬁ% AN E EARRSS 2R FRTE B SRR EAE R RIID
3R"EnableEncryptionAtRest" /2 "= WEE4 1N ZR

@ MRS BB ERMNZR AP, {EHRIAE Element Ul 125 /8 S NNZBERNERER
E’Jﬁﬁﬁlﬂﬁ%ﬁﬁkiﬁlxﬁo

b. (MFEHRIRHINE)A T "= RN INZE R IENZRIRERER. BERBRIEEER D%
F|"RekeySoftwareEncryptionAtRestMasterKey"AP1757%,

BB AMZREmE"

* "SolidFire 1 Element FR{E>74L"

* "B HARRZSHY NetApp SolidFire #1 Element = GBI SCRY"
BiNZE REST AN HEINZZEH

ERILAfERA Element API EXMSEM AR ANEH, LWIERAINTIEREERIRS FEE
— P HNEREER. TERRAIBTRFNEES, AEFZEFSES

R BB T —hEFNE BT

* EMNAREZAEERIN R A EEN T EI T EIBHE R,
* BIBR—MHER, (FANREEXEHHIIEE SR,

@ IEEZERREFTH, EEMKETIPRETHRZaNREIMN, &0 IR "GetAsyncResult" AR
WRAUERHZRITEM.
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* REEAEEEREEI0ONMER LERA EBEBETHIRMHNNZE"CreateCluster"{#
HGetSoftwareEncryptionatRestInfofINASER N, ‘enabled FAIGHEYEE,

* SolidFire5E 8 59MER % EARR 55 28 (External Key Server. EKS)Z[BITEE " EIEEXA" B
17" TestKeyProviderKmip" /A7 LI R E B S B HIR B EF B ILEE,
T
1. B1T"ListKeyProvidersKmip"en L HE HIZBFHIR HIEFID(keyProviderID),

2. i&z17. #H¥ keyManagementType SEIEE N "external #1 "keyProviderlD {EN L —F h R AIRIEIERF
B9"RekeySoftwareEncryptionAtRestMasterKey"IDS

{
"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

3. 8%l asyncHandle S MNHME "RekeySoftwareEncryptionAtRestMasterKeyo

4. [ F—FSHhMEITETT GetAsyncResult"85% “asyncHandle' AMBIABRE B X, TSN T, EnEZIIA
FEPARECERMEBHRESHITEN. EFFMEPRMEER D, UWHHEEER,
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. 1517 "GetSoftwareEncryptionatRestInfo 5 % LAEIARTZ FR1¥ (5 2 (835) "keyProviderlD' BEE#o

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182z2",
"keyID": "<updated wvalue>",
"keyManagementType": "external",

"keyProviderID": <value>

bo

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

s

-
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AIEERILE sliceServiceUnhealthy &, EATHIERENZZEIRICH Failed FET "available" K7,
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2. RN ME. KEBIERT sliceServiceUnhealthy Bi/&bR.
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» CreatePublicPrivateKeyPair

» GetClientCertificateSignRequest
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» CreateKeyServerKmip
* ModifyKeyServerKmip
* DeleteKeyServerKmip
* GetKeyServerKmip

¢ ListkKeyServersKmip

» TestKeyServerKmip
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» CreateKeyProviderKmip
* DeleteKeyProviderKmip
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* AddKeyServerToProviderKmip

* RemoveKeyServerFromProviderKmip

» GetKeyProviderKmip

* ListKeyProviderskKmip

* RekeySoftwareEncryptionAtRestMasterKey
* TestKeyProviderKmip
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