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Ul it LDAP BEB R B EM. *FLE#lElhid. EERRAFBAFE AMAccountName s “readonlys
XEWIEETENEHERECELDAPEHIIE. FIHEREILIE readonly EIEFIA R R T Ef. tNRILtY
BRW, BEESE1 33,

S. * i LDAP BI0E * (EHEERNNNEFKF,) . FRAERIMA Element EBEERMNBARIKFRES
setp 4 , £l “distinguished ZFF(DN)ZLFEF (Z(4H), Lt DN EELE 6 FEMA,

6. * /"IN LDAP S£EFEIE *  (EFIHALNLNIK LDAP SAIES T DN ) . EH Element Ul 5
AddLdapClusterAdmin API 757%, SIBEEEH NI EREEREGAF. ¥ TRAFR, BhEEEED
8 5 AEHIRYTEE DN o XAFAILAFAIR DN HIUER.

7o MRS E R SR IRIANIR * o RGN LDAP £ EIER AR B REIER. MRAMT LDAP A, N
AILALIZEFRERBR S HER.

5EhY LDAP ZHHIFIACE & 3
7 Element /3 LDAP Z#F2Hi, BN AIZE Windows Active Directory BRS3 288 H M ITEHM AL EES
S

1. 3% & Windows Active Directory AR5 28,

2. * A& * B LDAPS 5%,

3. BIZAFFA,

4. BIE—PRIERSK, (B30 sfreadonly ) , FATFIEE LDAP BR.

f£F Element FIF 53 E /S LDAP S14581E

é’éﬂ&@ﬂ%ﬁﬁ%%éﬁ’—ﬂmﬁ LDAP ARS328HIEEM. XH#F, LDAP BEIERFAILEFERRFNFMEASIHIEN

] LU{EF Element FIF RS Element API B2E LDAP . IHIEIELS BN T 0l Element Ul Bt E LDAP

o

R 2R T W0R7ESolidFire LEEELDAPEAI0IE. FHEFH "SearchAndBind {EA SR IRIERE, ItLRHBIER
— Windows Server 2012 R2 Active Directory fR53 28,

B
1. B ~ &8 * > * LDAP*,
2. B5F * 2 * LUSH LDAP S35,
3. g * FINARSES o
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4. BN * N P st o

()  tTumATEMEEXEOS.

B0, BAMBEX KOS, BN < EVEE P> <mOS >

S. *m[E: *iEEE * A LDAPS thi¥ * o
6. £ * BMIRE * PRINFIRIER.

LDAF Servers

Host Name/IP Address

Add a Server

General Settings

Auth Type

Search Bind DN
Search Bind Password
User Search Base DN
User Search Filter
Group Search Type

Group Search Base DN

Save Changes

7. BE*BFLDAP*,

192.168.9.99

Remove
Use LDAFS Protocol

Search and Bind ¥

msmyth@thesmyths.ca

OU=Home users,DC=thesmyths,DC=ca
(&(objectClass=person){|(sAMAccountName=%USER

Active Directory Y

OU=Home users,DC=thesmyths DC=ca

8. MREBNHAAFBIARS2RILIEMNR, BRE * MLAR BHEIE * .

0. ERIETNAINWBMAMAFAREE, UWEAGEEIEEHERERMER,
10. B * RIFER * UMRFERINZE,

. REMAFIZAF UEEAABAIUER, BT TIRE:

a BRH*AR*>*EF,

Show password
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Create a New Cluster Admin

Select User Type

O Cluster @ LDAP

Enter User Details

Distinguished Name

CN=StorageAdmins,OU=Home
users,DC=thesmyths,DC=ca

Select User Permissions

) Reporting U volumes
) Nodes L Accounts
LJ Drives Ul Cluster Admin

Accept the Following End User License
Agreement

b. 3 FHFAF, B "User Type" (FFZER) &l ™ Idap* ", REBEEFRIAIAFNLE] "Distinguished
Name" (RI9#RR) FEH,

C. EFENR, BEENFABENIR,
d EMTRBIRLAPTFAIMN, RESRE * RIEZ
e Bl gIBEEEES ",

M7z, EHEFEE Active Directory 2B,
ExFbF T, EM Element Ul S, ARLUZAFRRABARSMEMER.

{8 Element API 3 LDAP &{/I%3iE

%ﬂl«)@ﬂ%@ﬁ%%éﬁ’——jﬂﬁ LDAP ARS328HISEM. X1¥, LDAP BEERFLAIUUEFEERFNEFMEARLIHEN

1EB] LAEF Element B R &S, Element API ECE LDAP » IS {ELBENB T tN{A{ER Element API EZE
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LDAP .

E7ESolidFire5£ 8% - FIFILDAPE A I0IE. 1B FAAPIS ATESEE LB ELDAPSHIIE

EnablelLdapAuthenticationo.

p

1. B ERAPIGATEEEE EBEALDAPEHIGIE EnableLdapAuthentications

-

2. WAFRESR

=/5ho

"method" :"EnablelLdapAuthentication",
"params" : {

"authType": "SearchAndBind",

"groupSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"groupSearchType": "ActiveDirectory",

"searchBindDN": "SFReadOnly@prodtest.solidfire.net",
"searchBindPassword": "ReadOnlyPwW",

"userSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net ",
"userSearchFilter":

" (& (objectClass=person) (sAMAccountName=%USERNAMES%) )"

by
"id" . "1"

"serverURIs": |
"ldap://172.27.1.189",

3. ERUATEHMIE:

ERANESH WiAe

AuthType : SearchAndBind ETREHEERARERSKFERIEREHITEHR
EMAR, RARERIHEI S MG EZR

groupSearchBaseDN : DC=prodtest , $EE LDAP WA IBE RAMME, TEARGIH,

dc=solidfire , dc=net FAVER TR, 9NR LDAP fWIEE X, EaJ8E

HERHIRENBREANFRLUR D RETE,

userSearchBaseDN : DC=prodtest , dc=solidfire 57 LDAP WHHISIERAFPIUE. FEARGIH

b

groupSearchType : ActiveDirectory

dc=net

, BAMER T AR, W3R LDAP HIEE X, &R
RERERHIRENERAN T LU ME R B

M Windows Active Directory AR55281E/ LDAP AR
T
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ERNSEK A

. ( sAMAccountName=%USERNAME% ) (
userSearchFilter: userPrincipalName=%USERNAME% ) ) "—
“ (& (objectClass=person) (sAMAccoun

tName=%USERNAMES) ) ”

E{FF userPrincipalName (BT & RAYEBEFHRih
ht) , &R LU userSearchFilter BE28 9 :

“ (& (objectClass=person) (userPrinc
ipalName=%USERNAMES) ) ”

&, EREZE userPrincipalName
sAMAccountName , ERJLUAERILT
userSearchFilter .

“ (& (objectClass=person) (

F A sAMAccountName 1ERF( 15 RE] SolidFire  searchBindDN
EBENEARR, XEIRERIET LDAP 7

sAMAccountName EBMHIEREREREIEENRAF

2, FIBEZEEFINTE objectClass B FER

"person’ " {EAERN%E,

XEEHATEER LDAP BERMRIRAFAH##%  searchBindPassword
#Ro XITF Active Directory , BRE&EAZ AR EH
userPrincipalName (B FHBHFt3EAET) o

EFUEFHITNI, 7BM Element Ul 5E5H, ARUNZETNAREHERER

&E LDAP iFE R

1£ "Cluster" 3&IN£_EAY "LDAP" TiE _E&F LDAP 58,
() =B 0AP RERE, %HSM LDAP,

1. 25/ Element Ul & LDAP I#4(E R, 158 E * &8 * > *LDAP *,
o * EH% /IP Hudlk * : LDAP = LDAPS B RIRS25biL,
o * BRIRIERE * 1 AR SMRIESE. FIREE:
=t 5
" ERHYIE
° * HRYPE DN* : FBTFERUNAFHIT LDAP ERH5ELIRE DN (FEX LDAP BRABHELT
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IHRERR) o

o *IERMERD * ¢ BT LDAP ARSS 2315 RLEHTT S A IIERI D,

° * AFEREN DN | BT HRAFERINIVELL DN o REENIEEMLERR T,
° * BRERmES * . EREIEZRAULTAS!

(& (objectClass=person) (| (sAMAccountName=%USERNAMES%) (userPrincipalName=%USERN
AMES%) ) )

o *AEREE * . BTFIRHIERNIIARERITILIVIEREE, AIREE:

* Active Directory : FAFPBIFRE LDAP ARERER R B

* T TR

* Member DN : {5 DN #XBAH (2B) -

o * (RIS RER DN* © AT FRAIERMIMAIENL DN . AFMIEEMELE TN,

° * WP BMIIE * : BCE LDAP [, fERLLETUN LDAP AR50 A RMEB S HI0IE. A
EFERKF LUK R, A EREOMRMAMARARER, ErUERXEERUMBEEIR
SR EEARER.

it LDAP ECE

BeELDAPfS. &R/ fERElement UIgZElement APIFS A E#{TMIX TestLdapAuthenticatione

1. EFEA Element Ul JIid LDAP ECE, BHITLUTIRME:
a. BE & *>*LDAP*,
b. g * ik LDAP BHIGIIE * .
C. fEATRAIESEREME:

HEIRHS WiER
* ERENFHPHRAIENRAR

userSearchBaseDNo

* ‘userSearchFilter Bt & F1E .

xLDAPUserNotFound

* ENAREF B EEME LDAP A, Bt
xLDAPBindFailed (Error: Invalid oY Nt

* BENABARRZEEMH LDAP B, {BittikK
FEEEEA.

credentials)

LDAP ARs528 URI R 1EH,
xLDAPSearchBindFailed (Error:

Can't contact LDAP server)
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BIZHEHR 15 BH
RIFAFBHZBEERER.
xLDAPSearchBindFailed (Error:
Invalid credentials)

xLDAPSearchFailed (Error: No ‘userSearchBaseDN AELDAPKHNE
such object) MOE,

* ‘userSearchBaseDN R 2ZLDAPH A RL11L
xLDAPSearchFailed (Error: =

Referral) .

userSearchBaseDN
‘groupSearchBaseDN {UFEREOUR, X
AIRER 5| R R ERENIRR, #BRFAGERTE
RPMAEADNF EREEou (Han:

‘ou=storage, cn=company, cn=com)

2. B Element API UK LDAP BRE, BHRITIUTIRIE:
a. JAA TestLdapAuthentication /%o

"method":"TestLdapAuthentication",
"params" : {
"username" :"adminl",
"password":"adminlPASS

b
gy

b. EFLR. MR API HARY, EREEIFEERF WA D PRI AR FRERASIR,
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{
"id": 1
"result": {
"groups": [

"CN=StorageMgmt, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
1,
"userDN": "CN=Adminl
Jones, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
}
}

ZHALDAP
@] LU{ER Element Ul 253 LDAP £/,
ez e, BNICTAAEEREIRE, RANZA LDAP SEBMFIEIRE,

p

1. g5~ &85 * > " LDAP ",
2. 8EH 8B,

3. B * 22 LDAP*,

THREZER

* "SolidFire ] Element ZR {43 #4"
* “EFTF vCenter Server #J NetApp Element 355"

BEEN RS

&EILATE Element Ul REE RS, HRGREERAZEES MWL, BEEHILE, XFK
HIERIEINE (FIPS) UNERIMNIZAEE,

* "ERZERSHIIE

* "RREERIRE"

* "BIEEZHF FIPS IRThagAVEREE"
* "FHafERIMNIE IR EE"

THREZER
* "SolidFire A Element {43 #4"
* "\ AT vCenter Server B NetApp Element $H 4"
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ERZARS NI

ZRRFMEIE (MFA) BEZ2MEMR2iES ( Security Assertion Markup Language
, SAML) EAZE=AHEMRMHER (1dP) KEEAFRIE, B MFA, BRI
RIEFEREREMBHIRIERER, FIMNZEHXAEEUREBNEFHEHES.

WEZREZS DRI
B LUEE Element APl ERXLERE AT BRIGEER UFERAZRESHIIL,
BXBNAPIFENIFEMESR, BB Element APl &£,

1. B IERA LU TAPIA EFH LAISONIE L EIdp o8B, NEBFRIZIMINE =5 FPIREIZRF (Identity
Provider. Idp)fidE: CreateldpConfiguration

ME=7 IdP HFRAXAEREY |dP TR FTEIIFLL TR, MHARETE JSON FI8iER. ErILifE
FBiFZJSONEILIZEF N ATER, ffli0: https:/freeformatter.com/json-escape.html.

2. j@idspMetadataUrli REE TR, UEESIAA L TAPIGEESIZIZE=7Idp:

ListIdpConfigurations
spMetadataUrl 28— URL , BBTFMEEFH IdP ERIRSIREE TR, UERILEEXR.

3. E%EE IdP EEZE SAML #rS, FHES "NamelD "B, UWEANSFEZAEICFMNE S EHERIRHIB

4. BEERBUTAPIGE. SIE— IS MHE =T Idp#H TS IRIERISEEEIR R AP IKF LOH# 1T
. AddIdpClusterAdmin

@ IdP EEBEERNAFR NS5 SAML BHERR / EMURILEELERGPIRMER, U TRFEIFR

° email=bob@company.com —E |dP EEEAFE SAML BB F i,

° group=cluster-administrator —E/ |dP EcE AEMPIE AR BN EGIHRNRNARM. EI8, HF
Z2E[E, SAMLBUE/ BEMEAKRNE,

S. BT IAA L TAPIFENERBRAMFA: EnableIdpAuthentication
THREZER

* "SolidFire #1 Element 3 {4 32t4"

* &M TF vCenter Server #J NetApp Element $&{4E"
BTFZRZSHRIENEMNER
BN THRUTSZRESHIRIEEXENERE T,

ERIFHABERNdpIER. EEEFERIEdpEERAF AR TAPISA: UpdateIdpConfiguration

* MFA 5KE/VF 2048 (UBNIERA RS, BINBERT, RASTEERF LR 2048 i SSLIEFH. ERAPIA
ERY. NOBRISER/MIIER. SetSSLCertificate
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CD NREBHERBNEBEALRFNT 2048 fiI, MTEALRE] Element 12.0 SNEShANG, H0
A3 2048 (I ESRABNEREFRERIES,

* |dP BIEGARTEEATEEAR APl (fI30i@53 SDK 8¢ Postman ) SXAFHEMER (5140 OpenStack
Cinder 8¢ vCenter &) o IRFECIZEEXLEINEENAR, 1HRI0 LDAP SR EIZ5I A AR
BEGEAF.

THREZES
* (& Element AP| EIETE(E"

* "SolidFire #1 Element 34 3214"
* "iIEFATF vCenter Server f NetApp Element 4"

PREREIRE

EBILAM Element Ul BY Cluster IR EF M ENEES RS EHRITERTRES
R B EEEHERERE, XiFhHR, THRMNE, EIE, SnapMirror , F NTP [ #EEF %

il
* FRENS
* 1£ Element A1 ONTAP &&f 2z [8lf£A SnapMirror £l
C IRBEHSHEE
* BRAMBAZEIR
* "Y0{ait & Element BYIRZS ] H{E"
* hWEEEANERNE
© BIEGERAZNIERE
* EEET NSRRI ITEININARSS 28
* BESNMP
© BIEIREHER
c EETSA
© BIEEIAMLE
* BEEATBEEROFAGEE

* "SolidFire A1 Element FR{4 304"
&R F vCenter Server B9 NetApp Element 14"

NEEBRANERTNME
M SolidFire &8, ERILNEMETEREF TS LRVFIE = NEIREHI TR, &R LAGER
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EEE 7 HTTPS EH FIPS 140-2
& BT LISEFE EnableFeature APl /5554 HTTPS @S2 FIPS 140-2 12 {F&E=

f&BN NetApp Element 3R, & LUERESEE EEBEAEEIENRE ( Federal Information Processing
Standards , FIPS) 140-2 ##{EE=. BALRIUREECENetAppINE L £1E1R(NetApp Cryptographic
Security Module. NCSM). HXHi@IZHTTPS5SNetApp Element UIFIAPI#{THIFRE @S EHAFIPS 140-2 14&3A
IEANZR,

[EF FIPS 140-2 1835, TERERRA. BA FIPS 140-2 EfG, £BEFNES I N RESIERN
@ BihHiziTEK, UHIR NCSM EIEEMEBRHE FIPS 140-2 IAIERIN FialT. XaSHER L

HEEMEFMEER DR, ENFANY, HERBELIIMEREIMENRERNMENFIN A S
FRIEAR T

ﬁ?&ﬁéﬂif—%%\: iEﬁE%JrIL: Element API 1%:%\0

LT =AFREA FIPS Y APl 15K fAI:

"method": "EnableFeature",
"params": {
"feature" : "fips"
by
"id": 1

BRLLRERE, FiE HTTPS @SR ER FIPS 140-2 #tERED.

THREZERE
* SSL ZH5
* “f§F Element APl EIE7FAE"
* "SolidFire #1 Element 3 {4 214"
* EFTF vCenter Server #J NetApp Element $H{4"

SSL 55

SSL ZiREENBRENLZSBENMEE L, Element R EIFIRERRS, MEA FIPS
140-2 BTN S HFIEPRAEER RS

IATFFIRRMET Element REXIFHINEREERFE (SSL) EBLINER FIPS 140-2 1R BT #5#7 SSL

TN
* BZH * FIPS 140-2 *

tis DHE_RSA_WIT_AES_128 CBC_SHA256 (DH2048) -A
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tis. DHE_RSA_WIT_AES 128 GCM_SHA256 (DH 2048) -A

tis DHE_RSA_WIT_AES 256_CBC_SHA256 (DH2048) -A

tis DHE_RSA_WIT_AES_256_GCM_SHA384 (DH 2048) —A

tis. ECDHE_RSA WITE_AES 128 CBC_SHA256 (secp256r1) — A
tis ECDHE_RSA_WIT_AES_128_GCM_SHA256 (secp256r1) — A
tis. ECDHE_RSA WITE_AES 256 _CBC_SHA384 (secp256r1) — A
tis. ECDHE_RSA_ WIT_AES_256_GCM_SHA384 (secp256r1) — A
tis_rsa_and_3DES_EDE_CBC_SHA (RSA2048) -C
tls_rsa_and_aes 128 cbc_sha (RSA2048) —A
tls_rsa_and aes 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and aes_128 gcm_SHA256 (RSA2048) —A
tls_rsa_and_aes_256 _cbc_sha (RSA2048) —A
tls_rsa_and_aes 256 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes_256_gcm SHA384 (RSA2048) —A
tls_rsa_and_Camellia_128 CBC_SHA (RSA2048) —A
tls_rsa_and_Camellia_256 _CBC_SHA (RSA2048) —A
tls_rsa_and_ide_cbc_sha (RSA2048) —A
tls_rsa_and rc4 128 md5 (RSA2048) -C

tls rsa_and rc4 128 sha (RSA2048) -C
tls_rsa_and seed cbc_sha (RSA2048) —A

B2 * FIPS 140-2

tis DHE_RSA_WIT_AES_128 CBC_SHA256 (DH2048) -A

tis. DHE_RSA_WIT_AES 128 GCM_SHA256 (DH 2048) -A

tis DHE_RSA_WIT _AES_256_CBC_SHA256 (DH2048) -A

tis. DHE_RSA_WIT_AES 256 _GCM_SHA384 (DH 2048) —A

tls ECDHE_RSA WITE_AES 128 CBC_SHA256 (sect571r1) —A

tis ECDHE_RSA_WITE_AES_128 CBC_SHA256 (secp256r1) —A



tls. ECDHE_RSA WIT_AES_128_GCM_SHA256 ( secp256r1) —A
tls ECDHE_RSA_WIT_AES_128_GCM_SHA256 ( sect571r1) —A
tls. ECDHE_RSA WITE_AES 256_CBC_SHA384 (sect571r1) —A
tls ECDHE_RSA_WITE_AES_256_CBC_SHA384 (secp256r1) —A
tls. ECDHE_RSA WIT_AES 256_GCM_SHA384 (secp256r1) —A
tls. ECDHE_RSA WIT_AES 256 _GCM_SHA384 (sect571r1) —A
tls_rsa_and_3DES _EDE_CBC_SHA (RSA2048) -C
tls_rsa_and_aes 128 cbc_sha (RSA2048) —A
tls_rsa_and aes 128 cbc_SHA256 (RSA2048) -A
tls_rsa_and_aes 128 gcm_SHA256 (RSA2048) —A

tls rsa_and_aes_256 cbc_sha (RSA2048) —A
tls_rsa_and_aes 256 _cbc_SHA256 (RSA2048) -A

tls_rsa_and_aes 256 _gcm_ SHA384 (RSA2048) —A

THREZER

&R RN HTTPS BA FIPS 140-2

FiafE AN R HEE

HMERZEAEIE ( External Key Management , EKM ) RIS &EEEIMMEZRIAIRSS2E (
External Key Server , EKS) #&1ER, BEZESMIIEESE (Authentication Key
AK) EIE, MNREEE LBEA7T BMEIRENEE(Self-I1% IRah2S. SE). Me] LERX
e AK BIE AR P L IR ThER "= W INZE " EKS A AR £MEMATEE AK o B R %A
BIEHREMENIN ( Key Management Interoperability Protocol , KMIP)  ( OASIS &
XBRENY) 5 EKS #T@(E.

* RBEIMNPEIR"

- "EFRE REST EEARIEMEEA

* "REARAIFRIE I B 5 I0IE A"

* "INEREREHEIE APl 85"

THREZER

* "CreateCluster APl , AT BB T RNIEINER"
* "SolidFire #1 Element ER{4 374"
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* "EHARRZASH NetApp SolidFire 1 Element F= GAISCRS"
BN EAEE
SR LU T B2(E, FHERYIHB Element APl 5518 B MNP IHEIRINAE,

7R
A5

EENRNE
c MNREBIIHZIREESTNRGFINZRESHER. WEEAESENHER LERAZRBT NI
='C

reateCluster”,

g
1. 59MBpEEARRSS 88 (EKS) EIEHEXRR.

a. BT AR TAPIFGE. NEement&EB IE—MH/ZREAN. BTF5ERARSVBRILEEXR
"CreatePublicPrivateKeyPair"

b. SKEVERMANMEEERIIEPRERZIEKR (CSR) ., BT CSR, HAMRS 2RI UKIEE ISR Z A
EIement SRR E/EN Element EELATTEHIIE. EAUTAPIEE
"GetClientCertificateSignRequest"

C. f£M EKS/ IEBIMANMITILEREIR CSR #ITE R, AXIFMAER, BENE=FiH,

2. 1E5eEF FOUEARSS SRTNIRMAZF LS EKS #HITEE. HIRRMEFATEXEMALIRINER, RSEMA
TFEXEBSZBEN EKS B ER L,

a. @S IEA U TAPIFG ECIEZARS 281 4115 STV SRIRIHAER . "CreateKeyProviderKmip"

b. rﬁf_f.lﬂ%L,(‘FAPIE/MIJL—AT%HHE‘Z%% BFREEBMANENE ZIEBARAELEZAIES
"CreateKeyServerKmip" "TestKeyServerKmip"

INRMIARY, BEIEERRS S[EZNEE. AREEN,

. BB L TAPIF AR ZIARS 2SR ZIARMIZEFEESP: "AddKeyServerToProviderKmip"
"TestKeyProviderKmip"

INRMIARY, BIIEERIRS SFERNECE. AREEN,

3 ITUTRIEZ — AT RMENT—%

a. (W F=NEGME )LﬂﬂﬁﬁAPlH/HﬂﬁFH?T?ﬁ%T ARV TARRSS SRR B SRR HAZ=HIID
3k"EnableEncryptionAtRest" /3 " &= REEH 112

@ BEE B BT WNME AP, FERAMA Element Ul 1255 A X NIMNZIEE B RERERRK
M AR THEEH 1T R EREIE R,

b. (W FZ=RIRHEME) AT "= RAR G INE ERHEENEZRIRMUER. BRBHRHRERIDEE
F|"RekeySoftwareEncryptionAtRestMasterKey"APIJ5 7%,

THREZER

s "NEREBAMNZAMmE"
* "SolidFire 1 Element FR{ES74L"
* "B HARRZSHY NetApp SolidFire #1 Element = GBI SCRY"
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E#TgE REST TEANURAIIEEA

ERILAfEA Element API EXTISEM AR ANEH, LWERRAINIEREERIRSFCE
— PN EREER. TERRAITRVFNEES, AEFSEFSES,

TR R BEEU TIREZ —PEMMKERA:

* EMRERERAEEEIMNIEAEENE BIREF IR ER.
* QUE—NIESH, (FANK2BEXEMIENIIR,

@ I RRFIH, EEMKERIRETRZANREIMN, ] UEEA"GetAsyncResult" 73755
WRGUEEHIZ R TR,

BERENHNE
 BEEAEEEREEI0ONMERE LERAEZBBETNIRMINZ"CreateCluster"{#
HGetSoftwareEncryptionatRestInfolfIINAESER N, “enabled FAIGH4EE,

* SolidFirefE 8% 59N 22 $AARSS 28 (External Key Server. EKS)ZBITEE"EILEEFXAR", 1T
17" TestKeyProviderKmip" /2 AIRIE R B B 5 B RIRHIZEF B ILEE,

il
1. iB17"ListKeyProvidersKmip"&n 2 H & HI 2 H1R (A2 FID(keyProviderID)o

2. 17, #H¥ keyManagementType BEIZE N "external #1 "keyProviderlD {EA L —F h R RIRIHIERF
#"RekeySoftwareEncryptionAtRestMasterKey"IDS :

{

"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

3. Efl asyncHandle LM HHIE "RekeySoftwareEncryptionAtRestMasterKeyo

4. FH E—FHMEIBIT GetAsyncResult"®3< “asyncHandle’ LUFIABRBE F N, Em<SmyT, ENEEIH
FEIPFREECERAMBRESHITEN. EFMEPIRMERER D, UWHHEEER,
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. i&1T "GetSoftwareEncryptionatRestInfo 85 < LAFIAFTZE $AIF 4S5 2 (823E) “keyProviderID' B & o

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated wvalue>",
"keyManagementType": "external",

"keyProviderID": <value>

bo

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

s

THREZER

* (A Element AP| EIETEE"
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* "SolidFire A1 Element ¥R{43744"
* "B HARRZASHY NetApp SolidFire #1 Element = GBI SCRY"

RE AR IRI B TR HY S (0 IEE 1A

B, FARRSALEFEZAFTHMREIR, MRLKERER, FEMERSE MAKEKE

R83) o TENAT A& EERIIE .
HF KmipServerFault 8558, ERTEBEHIRENE.
HEHBARH, BARSEATNNIFAEZRATATRN, T EXMER.
1. IRRERMIEN (MRE) FHIMESTBHITRE.
AJRER IR E sliceServiceUnhealthy 5%, EATHIEWEHZZEITICA Failed HE T "available” K7,
BRI
1. EFRAMNIERNER,
2. 3R, KWEBIERT sliceServiceUnhealthy Bi&bR.
BXBFEAER. BN "SEREAE"
SNEREREAEIE API B
FIHPI AT EEMECE EKM BIFRE API
BFEEESEFREIINIRS SR ZERIEEXRR:

» CreatePublicPrivateKeyPair

» GetClientCertificateSignRequest
RAFEXZEFHENIIMNIRS SFFEIFAER

» CreateKeyServerKmip
* ModifyKeyServerKmip
* DeleteKeyServerKmip
* GetKeyServerKmip

* ListKeyServerskKmip

» TestKeyServerKmip

AT eIZM4ir AT BB R ARS BN ERRMHIER .

* CreateKeyProviderKmip
* DeleteKeyProviderKmip
+ AddKeyServerToProviderKmip

* RemoveKeyServerFromProviderKmip
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* GetKeyProviderKmip

* ListKeyProvidersKmip

» RekeySoftwareEncryptionAtRestMasterKey
» TestKeyProviderKmip

BXAPIGERIER, BERAPI ZE(EE"

BEENENE

EA LAM Element Ul 189 Management 3£ & IEIE1T Element 4RI B AVEUER,
gﬁﬁ NEHEERESECEMERINES, Bhnd, BohiERMAREZRE (QoS) &
R
* “FHREINE"
s “EREIHIRAMBIER"

THREZER
* "SolidFire #1 Element 34 32t4"
* "iIEFATF vCenter Server f NetApp Element 4"

ERE

SolidFire A FEREEEF#E. E 2 iSCSI HIFBER P imEid AR ARIZE. M
"Management" &I+ _ERY "Volumes" TNEIH, ErIUET = ECIE, &e&, =EMNMFR
o BERIUBEFBEXEHHRM /0 ERBERNAITHER.

THREZER

* "EIEIRS RERK"

* "RIES

' BEEENEHNMREFAEE"
* RIEETE"

* "HRpRE"

* "EERERBRRE"

* "EbRE"

* RES"

* "f& LUN S e icermiEs"
* "} QoS RN AT E"

* "HIpREBH QoS FKEZREX"
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EIERRS B R

BIRSFRE (QoS) &, ERILISIBMEREFAINATZMENINENRSRERE,

&AM "Management" 3%&I £ _EAY "QoS Policies" TRESIE, ZRiEFMIFR QoS HA&,

@ INREEARIZE QoS REE, BN EFEABENX QoS . HEX QoS KEXMIFESE QoS REH
QoS H{H,

"NetApp #8%i: SolidFire IRSS FiE FAK"
BB, "HREMRSHRE"

* B3 QoS K&
* 448 QoS FR
* MiIB& QoS HRB&
BlZE QoS &
EAT LLBIEE QoS REEHERIEERNAT .

—_

L ERE BHE > * QoS HEE ¢,

2. B~ B QoS K& *

3. N * REEEIR * o

4. WINE/N IOPS* , &K IOPS* fl1R% IOPS* {&,
5. B * Bl QoS %R *

YR%E QoS HREE
ERILAERRIAE QoS IR INHRIES ZRIEKEKAIE. EX QoS REEZF M S LRI XIKHIFIE S

1. 3%4% ~ B2 * > * QoS K& *
2. BHREEREN QoS HKIEITRAY "Actions" B4,
3. TERAEER, EE " FE",
4. 7% * 448 QoS g * INEER, RIBFEEMUATEME:
° EREERZFR
° £%/]N IOPS
° &K IOPS
° XK IOPS
S. Bl RIFEE Yo

fhiP% QoS Rk

TR LAMER R B R ER QoS 8. MIFR QoS HRE&HY, SiZREBEKEKNFIEEHMARE QoS KE, EFRAE5XE

PERBEKEXo
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2. BHEBMPRAI QoS HAEITRIAY "Actions” BT,
3. EETRHIRER, W%EFE - MkR -

4. HINERIE,

THREZER

* "HIBER QoS KEEXEX"
* "SolidFire A1 Element 2R {4 44"
* "I&FF vCenter Server #J NetApp Element 4"
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REAEFESREFUR—NAR, FUERD, PERENRITENAGREEERTE (
XESHRNLR, ENIBXRANAGE) . ATRABABER, RABIR— 58
()  teFEAGERESHHER NG Element &, FHBHE—15 A sm-recovery BIELIA

QoS Hk&, H58 7 sm-recovery BIENIAMF XKEBL, EFEEFnhimiE SnapMirror SIERIFRE
HHIMK T QoS FEhE, BB HERNIRBRS,

ERAEMRETIEER, SMREBHVEEREREE, E0 B850 Birik ERSESEHEES N
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TR EMEHERMAERIEEE:

- BERAEHRETZREHECIRIREAXRD © ##1F * BiR, ARSE * i,
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- XFRREFNMBET, ASRSREXAEGHENEFRNEETXR.
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R HITRAEMER, Element 2J8, M ONTAP @Bir. EE, ERLEBERT,
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snapmirror create -source-path SVM:volume|cluster://SVM/volume
-destination-path hostip:/lun/name -type XDP -schedule schedule -policy
policy

cluster dst::> snapmirror create -source-path svm 1:volA dst
-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy MirrorLatest
2. {f$F3 snapmirror show < IIERE EEIE ONTAP X%,
EZI ONTAP XHEPBEXBIBEFIXANER, AXTENGIIEE, FESM ONTAP FH 0,
3. f£/ "ElementCreateVolume' API8IE B 154% 71§ B inE1h01E (1% & 79 SnapMirror :

f£F3 Element API 8lJ# Element &

"method": "CreateVolume",

"params": {
"name": "SMTargetVolumeTest2",
"accountID": 1,
"totalSize": 100000000000,
"enable512e": true,

"attributes": {},

"gosPolicyID": 1,

"enableSnapMirrorReplication”: true,
"access": "snapMirrorTarget"

by

"id": 1

4. EFHONTAPES IR EFIX AR snapmirror initialize:

snapmirror initialize -source-path hostip:/lun/name
-destination-path SVM:volume|cluster://SVM/volume

NetApp ElementZ {4 IONTAP Z 8]/ E HI(ONTAPE: <175 M)

NetApp Element# {4+ FIONTAPZ [BIFV E HI#ER (ONTAPER 1T 51 E)

& /] LUfEASnapMirrorf§Element&RISnapshotBl 4~ S HIZ|ONTAP B4R, M
fRElementZR 4t LAYV SSELEME, 1R Element Uhm RERME, EaJLIM ONTAP R4iA
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EFIRREHE, AEERSEREEREE Element &4,

MONTAP 9, 4FF4. ERILUETEONTAPT & L EIERILUNAISnapshotBlZsE Fl[ElElementR 4, ERIRERTE
Element UL & £ RhdTHAEI G LUN , WRJREIETE(FA LUN EEIEM ONTAP F#2 2 Element 214,

MRFEUTHRM, MMEEA Element | ONTAP &1%:
* BELFEHARELR, MARNEE T HIEN,
* [BFHE{ER ONTAP 3917 ™E (CLI) , MA=E System Manager sy BahtiiZd4RS T,
* IRIF7E{E M iSCS| ME P imig iR,

NREFEEHMSnapMirrorft B BELE L, BEE N SUERIPELA"

%F Element 1 ONTAP Z[alfy S &

MONTAP 9, 3F4. &8I LUERASnapMirrori§Element#&HISnapshotlZsE 41ZIONTAPE 5. W3R Element
AR, EAILIM ONTAP R4 AT FPinieftidE, AEERSERGEENEE Element 75,

MONTAP 9, 4FF44. ERILUETEONTAPY s LB AILUNAISnapshotglZAE FlElElement& 4, ERIREETE
Element it s & £ R BTHRIEI B LUN , RTEEIETE(ER LUN SEEEM ONTAP E#% 2! Element ZR14.

BIRRIPRRBVRE

SnapMirror 12 EIBRIP X R, WF SR, SnapMirrorfi 2 EVRLEF X R Z B IElement
TRELIE—1Snapshotglz:

* 1£_Disaster Recovery (DR)_¥iB{RIFX AP, BIFEXEESnapMirror@l#ZRISnapshotglA. HFihm%
SRR, EA] LIRS MIZBIZAIRHEGE,

* 7£_long-termfRE_#IERIFX AP, BHirEE S HElementi 46 ZRYEY 8] 52 Snapshot&l s LA Kz
FEHSnapMirrort)ErISnapshotglds, Fi0. &ErIeEwHEBRBE20F AN EIER S B SnapshotglZs,

FAIASRES

BE/RARA SnapMirror B, Ea2HITMRERIBRER baseline transfer » snapmirror policy B FE X EBE&ARAR
U AEfRIEE#fTo

&0l I QIR R RIP X AR ER VAR B E X K&, policy type  FAFHEE S EBISnapshotBl AU E
REBIEIAE,

TRETRTERIAERE, A MirrorLatest BRERIREZRRMEME X R, R "MirrorAndVault' 5§ "Unified7year’
REEQIRA—SFIXR. FELXADP. ER—Bint LREREMEN KRS,

RES RERZEEY BT
MirrorLatest STHEE& £%iSnapMirrorfl| Z#YSnapshot&l 7%,
MirrorAndVault IRIGIENE £4SnapMirrortl) 2 Snapshotg| A< A & B _E /X EFH

LR BIZHE IR A IE AR SnapshotRl A, FIIRERE
112 B SnapMirrorf72Z " daily 5¢"" Weekly ™o
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Unified7year IRIGTENE fE5SnapMirrorllZZRISnapshotBIZA< U K B LR EH
LSRRI BB E R ISnapshot@l . BRIIRRTE
1TE A SnapMirrort5& daily’. “Weekly ‘ms" &8,

() BxsnapMimorEBHNEEERES, SEBERNKBNES, BB KERPL,

T f# SnapMirror 5%
ERBEFEEY ST mirrirr-vor WE N REEHHLMEFT—ZAN. BFEEEEHBSnapshotglds, a0, FLM™daily™

e RRNEFI9E T SnapMirrorti & " daily "BISnapshot&llzs, &7 LATEAD B Element Snapshot&lZsAt 4y
ficSnapMirrortr&s,

M Element JREEEF S %% ONTAP BtrEEEs

& 0] LU B SnapMirrorigElement&RISnapshotg| A E HIZIONTAPBE IR & 4t. 1R Element ihR & EXRME, &
AILIM ONTAP R4 AR Finie iR, ARERSERGEEFHE Element 75,

Element &AM TF ONTAP LUN ., #J%A1K Element X450 ONTAP Z[B/BVEIBRIPX RS, SnapMirror ¥
fEF8 Element EHIRFREIE— LUN . 315 LUN /& Element ] ONTAP EFIBVER, SnapMirror 24GE3E
SHIZ)IME LUN,
SHIFNET:

* ONTAP £ REEEE—1 Element HHAVEIE,

s IBRBEIZEERM— ONTAP HE41ZIZ 1 Element %,
M ONTAP RS HI5| Element B fREEEE
MONTAP 9, 4784, ERILUBTEONTAPE S L RIZEBILUNAYSnapshotgl Z4sE & [ElElement :

* R Element J7H] ONTAP EARZIBIEFE SnapMirror X%, NITEMBIrZEHIENGIEM LUN R7EEH
&R B E Sl

* T, EHTIE ONTAP JREEEEH Element BAREEEE 2 BIGIEFFIIAK SnapMirror X &,
EHFM0T
* EHIXxRARISRBESER AN "async-mirror’ " o
FZHFERA nirror-vault BISEEE,

* {N%#F iSCSILUN,
* FEEEZ N LUN M ONTAP HE4IZ Element &,
* ERBEE LUN M ONTAP BEHIZIZ 1 Element .

[l

7E Element 1 ONTAP Z BIECEHIBERIPX R ZAT, EUIMETTRHIU TES:
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* Element &84 5517 NetApp Element 24 10.1 S{E S kR4,

* ONTAP EEB£47E1T ONTAP 9.3 B ShR4s.

* SnapMirror ATIE/E ONTAP ££8% F3X151F 0],

* B TE Element f1 ONTAP 8% FECE B B ARE LU IEFREARY $IRZ 1l

y ﬁl%@ﬁﬁﬁE’\J%"‘mirrirr-vault"‘%%%’éﬁgx AR S EE FIHIElement SnapshotE 2B & SnapMirrorfx

o

() EREERPERRTIAES ElementiiEWeb UIMAPI 753",

* B ditsfRiEC 5010 ATA.
* MREFH AR EBHENE, WLIHRERENBIFEZEFEEMNREE. Element REE LHET

T REIEETS S ONTAP BR&E: ERVB T T RHEITES,.

SFFFMER

TRESRT Element F) ONTAP &A= S,

RS IhEE SZHRIFAES
SnapMirror * &]Z#F SnapMirror IR INEE,

* “MirrorAllSnapshots' A3z 1§40 "XDPDefault 5RE&,
© RZHF "vault " ERBRSEEY,
* FAZFRFATEXHIFN "all_source_snapshots™ " o

* OB7EM Element HREEHIZEI ONTAP BY, A S3FEA mirror-vault HE&
A, A "async-mirror’ " M ONTAP £%1% Element 14,

* -schedule AZ#FM " -prefix &, snapmirror policy add-
rule

* —preserve  AEFM *-quick-resync &, snapmirror resync
* RRRBIFE,
* RZFREAREREIRRIPEE,

ONTAP * M ONTAP 9.4 1 Element 10.3 FFt4, %3F ONTAP Select o

* M ONTAP 9.5 #1 Element 11.0 744, Z#F Cloud Volumes ONTAP ,

Element * EXRNRHIFN 8TB
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I * BREREBAFFER— TCP &,
* U Element TEIEES IP ik, R%3F DNS THBEHK,
* R P =i,

SnapLock ARZ#F SnapLock %o

FlexGroup AR3Z#F FlexGroup o

SVM R3EIRE A3<#5 SVM DR ECEHHJ ONTAP %,
MetroCluster A #F MetroCluster BEEHH ONTAP %,

Element 1 ONTAP 2 [BIf9E &I T/Em

TIEEFEIEM Element EFIZ] ONTAP i£ZM ONTAP E#lZ] Element , BFZACE(F
Abit%l, EEREUNEIZMAVIGURR. &R UERIIAREE B E X R,

I TERREEETRHIILRBEES FIEFT". BXSnapMiroriREEHITEERES, BIEEEARIRE
BUES, IES N BUERIPELR"
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Enable SnapMirror on the Element cluster.

v

Enable SnapMirror on the Element source volume.

v

Configure the destination as a SnapMirror endpoint.

v

Create a job schedule,

policy?

-

Choose the policy type of

the custom policy.

SnapMirror DR

h 4

Unified replication

Create a custom

Perform these steps
in Element software,

mirror-vault

S

Define rules for the
custom policy.

No l

Choose a default

policy.

SnapMirror DR

h 4

Unified replication

\ 4

v

P Create a replication relationship.

v

Initialize the replication relationship.

£ Element B4+ /=2 SnapMirror

£ Element ££&% £ /5 SnapMirror

1L Element 5285 LS SnapMirror , ARABESIBRERIX R, EREETEElement
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B Web UIFREERITIES "API 75757
FreaZ Al
* Element S84 9517 NetApp Element 24 10.1 S{E S kR4,
* HBENS NetApp ONTAP H—iEfEBHY Element 2%/ SnapMirror o

KXFIAES
FAIABERT, Element R4MITEY SnapMirror e FHARS. EHREHARIREFT, F=BHER

SnapMirror .

@ EFHE, Toi 22 A SnapMirror » REEEITEEEHRE A MEGREZR SnapMirror ThEEFHIER
HiNigE.
TB
1. BHE &> 188",
2. & SnapMirror FIEB¥ L IS E,
3. B * BA SnapMirror*

£ Element j&% /2 SnapMirror

(EXTEAE Element S5 LS SnapMirmor , 7A/EA SEQIRBHIXR, HREELEElement
EWeb UIH R EBFN"Modify\Volumes"API7 & HT LSS "ModifyVolume"s
FrIaZ i
* BB TE Element ££8% E/B A SnapMirror o
* BRKNKAA 512 FTH,
* EREEB S Element IZi2EH,
* BiHRIZEAREEN "Replication Target' " o
XFUES
UTRETBRBREEEEFEE. SHalEeIZHZErEA SnapMirror

H
1. EF B> 5,
2. EFREREH £ 12,
3. ETHINEH, EEF * HiE
4. 1£ * 4RiEE * IHEED, EF * BA SnapMirror* ,
5. 3% * RIFEN "5

Bll# SnapMirror B

B eliZ SnapMirror i, ARZTEERIEEFIX R, EREEEEIementii{EWeb Ul
S EBHITLES "SnapMirror API F3E"
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Freaz a0
BB TE Element &£8% EE A SnapMirror

3
1. 8 * BEERIP * > * SnapMirror IR *
2. B OIRES
3. 1 * SIEHIm S * JHEER, N\ ONTAP SREEIE IP ik,
4. I\ ONTAP SEB¥EIESRMAF ID FE,
S. B BlIBIRS Yo
REEHIXA

IS HIFL IR

TICEFEIEM Element EFZ] ONTAP XM ONTAP £lZ] Element , #BEEARCEE
AitRl, ISERBEUNSIZBMIBNRR, B UERIARERE B E X KK,

& B LAEF “job schedule cron create’ p L BIEEHIVEW I, 1R 1% FH#ESnapMirrorfal Bt B sh&E #i3 AC
TIZI RSB RIF X R

RFUIES
TR UTE eI BEURRIP R R D ECIRAL TR, NRAD BRI, MAAFEHERMIUEK RO

p
1. gUE Rl IR

job schedule cron create -name job name -month month -dayofweek day of week
-day day of month -hour hour -minute minute

FFF -month. -dayofweek M “-hour, EAIUIERE "al RREEAR. BANE—XNE/HEITE
|28

M ONTAP 9.10.1 FFt4, EalLAfE(ElitXIFEE Vserver :

job schedule cron create -name job name -vserver Vserver name -month month
-dayofweek day of week -day day of month -hour hour -minute minute

UTFRAREEIZ—NR2 AR %1t "my_weekly BEEH7VZR3: 00151T:

cluster dst::> job schedule cron create -name my weekly -dayofweek
"Saturday" -hour 3 -minute O

B X S EREE
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B2 B E X EHIREE

ER UTE B EFI X ABHMEAZARES B E XK, W FEEXSA—EHIHKE. &n
EX—1EZ1" RERUSE . LUMEMBUFEHRHERB{E#HiEYSnapshot&lZs,

MRXAZANKINKERER, BOULSIEEEXEHIKE, fla. EEFEENKEHPERESIE. &R
24SnapMirror=id & faiSnapshot& s AV £,

XFIES
SHIEBEHY policy type RE T EXZIFHXARLE, TRESRT IHIEKRAEE,

Policy type XHREH

BHHEK SnapMirror’ R3S
RIRFE Hr—EH|
3

1. BB E X E R
snapmirror policy create -vserver SVM -policy policy -type async-

mirror|mirror-vault -comment comment -tries transfer tries -transfer-priority
low|normal -is-network-compression-enabled true|false

BEXTEBNGIEE, BERFMI.
MONTAP 9, 5F8. &I LUERSEISE FISnapMirror[El4 & £ 61175& F Snapshot g 241 X893t X1
-common-snapshot-schedule, BRIAIER . SnapMirrorfE% & F V3@ Snapshot&l4sitXI9—/ B,
&8 LA SnapMirror[Al 25 x & AYSnapshot@I AN i KIFEE— M F 3072 # 2/ N\BY Z [B] 9B,
BUTRBI&E79 SnapMirror KR¥ERE SIEZ— 1 BENX EFIHEE, UEAEIEERBBNEESS:

cluster dst::> snapmirror policy create -vserver svml -policy

DR compressed -type async-mirror -comment “DR with network compression
enabled” -is-network-compression-enabled true

RGNS —EHI0IE B E X EHIRK:

cluster dst::> snapmirror policy create -vserver svml -policy my unified

-type mirror-vault

FERIE
XFF" mirrirr-vor "SREESERL,  fRMATNE AN R E #1461 AN E A B {Z 4aRISnapshot&l s,

& “snapmirror policy show S $IIERE B 8/#ESnapMirrorklg, BXxZEMNMLIEE, BSLFMI,
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JIERBETE SRR

T RSB A mirrirr-vault" I B E X K. Bz DE X — N RBE B FE
?ﬁﬂﬁfﬂf?’iﬁﬂ’\]SnapshotEM&o IRIABI AN mirror-vault SREREAIHIERIATRER E MR
m,

KFUES

ERBEFERY ST mirrirr-vor WE N EREEH M MEE XN, BTiEEEEHIHSnapshotdlads, a0, 0™ bi-
monthlyn*"$&7= R N & §14%B 7 SnapMirrorfR&:""bi-monthlyn'"#JSnapshot&|Z<, & 8] LIEECEElement
Snapshot&| 2Bt EESnapMirrorti®s,

BPRBERBELS WS T RAREXRMNEREL, EERBEREN, REAREINRBAEXLENN, FT*x
BRT REE AN,
ZYeE X IR P oRmgseE #R

sm_created STHRG, REREE SnapMirrorgllZZ#JSnapshotElds =
EB T E I,

gX HGEE MR E B = E R
_ESnapMirrorti# /3" daily’ 89
#rSnapshotgl7<,

=5 HGEE MR E B =R
_ESnapMirrortx& 5" Weekly "9
¥rSnapshot&7<,

84 BIGTENE MR E B =R
_ESnapMirrortx® /5'm’ onh B9
¥rSnapshotl7<,

TR LURIEFRE NRIAREEE B E X RS E MMM, F0:

* WFEIA Mirrorandvault S ERILEIE— 1R bi-monthly" BIFN. LESRE ER
£" bi-monthly" SnapMirrortrZHISnapshotElZs,

* M FHRBEIER ST mirrirr-vor BYE E X ERB&. BRI LABIE—13 A" bi-Weekly "BIFRNI. LAILESRE BB " bi-
Weekly" SnapMirrortx#: By Snapshot&l 4,

p
1. JoSRBERE XA :

snapmirror policy add-rule -vserver SVM -policy policy for rule -snapmirror
-label snapmirror-label -keep retention count

BXTBNGLEE, FELFMIT

IR RS —1N 8 SnapMirrortR & B9 NN bi-monthly  BIBRIAREEH "MirrorAndvault:
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cluster dst::> snapmirror policy add-rule -vserver svml -policy
MirrorAndVault -snapmirror-label bi-monthly -keep 6

LU R BIE—1 8 SnapMirrorfR ZHIFR RN bi-weekly EIBEX R "my snapvault:

cluster dst::> snapmirror policy add-rule -vserver svml -policy
my snapvault -snapmirror-label bi-weekly -keep 26

TR — 8 SnapMirrorfF ZRIFR AN app consistent " EIBEMEKEEH “sync:

cluster dst::> snapmirror policy add-rule -vserver svml -policy Sync
-snapmirror-label app consistent -keep 1

Ria. TR UMBERE 5 tkSnapMirrortr 2 ILAZHISnapshot&lZs :

cluster src::> snapshot create -vserver vsl -volume voll -snapshot
snapshotl -snapmirror-label app consistent

BIEEFIXA
Bl7 M Element JRZ) ONTAP BirfYx &

FEEPNIRESS ZRFEFNEIREG ZBIRIX R data protection relationship . 8]
LAEA “snapmirror create 5% 82 MElementiEZIONTAP B 458 MONTAPEZ|Element
BirRVEIERIP X Ro

1B LAE A SnapMirrorf§Element#&#JSnapshot@| A E FIZIONTAPEAR R %Ft. W13R Element Ihm R EXRHE, &
BILAM ONTAP Z4im%E Fimte e, ARERSEREENHE Element 75,
FIaZ Al

* BEEEFINER Element T9 AR ONTAP 18,

* WIE A Element &2 A SnapMirror E%l,

y E%f&\ﬁﬁﬁE’\]%"‘mirrirr-vault"‘%ﬁﬁ?éﬁg\ AR A EE HIKIElement SnapshotE|Z<EZ & SnapMirrortx

N o

() EREERPERRITIAES ElementiiEWeb UIMAPI 753",

KXFIES
BT R IEEElementE&R R <hostip:>/lun/<name>, EFR‘LUN'ZEFRFEMFELUN’, EElement

2o name
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Element AT ONTAP LUN , #1341 Element R3] ONTAP ZBIf9EIERIFX ARG, SnapMirror
$5{EF Element HERIRZFRBIE— LUN o N8R LUN %EM Element {42 HIE] ONTAP BYESK, SnapMirror
SEEIEEHEIIAE LUN
SHIFNET:

* ONTAP £ REEEE—1 Element HHAVEIE,

s IMRBEBEIEM— ONTAP HE &2 Element %,

FEONTAP 93 R BRHRAT, BHF5R S EA251  SnapshotBls. EONTAP 9 4R ERIRAT, HIFER
%A 821019 Snapshot&l 4.

]
1. MBEIR&EEE D, BIEM Element J8ZI ONTAP BifIE4IX % :

snapmirror create -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume> -type XDP -schedule schedule -policy
<policy>
BXTBNGLIEL, BFELFMI
TR ERRRIAREERIESnapMirror KM E X &R MirrorLatest:

cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005

—-destination-path svm backup:volA dst -type XDP -schedule my daily
-policy MirrorLatest

UGB EREIAEREIESL —EFIXAR MirrorAndvault:

cluster dst:> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy MirrorAndVault

ARG EARBEIEA—ERIXAR UnifiedTyear:

cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy Unified7year

T RS R BESCRBERIZS—EHIXR ny_unified:

cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy my unified
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SRE
£ “snapmirror show IR B ELIESnapMirrork . BXTEMNHIEE, BERFMI

BlIZZ M ONTAP ;RZ Element BFrHIX £

MONTAP 9, 4FF84. &I LUEASnapMirroriEEONTAPE L Al AILUNAISnapshotEl s
SHIEElementB 1T, ERIREIETEER LUN BE3EM ONTAP 353 Element FR14

FaZ i
* Element BT 4Bl ONTAP 3514,
* WIBE A Element &EA SnapMirror £,

KXFULES

B IR, e EElementB#RE& 1R <hostip:>/lun/<name>, HA“LUN'E@LPRFFFHLUN", EElement
EHEMo name

SHFNTF:
* EFIXARREBRERNUIA "async-mirror’ " o
&0 AR EIA SRS 2 B & M 5B

* {N%#F iSCSILUN,
* FEEIEZ 1 LUN M ONTAP £E§IZI Element %,
* A EESE LUN M ONTAP EEHIZIZ 1 Element %,

P
1. BIIZM ONTAP J&Z Element BFHIEHIX A

snapmirror create -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -type XDP -schedule schedule -policy
<policy>
BXTENGLIEE, HERFMIG
T REEERRIAREERIFESnapMirror KM E X &R MirrorLatest:

cluster dst::> snapmirror create -source-path svm 1:volA dst

-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy MirrorLatest

LR RBIRER B E X RS SnapMirror R¥EME X R my mirror:
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cluster dst::> snapmirror create -source-path svm 1:volA dst
-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy my mirror

SERE
R “snapmirror show S IIF 2 B E I SnapMirrorx %, BXZEMHSIEE, BE2RNFMTL

MBI ERIXER
WFFRAEXZRER, B ERSHIT baselinefZisi . ©2NEEAIE—Snapshotal

ZiN

ARRZEI AN E S| BRVFRE SRR R BT E,

FreaZ Al
* BEEEHINED Element TI AR ONTAP 518,
* WIBE A Element B A SnapMirror £,
. ZIKD%,‘&?@FEE’\J%"‘mirrirr-vault"‘%ﬁﬁﬁﬁﬁx MATE R EE HIRElement SnapshotB Z<EZ & SnapMirrortR

Mo

()  EREERPERRITIAES ElementiiEWeb UIMAPI 753£",

XFIAES

BB, IS EElementRE& 1R <hostip:>/lun/<name>, HEF“LUN'ZLPRFERTRLUN’, =EElement&
E,\ngo name

MIafLrIREIFE M, ERIERERISERERBITEAS R,

NRBTFERIREM ONTAP J5Z| Element BARBIX RANIGHKRIK, MEMEEBEEELRZ ()
90, FTRMEY LUN 27K) , #R B Eii, IRdRRERU0TFAR:

@ 1. BERIER Ro

2. fiEz Element Bi5,
3. BIEEIRAY Element B5.
4. BIEHIAM ONTAP JRE Element BATEREFI (R,

p

1.

124

P ERIX AR

snapmirror initialize -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume |cluster://SVM/volume>

BXTBNGEE, BELFMI

LU R #I5a 1 IPHENE10.0.0. 1MARYIRES ERBRE vola dst  ZIBIBY “svm_backup X% 0005
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cluster dst::> snapmirror initialize -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

M SnapMirror XM E BinE iRtz
FEETERNES

MRARERMEMZART SnapMirror RKMEREXRPRIFIER, NAILUMBIRERHLEE
, MAZERE AR, EEHRMERSRE, SR UEMEERES,

BEBLFEEINERS, REAREBHIBEMZERBATF K, BUERAGSELERBMETRHREE.
A EIEEEH#HITHIER. “snapmirror abort' 7 “snapmirror break £/ “snapmirror quiesce 885 Biri&
HAEE,

XFIAES

BB IS EElement R &2 <hostip:>/lun/<name>, HF“LUN'ZILPRFERTRLUN’, =EElement&
E’J%WO name

g
1. Z A B AR TA TR

snapmirror quiesce -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

ﬁ;& %Eﬁﬂp?lnlia ]ﬁ m%zﬂﬂ'J\o

MRS EIP#IE10.0.0. 11080 RES ERIBIRE vola dst ZEH " svm backup itklfEiE
"0005:

cluster dst::> snapmirror quiesce -source-path 10.0.0.11:/1un/0005
—-destination-path svm backup:volA dst
2. = IEFERBIMERAEIE:

snapmirror abort -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

BXTBNGLEE, FELFMIL

UG EIP#IE10.0.0. 110 BY/RES £BY svm backup' BAF “vola dst &ZENETEHITHER
“0005:

cluster dst::> snapmirror abort -source-path 10.0.0.11:/1un/0005
-destination-path svm backup:volA dst
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3. dhlif SnapMirror RMEME X :

snapmirror break -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

BXTENGLIEE, HERFMIG
LA R0 it IPith1ib10.0.0. 11080 RES ENBAREHM vola dst” EB svm backup' BinE

‘volA dst Z[EIN “svm backup X% “0005:

cluster dst::> snapmirror break -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

EERTHERRNERE

EEEREASRE, BoUINZEREREIRR. EEMEERESEZE], SAN EHLATLUM
Bir&ihR 2R,

1. 3% Element LUN BRESEAEN A9 B oA 4H,

2. BIFEM SAN ENEsHFTEFEI SAN LIF 89 iSCSI &iF,

3. 7£ SAN B IR £, RITEEERAELHCNEEZRN LUN

BT RILRS
HETEFENBIMRHEIEN, FTUEREMBIRE ZBEREILNBEIERIPXR.
KXTFULES

UTMRES BRERIREFHELTHE L. NREBLARTY, NWATERITRESBZAISIBRHELRE
HENESRISREZERXRo

AT RIS EElementRE 1R <hostip:>/lun/<name>, HAA“LUN'ZXEFRFERELUN", EElement&
9% #o name

MONTAP 9, 4FF8a. EFEIEElementREfE. RA=BEMEFITEMONTAPEARRHEIER BIZERILUN
AJSnapshot&llzs,

SHFMIT

* {¥Z#5iSCSI LUN o
* FEEEZ 1 LUN M ONTAP HE 4|2 Element %,
* IRARBEXE LUN M ONTAP BE4IZIZ 1 Element &,

p
1. MERRIEIRRIP X £

snapmirror delete -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>
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BEXTBNGLEE, FELFMIT

AR BRI ERIP3#E3E10.0.0. 110 AT TRE S LIRIEEHERYE vola_dst> ZEIH " svm_backup' K&
~0005:

cluster dst::> snapmirror delete -source-path 10.0.0.11:/1un/0005
-policy MirrorLatest -destination-path svm backup:volA dst

- REFRBBIRERIPXR:

snapmirror resync -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>

BXTEGLEL, BENFMITL
BARENBATATERLSH, BErAIEEHRN. SRR ETEEsERKRETERRD

AT RAR 2 5%IPH#3E10.0.0. 110 B#IETRE S LIRIEEHERIE vola_dst> ZEIH " svm_backup' X&H
~0005:

cluster dst::> snapmirror resync -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005 -policy MirrorLatest

- B ERERXAR:

snapmirror update -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name>

BXTENGLIEL, BENFMITL

@ NRRA BAR EARFE@EMASnapshotdlZs. MapSRRK. A snapmirror
initialize EFHIIRKILRXRR,

MUTF RN ER _ERHEIERNESIP#11E10.0.0.11508) svm_backup ##8IRE 0005 Z[ERIXFR

‘volA dst:

cluster dst::> snapmirror update -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005

AFLEBREX AR EE:

snapmirror quiesce -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name>

BXTEGLEL, BENFMITL

127



128

TR = LE R MEGERE SIPH#1E10.0.0.1140H) svm_backup " #J38IFE 0005 ZIEAIITRIELH
‘volA dst:

cluster dst::> snapmirror quiesce -source-path svm backup:volA dst
—destination-path 10.0.0.11:/1un/0005

FIEEREXRRIEEHITAIE

snapmirror abort -source-path <SVM:volume>|<cluster://SVM/volume> -destination
-path <hostip:>/lun/<name>

BXTENGLIEL, BENFMITL
LUTF RGN = R SRS SIPHINE10.0.0.11208Y svm backup #J88IRE 0005 ZEIEFE#HITHE

¥ “vola dst:

cluster dst::> snapmirror abort -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005

- FETEREZFBIRA!

snapmirror break -source-path <SVM:volume>|<cluster://SVM/volume> -destination
-path <hostip:>/lun/<name>

BXTENGLEL, BENFMIL

IUFRAPMEFHET E svm backup RIEEIBNE S tpitiit10. 0. 0. 110MFIATESE 0005 ZIEKIX R
‘volA dst:

cluster dst::> snapmirror break -source-path svm backup:volA dst
—destination-path 10.0.0.11:/1un/0005

MFRE REERBIRRIPR R

snapmirror delete -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>

BXTEWGLIEL, BENFMITL

LUT R B MIERIPHELE10.0.0. 11 0B3RS 5 _EIREEIERE vola dst > Z[EIRY “svm backup' BR
X% °0005:

cluster src::> snapmirror delete -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005 -policy MirrorLatest



8. EfRURIGHIERIPXAR:

snapmirror resync -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

BXTENGLIEL, BERFMIL

UGG EIPH#INE10.0.0. 11 0 BIFTIETREF LRV svm backup ¥I8REIRE “vola dst ZBIEMEIL
X% 0005:

cluster dst::> snapmirror resync -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

FERE
£/ “snapmirror show L IIFRE E Bl SnapMirrork R, BXTENGSIEE, BSILFMIL

FERIEMERFAR
MREBHEMEHIRMKN, EAEFEFHEREFIXR.
ETF IS

BT R IEEElementEE& 1R <hostip:>/lun/<name>, EFR‘LUN'ZEFRFEMFELUN’, ESElement
HEZFFo name

p
1. FHEHMERIRAR:

snapmirror update -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

BEXTBNGLEE, FELFMI

@ WMFFEF B L AR FTEBASnapshot@las. MapRFKM, £ snapmirror
initialize EFIIAHLLX R,

LUFRGING EFIPHILE10.0.0. 1108 ESES ERBR vola dst B ZIEM " svm backup k& '0005:

cluster src::> snapmirror update -source-path 10.0.0.11:/1un/0005
—-destination-path svm backup:volA dst

ENRPERIXR

TR BIFERANAEZE, ERIEENBERE EAEFE@EA Snapshot BIAMSEERHK
WZfE, RBWMREBULXRANERREE, WFEEMETEFIXR.
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KFUIES
BEREMETATERLSH, BEAEIEEHRN. ErtfRETEsERKRETERRD

BB, IS EElementRE& 1R <hostip:>/lun/<name>, HF“LUN"ZLPRFERTRLUN’, EElement&
Egg*ﬂ-(o name

p
1. ERLRENBTE:

snapmirror resync -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume> -type XDP -policy <policy>

BXTEGLEL, BERFMITL

T RANEERELIP#INE10.0.0. 11248 FES ERBHR vola dst HZIEW “svm backup XH
*0005:

cluster dst::> snapmirror resync -source-path 10.0.0.11:/1un/0005
-policy MirrorLatest -destination-path svm backup:volA dst

FHIPMIERE

B IEERDTER BN E M SolidFire 72ELAK S Amazon S3 3§ OpenStack Swift #&
B Z R ITRIFAE,

M OpenStack Swift I Amazon S3 IXRER, EEERBEMMIEFTHNERER, IREXREMNERTE
SolidFire FiER L L&D, WAFTEBEFEE.

THREZER
* ¥#E%19 3 Amazon S3 WK 1F(E
* ¥#%%193) OpenStack Swift X R1F (&
* BEEDE SolidFire 1FiBEEE
* M Amazon S3 W RFiE LNENIERE

* M OpenStack Swift I RZFME LNFHIERE
* M SolidFire 7Zf#5%E8 LS IDERS

¥EZ )T Amazon S3 WR1F(E

BE] UG EEN IS Amazon S3 RAMIMNBIR1FiE,

1. AR E/*>*F"
2. BREEGHEXNNE "Actions” ElfT.
S EETHINEH, BE*EFHE",
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4. 7E * EMED * WIEERY C EHE T, EE S8,
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10. 7£ * BFFtRIE * FERPBWAZMINEFIRZB RIS

M. BE * FFRIRE o

© © N 9

55 %19 % OpenStack Swift 3R 1FE
BRI LU B EHES OpenStack Swift FEARIIMEX RT1ZE.

1. BB > %,

- BHRESMHNEIRH "Actions" ElHTR.

- EETHRER, BFEEHE,

- 7L EERED * FHEER * FHE T, % Swift* o

- TE * BUBAST ¢ TFEE—MEEE
o *JRE * . 3RH SolidFire FFE R R LURERIEZEE o
o *RKESE . SHMARRBHREL L.

£ * URL * ZEHPRIANRTIARIN RFMHER URL .
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£ * SHRIIEER * FEPRNKF NS HIIEREA,

£ A FRPRANATEEESMHHNESE.

10. * &M% * ¢ 7F * BFFRIE * FEPRAEHINEIFIA & PRI,

M. B&F * FHIEIRE *

2
3
4
5

© © N 9

BB EME SolidFire TFHE8EE!

X FI&1T Element BR{FRVTFESEF, ERILURGER LRNEENEITEERE,
HRIRE R BT DAY,

EBI. "WMERSHITERMLHTE "
ER—MEREHRTRIIS—MEREN, RASKER—1EH, ATFEERZEMTEHRIE. KHIEESA

BIARPRER R BIREEHITEMNEIE, MMESABREREE—ENREN, EEVHERERIIEFR, EF
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