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"result": {
"clusterAdminID": 13

}
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"method": "CreateldpConfiguration",

"params": {
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>
<EntityDescriptor

xmlns=\"urn:oasis:names:tc:SAML:2.0:metadata\"
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"
...</Organization>
</EntityDescriptor>",
"idpName": "https://provider.name.url.com"

by

MRz
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"result": {
"idpConfigInfo": {
"enabled": false,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----—- BEGIN CERTIFICATE----- \n
MIID...S1BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}
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"method": "DeleteAuthSession",
"params": {
"sessionID": "a862a8bb-2cbb-4774-a592-2148e2304713"
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"id": 1,
"result": {
"session": {
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-04-09T17:51:30z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-04-06T18:21:332",
"sessionCreationTime": "2020-04-06T17:51:30z2",
"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713",

"username": "admin"
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"method": "DeleteAuthSessionsByClusterAdmin",
"params": {
"clusterAdminID": 1

o]l
T RREZTF L TR GIBImARL :

{
"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1y
"finalTimeout": "2020-03-14T19:21:24272",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z2",
"sessionCreationTime": "2020-03-11T19:21:24z72",
"sessionID": "bl2bfc64-£f233-44df-8b9f-6fb6c0llabf7",

"username": "admin"
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DeleteAuthSessionsByUsername
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"method": "DeleteAuthSessionsByUsername",
"params": {
"authMethod": "Cluster",
"username": "admin"
}
}
M Nz 7~ 5
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{
"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1y
"finalTimeout": "2020-03-14T19:21:24z",

"idpConfigVersion": O,

"authSessionInfo"

"lastAccessTimeout": "2020-03-11T19:51:242z2",
"sessionCreationTime": "2020-03-11T19:21:24z72",
"sessionID": "bl2bfc64-£f233-44df-8b9f-6fb6c0llabf7",

"username": "admin"
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{
"method": "DeleteldpConfiguration",
"params": {
"idpConfigurationID": "£983c602-12£9-4c67-b214-b£f505185cfed",
"idpName": "https://provider.name.url.com"
}
}
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"result":{}
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"method": "DisablelIdpAuthentication",
"params": {}
}
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"result": {}
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"method": "EnableIdpAuthentication",
"params": {

"idpConfigurationID": "£983c602-12£9-4c67-b214-b£f505185cfed",
}

MRz
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{

"result": {}

}
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T UE A " GetldpAuthenticationState’ 5 741R[B15 X F A E = /5 IDP#HITE M IRIERVIRE
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{
"method": "GetIdpAuthenticationState"

}

MRz
T SRR BRI T LU TR HIRanaR

"result": {"enabled": true}
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"method": "ListActiveAuthSessions"

e Rz 7= 51
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{
"sessions": [
{
"accessGroupList": [
"administrator"
1y
"authMethod": "Cluster",
"clusterAdminIDs": |
1
1,
"finalTimeout": "2020-03-14T19:21:24z72",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z",
"sessionCreationTime": "2020-03-11T19:21:242",
"sessionID": "bl2bfc64-f233-44df-8b9f-6fb6c0llabf7",

"username": "admin"
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"method": "ListIdpConfigurations",
"params": {}
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"result": {
"idpConfigInfo": {
"enabled": true,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
...</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----- BEGIN CERTIFICATE----- \n
MI...BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"
}

B hRZs AR BYFTIE ThEE

12.0

UpdateldpConfiguration
&R LAfER "UpdateldpConfiguration' 5 & BB = HIdp BEFMEENII B E,

W

5

75 ZREBUTRASH:

16



BFR
4 ¥ NewCertificate

idpConfigurationID

idpMetadata

idpName

newldpName

R [El{E

iR

MRISE N true ,
M= 4 R FTEY SAML
BB FH I
B, AE: By
BIE BB ERS
IdP ZB)ZiIgfEE
, HF7E IdP o EF#H
INEERIARS IR M
ArTHdE L, R
KRR SAML iEP
MEPHIBHIGER
false , Ml SAML i
PHMNERRFAL,

=7 IdP BREBR
UuID

FAF3REX SAML 2.0
BRERECEMEN
%éEH%E'\E’\J |dP JT#4

RATFIRMRTMIINER
SAML 2.0 B &R
BY 1P feHiZFFEI &

o

WRIETEURFR, M
b B FRIGE R IH Y
IdP & #7F,

75 EREEUTREE:

2%
idpConfiginfo

BRI

WiER

BXE=F IdP BEMER.

75 7ERNEREMTF LA TR A

A

boolean

uuID

string

string

string

AIAE

B
"idpConfigInfo"

IR

iy

7]

iy

iy

iy

17


https://docs.netapp.com/zh-cn/element-software-127/api/reference_element_api_idpconfiginfo.html

{
"method": "UpdateIdpConfiguration",

"params": {
"idpConfigurationID": "£983c602-12£9-4c67-b214-bf505185cfed",
"generateNewCertificate": true
}
}
e Nz 7~ 5

675 7R BIZAA T LA - BRI A -

"result": {
"idpConfigInfo": {
"enabled": true,

"idpConfigurationID": "£983c602-12£f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
...</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "--———- BEGIN CERTIFICATE----- \n
MI...BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}
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