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"method": "AddKeyServerToProviderKmip",
"params": {
"keyProviderID": 1,
"keyServerID": 15
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"id": 1
}
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"id": 1,
"result":
{}

}
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"method": "CreateKeyProviderKmip",

"params": {
"keyProviderName": "ProviderName",
by
"id": 1
}
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"id": 1,
"result":

{

"kmipKeyProvider": {

"keyProviderName": "ProviderName",
"keyProviderIsActive": true,
"kmipCapabilities": "SSL",
"keyServerIDs": |

15

1,
"keyProviderID": 1
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"method": "CreateKeyServerKmip",

"params": {
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate™: "dKkkirWmnWXbj9T/UWZYB20oK0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
by
"id": 1
}
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"id": 1,
"result":
{

"kmipKeyServer": {
"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpg40ES/E..."
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
}
}
}
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"method": "CreatePublicPrivateKeyPair",

"params": {
"commonName": "Name",
"country": "US",
"emailAddress" : "email@domain.com"
bo
"id": 1
}
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"id": 1,
"result":

{}
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"method": "DeleteKeyProviderKmip",
"params": {
"keyProviderID": "1"
by
"id": 1
}
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"id": 1,
"result":

{}
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"method": "DeleteKeyServerKmip",

"params": {
"keyServerID": 15
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"id" 3

1,

"result":

{}

B hie s AR BYFThir s

11.7

RABSINE

fRe] LR “DisableEncryptionAtRest {8 LA T 75 A ¥ bR Al N F F B89
‘EnableEncryptionAtRest Fi%. WWERRARZEERIH, STEZAME ZaNREMEN, (RE]
LUER "GetClusterinfo' B F ARG UEFHIZ AN TR G %

© BRI ZRBRHSRENE. BERARSHANE, BFE.. "SE—THEHTE

BRSNS,

c BEEESH FRHSNE. HSRAMBHMENGIRS, BERAUTAE: "REEHER

F7E" s {RAJLAER GetSoftwareEncryptionAtRestInfo "FREVEEELFH T INE 4 SEUERN
BEEMNAEZE"

W ELBRAS .


reference_element_api_createcluster.html
reference_element_api_createcluster.html
reference_element_api_createcluster.html
reference_element_api_createcluster.html
reference_element_api_createcluster.html
reference_element_api_createcluster.html
reference_element_api_createcluster.html
reference_element_api_createcluster.html
reference_element_api_createcluster.html
reference_element_api_createcluster.html
reference_element_api_createcluster.html
reference_element_api_createcluster.html
reference_element_api_createcluster.html
reference_element_api_createcluster.html
reference_element_api_createcluster.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/zh-cn/element-software-128/api/reference_element_api_getclusterinfo.html

R[ElE

75 SRR B
AR

BT REIER LT LU TRH:

"method": "DisableEncryptionAtRest",
"params": {1},
"id": 1
}
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"id" : 1,
"result" : {}
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[ &R

A IR EIRIRR 254 F EnableEncryptionAtRest 773U TR, EEEREEIRS,

"id": 1,
"result": {}

LR FBARBSIZER, GetClusterinfo IREINARXIGEHSMERIRE (“encryptionAtRestState”) H&iRfg*
FERA. BSHENEREEAR, RENRESRTHEBR

"id": 1,
"result": {
"clusterInfo": {

"attributes": { },
"encryptionAtRestState": "enabling",

"ensemble": |
"10.10.5.94",
"10.10.5.107",
"10.10.5.108"

1,
"mvip": "192.168.138.209",

"mvipNodeID": 1,
"name": "Marshall",
"repCount": 2,

"svip": "10.10.7.209",
"svipNodeID": 1,
"uniqueID": "91dt"

B hig s AR BYFThir 2

9.6

EREZER
» "SecureEraseDrives"
* RENERER"
* "SolidFirell Element ZR{4 324"
* "NetApp SolidFirefll Element =5t R EBhR A9 SZAY"
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RENVE P URIEPERIEK

{REJ LAfEF " GetClientCertificateSignRequest’ £ B F] RIE R MA WS Z IEBEZIERK
A%, WEAEEEREPIRIERE, SEFRASRIERBREL SINIREZRENEEX

o
SR

liys07 9 Z LT &

R [ElE
75 % B TR ENE:

BT D% KE

FEPIRIEBERIER PEM &3 Base64 4mb5HY string
PKCS#10 X.509 B PRIt HERIF
Ko

ARG
%I ABEREMTF AT RA:

"method": "GetClientCertificateSignRequest",
"params": {
b

"id": 1

}

e Rz 7= 51
T SRR EIZAAT L T HIRanaR

"id": 1,
"result":

{

"clientCertificateSignRequest":

"MIIByjCCATMCAQAWGYkxCzAJBgNVBAYTALVTMRMWEQYDVQQIEWPDYWxpZmybm. . .

}
}

13



B hik s LARBYFThir 2

11.7

GetKeyProviderKmip

fREJLUER “GetKeyProviderKmip 125 X5 E 2R EE B ENIX (KMIP) ZiRIRHIE
FHERRIG %o

S
ZHEEUTRASH
B 3 e BNE BIATR
FARWEFID  ERENKMP HH B % 2
RIRFHRE
IDo
R [ElE
7 RE I FREE:
B i ]
kmipKeyProvider SEAXFMERBHREEFEA  HRREBEK
ERHHR,
ARG

B ERIEREMTF UL TR

"method": "GetKeyProviderKmip",
"params": {
"keyProviderID": 15

b

nid": 1
)
M Rz 7= 131

75 7R E BT LA R BIRIME A :
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"id": 1,
"result":

{
"kmipKeyProvider": {
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [
1
I
"keyProviderName": "ProviderName"
}
}
}
B RZS LSRRV Hhir s
1.7
GetKeyServerKmip
fREJLAEF "GetKeyServerKmip iX[B1E XisE Z A EE B R(FINN (KMIP) ZRARSS 2809
ERHNTGZE,

2

BREBUTRASH]:

B fadk eSS FINME WAATR
HRRSSERID ZIREEEH KMIP B x =
E AR5 4519 1D,
R[EIE
75 E BB TR EE:
B R KA
kmipZ AR5 88 BERFMARBHERSHFMESHN  "EHRZSEKmip”

POE 8
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RGNl
BRI R LT U TRA:

"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15

b
gy
}

e 7 7T £51
75 R IR BISARTF LA R BB -

"id": 1,
"result":
{

"kmipKeyServer": {
"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpg4O0ES/E..."
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":15
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
}
}
}
E RS AR AYH A s

11.7

RIS MEER

fRE]LAE A ~GetSoftwareEncryptionAtRestinfo" SREXEE B F T INZR 82 S BRI 2750
BERNA .
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7 ELERAS .

R[ElE

7 EREE U TREE:

ENERRTBIARTE
FID

D% it

BEXURNGHSMEE  NIEERAER
BHANER.

YRR —REMER B
BRENRPSER ID (IR

B) , MRERBIER
‘GetAsyncResult it 1%

B2 ‘newKey B H X5
FERENESNFEUR
“keyToDecommission &
BIHZAEENFE,

K& LRI ERSINEIRTS,  string
BJRERY{ER disabled B
#& ‘enableds
version FREHARSREMEZR B
, MARSE=IEIL,
ARG
BFERNEREMUF AT B
{
"method": "getsoftwareencryptionatrestinfo"

}

) Rz 7T f51

75 7R [E BT LA R BRI MR A :

A%k
True

True

False

False
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"id": 1,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647cEtd",
"keyManagementType": "internal"

),
"state": "enabled",

"version": 1

B hrZs LURBYHTAR 2
12.3
BHREZER
* "SolidFire#ll Element 2R {4 3244"
* "NetApp SolidFire# Element = @R HARR A< B9 SCAY"
ListKeyProvidersKmip

fREJLAER “ListKeyProvidersKmip t2RFTE I A Z A SR B IR(FINN (KMIP) ZIRIRHIZ
ARG %, ERILUBI s E MBS HRImET IR,

2

BREBUTRASH]:
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E2L i R it AIAE RIS

keyProviderlsActive T 3E384RIE KMIP 2  7n/R{& 7 £
RS HBURESTL
FERESIREX L

R, AIRE(E:

* true: {IR[E4LL
FEIRESH
KMIP Z et
2 (eftXa]
EEFERNEH

o

* false: {URE]FR
JEEREY KMIP 22
PARRitiER (R
IR EAERHE
B LURIBR) o

WRZEE, NMER[ERY
KMIP ZRiR 2R

FLRELRTLT
ETREEAT I
kmipKeyProviderHa {RIERTESE A/ % &

sServerAssigned KMIP Z$ARSE 28,
TREH KMIP 2R
Hi2Rr. FIEE(E:

* true: {UR[EE
PEE KMIP %R
AR5 2809 KMIP
B IRIZR.

* false: {XR[E]%
SEE KMIP Z45A
AR5%2889 KMIP
ZRRHRER,

WRZEE, NIR[ERY
KMIP ZRiR 2R

CRIRIEERSEND
g KMIP Z$ABRSS 28
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kmipKeyProviders ELIEH KMIP ZRiRHEIZFT "R AR Kmip" Kt

e]

AR
BT REPER LT LU TRH:

"method": "ListKeyProvidersKmip",
"params": {},
"id": 1
}
Ui vaanet]l

75 7R E AT LA TR BRI :

Dig®s 4,
"result":
{
"kmipKeyProviders": [
{
"keyProviderID": 15,
"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [
1
I
"keyProviderName": "KeyProviderl"
}
]
}
}
B s AR AYF i s
1.7
ListKeyServersKmip

fREJLAER “ListKeyServersKmip 5 tHFR A B eIZNZAEIE B RIEMIN (KMIP) Z3RARSS
A, EALiBdEE HthSHRmIELE R,
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kmipHasProviderAs 1RIEEEESHE HIRE ¥ £
signed KMIP Z AR {tizF

, THEt KMIP Z4A
Axs588. FIRE(E:

° true: {WR[EIE
B2 KMIP Z$H
RIEERFD
KMIP Z5ARRSS
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* false: {SUR[EIE
SEE KMIP 2558
IR
KMIP Z$ABRSS
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NREEE, MHRERY
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B ERIEREMTF UL TR

"method": "ListKeyServersKmip",
"params": {1},
"id": 1
}
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"kmipKeyServers": [

{

"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbjoT/UWZYB20oK0z5...",
"keyServerID": 15,
"kmipAssignedProviderIsActive": true,
"kmipKeyServerPort": 5696,
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"

1,
"keyProviderID": 1
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"method": "ModifyKeyServerKmip",

"params": {
"keyServerID": 15
"kmipCaCertificate": "CPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate": "kirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
by
"id": 1

}

e Rz 7~ 51
b e SR SR sl v

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate" :"CPDCCAaUCEDyRMcsfOtAbDpg40ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server?2.hostname.com"
1y
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"kirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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"method":

"params": {

"rekeysoftwareencryptionatrestmasterkey",

"keyManagementType" :
"<ID number>"

"external",
"keyProviderID":
}
}
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"asyncHandle": 1
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"method": "RemoveKeyServerFromProviderKmip",
"params": {
"keyServerID": 1
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"id": 1,
"result":
{}

}
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ssh -i <identity file> sfreadonly@<node ip>
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"method": "SignSshKeys",
"params": {
"duration": 2,

"publicKey":<string>
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"id": 1
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"id": null,
"result": {
"signedKeys": {
"keygen status": <keygen status>,
"signed public key": <signed public key>
}
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"method": "TestKeyProviderKmip",
"params": {
"keyProviderID": 15

b
nidm: 1
)
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"id": 1,
"result":

{}
}
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"method": "TestKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}
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"id": 1,
"result":

{}
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